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ABSTRACT

Today, the majority of wireless networks hold sofoen of sensitive data that
only authorized users are meant to access. Asudt,resmmunication networks must
enforce some type of security protocols that visillif the users who have access to the
network resources. To ensure that a network isree¢he network must be able to
enforce two key concepts: data privacy and daggiity. Data privacy is ensuring that
all packets on the network are unreadable to angseloppers while data integrity is
ensuring that modified data is corrected. This pagiscusses two of the most well
known encryption protocols namely WEP and WPA/WPAZ2.

INTRODUCTION

To ensure that a network is secure, the networkt imeisble to enforce two key
concepts: data privacy and data integrity. Dataaoy ensures that all packets on the
network are unreadable to any eavesdroppers whik idtegrity ensures that modified
data is corrected. Wired Equivalent Privacy (WERswhe first wireless encryption
protocol. As the name suggests, this protocol vessgded to provide security analogous
to that found on wire networks. In contrast to witsibriginal intention was, WEP turned
out to be rather insecure and susceptible to maiside attacks. Once WEP became a
broken protocol, the Wi-Fi Alliance created WiFioRrcted Access (WPA) and later,
WPAZ2 that provides better security that is stilbuwken.

WIRED EQUIVALENT PRIVACY (WEP)

WEP was introduced in IEEE’s original 802.11 stadda 1997 [15]. Standard
64-bit WEP consisted of a 24-bit initialization wec (IV) and a 40-bit key for data
privacy [2]. To ensure that data has not been tampered en N(E®, uses a Cyclic
Redundancy Check (CRC) value which is encryptedicalwith the packet load [10].
With both data privacy and data integrity in miNdEP is a wireless encryption scheme
that gives basic security for extremely small nekso

Encryption Process
While WEP uses a fixed IV length of 24-bits, themter of bits used for the key

may range from 40-bits to a maximum of 104-bits|[Fegardless of the number of bits
used, encrypting a message goes through the saedpire. First, the Integrity Check
Value (ICV) of the unencrypted message is deterdhina the CRC and appended to the
end of the original message [10]. Afterwards, bibth IV and key are passed into the
Rivest Cipher 4 (RC4) algorithm to generate a Kegasn [10]. Once the key stream is
generated, it is XORed with the original messageraate the cipher text [10]. Upon



completion, both the IV and cipher text are senth® designated receiver. A visual
representation of the previous process is presdmgiedv in Figure 1.
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Fig. 1. WEP Encryption Process [14]
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Decryption Process

Once a WEP encrypted packet is received at thehest] the entire encryption
process occurs once again, but in reverse. Hmst24-bit IV and shared key are sent to
the RC4 algorithm in an attempt to regenerate Hraeskey stream used to originally
encrypt the packet [10]. Once the key stream has lgenerated, the encrypted message
and the key stream are XORed to decrypt all datherencrypted packet [10]. From the
decrypted packet, the ICV is checked from the tiatansure the data was not tampered
with on delivery. If the data is not valid, the gatis dropped; otherwise, the message is
determined to be authentic.

Authentication

WEP has two different authentication methods, Ofgstem and Shared Key,
which are used to determine which clients are albwo gain access to the network’s
resourcesln Open System Authentication, any client is alldwe join the network but
this authentication stipulates that only those wite network key are allowed to send
data [14]. While in Shared Key Authentication, omljents with the network key are
allowed to join and gain access to the networksueces. Whenever the access point
receives a request from a client, the access a@ntls the client a text challenge to
encrypt to ensure that the client truly has thevodt key [14]. The client encrypts the
text with its key and sends back the encrypted texhe access point for verification
[14]. At the access point, the client’s encryptext s decrypted using the access point’s
key and compares with the text challenge, if botitaim, the client is allowed access to
the network, if not, the client is denied accesé].[Figure 2 shows the Shared Key
authentication process.
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Fig 2. Shared Key Authentication Process [6]

Weaknesses

Though WEP was quite useful in discouraging alt the most dedicated of
malicious attackers, WEP had many flaws in its enpéntation that would lead to it
being a broken algorithm.

i.1V Length Too Small

One weakness that WEP has is its small IV lengtbnbdf 24-bits. With 24-bits, there
is only 2”24 or 16,777,216 possibilities beforeupletate 1V would be reused [5]. Such a
small number of possibilities may be easily attaiaeon a busy network within a few
hours [5]. Because of this, a malicious attackeuld@mnly need to generate all possible
IVs in an attempt to decrypt any encrypted pacite&ing on the network [5].

ii. IVC Easlly Modified

A network using WEP encryption may still accept pemed packets due to the
way the IVC is calculated. Using CRC, the IVC iscatated linearly, meaning that if a
malicious attacker were to change a bit in the agssthey will only need to change the
corresponding bit in IVC to make it appear genyitje

iii. Authentication Easily Bypassed

A network using WEP’s Shared Key Authentication viery susceptible to
eavesdropping. A malicious user only needs to cobeth the encrypted text and the text
challenge of a registered user connecting to thwaork [2, 5]. Once both the encrypted
text and text challenge are collected, the malgiaser would only need to use the XOR
operation on them to discover the key to gain actethe network [5].

WI-FI PROTECTED ACCESS (WPA)

Once WEP was broken, millions of machines wereuglty made unsecured
overnight. With IEEE’s 802.11i standard still iretdrafting process, the Wi-Fi Alliance
created WPA based on one of IEEE’s drafts [4, 5le Of the most notable weaknesses
in WEP was the small key size; as such, WPA ine@alse IV to 48-bits and the key to
128-bits [1, 4, 5]. As a consequence of WEP’s siallvhich led to the reuse of keys,
WPA uses the Temporal Key Integrity Protocol (TKIB)manage keys and ensure no
duplicates and weak keys are ever used [5]. Torernbat encrypted packets have not
been tampered with, WPA usklchaelrather than the CRC that WEP uses [5].

Temporal Key Integrity Protocol (TKIP)

During the creation of WPA, the Wi-Fi Alliance sdhe infeasibility of forcing
millions of customers to purchase hardware upgraoegay secure. As a result, TKIP
was created to allow consumers to secure their argsnvthrough a firmware update
rather than buying newer hardware [5]. In WPA, TKpiPovides a complete key
management system such as Master Key Creation, dramiey Derivation, and
Duplicate Key Detection [5].

Michael



The Wi-Fi Alliance initially wanted to adopt an alithm that used heavy
multiplication to generate the message integritecth (MIC); but due to the low
processing power of Wi-Fi cards, they settled oopsidg Michael [5]. Michael was
developed by Neils Ferguson in 2002 [FRather then the heavy multiplication
calculations that other data integrity algorithnse,uMichael simply shifts and adds the
bits [5].

Encryption Process

Since WPA was designed to improve on WEP, it isyosgnsible that the
encryption/decryption process would be differergfde any packet may be encrypted,
TKIP needs to have the temporal key that will bedu® encrypt the packet, the MIC key
used inMichaelto calculate the MIC value, sequence countertaadource address [4].
First, the temporal key, source address and then@a significant bits of the sequence
counter are put into a key mixing algorithm whichl wield a temporary key [4]. From
there, the temporary key and the 16 least sigmifibés of the sequence counter are put
into a second key mixing algorithm to yield the ketckey [4]. Afterwards, the packet
key is sent to the RC4 algorithm to generate adtesam that is XORed with the other
data to yield the cipher text [13]. Figure 3 shaavsoverview of the WPA encryption
process.
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Fig. 3. WPA Encryption Process [13]

Decryption Process

Decryption of a WPA encrypted packet goes throesgentially the same process
but in reverse with numerous checkpoints to enfugepacket is valid [4]. First, TKIP
must collect the same inputs as before to reciwveeséed used to encrypt the packet [4].
Afterwards, the sequence counter provided in thekgtais checked to ensure that the
packet has been received in order [4]. If the pBabks yet to be received, the data, MIC,
and ICV are decrypted. From thengichael calculates the MIC of the packet and
compares it with the MIC provided from the packét [f Michael determines that both
MICs are not the same, then counter measures leee tdherwise the packet is accepted

[4].

Authentication

WPA was built to offer to types of authenticatid?re-Shared Key (PSK) and
Enterprise. In WPA-PSK, any user wishing to acaddes network must provide this
predetermined passphrase otherwise the connectaaridwbe refused by the AP. In
contrast, authentication in WPA-Enterprise is pded by an IEEE 802.1x server rather



than being handled by the AP [4, 11]. A user wighia access the network must first

request access to join the network from the ARL}4, The AP then requests the client to
send their identity and credentials [4, 11]. THentlresponds by sending them to the AP
who forwards it to the authentication server [4]. 1At the authentication server, the

server validates the user’s credentials and semds@ept or reject message to the AP [4,
11]. If the AP receives the reject message, thenctient will not be able to access the
network. Figure 5 shows the WPA- Enterprise autbation process.
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Fig. 5. WPA-Enterprise Authentication [11]

Weaknesses
While WPA was an attempt at securing networks e left vulnerable by the
cracking of WEP, WPA is also vulnerable to an ekten

i. Denial of Service (DoS)

WPA is very susceptible to DoS mainly because hed tvay it was built.
Whenever a packet is received at the Mpchael calculates the MIC of the data to
ensure that it matches the one calculated at thees@4]. If Michael finds two packets
that fail to match MICs within a span of one minuiteassumes that an attack is in
progress and shuts down the network for one mifjt&ny malicious user may use this
safety measure to their advantage by constantlgisgnincorrect packets to the AP
forcing Michaelto shut the network down constantly.

ii. Simple Passphrases

Networks using WPA-PSK are also subject to Brutec€ attacks unlike those
using WPA-Enterprise mainly because of the fornauthentication. WPA-PSK requires
that a passphrase be predetermined to allow comspatxess to the network. If the
passphrase is simple, a malicious user can peréodictionary attack to gain access to
the network.

CONCLUSION

Modern wireless communication networks are requite implement access
control limiting access to authorized users ancerieure secure data transmission. In
response, two wireless encryption protocols weeated to secure such open networks
from outside attackers and to keep their data se®VEP and WPA/WPAZ2. This paper
surveys the two protocols and discusses theinvelatrengths and weaknesses.
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