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Welcome to the 2026 CCSC Central Plains Conference

On behalf of the conference committee, it is our great pleasure to welcome ev-
eryone to our 32nd annual CCSC Central Plains regional conference in Springfield,
Missouri hosted by Drury University. Each year, the conference brings together ed-
ucators, researchers, and students who share a commitment to advancing computer
science education, fostering scholarly exchange, and building a strong and supportive
academic community across our region. We are delighted to continue this tradition
in 2026 and are grateful for everyone’s participation.

The conference serves as an important forum for the presentation and discussion
of enduring challenges as well as innovative ideas in computer science education. This
year’s program reflects the breadth and vitality of our field, featuring peer-reviewed
research papers, tutorials, workshops, panels, lightning talks, and nifty assignments
on classroom techniques. The conference also highlights student research through
student papers and poster sessions, providing valuable opportunities for mentoring,
collaboration, and professional growth.

We are especially excited to introduce a keynote panel to this year’s program (in
lieu of a keynote speaker). The panel discussion will be on “Where We Going: The
Future of Computing Education in the Face of AI”, moderated by Dr. Chris Branton,
Associate Professor of Computer Science at Drury University. This conversation
brings educators and industry experts from across the region together to reflect on
how rapidly evolving Al technologies are reshaping what we teach and the skills
our students will need in the years ahead. We hope this panel sparks fresh ideas
and collaborative approaches in computing education, and attendees will have the
opportunity to direct questions to the panelists.

This conference would not be possible without the collective efforts of many peo-
ple. We extend our gratitude to the authors who submitted their work and shared
their ideas, the reviewers who ensured a high-quality program with a 68% paper ac-
ceptance rate, the committee members who are dedicated to planning and organizing
the conference, and to the session moderators. The CCSC Board of Directors also de-
serves acknowledgment for their continued support of the conference. Without their
financial support, the conference would not have been possible. Finally, we extend
our gratitude to the administration and staff of Drury University and to the CCSC
National Partners for their support.

We extend a very warm and delightful welcome to all presenters, attendees, and
guests to the 2026 CCSC Central Plains Conference at Drury University. We en-
courage everyone to engage fully in the sessions, take advantage of opportunities to
connect with colleagues and students, and enjoy the professional and personal inter-
actions that make CCSC conferences so rewarding. We thank again all members of
the Conference Committee who provided the necessary time and dedication to the
conference with grace and commitment.

Padmavathi Iyer and Scott Sigman

Drury University
CCSC-2026 Central Plains Conference Co-Chairs
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Where Are We Going: The Future of
Computing Education in the Face of AI?*

Keynote Panel Discussion

Chris Branton®, Wen Hsin?, Ying Cao’,
Jason Barnes*, Rahul Dubey’
"Math & Computer Science Department
Drury University, Springfield, MO 65802
cbranton@drury. edu
2Park University, Parkville, MO 64152
wen.hsin@park. edu
3School of Education and Child Development
Drury University, Springfield, MO 65802
ycaoldrury.edu
4EDUCAUSE, Boulder CO 80301
jbarnes.drury.grad@outlook. com
>Computer Science Department

Missouri State University, Springfield, MO 65897

RaulDubey@MissouriState. edu

1 Summary

Computing is experiencing a moment of tremendous uncertainty. Is generative
AT just the latest in a series of technological advances that periodically disrupt
the practice of computing, or is it something more significant? Our panelists
will engage the audience in a discussion of the impacts of Al on computing—
and computing education—and how we can try to prepare for what is still to
come.

*Copyright is held by the author/owner.
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2 Biographies

Dr. Chris Branton, Associate Professor, Drury University. (Panel Modera-
tor)

Chris Branton is a faculty member in the Department of Mathematics and
Computer Science at Drury University returning to academia after a career in
custom software development and consulting. Dr. Branton’s research interests
include human computer interaction, software engineering, and game develop-
ment technology. He is a long-time gamer and a serial hobbyist.

Dr. Wen Hsin, Professor, Park University

Dr. Wen-Jung Hsin is Professor of Computer Science at Park University for
22 years. Her teaching and research interest is primary in computer science
education. She has published over 65 peer-reviewed articles. Given the rapid
advancements in Al, she is deeply interested in and motivated by the question:
Where will computing education go from here?

Dr. Ying Cao, Assistant Professor Education, Drury University

Dr. Cao is a faculty member in the School of Education and Child Develop-
ment at Drury University. She holds a PhD in STEM Education and specializes
in learning, pedagogy, and curriculum development in the STEM areas. Dr.
Cao’s work addresses cross-disciplinary topics such as cognition, attitudes, and
simulation tools.

Mr. Jason Barnes, Data Analytics Engineer, EDUCAUSE Jason Barnes is
an experienced software architect who helps maintain a Microsoft Fabric in-
stance that integrates enterprise data for Power Bl reporting and analytics. He
has interests in games, home brewing, music, pets, and problem solving.

Dr. Rahul Dubey, Assistant Professor of Computer Science at Missouri
State University

Dr. Rahul Dubey is a faculty member of Computer Science at Missouri State
University. He holds a Ph.D. in Computer Science and Engineering from the
University of Nevada Reno, and served as a postdoctoral research associate at
the University of York in the United Kingdom. His research interests include
explainable artificial intelligence, machine learning, and autonomous systems.
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From EHRs to Al Agents. .. Healthcare
Is Now a Technology First Industry”

Banquet Speech

Patrick Murfee
CozHealth

Abstract

Patrick Murfee is Senior Vice President and Chief
Information Officer at CoxHealth, where he leads
enterprise information technology, digital strat-
egy, cybersecurity, data and analytics, biomed-
ical engineering, and clinical and business sys-
tems. With more than 25 years of experience
across healthcare and technology, he is focused on
advancing CoxHealth’s adoption of automation,
artificial intelligence, and emerging technologies
through scalable, responsible innovation.

Prior to serving as CIO, Patrick was Chief
Technology Officer at CoxHealth, helping mod-
ernize core infrastructure and prepare the organization for major enterprise
initiatives, including large-scale ERP and EHR transformations. Before joining
CoxHealth, he held senior leadership roles in both for-profit healthcare technol-
ogy organizations and non-profit healthcare systems, leading multi-entity IT
operations and complex enterprise programs. Patrick holds a Master of Health
Administration from Ohio University and is an active member of the College
of Healthcare Information Management Executives, contributing to state and
national healthcare technology initiatives.

Mr. Murfee will share how his team is approaching technology transforma-
tion at CoxHealth, and why healthcare is quickly becoming a technology first
industry. He will connect the evolution from EHR-centric work to automation,
robotics, and Al agents, and how that shift is moving IT from a supporting

*Copyright is held by the author/owner.
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function to a core part of how care is delivered. Using real examples, he will
translate these changes into the hybrid skills and mindset needed from the next
generation of computer science graduates.

18



Utilizing Vibe Coding Techniques to
Improve Prototyping in the Information
Systems Analysis and Design Class*

Gary Yu Zhao and Cindy Zhiling Tu
School of Computer Science and Information Systems
Northwest Missourt State University
Maryville, MO 64468

{zhao, cindytu}Onumissouri.edu

Abstract

Vibe coding, an emerging natural-language programming paradigm,
lets developers specify functionality in plain English while Al generates
code. This study examines how vibe-coding techniques enhance pro-
totyping for Information Systems Analysis and Design (ISAD) students.
Through structured Replit workshops, students practiced two prompting
strategies (agile-style and waterfall-style) and built applications before
applying the skills to a community-sponsored project. Using a qualita-
tive case study that integrates workshop observations, cross-evaluations,
and reflective discussions, we evaluate how vibe coding links analysis
skills to prototype construction. Results indicate that vibe coding low-
ers technical barriers, shifts attention toward business needs and user
experience, and improves client communication via iterative prototypes.
Challenges include dependence on Al-generated code, quality assurance,
and the need for stronger critical evaluation. The study offers guidance
for IS educators modernizing pedagogy in Al-assisted development, po-
sitioning vibe coding as a practical means to effectively prepare students
for agile project contexts while reinforcing analysis and design funda-
mentals.

*Copyright (©)2026 by the Consortium for Computing Sciences in Colleges. Permission to
copy without fee all or part of this material is granted provided that the copies are not made
or distributed for direct commercial advantage, the CCSC copyright notice and the title of
the publication and its date appear, and notice is given that copying is by permission of the
Consortium for Computing Sciences in Colleges. To copy otherwise, or to republish, requires
a fee and/or specific permission.
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1 Introduction

Information Systems Analysis and Design (ISAD) courses represent a criti-
cal component of information systems (IS) education, equipping students with
the knowledge and skills necessary to translate business requirements into func-
tional systems in the later Capstone projects [10]. While the core focus of ISAD
is on business requirements analysis, system design principles, and client com-
munication rather than technical programming, students still need to demon-
strate their designs through working prototypes to effectively communicate
with clients and gather critical feedback, which is a fundamental process in
agile project management methodology.

Vibe coding, an emerging paradigm that leverages natural language prompts
to create applications through artificial intelligence platforms such as Replit,
Bolt, Windsurf, etc., represents a promising solution to this dilemma [9]. By
enabling students to translate their design specifications and business logic
into functioning prototypes without extensive programming experience, vibe
coding allows ISAD students to focus their cognitive effort on analysis and de-
sign while maintaining the ability to deliver tangible prototypes that facilitate
client feedback and iterative improvement. This research demonstrates how
ISAD students utilized vibe coding techniques through structured workshops
and a real-world project to enhance their prototyping capabilities. The study
evaluates both the benefits and drawbacks of this approach, providing educa-
tors with evidence-based insights into the effective integration of Al-assisted
coding within information systems education.

2 Methodology

2.1 Research Design and Theoretical Framework

This research is grounded in experiential learning theory, which emphasizes
learning through concrete experience, reflective observation, abstract concep-
tualization, and active experimentation [6], [7]. The framework aligns naturally
with the workshop-based pedagogy employed in this study, where students ac-
tively engage with the vibe coding tool (Replit), reflect on their experiences
through discussion and evaluation activities, and apply learning to a complex
real-world project. The study takes a design-based research approach, itera-
tively developing and refining workshop activities based on ongoing observa-
tions and student feedback [4].
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2.2 Experiential Process and Implementation

Participants in this study were graduate and undergraduate students enrolled
in an Information System Analysis and Design course at a Midwest university
during the Fall 2025 semester. As shown in Figure 1, the research design in-
corporated three primary components: structured workshops introducing vibe
coding techniques, a real-world project applying these techniques, and compre-
hensive evaluation through rubrics, client feedback, and peer assessment.

Explore different Vibe Students learn how to
Coding platforms; _— Workshop 1 ——— use different prompt
Develop a simple game strategies

Create a personal Students gain the skills
website including an — Workshop2 —— ofdevelopingaweb
admin dashboard app using Vibe Coding

Know the advantages
and disadvantages of
Vibe Coding; Adapt to
the real-world project

Discussion and
reflection on what —— Post-Workshop ——
learned

Apply the agile method
Develop a web Real-world and gain experience in
application Project teamwork using Vibe
Coding techniques

Gain the overall
experience in how to
—*  Evalmation — " useVibe Coding
technigues effectively
and efficiently

Client evaluation;
Cross-team peer
evaluation;
Instructor evaluation

Figure 1: Process and Implementation

The first workshop introduced students to vibe coding concepts, explored
several platforms, and practiced different prompting strategies through the
development of a simple number-guessing game. Students were divided into
groups and assigned to use either agile-style or waterfall-style prompting to
create their games. Agile-style prompting involved providing Replit with gen-
eral descriptions of desired functionality and then iteratively refining the game
through multiple small prompts based on outputs received. Waterfall-style
prompting required students to design the complete game functionality up-
front and provide Replit with a comprehensive, structured description in a few
detailed prompts. After developing their games, students participated in cross-
evaluation activities where they played and assessed games created by peers
using both prompting approaches.

The second workshop increased complexity by having students create per-
sonal websites with multiple interconnected pages and dynamic functional-
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ity. Students designed and developed a website including an interactive admin
dashboard. Evaluation criteria were expanded to include additional dimen-
sions: aesthetic design quality, navigation effectiveness, content organization,
responsiveness across devices, and proper implementation of authentication
requirements. After completing both workshops, students participated in a fa-
cilitated discussion session designed to promote reflection and the synthesis of
learning. The discussion addressed three main topics: (1) key lessons learned,
(2) adaptation to a real-world project, and (3) advantages and disadvantages
of vibe coding.

Following the workshops, students applied their developed vibe coding skills
to a real-world project sponsored by the university’s Facility Department. The
project objective is to develop a role-based web application for managing re-
cycling materials. Project teams must employ agile methods, including sprint
planning, regular client demonstrations, iterative feedback collection, and pro-
totypical refinement cycles.

Upon completion of the prototyping phase, multiple evaluation perspectives
were gathered: - Client evaluation of each team’s prototype against specified re-
quirements. - Cross-team peer evaluation using standardized rubrics assessing
functionality, usability, and adherence to requirements. - Instructor assessment
of team collaboration, communication with the client, and iterative refinement.

Data analysis employed qualitative thematic analysis to identify patterns,
themes, and insights across multiple data sources. The analysis process fol-
lowed established procedures for qualitative research, beginning with data fa-
miliarization and progressing through systematic coding, theme development,
and interpretation.

3 Results

The use of vibe coding for the ISAD course prototyping was well-received by
students. The main findings demonstrate how the Al tools enhance students’
learning outcomes and motivation.

3.1 Comparison of Prompting Strategies

As shown in Table 1, students using agile-style prompting required an aver-
age of 8 - 12 prompts to complete their number-guessing games, while those
using waterfall-style prompting averaged 3 - 5 prompts. This difference re-
flects the fundamental nature of each approach: agile-style involves iterative
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refinement through multiple small changes, while waterfall-style attempts com-
prehensive specification upfront. However, total development time showed less
dramatic differences. Agile-style teams averaged 42 minutes to complete func-
tional games, while waterfall-style teams averaged 38 minutes. The smaller
time difference reflects the fact that waterfall-style teams invested substantially
more time in their initial prompt design (averaging 15-18 minutes) before any
code generation occurred, while agile-style teams began generating code within
3-5 minutes. Quality outcomes also showed nuanced differences. Waterfall-
style prompting produced more complete initial implementations, with 78%
of waterfall-prompted games meeting all specifications on the first generation
compared to 31% of agile-prompted games. Student perceptions of the two
approaches varied. In post-workshop reflections, 62% of students indicated a
preference for agile-style prompting, citing greater flexibility and lower pres-
sure. However, students who preferred waterfall-style (38%) emphasized the
satisfaction of seeing more complete results immediately.

Table 1: Recycling Management System Project Client Evaluation Results

Functional | Functional | Data & | Usability & | Authentication | Performance | Total
Coverage | Coverage |Reporting | Accessibility | & Authorization | & Reliability | 100 pts
(Admin) |(Technician)|Accuracy 10 pts 10pts 10pts
40 pts 20 pts 10 pts

Team 1 32 12 8 10 5 10 77
Team 2 30 20 8 8 5 10 81
Team 3 20 12 6 10 5 10 63
Team 4 36 20 10 10 10 10 96
Team 5 23 15 10 8 8 10 76
Team 6 38 20 10 10 8 10 96
Team 7 30 20 10 10 8 10 88

Interestingly, in Workshop 2 and the Recycling project, when students could
choose their approach, most (71%) adopted hybrid strategies combining ele-
ments of both.

3.2 Effectiveness of Vibe Coding for Prototyping

For the Recycling Management System project, the evaluation criteria are
shown in Figure 2. Satisfying the functional requirements was prioritized, i.e.,
40% and 20% for the admin and technician roles, respectively. Other criteria,
including data & reporting accuracy, usability & accessibility, authentication
and authorization, and performance & reliability, each take 10% evenly.

As shown in Table 2, all seven project teams successfully delivered func-
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EVALUATION CRITERIA

Functional Coverage

Authentication (Admin) 40%

&Authorization
10%

Data & Reporti
Accuracy 10%

a
Coverage
(Technician) 20%

Figure 2: The Evaluation Criteria for the Real-world Project

tional prototypes implementing the core requirements. Average functional com-
pleteness scores from client evaluation were 82/100, with two teams achieving
complete implementation of all specified features and successfully implement-
ing 96% of requirements. The client reported high satisfaction with the pro-
totyping process and final deliverables. The client particularly appreciated
the rapid development cycle facilitated by vibe coding, which enabled quick
iteration through multiple design possibilities and responsive incorporation of
feedback.

Table 2: The Comparison of Prompting Strategies in Workshop 1

Number of | Development Initial Initial Project
Prompts time Prompts time Prompt Team
(times) (minutes) (minutes) Requirement | Preference
Coverage

Waterfall-
style 3-5 38 15-18 78% 38%
Prompting
Agile-style 8-12 42 3-5 31% 62%
Prompting

3.3 Benefits and Challenges of Vibe Coding in Prototyping

Multiple benefits and challenges of vibe coding for ISAD prototyping emerged
from analysis of workshop/project outcomes and student reflections. The ben-
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efits include:

Reduced Technical Barriers: Students who previously struggled with pro-
gramming syntax and debugging could create working prototypes, enabling
participation in complete design-to-implementation cycles.

Accelerated Prototyping: This acceleration enabled more iterations within
limited class time, supporting agile development principles of rapid feedback
and continuous improvement.

Enhanced Focus on Design and Requirements: By automating code gener-
ation, students could concentrate their cognitive efforts on business analysis,
user experience design, and client communication rather than debugging syn-
tax errors.

Improved Communication Skills: The requirement to describe desired func-
tionality clearly through natural language prompts developed students’ require-
ments specification abilities. Students learned to think.

The challenges of using vibe coding techniques in the ISAD class include:

QOver-Reliance on AI: Some students developed excessive dependence on Al-
generated code without developing understanding of underlying logic. When
AT outputs contained errors or did not match intentions, these students strug-
gled to diagnose problems.

Debugging Challenges: When Al-generated code did not work correctly,
students often struggled to identify and correct problems. Some students re-
sponded to bugs by simply trying different prompts randomly rather than
systematically diagnosing issues.

Quality Control Concerns: Al-generated code sometimes included unnec-
essary complexity, inefficient algorithms, or subtle bugs that students lacked
the expertise to identify. Without strong programming backgrounds, students
could not effectively evaluate code quality beyond surface-level functional test-
ing.

Limited Learning of Fundamentals: Some faculty observers expressed con-

cern that vibe coding might allow students to skip learning programming fun-
damentals that provide important context for systems design decisions.
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4 Discussion

4.1 Pedagogical Impact and Implications

The results substantiate research findings that Al-assisted development can
improve learning outcomes when properly structured around knowledge con-
struction and augmentation rather than procedural application [2]. However,
the effectiveness of vibe coding as a learning tool depends significantly on how
it is positioned within the broader curriculum. When vibe coding is presented
as a supplement to, rather than replacement for, programming fundamentals, it
can accelerate learning by allowing students to create sophisticated prototypes
while still developing an understanding of underlying technical concepts [6], [2].

The client’s positive assessment of the prototyping process and the rapid
iteration capability merit particular attention. In real-world systems devel-
opment, the ability to quickly incorporate client feedback and adapt designs
represents a critical success factor. The accelerated iteration cycle that vibe
coding enabled directly contributes to this practical advantage. The study’s
findings align with experiential learning theory’s emphasis on concrete experi-
ence, reflection, conceptualization, and experimentation [6], [7]. The structured
workshop progression supported movement through this learning cycle multi-
ple times, reinforcing key concepts.

4.2 Prompting Strategies and Development Methodologies

The comparison between agile-style and waterfall-style prompting illuminates
important connections between vibe coding and broader software development
methodologies. Students’ gravitation toward hybrid approaches suggests that
strict adherence to either extreme may be less effective than flexible adaptation
to specific contexts [8]. The finding that waterfall-style prompting produces
more complete initial implementations but requires longer upfront planning
reflects fundamental tradeoffs between the methodologies. From a pedagogical
perspective, both approaches offer value. The finding that both approaches
produce comparable quality outcomes suggests that students might benefit
from exposure to and practice with both methodologies, developing flexibility
in their approach to different project contexts.

4.3 Skill Development and Potential Risks

While the results demonstrate significant benefits of vibe coding integration,
the study also identifies important considerations regarding skill development
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and long-term learning outcomes. Concerns about potential skill decay and
hindered skill development identified in research on Al assistance represent le-
gitimate pedagogical considerations requiring careful attention [1]. This issue
parallels broader debates in computing education about how much students
need to understand implementation details versus higher-level abstractions [5],
[3]. For ISAD students progressing to more technical computing courses or
roles, explicit attention to foundational programming concepts may be advis-
able. Instructors might consider supplementing vibe coding-based prototyping
with selective exposure to underlying code to ensure students develop an un-
derstanding of implementation approaches and underlying logic, even if they
don’t hand-code complete applications.

5 Conclusion

Vibe coding streamlines prototyping in ISAD by lowering technical barriers, so
students can focus on analysis, design, and client communication. Structured
workshops build prompting skills; agile and waterfall prompting each offer dis-
tinct pedagogical value. In a recycling management project, students produced
functional prototypes that met client needs within constraints, achieving rapid
iteration. The approach broadens participation for less technical students but
still requires grounding in programming and architecture. Effective courses
should scaffold prompting, use assessments, align with agile, balance AI with
coding, and train critical evaluation of AI outputs. Future research should
study learning outcomes and compare Al-assisted vs traditional ISAD educa-
tion.
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Abstract

This paper presents a pedagogical approach for teaching intelligent
systems that systematically integrates three fundamental paradigms:
search-based agents, knowledge-based agents, and machine learning-
based agents. We describe a graduate-level course designed for intensive
seven-week delivery where students develop three major group projects
concurrently while completing theoretical homework assignments. A dis-
tinctive feature is substantial coverage of declarative programming (Pro-
log and Answer Set Programming), which students report as uniquely
valuable and unavailable in typical computer science programs. The
course also integrates responsible use of Al-assisted programming tools,
requiring comprehensive documentation of LLM usage while maintaining
accountability through examinations and demonstrations. Our findings
demonstrate that this multi-paradigm approach develops systematic un-
derstanding of intelligent systems and equips students to select appro-
priate computational approaches based on problem characteristics.
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1 Introduction

The field of artificial intelligence has experienced remarkable growth, with ma-
chine learning dominating both research and educational curricula. While these
advances have produced impressive capabilities, they have created an imbal-
ance in Al education. Many contemporary Al courses focus almost exclusively
on statistical learning methods, providing limited exposure to alternative ap-
proaches that remain valuable for specific problem classes.

This pedagogical shift has created students who view Al primarily through
the lens of machine learning, often unaware of other computational paradigms.
Students may graduate without understanding that many problems are more
effectively solved through systematic search, logical reasoning, or hybrid ap-
proaches. This narrow perspective limits problem-solving flexibility and leaves
gaps in understanding AI’s conceptual foundations.

The challenge becomes acute in graduate programs where students arrive
with diverse backgrounds and objectives. Furthermore, the proliferation of
Al-assisted programming tools, particularly Large Language Models (LLMs)
capable of generating code, presents both opportunities and challenges. Edu-
cational approaches must teach responsible use of Al tools while maintaining
emphasis on conceptual understanding.

We developed a graduate course titled “Intelligent Systems” that inte-
grates three fundamental paradigms: search-based problem solving, knowledge-
based reasoning, and machine learning. Students complete theoretical home-
work assignments reinforcing core concepts while working in teams to develop
three major projects concurrently: a PACMAN game using search algorithms,
knowledge-based systems in Prolog and ASP, and an ensemble learning ap-
plication. All projects are presented in a culminating demonstration session
during the final week.

A distinctive feature is substantial coverage of declarative programming
and logic-based reasoning. Student feedback consistently identifies this con-
tent as uniquely valuable, with many reporting these approaches are unavail-
able in other courses. The course explicitly addresses Al-assisted programming
by permitting LLM use while requiring comprehensive documentation, recog-
nizing that students will use these tools professionally while teaching critical
evaluation skills.

2 Related Work

Traditional AI education follows frameworks like Russell and Norvig [8], cov-
ering search, knowledge representation, reasoning, and introductory machine
learning. Specialized machine learning curricula emphasize statistical founda-
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tions [7] with contemporary deep learning extensions [4]. Recent courses target
specific areas like deep learning [9] and natural language processing [6].

Logic programming has its own tradition, with courses teaching Prolog [2]
and Answer Set Programming [3], but these are often taught separately from Al
curricula. Recent work examines teaching rapidly evolving AT technologies [5]
and integration of Al code generation tools [1].

Our work extends these foundations by proposing a structured curriculum
that explicitly connects search-based, knowledge-based, and learning-based ap-
proaches within a coherent framework while integrating Al-assisted program-
ming tools with appropriate accountability measures.

3 Course Design and Architecture

3.1 Multi-Paradigm Structure

The course employs four major components:

Part 1: Introduction to AI establishes foundational concepts and the
agent paradigm as a unifying framework. Students explore definitions of AI,
historical context, and the three computational approaches structuring subse-
quent learning.

Part 2: Search-Based Agents develops competencies in state-space
search including uninformed strategies (breadth-first, depth-first, iterative
deepening), informed search using heuristics (greedy best-first, A*), local
search methods (hill climbing, simulated annealing, genetic algorithms), and
adversarial search (minimax, alpha-beta pruning).

Part 3: Knowledge-Based Agents introduces declarative programming
through two modules. Monotonic reasoning with Prolog teaches logic pro-
gramming fundamentals: facts, rules, queries, unification, backtracking, and
recursive problem solving. Non-monotonic reasoning with Answer Set Pro-
gramming extends logical reasoning to handle incomplete information, default
assumptions, and reasoning with exceptions using the Clingo system.

Part 4: Machine Learning-Based Agents covers classical machine
learning (decision trees, support vector machines, neural networks) and deep
learning (convolutional and recurrent networks), with emphasis on ensemble
learning methods combining multiple models for improved performance.

This structure enables students to appreciate how different approaches ad-
dress different problem characteristics. Search excels when state spaces can be
enumerated; logic-based reasoning handles domains with complex rules; ma-
chine learning extracts patterns from data.
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3.2 Pedagogical Framework

Our approach is guided by core principles:

Parallel Structure creates consistency across paradigms. Each follows
identical pedagogical sequence: lectures introducing theoretical foundations,
homework assignments reinforcing concepts, and collaborative group projects
applying the approach. This parallel structure enables direct comparison of
paradigms’ strengths and limitations.

Theory-Practice Integration combines rigorous conceptual explana-
tions with hands-on implementation. Students complete theoretical homework
deepening understanding while simultaneously implementing concepts through
group projects.

Authentic Problem Contexts ground projects in realistic scenarios:
search projects involve game-playing agents; knowledge-based projects imple-
ment expert systems or planning applications; machine learning projects ana-
lyze real datasets.

Comparative Analysis encourages evaluating trade-offs between ap-
proaches. Students develop judgment about paradigm selection for specific
problem types.

Responsible AI Tool Integration recognizes LLMs have become ubig-
uitous in software development. Rather than prohibiting use, we teach re-
sponsible usage while maintaining accountability for understanding through
documentation requirements and examinations.

3.3 Intensive Seven-Week Format

The course delivers 3.5-hour weekly sessions over seven weeks (24.5 contact
hours). This compressed timeline creates urgency maintaining student engage-
ment while enabling connections across paradigms. Students work on all three
projects concurrently, applying concepts as introduced. We address timing
constraints by focusing on fundamental concepts with enduring value, utilizing
flipped classroom elements, and providing extensive asynchronous resources.

4 Assessment Strategy

The course employs multi-faceted assessment:

Homework Assignments (20%) consist of theoretical problems for each
major topic: algorithm analysis, complexity calculations, problem formulation
exercises, logic programming traces, and machine learning concept problems.
These ensure individual accountability and concept mastery.

Group Projects (50%) engage students in three collaborative endeavors
developed concurrently throughout the semester. Students work in consistent
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teams of 3-4 members:

Project 1: Search-Based PACMAN Agent requires developing an automated
PACMAN game where the character navigates independently using search al-
gorithms (breadth-first, depth-first, A* or uniform cost search). Students
use Python and Pygame, implementing Al agent design, environment analysis
through maze representation, real-time pathfinding, and obstacle avoidance.

Project 2: Knowledge-Based Systems consists of two subprojects. Part
1 develops a Prolog program demonstrating logical reasoning (expert systems,
path finding, puzzle solvers, or planning). Part 2 creates an ASP solution using
Clingo for constraint satisfaction, planning, or scheduling problems. Students
may solve the same problem in both paradigms to enable direct comparison.

Project 3: Machine Learning with Ensemble Methods requires developing a
solution using ensemble learning on real-world datasets from Kaggle. Students
implement at least two ensemble methods (random forest, gradient boosting,
bagging, or voting), performing data preprocessing, model development, and
performance comparison.

The final week features a demonstration session where each team presents
all three projects together, enabling comprehensive assessment, comparative
understanding, peer learning, and professional development.

Midterm Examination (15%) assesses theoretical understanding of
search and knowledge-based approaches through problem formulation, algo-
rithm analysis, logic programming concepts, and comparative questions. Stu-
dents complete exams individually without LLM access.

Final Examination (15%) evaluates comprehensive understanding across
all paradigms, emphasizing comparative analysis and integrated understanding.

All projects require GitHub for version control and comprehensive docu-
mentation including README files, inline comments, architecture documen-
tation, LLM usage documentation, and evaluation reports.

5 Al-Assisted Programming Integration

A distinctive feature is explicit integration of Al-assisted programming tools.
Rather than prohibiting LLMs, we embrace them while requiring transparency
and maintaining accountability.

5.1 Pedagogical Rationale

Reflecting Professional Practice: Al-assisted tools like GitHub Copilot
and ChatGPT are ubiquitous in industry. Preparing students requires teaching
effective use rather than pretending they don’t exist.
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Lowering Implementation Barriers: LLMs help students overcome
syntax hurdles, particularly valuable for unfamiliar languages like Prolog and
ASP, allowing focus on conceptual understanding.

Teaching Critical Evaluation: Requiring students to document and val-
idate LLM-generated code teaches critical evaluation skills essential for working
with any external code source.

Enhancing Learning Through Iteration: LLMs enable rapid exper-
imentation with different approaches, often leading to deeper understanding
through comparison.

5.2 Documentation Requirements

Students must comprehensively document LLM usage:

e Identify which LLMs were used for each project component

Specify exactly which code parts received LLM assistance

Include prompts provided to LLMs and responses received

Explain validation performed, testing conducted, and modifications made

e Demonstrate understanding through explanations written in own words

These requirements create accountability for understanding, develop pro-
fessional practices, provide assessment transparency, and teach prompt engi-
neering skills.

5.3 Assessment Implications

Projects emphasize higher-level skills like problem formulation, architecture
design, component integration, and result evaluation—skills requiring under-
standing beyond code generation. The demonstration session verifies under-
standing through live interaction and questioning. Examinations assess con-
ceptual knowledge without LLM access, ensuring Al-assisted project work cor-
responds to genuine understanding. Documentation quality becomes part of
project assessment.

6 Learning Outcomes and Evaluation

6.1 Student Performance and Feedback

Implementation across multiple offerings has demonstrated encouraging out-
comes:
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Systematic Understanding: Students report gaining comprehensive
perspective on building intelligent systems, understanding multiple valid ap-
proaches exist and paradigm selection should match problem characteristics.
Representative comments include: "I now understand that Al isn’t just ma-
chine learning—there are completely different ways to create intelligent behav-
ior."

Unique Value of Declarative Programming: Students consistently re-
port that Prolog and ASP exposure was uniquely valuable: “I had never seen
anything like Prolog before—it completely changed how I think about pro-
gramming” and “ASP made me realize that not every problem needs machine
learning; sometimes logical rules are clearer and more maintainable.”

Paradigm Comparison Ability: The parallel structure helps students
develop judgment about approach selection. Teams explicitly justify paradigm
choices during demonstrations, showing sophisticated analysis of problem-
approach matching.

Problem Formulation Appreciation: Students develop understanding
that effective problem formulation often matters more than algorithm sophis-
tication across all paradigms.

Positive LLM Integration Experience: Students report the documen-
tation requirements struck appropriate balance: “Being able to use ChatGPT
for syntax help let me focus on understanding concepts rather than fighting
with unfamiliar languages” while “The documentation requirements made sure
I understood the code even when I got help generating it.”

6.2 Evidence of Learning

Project Quality: Final projects demonstrate sophisticated application show-
ing genuine understanding. Quality has remained consistent despite LLM avail-
ability, suggesting documentation requirements and demonstrations maintain
accountability.

Examination Performance: Students perform well on both exams, par-
ticularly on comparative analysis questions. Examinations successfully verify
that potentially LLM-assisted project work corresponds to genuine conceptual
understanding.

Documentation Quality: LLM usage documentation reveals significant
engagement with generated code, showing iteration, validation, modification,
and understanding rather than blind acceptance.

Demonstration Performance: Teams effectively present work, answer
implementation and design questions, and explain both what systems do and
why particular choices were made.
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6.3 Implementation Challenges

Heterogeneous Backgrounds: Students arrive with varying programming
experience, mathematical preparation, and Al exposure. We address this
through supplementary resources, peer mentoring, and flexible scaffolding.
LLM availability helps students with weaker programming skills overcome syn-
tax barriers.

Paradigm Shift Difficulty: Logic programming creates cognitive load
for students accustomed to imperative programming. We provide extensive
examples, interactive demonstrations, and explicit comparisons. LLMs enable
personalized support through real-time explanations.

Time Constraints: The seven-week timeline requires careful content cu-
ration, prioritizing fundamental concepts with enduring value.

Group Dynamics: We implement project management requirements, in-
terim checkpoints, and peer evaluation to promote equitable collaboration.
GitHub histories provide contribution visibility.

Maintaining Coherence: Concurrent project development, consistent
parallel structure, and the integrated demonstration session help students see
connections rather than disconnected units.

7 Best Practices and Insights

Several key insights emerged through multiple iterations:

Parallel Structure Facilitates Learning: Consistent pedagogical se-
quence helps students develop meta-learning skills and facilitates comparison.

Declarative Programming Deserves Curriculum Space: Despite em-
phasis on machine learning, logic programming retains substantial value. Given
diminishing coverage in modern curricula, deliberate inclusion proves impor-
tant.

Comparison Develops Judgment: Teaching multiple approaches and
requiring comparison develops judgment more valuable than deep expertise in
any single approach.

Concurrent Projects Enhance Integration: Working on all projects
simultaneously rather than sequentially helps maintain awareness of all
paradigms and see connections clearly.

Demo Sessions Enhance Learning: Presenting all projects together
exposes students to diverse strategies, creates motivation for quality, and rein-
forces learning about paradigm selection.

Embrace AI Tools with Accountability: Permitting LLM use with
documentation requirements and rigorous assessment represents sustainable
approach to Al-assisted programming, preparing students for professional prac-
tice while ensuring genuine learning.
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Theoretical Grounding Remains Essential: Despite LLM availability,
theoretical homework and examinations remain crucial for conceptual under-
standing.

8 Future Directions

As AT continues evolving, several areas merit enhancement:

Hybrid Approaches: Greater emphasis on systems integrating multiple
paradigms could prove valuable, aligning with contemporary neuro-symbolic
research.

Expanded LLM Integration: Exploring advanced uses beyond code gen-
eration—as interactive tutors, brainstorming partners, or code review assis-
tants—could enhance learning.

Enhanced Industry Connections: Partnerships providing guest lec-
tures, project mentorship, and real-world scenarios would strengthen under-
standing of professional deployment.

Assessment Innovation: Reflective writing, mini-research projects, or
case studies could enhance learning.

Research on LLM Impact: Systematic research comparing cohorts be-
fore and after LLM integration would contribute to pedagogical literature.

9 Conclusion

Our multi-paradigm course addresses gaps in Al education by systematically in-
tegrating search-based, knowledge-based, and learning-based approaches while
reflecting contemporary software development practices including responsible
AT tool use.

Key contributions include: (1) structured progression building explicit con-
nections between three fundamental AI paradigms, (2) substantial coverage
of declarative programming students identify as uniquely valuable and un-
available elsewhere, (3) parallel pedagogical structure facilitating comparison,
(4) integration of theoretical homework with three major concurrent collab-
orative projects culminating in comprehensive demonstration, (5) responsible
integration of Al-assisted programming through documentation requirements
and maintained accountability, and (6) demonstration that intensive seven-
week format can effectively deliver multi-paradigm content.

Students develop systematic understanding transcending familiarity with
individual techniques, gaining ability to analyze problems, identify appropriate
approaches, and implement solutions using diverse methodologies. Student
feedback emphasizes unique value of knowledge-based content and appreciation
for realistic LLM integration with appropriate accountability.
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The course demonstrates that balanced coverage of multiple Al paradigms
within compressed timelines is possible without sacrificing depth or practical
skill development. The parallel structure with coordinated assessments creates
experiences developing both technical competency and professional judgment.
LLM integration with accountability offers a model for computing education
more broadly.

As AI reshapes industries and society, educational approaches equipping
students with diverse problem-solving tools become increasingly valuable. Stu-
dents prepared to select appropriate approaches based on problem character-
istics rather than defaulting to familiar methodologies demonstrate greater
adaptability. Our experience suggests multi-paradigm approaches can prepare
students for dynamic careers while providing conceptual foundations remaining
relevant despite rapid technological change.

Future work will focus on enhancing paradigm integration, exploring hybrid
approaches, strengthening industry connections, investigating scalable delivery
methods, and conducting systematic research on LLM integration’s impact on
learning outcomes.
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Abstract

Artificial Intelligence (AI) has a significant impact on most industries,
and education is not an exception. This systematic literature review ex-
plores the application of Al in higher education, with a focus on identi-
fying its benefits, challenges, and recommendations for integrating Al in
the classroom. The study utilizes the Education Resource Information
Center (ERIC), a digital library maintained by the U.S. Department of
Education, as well as Google Scholar and Semantic Scholar. Using the
Preferred Reporting Items for Systematic Reviews and Meta-Analyses
(PRISMA) guidelines, 24 peer-reviewed articles from three databases
were analyzed following a rigorous screening process. Findings indicate
that AI can be a valuable tool for both students and faculty. AI can
assist academic research for both faculty and students, providing intel-
ligent tutoring systems, enabling adaptive learning, improving student
engagement and performance, and providing quick real-time feedback
to students via a chatbot. AI can also assist faculty with automating
repetitive tasks such as developing syllabi, generating test questions, and
evaluating students’ work. Despite these advantages, several challenges
arise when leveraging Al in higher education. The challenges include re-
sistance to change, lack of institutional leadership support, maintaining
academic integrity, ensuring consistency and fairness in Al-powered as-
sessment tools, data privacy issues, and the lack of institutional policies
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and guidelines related to AI use. To address these challenges, insti-
tutions are recommended to increase funding, build AI expertise, and
enhance their technological infrastructure to implement and leverage Al
integration effectively. In addition, higher education faculty should con-
sider reforming curriculum and assessment practices to adapt to the new
adoption of AI in higher education. Furthermore, it is crucial to estab-
lish clear institutional policies for the acceptable and ethical use of Al
Finally, the paper proposes a sequence of steps that higher institutions
can follow to implement Al effectively.

1 Introduction

Artificial Intelligence (AI) is a technology that allows machines to simulate
human learning, problem-solving, and decision-making, allowing for both cre-
ativity and autonomy [20]. AI has had significant impacts across multiple
sectors, including higher education. The field of AI was established in the
1950s when Alan Turing published his paper called Computing Machinery and
Intelligence, which introduced a new concept that is now known as the Turing
Test or a measure of machine intelligence. The term “artificial intelligence” was
formed during this period [21].

Despite growing adoption, the application of Al in higher education remains
fragmented. Existing studies about the adoption of Al in higher education vary
in focus, making it difficult for educators to gain a comprehensive understand-
ing of how Al is being used in higher education, what challenges it introduces,
and what recommendations for institutions that start to adopt Al

This paper seeks to address this gap by conducting a systematic litera-
ture review of Al applications in higher education and answering the following
research questions:

1. What are the applications of Al in higher education?
2. What challenges does Al adoption face in higher education?
3. What are the recommendations for higher education institutions regard-

ing the adoption of AI?

2 Methodology

In this literature review, we conduct a systematic literature review of research
papers on the possible application of AT in higher education. To ensure trans-
parency and reproducibility, we follow the Preferred Reporting Items for Sys-
tematic Reviews and Meta-Analyses (PRISMA) process. PRISMA involves
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four key stages: identification (search record), screening (abstract-level review),
eligibility (full-text assessment), and inclusion (final selection of studies) [13].

At each stage, articles were carefully examined for relevance and method-
ological quality. The PRISMA flow diagram in Figure 1 illustrates the number
of articles identified, screened, excluded, and ultimately included in the final
review.

Figure 1: PRISMA flow diagram

This literature review was conducted using the Education Resources Infor-
mation Center (ERIC) database. ERIC is a widely recognized digital database
for peer-reviewed educational research. In addition, we also use Google Scholar
and Semantic Scholar. Google Scholar and Semantic Scholar provide a wide
coverage of multidisciplinary research in computer science, artificial intelli-
gence, and higher education, which was important for our study. To form the
search query, Boolean operators were applied to ensure a comprehensive re-
trieval of relevant articles published in 2025 and 2024. In ERIC, we used the
query (“artificial intelligence” OR “AI”) AND (“higher education” OR “college”
OR “university”), limiting the results to peer-reviewed, full-text articles from
2024 to 2025. The same keyword combination was applied in Google Scholar
and Semantic Scholar, with the year filter set from 2024 to 2025. This time
frame was chosen to ensure the reviewed studies reflected the most recent de-
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velopments. From the search results, the top 60 most relevant articles were
selected for initial screening. After reviewing titles and abstracts to ensure
the studies focused specifically on the application of Al in higher education
settings, 47 articles were retained for full-text assessment. Following a detailed
evaluation of methodology and content, 24 articles met the criteria and were
included in the final review.

3 Findings

A total of 24 studies published in 2024 and 2025 were included in the final
analysis of this systematic review. These studies focus on examining the ap-
plication of AI technologies in higher education. The results reveal a variety
of AI applications, as well as the challenges and implications associated with
their integration into higher education settings.

3.1 AI Application

AT can support a wide range of tasks in higher education, including:

e Research support: Al tools such as ChatGPT can be very helpful for
research. Instead of using the typical search engines, the researchers can
type the topic and question prompts to ChatGPT. ChatGPT will then
respond with a well-written academic response to the prompt. If the
researcher adds a request for citation to the search prompt, ChatGPT
will respond with an essay completed with in-text citations. A follow-up
request to prompt ChatGPT to show the reference list will produce a
list of citations that match the in-text citation in the previous response
[14]. Furthermore, ChatGPT can help researchers with literature review,
which is the most time-consuming task in writing research [14]. Using
ChatGPT can help researchers reduce the time required for literature re-
views and assist in formulating research criteria and developing appropri-
ate terminology to conduct traditional literature reviews [14]. Moreover,
tools such as Research Rabbit can help build and organize research re-
sources [7]. After resources are obtained, users can upload them into an
AT program of choice, such as ChatGPT, Perplexity, or Elicit, to interact
with the Al and extract information from the text, including article sum-
maries, identifying quotes, or to prompt further questions [7]. Students
conducting research who struggle with technical terms in a specific field
can ask follow-up and clarification questions, interacting with the content
at a level that they are comfortable with [7]. Al can also be an excellent
tool assisting students in academic writing, such as improving coherence,
clarity, and consistency in their work [2] as well as idea generation [5].
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e Intelligent Tutoring and Adaptive Learning: Al can power intelli-

gent tutoring systems, enabling prompt feedback to the user when human
contact is not feasible or when interaction is not required [8, 11, 6, 18|.
An example of such a platform is ALEKS [10]. Furthermore, AI can be
used as a chatbot to provide personalized assistance to students, answer-
ing questions, solving problems, and providing explanations as needed
[18, 10, 4]. AT can be used by instructor to adapt learning for individual
students based on their preference and current level of understanding [18,
1, 22, 24]. AI system then tracks the students’ progress and creates a
graph to visually show where the students are in the course as students
interact with the systems, Al system will then learn about the students
and updates the graph accordingly, such as topics completed and topics
that still need to be completed or students having difficulty achieving the
learning outcome and need help[1]. Furthermore, AI systems can provide
an appropriate framework to facilitate students’ interactions and mutual
feedback [18]. Finally, Al have been found to assist in bridging the gaps
between students’ learning styles and educators’ teaching styles [9].

Data Analysis and Visualization Tools: Al can also be used as data
analysis and visualization tools, which can be used for analyzing large
experimental datasets and generating visualizations [18]; among which
the most widely used are Python libraries such as Pandas, Matplotlib,
and Seaborn, and R with packages such as ggplot2 [10].

Accessibility and Remote Support: Students who live in remote
areas with the needed technology can access learning materials without
leaving their community and receive support while they are learning at
any time via the institution chatbot, as a consequence inequalities in
education will be reduced since education will be accessible to all [1].
Al can also be used to empower learners with disabilities and support
inclusive learning. Large language models can provide speech-to-text and
text-to-speech capabilities to help visually impaired learners and facilitate
tasks such as adaptive writing, translations, among others[16].

Automating Administrative Tasks: Al enables teachers to improve
courses incrementally through engagement with intelligent agents and by
continually reviewing teaching quality [19, 16]. Moreover, AI can simplify
the administrative workloads, including grading assignments, managing
grades, organizing schedules, freeing educators to dedicate more time to
teaching [18, 3, 5].

Human-AT Collaboration in Teaching and Learning: It is recom-
mended to incorporate both human intelligence and artificial intelligence



to capitalize on the strengths of both approaches [4]. Professors can use
AT to create syllabi, tests, and case studies, and a chatbot can be used to
explain concepts and support students in their learning, helping to clar-
ify difficult tasks. For example, Carnegie Learning implements LiveHint
AT to support math students [7]. AI power simulation system can be
used to assist with creating realistic and controlled clinical scenarios [7].
Furthermore, AI can be used to create playful learning experiences that
result in increased motivation and engagement among students through
adaptive educational games [18]. Augmented and virtual reality powered
by AI can create engaging learning environments allowing students to
experience practical situations in controlled environments [18].

e Institutional Planning and Resource Optimization: AI can be
utilized for institutional data analysis to identify problems and oppor-
tunities, thereby supporting administrators in making informed, strate-
gic, long-term planning decisions [18]. Furthermore, AI can help insti-
tution better manage their resource by evaluating the allocation, use of
resources, and recommending optimal resource distribution [18§].

3.2 Challenges

There has been debate about the use of Al in higher education due to concerns
with academic integrity [8, 4]. Privacy is another concern, as some Al systems
may capture data and interactions through data-sharing capabilities. Another
challenge is the excessive reliance on Al, which may undermine critical thinking
[3]. Moreover, many institutions lack regulations and policies to ensure the
responsible and ethical use of Al [4, 22|.

AT assessment consistency is also debated. One study on the use of Al as
an assessment tool found that its consistency compared to human expert eval-
uation depends on several factors, including the specific context, nature of the
assessment tasks, and level of expertise required for evaluation [6]. Specifically,
AT generally awarded higher scores than human evaluations in image-based ex-
ams, but both show moderate to high consistency [6]. It is also observed that
there is low consistency between instructor scores and Al scores in video format
exam evaluations, demonstrating AI’s limitations in assessing student perfor-
mance in exams conducted in video format or complex visual materials [6].
However, there is an excellent level of agreement between instructor scores and
AT scores in test exams that involve multiple choice and true-false questions,
demonstrating the effectiveness and reliability of using artificial intelligence
when evaluating test exams using multiple choice and true-false questions [6].
Finally, integrating AI and leveraging the use of Al in higher education faces
challenges due to other factors such as technological barriers, lack of training
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and professional development [12], inadequate access to Al tools [23], resistance
to change [15], and limited institutional leadership support [8, 17]. Further-
more, concerns have been raised that the use of ChatGPT may weaken peer
interactions and leadership skills among students [23].

3.3 Recommendations

AT offers significant benefits, but its adoption poses challenges in higher edu-
cation. Below are the recommendations for a successful and responsible imple-
mentation of Al in higher education:

Higher education institutions should start by enhancing their technology
infrastructure, increasing funding, and developing internal technology exper-
tise. Additionally, they should continually gather feedback from stakeholders,
such as students and faculty, to further refine the Al system and meet institu-
tional needs [17]. The successful integration of Al requires ongoing adaptation
to emerging technologies and continuous evaluation of their impact [17].

Institutions should also upskill faculty and staff in Al and related technolo-
gies [17]. There should be collaboration between public and private organiza-
tions to exchange resources, expertise, and best practices for implementing Al
[17]. Furthermore, it is crucial for universities to implement robust guidelines
and oversight mechanisms to ensure the ethical use of AI [17, 24]. AI policies
are not developed only for instructors and students, but also should include
and provide guidance for other stakeholders such as administrators, learning
designers, librarians, researchers, IT support staff, and registrar [1].

Furthermore, higher education needs to reform its curriculum in teaching
approach, learning, and assessment design to adapt to the growth in Al educa-
tional technologies [6, 4]. Instead of focusing on having students memorize or
repeat information, the curriculum should evaluate and apply the content to
help students think critically, solve real problems, make comparisons, and ap-
ply knowledge to real-life situations or personal experiences [4|. Learning goals
and assessments should also aim for authenticity, creativity, and include exper-
imental or personal experiences [4]. Institutions should also prepare students
for the future job market by starting to teach skills that are closely related to
AT technologies [23].

Lastly, we develop a sequence of steps to help higher education institutions
implement Al effectively, as indicated in Figure 2.
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Identify priorities Create an Al Design Al use cases
and Al governance group and pedagogy
opportunities and guidelines

4

EOE R L Define success metrics and a
" —— " "
data-protection assessments pilot/evaluation plan

[ Document lessons learned Integrate Al into institutional systems with
continuous improvement and training

Figure 2: Sequence of steps for implementing AI in higher education

4 Conclusion

In conclusion, Al is transforming higher education, from streamlining faculty
administrative tasks and facilitating research to creating an adaptive, engag-
ing learning environment tailored to individual needs. Although these bene-
fits come with challenges, including ethical concerns and resistance to change,
technological barriers, and a lack of institutional support. Overall, Al is a tech-
nology, and by itself, it is neither inherently good nor bad; its impact depends
on how it is used and governed. This highlights the need to implement policies
that ensure the ethical use of Al in higher education institutions. Institutions
must therefore establish clear policies and provide ethics training alongside
technical instructions to ensure both students and faculty understand not only
how to use Al tools but also how to use them responsibly.
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Abstract

Large language models (LLMs) often present themselves as distinct
systems, yet their outputs frequently converge. This study examines
when and why such homogeneity emerges by evaluating five LLMs across
a two-axis, four-quadrant prompt framework that varies cognitive orien-
tation and linguistic specificity. Using 2,000 responses generated un-
der isolated and conversational protocols, we measure overlap with both
TF-IDF and sentence-embedding cosine similarity. Results show uni-
formly high semantic convergence across models, with logical and specific
prompts producing the strongest alignment and creative, vague prompts
generating the most variation. Isolated prompts also yield more ho-
mogeneous outputs than multi-turn chats. While lexical redundancy
varies modestly by platform, semantic similarity remains consistently
high. These findings indicate that LLMs often produce the same under-
lying ideas despite surface differences, highlighting structural limits on
output diversity and implications for creativity, bias, and LLM-powered
research.
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the publication and its date appear, and notice is given that copying is by permission of the
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a fee and/or specific permission.

50



1 Introduction

Large Language Models (LLMs) now shape how people write, learn, and search.
Such systems are marketed as distinct, yet prior work suggests they often pro-
duce convergent outputs in both style and meaning [6], [9]. Studies also docu-
ment domain-level homogenization and stable biases and stances, which suggest
that even when responses are paraphrased, they often still convey essentially
the same underlying ideas [5], [4], [7]. These patterns raise a basic question:
when given the same task, do leading models truly diverge, or do they land
on the same core ideas? To address this, we compare multiple LLMs across
a two-axis prompt framework that varies cognitive orientation and linguistic
specificity, and we test isolated versus continuous interactions. We evaluate
similarity with TF-IDF (lexical) and embeddings (semantic).

We set out to answer the following questions:

e RQ1: To what extent do LLMs exhibit semantic and lexical homogene-
ity overall, both within the same model (in-group) and across different
models (out-group)?

e RQ2: Does the degree of similarity among LLM outputs vary across
different prompt types, such as creative, logical, factual, or subjective
prompts?

e RQ3: Do some LLM platforms produce more homogeneous responses
than others, or is convergence consistent across systems?

e RQ4: How does conversational context influence similarity? Specifically,
do multi-turn chats lead to more convergence compared to isolated single-
turn responses?

e RQ5: Do different analytical techniques (semantic similarity and lexical
similarity) offer consistent assessments of homogeneity, or do they reveal
different layers of overlap?

Clarifying these patterns is essential for understanding how genuine di-
versity and meaningful choice exist among today’s leading LLMs. If systems
that appear distinct consistently produce comparable ideas, users may be en-
countering an illusion of variety rather than true model-level differentiation.
Identifying where and why these overlaps occur can inform model develop-
ment aimed at preserving diversity and guide researchers, practitioners, and
policymakers in interpreting Al-generated text in creative, analytical, and pro-
fessional contexts.
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2 Literature Review

2.1 Homogeneity, Reinforcement, and Cultural Drivers

Recent work shows that LLM outputs often converge in both style and meaning.
Homogeneity persists even after assistance is removed [6'], appears as creative
convergence across models [9], and surfaces in narrative “echoes” that recur
across generations and systems [10]. Once a framing is established, models tend
to repeat it, narrowing variation over time; assisted ideation similarly becomes
more fluent yet less diverse [1], with AT stories showing stable scaffolds relative
to human crowd stories [2]. Convergence also reflects socio-cultural regularities:
models exhibit persistent gender stereotyping and political leanings [4], [7],
creative outputs tend to pull toward dominant stylistic norms [9], and applied
writing such as marketing copy becomes more uniform under AT use [5]. These
patterns align with system-level monoculture risks tied to shared components
and overlapping data [3].

2.2 Quantifying Similarity: Semantic and Lexical Approaches

TF-IDF similarity captures surface repetition, while embeddings capture con-
ceptual alignment. Metric comparisons help interpret clustering and dispersion
[8]. Recurring plot structures despite varied wording underscore the need for
semantic evaluation [10]. Evidence from ideation and creative tasks shows
convergence in both style and meaning [1], [9], motivating the use of both
measures.

2.3 Integrated Themes in Existing Research

Across literature, three mechanisms consistently explain why LLM outputs con-
verge. Architectural and data overlap drives system-level monoculture risks
and helps account for cross-model clustering and recurring narrative struc-
tures [3], [9], [10]. Contextual reinforcement narrows variation once a framing
is set, homogeneity persists beyond immediate assistance, and ideation be-
comes more fluent but less diverse [6], [1]. Models are aligned to similar socio-
cultural norms, their underlying biases and stances tend to converge across
prompts, producing especially uniform outputs in applied writing tasks [4], [7],
[5]. Methodologically, we assess sameness at two levels: lezical (using TF-IDF)
and semantic (using sentence embeddings). Comparing how these two metrics
behave helps us distinguish clustered response patterns from more dispersed
ones [8].
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2.4 How This Study Extends Prior Research

This study extends prior work on LLM homogeneity in three main ways. First,
we introduce a two-axis prompt framework (logical vs. creative, specific vs.
vague) and systematically apply it across five leading LLM platforms rather
than focusing on a single model or narrow task. Second, we compare out-
puts generated under both isolated and conversational conditions, showing
how interaction style shapes homogeneity within and across models. Third,
we jointly analyze lexical similarity (TF-IDF) and semantic similarity (sen-
tence embeddings) over a controlled dataset of 2,000 responses, demonstrating
that apparently diverse wording can mask strong convergence at the level of
ideas. Together, these design choices provide a more structured and compara-
tive view of the “illusion of diversity” across current LLM ecosystems.

3 Methodology

3.1 Research Framework

The study began by defining a prompt typology that captured both cognitive
orientation and wording. A single logical-creative scale was too limited, so we
adopted a two-axis, four-quadrant framework: the horizontal axis ranges from
logical reasoning to creative inference, and the vertical axis ranges from highly
specific to vague, open-ended phrasing (Figure 1).

4-Quadrant Graph: Creative/Logical vs. Vague/Specific
Spectific

Subjective i Factual

Creative Logical

Creative Logical

Vague to Specific

Vag'ue
Creative to Logical

Figure 1: Two-axis prompt framework.

Crossing these axes yielded four prompt categories: Factual (logical/spe-
cific), Logical (logical/vague), Subjective (creative/specific), and Creative (cre-
ative/vague), ensuring balanced coverage of reasoning style and specificity.
Prompts were developed iteratively (brainstorming, refinement, pilot testing,
and classification), then reduced to remove redundancy and ensure clear quad-
rant fit. The final set included 40 prompts, evenly split across categories.
During data collection, prompts were rarely adjusted and only when needed to
prevent unintended outputs and maintain format consistency. The full prompt
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list is available in our public repository at:
https://github.com /Hayd3ne /IllusionOfDiversity

3.2 Models and Interaction Protocols

We selected five LLMs spanning different architectures, training philosophies,
and organizational contexts: ChatGPT-5, DeepSeek-V3.1-FExp, Gemini 2.5 Flash,
Llama 4, and Grok 4, covering both proprietary and open-source ecosystems.
To test conversational context, we used two interaction protocols: Researcher
1 submitted each prompt in a new chat session (isolated), while Researcher 2
submitted the same prompts sequentially within a single conversation (contex-
tual), allowing prior turns to influence later responses.

Each researcher submitted each prompt to each model five times, resulting
in repeated samples under both isolated and contextual conditions, yielding a
total of 2,000 responses (40 prompts x 5 models x 5 trials x 2 researchers).
All models were accessed through standard public interfaces with default set-
tings; parameters such as temperature, creativity level, and output style were
not modified. API access and developer modes were intentionally avoided to
ensure that outputs reflected typical user-facing model behavior rather than
customized configurations.

3.3 Data Collection and Storage

All responses were stored in a structured Microsoft Excel dataset. Each en-
try included the full model output along with metadata such as prompt text,
model name, prompt category, researcher identifier (Researcher 1 or Researcher
2), trial number, and date of collection. This organization ensured that every
response was traceable to its experimental condition.

For semantic analysis, each response was encoded using a standardized
sentence-transformer embedding model (all-mpnet-base-v2). Embedding vec-
tors, word counts, and character counts were stored directly in the dataset
to streamline similarity computations and ensure reproducibility. The dataset
was reviewed for accuracy and formatting consistency before being finalized
for analysis.

3.4 Similarity Measures

To evaluate how similar two responses were, we used cosine similarity on two
different vector representations: a TF-IDF bag-of-words representation to cap-
ture lexical overlap, and a sentence embedding representation to capture se-
mantic similarity. Using both allows us to separate similarity in wording from
similarity in underlying ideas.
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For lexical similarity, we represent each response using TF-IDF (term fre-
quency—inverse document frequency). TF-IDF counts how often each word
appears in a response (term frequency) but down-weights words that are very
common across all responses (inverse document frequency). As a result, generic
words like “the” or “and” receive low weight, while more informative words like
“algorithm” or “bias” receive higher weight. Each response becomes a TF-IDF
vector, and we compute cosine similarity between these vectors. High cosine
similarity in this space indicates that responses use very similar words and
phrases, making TF-IDF a natural way to measure surface-level lexical simi-
larity.

For semantic similarity, each response is encoded as a high-dimensional
vector using a sentence-transformer embedding model (see Section 3.3). These
embeddings are trained so that texts with similar meanings are mapped to
nearby points in the vector space, even if they use different words. We again
use cosine similarity, this time between embedding vectors, to quantify how
close two responses are in meaning. High cosine similarity here indicates that
responses express very similar ideas, even if their wording differs.

Cosine values range from -1 to 1, but in practice both TF—IDF and embed-
ding vectors for our data produce values largely in the positive range. For our

V2

purposes, values above 5=, or 0.708, are considered highly similar.

4 Results

4.1 RQ1: Overall Homogeneity, In-Group vs. Out-Group Similar-
ity

We assessed whether responses are more consistent within a shared prompt
context than across prompts by comparing cell-level mean cosine similarities
(cells are defined as Prompt x Model x Researcher) using TF-IDF and embed-
dings. Within-cell similarity was much higher than across prompts for both
methods: TF-IDF (M = 0.3734 vs. 0.0264; A = 0.3470; 95% CI [0.3283,
0.3667], permutation p = 0.0002) and embeddings (M = 0.8531 vs. 0.1002;
A = 0.7529; 95% CI [0.7393, 0.7660], permutation p = 0.0002).

Table 1: In-Group vs. Out-Group Similarity

Group TF-IDF Mean TF-IDF std dev Embedding Mean Embedding std dev
In-Group 0.3734 0.2016 0.8531 0.1297
Out-Group 0.0264 0.0215 0.1002 0.0532
Difference (In — Out) 0.3470 — 0.7529 —
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4.2 RQ2: Similarity by Prompt Type

We tested whether prompt structure affects homogeneity by comparing within-
cell cosine similarities across four prompt types. Lexically (TF-IDF), similarity
differed by type (Kruskal-Wallis H = 28.80, p = 2 x 107%): Specific Logical
(M = 0.6759) > Vague Logical (0.6196) > Specific Creative (0.5529) and
Vague Creative (0.5634). Semantically (embeddings), differences were larger
(H = 82.02, p < 107%): Vague Logical (0.9037) and Specific Logical (0.8986)
were highest, with lower similarity for Specific Creative (0.8397) and especially
Vague Creative (0.7705). Thus, logical prompts produce the strongest lexical
and semantic convergence.

Table 2: Within-Cell Similarity by Prompt Type (TF-IDF & Embeddings)

Prompt Type TF-IDF Mean TF-IDF SD Embedding Mean Embedding SD

Specific Logical 0.6759 0.1998 0.8986 0.1323
Vague Logical 0.6196 0.1673 0.9037 0.0674
Specific Creative 0.5529 0.1868 0.8397 0.0982
Vague Creative 0.5634 0.1791 0.7705 0.1548

4.3 RQ3: Similarity by Model

We tested platform-level homogeneity by comparing within-cell cosine simi-
larity across five LLMs. TF-IDF similarity differed by model (Kruskal-Wallis
H = 51.65, p < 107%), with the highest overlap for DeepSeek (M = 0.6922) and
Gemini (0.6663) and lower values for Grok (0.5672), ChatGPT (0.5618), and
Llama (0.5273). Embedding similarity did not differ significantly (H = 5.63,
p = 0.228); all models showed uniformly high alignment (= 0.83-0.87).

Table 3: Within-Cell Similarity by Model (TF-IDF & Embeddings)

Model TF-IDF Mean TF-IDF SD Embedding Mean Embedding SD
DeepSeek 0.6922 0.1636 0.8653 0.1217
Gemini 0.6663 0.1629 0.8469 0.1330
Grok 0.5672 0.1918 0.8678 0.1172
ChatGPT 0.5618 0.1800 0.8561 0.1074
Llama 0.5273 0.1939 0.8295 0.1594
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4.4 RQ4: Learned vs. Non-Learned Behavior (Interaction Proto-
col)

We tested whether conversational context affects homogeneity by pairing cells
with identical Prompt x Model and comparing protocols using Wilcoxon signed-
rank tests (N = 200 matched pairs). The isolated protocol yielded higher lexical
similarity (A = +0.0426; median A = +0.0423; 95% CI [0.0201, 0.0612]; p =
4.6e-5). Semantic similarity was slightly higher under the isolated protocol (A
= +0.0405; median A = +0.0155; 95% CI [0.0060, 0.0275]; p = 4.0e-6), indi-
cating that asking prompts in isolation produces more homogeneous responses
than posing them within an ongoing conversation.

Table 4: Protocol Comparison (Isolated—Continuous)

Representation Mean Difference  Median Difference  95% CI (Median) Wilcoxon p-value

TF-IDF +0.0426 +0.0423 [0.0201, 0.0612] 0.000046
Embeddings +0.0405 +0.0155 [0.0060, 0.0275] 0.000004

4.5 RQ5: Embeddings vs. TF-IDF

Finally, we compared the similarity values produced by embeddings and TF-IDF
within each cell to assess whether the two metrics capture similar patterns.

Across all 400 cells, embeddings consistently produced higher similarity scores

than TF-IDF (mean difference = +0.2502, median = +0.2422, 95% CI [0.2167,

0.2635], p < le-6). The two measures were moderately correlated (Spearman

p = 0.6235), demonstrating shared trends but different sensitivities to lexical

versus conceptual overlap.

Table 5: Paired Method Comparison (Embeddings—TF-IDF)

Metric Value
Mean(Embeddings) 0.8531
Mean(TF-IDF) 0.6029
Mean Difference +0.2502
Median Difference +0.2422
95% CI (Median Difference) [0.2167, 0.2635]
Wilcoxon p-value <0.000001
Spearman p 0.6235

Embeddings capture deeper semantic convergence, while TF-IDF captures
lexical repetition; both reveal consistent homogeneity patterns.
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5 Discussion

Across analyses, responses were much more similar within the same cell than
across prompts, with the strongest effects in embedding space. This indicates
that when the task is fixed, models converge on a shared interpretation even
when wording varies. Prompt structure also mattered: logical prompts pro-
duced the highest convergence (especially semantically), while creative prompts,
particularly vague ones introduced more variance. Overall, task constraints ap-
pear to narrow the solution space, and “different phrasings” often express the
same idea.

Platform and interaction effects added nuance. Semantic similarity was
uniformly high across all five models, while lexical overlap varied, suggest-
ing surface-style differences on top of shared conceptual cores. Interaction
protocol also mattered: isolated single-turn prompting yielded slightly higher
homogeneity than continuous conversation, consistent with a stabilizing ef-
fect when context is minimized. Embedding similarity was consistently higher
than TF-IDF, and the two measures were only moderately correlated, implying
they capture different aspects of overlap (conceptual alignment vs. word-level
repetition). Taken together, LLM homogeneity appears multi-layered, driven
primarily by task framing and broadly consistent across platforms.

These results imply that users may encounter less diversity of ideas than
platform variety suggests. For researchers using LLMs for ideation, simula-
tion, or literature generation, apparent model differences may mask deeper
conceptual uniformity. In applied settings (writing assistance, analysis, con-
tent generation), consistency can support standardization but may also limit
the range of viewpoints or alternatives surfaced by default.

Practically, users can reduce sameness by varying task framing along the
two prompt axes (e.g., shifting specificity and logical constraint), explicitly re-
questing multiple distinct perspectives (e.g., “Give three contrasting approaches
and explain how they differ”), and adding constraints such as audience, tone,
or underrepresented viewpoints to push outputs beyond default “safe” an-
swers. Intentional human variation—editing, remixing, and synthesizing across
prompts, sessions, or models—can further counteract uniformity, even if un-
derlying similarities remain.

Ethical risks follow from convergence: shared biases, cultural assumptions,
or dominant perspectives may be reproduced consistently and at scale, and
high semantic alignment can persist beneath paraphrases. Convergence can
also reinforce errors when repeated generations echo the same inaccurate claim,
which may be mistaken for evidence of correctness. These concerns highlight
the need to audit outputs across prompt types, use counter-prompts to elicit
alternative framings, and be cautious when homogeneity could obscure bias or
error.
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6 Limitations and Future Research

Several limitations should be acknowledged. First, we analyzed five models un-
der default public-interface settings, so the findings reflect a snapshot of current
systems and may shift with new releases, alternative parameters, or API config-
urations. Second, the scope is English and a curated set of 40 English prompts
centered on explanation, opinion, and short-form creative writing; homogene-
ity could differ in multilingual contexts, longer outputs, or domain-specialized
tasks. Third, similarity is measured with one embedding model alongside TF-
IDF, so results may vary with alternative vectorizers or evaluation schemes.

Future research could expand this work by examining homogeneity across
additional languages, technical or domain-specific tasks, and newer or archi-
tecturally distinct model families. Investigating how temperature, sampling
strategies, system prompts, or fine-tuning methods influence similarity would
further clarify the role of model configuration in producing convergent out-
puts. Long-form conversational studies could also reveal how homogeneity
evolves over extended interactions, while ensemble prompting or multi-model
workflows may shed light on strategies for mitigating convergence when diver-
sity of ideas is desired. Together, these directions can deepen understanding
of how LLMs generate meaning and how their tendency toward sameness can
be both leveraged and moderated.
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Abstract

In recent decades, American universities have attracted a large num-
ber of international students, particularly in master’s programs. These
students often come from diverse academic backgrounds. In the MIS
(Master of Information Systems) program at Northwest Missouri State
University, the majority of students are international, with backgrounds
in computer science, engineering, business, and other fields. As a result,
some fundamental computer science concepts may be entirely new to
a portion of the cohort. In this paper, we investigate the comprehen-
sion level of binary knowledge among students enrolled in the Enterprise
Networking course. Several foundational topics in the course rely on
an understanding of binary concepts; however, nearly one third of the
students had no prior exposure to them. We argue that, in addition to
teaching these topics sequentially according to the textbook, it is ben-
eficial to offer a final integrative review session that brings all related
concepts together. Such an overview helps students develop a broader
conceptual framework, enabling understanding of one topic to support
comprehension of the others. To evaluate the effectiveness of this ap-
proach, we administered a series of surveys. The results indicate that a
dedicated review session on binary knowledge is pedagogically valuable.

*Copyright (©)2026 by the Consortium for Computing Sciences in Colleges. Permission to
copy without fee all or part of this material is granted provided that the copies are not made
or distributed for direct commercial advantage, the CCSC copyright notice and the title of
the publication and its date appear, and notice is given that copying is by permission of the
Consortium for Computing Sciences in Colleges. To copy otherwise, or to republish, requires
a fee and/or specific permission.
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1 Introduction

American universities have long been recognized as pioneers in modern higher
education and continue to attract large numbers of international students [1,
4]. However, international students often arrive with diverse educational back-
grounds and varying levels of prior knowledge, which can create unique chal-
lenges for university instructors. These differences may require additional effort
to bridge gaps in foundational concepts, adapt teaching methods, and ensure
that all students can follow the course material effectively. As a result, teaching
a class with international students demands flexibility, patience, and inclusive
strategies to support every student’s success [2, 5.

In this paper, we present our experience in teaching a graduate-level course,
Enterprise Networking, with a particular focus on a fundamental computer sci-
ence concept: binary knowledge. The course enrolls primarily international stu-
dents from diverse academic backgrounds and disciplines, including computer
science, engineering, and business. Several course topics require an under-
standing of binary concepts, almost from the very beginning of the semester to
the very end, which poses challenges for many students. In addition to teach-
ing these topics sequentially following the textbook, we intentionally reserve
one class session before the final exam week for a comprehensive review of all
binary-related topics.

To evaluate the effectiveness of this instructional approach, we adminis-
tered three surveys measuring students’ comprehension of binary concepts at
different stages of the course, observing how their understanding evolved over
time. The results indicate that a dedicated review session on binary-related
topics is pedagogically beneficial. To the best of our knowledge, this paper
represents the first study to examine such an approach in this manner.

The rest of paper is organized as follows. Section 2 briefly describes course
setup on binary-related topics in FEnterprise Networking. Section 3 presents
the questionnaires of three surveys. Section 4 shows the survey results along
with our observations and analysis. Section 5 concludes the paper.

2 Course Setup on Special Topics

Enterprise Networking is a required course for the Master of Information Sys-
tems program at Northwest Missouri State University. The course covers data
communications and networking protocols, with emphasis on their practical
application to enterprise networking and internetworking environments. In
this section, we identify the topics that rely on binary knowledge, describe how
these topics are assessed, and outline our instructional plan for teaching them.
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2.1 Topics Related to Binary

In this course, the following topics requires the binary knowledge:
1. Encoding/Decoding: Converting between text and ASCIL.

2. MAC address: Converting MAC address between binary format and hex-
adecimal notation.

3. IPv4 address: Converting IP address between binary format and Dotted
Decimal Notation.

4. TPv6 address: Simplifying IPv6 address from binary format to hexadeci-
mal notation.

5. Routing: Applying mask to IP address to determine routes (AND oper-
ation).

6. Subnetting: Determining the IPv4 address of a certain host in a certain
subnet.

These topics are covered across different chapters of the textbook, Business
Data Networks and Security |3]. Specifically, Topic 1 appears in Chapter 2,
Topic 2 in Chapter 5, Topics 3, 4, and 5 in Chapter 8, and Topic 6 in Chapter 9.
As such, the topics are distributed over nearly three-quarters of the semester.
Even though Topics 3, 4, and 5 are all within the same chapter, their coverage
still extends over approximately three weeks.

2.2 Assessment

Each of the topics above is supported by dedicated assignments and evaluated
in both the midterm and final exams. Here, subnetting is used as an illustrative
example of how we assess each topic.

Assignment: A firm is assigned network part 137.185. It selects a 7-bit
subnet part. a) Write the binary format for the 4 bytes of the IP address of the
first host on the first subnet; b) Convert part a) into dotted decimal notation;
¢) Write the binary format for IP address of the third host on the third subnet;
d) Convert part ¢) into dotted decimal notation.

Midterm Exam (multiple-choice): A firm is assigned the network part
134.171 and it selects a 6-bit subnet part. Then the binary format for the 4
bytes of the IP address of the second host on the second subnet is: 10000110.
10101011. .. The corresponding dotted decimal notation is: 134.171

A) 00000010, 00000010, 2, 2.
B) 00000001, 00000001, 1, 1.
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C) 00001000, 00000010, 8, 2.
D) 00000100, 00000001, 4, 1.
Final Exam (fill in blanks): A firm is assigned the network part 128.169
and it selects a 11-bit subnet part. Then the binary format for the 4 bytes of the
IP address of the second host on the second subnet is: 10000000.10101001.
. The corresponding dotted decimal notation is: 128.169.

2.3 Instructional Plan

We first follow the textbook and lecture on the topics chapter by chapter, in
the same order they appear in the textbook. For each topic, we walk through
the procedure in detail and work through an example. Our emphasis is on
teaching students the underlying logic and the steps involved in the calcula-
tions, rather than having them memorize formulas or procedures. Considering
the correlations among these topics, we devote one class in the final week before
the exam period to reviewing all of them together, that is, consolidating all
content related to binary concepts. We believe that this comprehensive review
session helps strengthen students’ understanding, allowing mastery of one topic
to reinforce comprehension of the others.

3 The Survey

To assess students’ evolving comprehension of binary concepts, we administered
three surveys: the first at the beginning of the semester, the second upon
completing all chapters but before the final review session on binary knowledge,
and the third after the final review session. Below are the questionnaires,
respectively.

3.1 Survey 1

For the first survey, we aim to collect information about students’ backgrounds
and their prior knowledge of converting between binary and decimal/hexadec-
imal representations. The questionnaire for the first survey is as follows:

1. What is your background before coming to Northwest?

Do you know how to convert binary to decimal?
Do you know how to convert binary to hexadecimal?
Do you know how to convert decimal to binary?
. Do you know how to convert hexadecimal to binary?

For the first question, we provide four choices: Computer Science, Engi-
neering, Business, and None of above. For the other four questions, we provide
three choices: “Never knew”, “Used to know but forgot now”, and “Used to
know and still remember”.

S o
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3.2 Survey 2

For the second survey, we aim to collect students’ status on all topics related
to binary knowledge when all chapters were finished but before the final review
session. The questionnaire is as follows:

1. After taking this course, do you know how to convert binary to decimal?

2. After taking this course, do you know how to convert binary to hexadec-
imal?

3. After taking this course, do you know how to convert decimal to binary?

4. After taking this course, do you know how to convert hexadecimal to
binary?

5. After taking this course, do you know how to convert IPV4 address from
binary to Dotted Decimal Notation?

6. After taking this course, do you know how to convert MAC address from
binary to hexadecimal notation?

7. After taking this course, do you know how to convert IPv6 address from
binary to hexadecimal notation?

8. After taking this course, do you know how to obtain IPv4 address for a
certain host in a certain subnet giving the network part?

9. After taking this course, do you know how to apply network mask to a
certain IP address?

For each of the questions in the second survey, we provide the same choices:
“Once knew but forgot now”, and “Yes I know”. The reason we exclude “Never
knew” is that, based on their homework, we knew all students were once familiar
with the contents.

3.3 Survey 3

For the third survey, we aimed to evaluate whether students had fully grasped
the relevant concepts after the final review session and to gather their feedback
on the final review session. The questionnaire is as follows:

1. After the binary review session, do you know how to convert IPV4
address from binary to Dotted Decimal Notation?

2. After the binary review session, do you know how to convert Mac address
from binary to hexadecimal notation?

3. After the binary review session, do you know how to convert IPv6 address
from binary to hexadecimal notation?

4. After the binary review session, do you know how to obtain IPv4 address
for a certain host in a certain subnet given the network part?

5. After the binary review session, do you know how to apply network mask
to a certain IP address?

6. Do you think it is worth having the binary review session?
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7. Should the instructor have this review session in the future?

8. Do you have any suggestion regarding teaching the topics related to
binary?

For Questions 1-5, we provide two choices: “Yes I know”, and “No I still
don’t know”. For Question 6 and 7, we provide three choices: “Yes”, “No”, and
“Neutral”. For Question 8, it is a text entry box.

4 Survey Results and Analysis

In this section, we present our survey results along with accompanying anal-
ysis. Because the three surveys were administered at different stages of the
course, our goal is to examine how students’ mastery of binary-related knowl-
edge evolves over time. In particular, we aim to evaluate the effectiveness
of both the regular instruction and the final review session on these topics.
Twenty students participated in each of the first two surveys, and eighteen stu-
dents completed the third. It is important to note that some students skipped
individual questions, so the number of responses for certain questions may be
one or two fewer than the total number of participants. We acknowledge that
the survey is under limitation due to the small number of participants. We
report the first question of the first survey separately; for all remaining ques-
tions, we present the results in a comparative format rather than survey by
survey.

4.1 Students’ Different Background

For the first question of the first survey, it asked students what their back-
grounds were. The result is shown in Fig.1. As we can see, the students
came from very diverse academic backgrounds. Interestingly, half of the stu-
dents were not from computer science but from engineering, business, and other
fields. Given such diverse backgrounds, it is essential to ensure that all students
are adequately supported.

@ Computer Science

@ Engineering
Business

@ None of above

Figure 1: Students in Enterprise Networking with different backgrounds.
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4.2 The Change from Survey 1 to Survey 2

Table 1 presents students’ comprehension levels regarding conversions between
binary and decimal/hexadecimal before the course and before the final review
session, respectively. From the left column of Table 1, we observe that nearly
one third of the students had no such prior knowledge before taking the Fn-
terprise Networking course, which roughly aligns with the diverse backgrounds
illustrated in Fig.1. After completing the course but before the final review
session, the proportion of students who understood these conversions increased
by at least 30%. The data also show that converting from binary to decimal
is the easiest task for students (95%), whereas converting from hexadecimal to
binary is the most challenging (72%).

Table 1: Comparison of students’ comprehension levels of binary—decimal and
binary—hexadecimal conversions at two different stages.

Survey 1 Survey 2
Status | never knew | forgot | still remember | forgot | still remember
b to d 30.0% 10.0% 60.0% 5.0% 95.0%
dtob 26.3% 21.1% 52.6% 15.0% 85.0%
b to h 35.0% 30.0% 35.0% 15.0% 85.0%
htob 30.0% 30.0% 40.0% 27.8% 72.2%
b=binary; d=decimal; h=hexadecimal.

4.3 The Results of Survey 2 and Survey 3

Table 2 presents students’ comprehension levels before and after the final re-
view session for five networking topics. The five topics listed in the left column
correspond to the abbreviated forms of Questions 5-9 in Survey 2 and Ques-
tions 1-5 in Survey 3. The results clearly indicate that the final review session
substantially improved student understanding. Before the final review session,
students demonstrated the highest comprehension on IPv4 to DDN (84%) and
the lowest on IPv6 to Hex (58%), with IP masking also relatively challenging
(60%). Encouragingly, after the final review session, all students understood all
five topics, with the exception of one student (6%) who continued to struggle
with IP masking. These findings support our objective that a final integrative
review session on correlated topics is indeed beneficial for student learning.
Fig.2 shows the results for Questions 6-7 of Survey 3. The majority of
students indicated that the final review session was worthwhile (88.9%) and
that it should be continued in future offerings of the course (66.7%). Notably,
only one student (5.6%) responded “No” to both questions, with all remaining
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Table 2: The comprehension level comparison of 5 networking topics between
before and after the final review session.

Survey 2 Survey 3
Status forgot | still remember | forgot | still remember
1Pv4 to DDN 15.8% 84.2% 0% 100%
MAC to Hex 26.3% 73.7% 0% 100%
IPv6 to Hex 42.1% 57.9% 0% 100%
IP for subnetting | 26.3% 73.7% 0% 100%
IP masking 40.0% 60.0% 5.6% 94.4%

students selecting either “Yes” or “Neutral.”

.

® Yes
® No
@ Neutral

88.9%

(a) (b)

Figure 2: (a): Is it worth having the final review session? (b): Offer the final
review session in the future?

For the last question in Survey 3 that asks the comments, the five responses
are as follows: “It is perfect”; “Thank you, we do not need to review the concept
for the final exam”; “The review was really helpful”; “The instructor is perfect,
I like his patience to explain the topic”; and “The review class is very helpful”.
Other participants either left no comment or answered “no comment”.

5 Conclusion

In this paper, we investigate how students from diverse academic backgrounds
develop their understanding of binary-related concepts in Enterprise Network-
ing course. Because these topics are distributed across multiple chapters of the
textbook and covered over an extended period, we argue that a final integrative
review at the end of the semester is pedagogically beneficial. To evaluate this
approach, we administered three surveys to assess students’ knowledge at dif-
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ferent stages of the course. The results indicate that the final review of these
related topics is indeed helpful and educationally valuable. Based on these
findings, we recommend that instructors facing similar instructional contexts
consider incorporating a comprehensive review session before the final exam.
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Abstract

Social engineering attacks continue to pose a significant threat to
the safety of digital information. Verizon’s 2025 Data Breach Inves-
tigation Report notes that a majority (53%) of data breaches include
a human behavior attack vector (phishing, malicious insider, physical
theft, insider error, vulnerability exploit, and/or compromised creden-
tials). While the average 2025 data breach cost was $4.44 million glob-
ally, U.S. data breaches averaged over $10 million[4]. This paper reports
on a social engineering course taught in a cybersecurity degree program
at the university level. The overall objective of the course was to both
teach common social engineering practices and increase student ability
to recognize and prevent social engineering/human attack vectors. The
report includes an examination of the curriculum used, student assign-
ments, required research readings, and lab assignments.
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1 Introduction

Social engineering attacks continue to pose a threat to the safety of digital
information. A majority (53%) of data breaches involve some aspect of human
behavior (phishing, malicious insider, physical theft, insider error, vulnerability
exploit, and/or compromised credentials)[3], and the average U.S. data breach
cost surged past $10 million[4]. This kind of challenge has existed for many
years and these types of attacks are projected to continue well into the fu-
ture. In response, the business community has called for more employees with
advanced cybersecurity skills, universities have established undergraduate and
graduate cybersecurity programs, and ABET has produced accreditation stan-
dards for undergraduate cybersecurity programs|[1]. ABET’s accreditation cri-
teria requires the curriculum to include “. . . the study of human behavior in the
context of data protection, privacy, and threat mitigation”[1]. The social en-
gineering course detailed in this paper was meant to address this requirement.
Social engineering education, here defined to be coursework that addresses the
intersection between human behavior and cybersecurity practices, is an ex-
ample of a crosscutting concept. The course created to address the need for
graduates to have a deep understanding of the threat social engineering attacks
pose was named simply “Social Engineering.” The author’s university estab-
lished an undergraduate cybersecurity program in 2019 and received ABET
accreditation in 2021. The course has been taught four times on an every-
other-year basis. Seven students completed the course in the spring semester
of 2025.

2 Curriculum

There was no established social engineering curriculum when the course was
initially designed, so the faculty designed the course around employer’s needs,
a DIY-like textbook, some social engineering research, a set of labs and as-
signments, and a culminating capstone team assignment. Additionally, a pro-
fessional social engineer at Jack Henry & Associates (JHA) was retained as a
consultant in the design process to make sure academic activity retained real-
world validity. The social engineer is employed by a major financial institution
to perform simulated social engineering attacks on JHA clients for the purpose
of discovering and addressing vulnerabilities related to human behavior /social
engineering attack vectors. Each time the course was taught, the curriculum
was reviewed and updated.

The text adopted for the course was “Social Engineering: The Science of
Human Hacking” authored by Christopher Hadnagy[6]. The text is not a tradi-
tional academic textbook in the sense that there are no end of chapter assign-
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ments, quizzes or problems. Rather, the book is organized around the funda-
mental skills and insights needed by professional social engineers. A strength
of the text is that the author based his insights in both personal experience
and peer-reviewed research.

3 Required Research Readings

To increase the rigor of the course, students were required to read several
published, peer-reviewed research papers, write a review using a standardized
form, and then present and discuss the significance of the research as it relates
to social engineering in class sessions. One class period presented categories of
research, and how to read and interpret research papers.

The papers reviewed in the spring, 2025 course are listed below. See com-
plete citations in cited works:

1. Creating a Code of Ethics for Social Engineering in Cybersecurity: A
Case Study by Abraham Alfred[2].

2. The Social Engineering Personality Framework by Sven Uebelacker and
Susanne Quiel [13].

3. A Room with a Cue: Personality judgments based on offices and bed-
rooms by Samuel Gosling, Sei Ko, Thomas Mannarelli, Margaret Mor-
ris[5].

4. The Nature of Rapport and Its Nonverbal Correlates by Linda Tickle-
Degnen and Robert Rosenthal[12].

5. Performing Social Engineering: A qualitative study of information secu-
rity deceptions by Kevin Steinmetz, Alexandra Pimentel and W. Goe[11].

6. Postural Influences on the Hormone Level in Healthy Subjects: 1. The Co-
bra Posture and Steroid Hormones by Rinad Minvaleev, A. Nozdrachev,
V. Kir'yanova, and A. Ivanov[8|.

7. Enhancing Information Security Literacy: The Impact of Framing Across
Non-Technical Trainees by Robert Schneider[10].

8. Evaluating Truthfulness and Detecting Deception by David Matsumoto,
Sung Hyi Hwang, Lisa Skinner and Mark Frank|7].

9. Consistency-based compliance across cultures. R. Cialdini, R. and S.
Sills[9].

The questions on the review form were:

1. Describe the relationship of the paper to the current chapter and topic
from the textbook. Be as specific as you can.

2. Describe or discuss the findings or conclusions reached by the authors of
the research paper.
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3. Use the idea of triangulation—increasing the credibility of information
by finding it confirmed from multiple (triangulated) sources. List and
describe at least two things that are discussed in the research paper and
which ALSO appear in the Hadnagy text. Cite where you find the items
in both the paper and your text.

4 Student Labs and Testing

Clearly, a course which studies human behavior and how to influence it should
include some significant assignments which require human action and self-
reflection. The following six labs were completed in the first 8 weeks of the
course to prepare students for the capstone project detailed in a later section.
OSINT is “Open-source Intelligence.”

Lab 1 Increasing OSINT Awareness — Students were required to research
themselves on common social media platforms, as well as several people
search engines (PiPl, Spokeo, Truthfinder, etc.) to ascertain the extent
of their digital footprint. The students were then required to remove
themselves from three of the search engine’s databases.

Lab 2 OSINT Collection — Students take a picture of an office and speculate
on the personality of the occupant based upon the image. In step two,
students are given a picture of an office for whom personality information
is known. The student again speculates on the personality of the occupant
before seeing the actual personality information. Finally, students use
recommended tools to compile a profile for three small businesses (coffee
shops were chosen arbitrarily) based upon openly available information.

Lab 3 Maltego Basics — Students are guided through a basic introduction
to Maltego, a commonly used tool by social engineers for discovering,
compiling, analyzing, and recording open source information.

Lab 4 Identifying Social Influence — Students first identify commonly used
influence techniques in marketing and social engineering (https://www.
hooksecurity.co/phishing-email-examples), then the students de-
sign a phishing email utilizing the techniques.

Lab 5 Performing Reconnaissance — Students focus on enhancing their obser-
vational skills by walking through a public space and then recording some
basic information about the space (how many exits, how many cameras,
level of security, etc.) Finally, the students take pictures of the contents
of dumpsters used by the building and describe the activities they think
can be supported by the pictured evidence.
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Lab 6 A Simulated Phishing Campaign — Students design and launch a simu-
lated phishing campaign using a free (limited) tool (https://caniphish.
com). This tool limits the number of emails sent to 10, but does collect
success metrics.

Each chapter had a short quiz to assess student comprehension of the sub-
ject matter. Two comprehensive tests were given; one at midterm and one
as a final exam for the course. Approximately half of the tests were multiple
choice questions, with the other half focusing on the analysis of descriptive
scenarios. It is worth noting that ChatGPT was particularly useful in writ-
ing detailed scenarios designed to test student knowledge of social engineering
attack vectors.

5 The Capstone SEVA Project

Almost every course activity prepared or supported the students in performing
a social engineering vulnerability assessment (SEVA) as a capstone activity for
the course. In the spring of 2025, the subject of the assessment was the county
government where the university is located.

In general, government entities work well for this purpose; they have a pub-
lic service mission which makes them more likely to take part in the project,
and they deal with significant amounts of money and private constituent infor-
mation. Social engineers consider attacking mid-size organizations like county
governments for these reasons and also because county governments may be
lax in funding cybersecurity training to prevent social engineering attacks.

SEVA Phase 1 (1 week) Students brainstormed and documented their ideas
for assessing the social engineering vulnerability of the county. The class
then met with the county clerk—the person at the county tasked with
preventing cybersecurity attacks—and discussed what activities would be
allowed or disallowed when the project was in motion. A memorandum
of understanding (MOU) signed by both students and the county clerk
represented the deliverable from this phase.

SEVA Phase 2 (3 weeks) OSINT collection on only the elected county offi-
cials began—this limitation was a specification in the MOU. Even with
this limitation, however, there were 14 individuals included in the assess-
ment. The work was divided by the three teams in the class with each
team agreeing to take a subset of elected officials. Every team researched
the sheriff’s office by mutual agreement. The second phase deliverable
was a rough draft, incomplete version of the final SEVA report.

74



SEVA Phase 3 (2 weeks) In this phase, each student team visited the offices
of the elected officials with a pretext for the purpose of collecting non-
technical OSINT. The class also orchestrated an early morning dumpster
dive for the purpose of discovering OSINT in discarded rubbish. Us-
ing information from the dumpster dive, the in-person visit, and other
collected OSINT, each team designed a complete social engineering at-
tack targeted at exploiting the social engineering vulnerabilities at the
county. The teams updated the rough draft SEVA report with this new
information as the phase 3 deliverable.

SEVA Phase 4 (2 weeks) In the final phase, each student on the team visited
the county courthouse for the purpose of collecting non-public, but in-
nocuous information. Examples included cell numbers, home addresses,
and/or non-government business cards of elected officials. The simulated
phishing campaign was carried out and results compiled. The SEVA re-
port was again updated with the results of the simulated social engineer-
ing attack, and this final report was delivered in-person to an assembly
of the elected officials and their staffs.

6 Real-world Application and Course Wrap-up

Over the years, the university’s social engineering courses have benefited from
direct access to a local ethical social engineering subject matter expert (SME).
This SME was personally trained in the psychology and advanced techniques of
ethical social engineering by Chris Hadnagy, the author of the course textbook
and a recognized authority in the field. Holding two ethical social engineer-
ing certifications and possessing more than a decade of industry experience,
the SME provided invaluable guidance to students preparing for the social
engineering vulnerability assessment (SEVA) project. In addition to offering
consultation upon request, the SME delivered a comprehensive wrap-up pre-
sentation that illustrated real-world applications of course concepts. These ex-
amples were drawn from the SME’s professional engagements, which included
conducting vulnerability assessments for banks and credit unions nationwide.
In preparation for the SEVA project, students were encouraged to schedule
video consultations with the SME to review rules of engagement and discuss the
open-source intelligence (OSINT) they had gathered. These sessions facilitated
the development of effective pretexts and attack vectors, such as phishing,
vishing (phone elicitation), smishing, dumpster diving, and physical access
attempts. The SME also provided strategic advice on adapting pretexts in real
time during assessments, ensuring students understood the dynamic nature
of social engineering engagements. Furthermore, professional best practices
were emphasized, including critical “do’s and don’ts"—for example, maintaining
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possession of a “get out of jail” letter during physical access attempts and
strictly adhering to the written rules of engagement to avoid unauthorized
actions.

To conclude the semester, the SME delivered a one-hour presentation show-
casing real-world examples of OSINT collection, tools of the trade, psycholog-
ical manipulation techniques, and attack scenarios targeting financial institu-
tions. These case studies included phishing, vishing, dumpster diving, and
physical access attempts, along with their outcomes—whether successful or
not. This final session extended learning beyond the capstone SEVA Project
by demonstrating practical applications of theoretical knowledge. Exposure to
authentic industry practices not only enhanced students’ readiness for tech-
nical careers but also sparked interest in pursuing specialized roles in social
engineering vulnerability assessments.

The sponsoring county was asked for some feedback and had the following
comments following the SEVA report:

e “ . .the overall project was a success for the students and our staff alike.
It gave them a great opportunity to put their skills to practice and see
what that process looks like. For our organization, it was good to be
reminded that even in a small rural area we are still at risk and have
potential vulnerabilities.”

e “As far as our cybersecurity for <county name> we have not made any
changes that I am aware of as we felt what we have in place is the best
that we can afford to provide. Some of our elected officials did take a
look at their personal online footprint and made some changes. I also
think some pay more attention to what they are throwing away and how
it is being discarded.”

7 Observations

Although there were only seven students in the class, the course evaluations
revealed the students enjoyed the class, but felt like too little time had been
allocated for collecting OSINT on the county officials. The students also did not
like the amount of time outside of class required to complete the assignments.
Both criticisms will be factored into the schedule the next time the course is
taught. It should also be noted that the course evaluations were similar to
previous versions of the course: these versions had more students and used a
similar course design.

Anecdotally, the instructor observed that some students were uncomfortable
presenting themselves to others with a pretext for gaining information. While
this is understandable, the approach was educationally valuable in increasing
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students’ understanding of the practice and the approach was approved by the
county government in the memorandum of understanding.

8 Summary

Social engineering poses a significant instructional challenge for academic pro-
grams. Some of the topics, like social engineering, fall outside of any traditional
computing body of knowledge. This paper describes one successful approach
for blending traditional academic techniques, innovative labs, and a practi-
cal, applied project to achieve an engaging course experience for teaching a
challenging subject.
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Abstract

The final day of a college course is often underutilized, typically
reduced to brief administrative remarks or exam reminders. This pa-
per describes a structured end-of-semester reflection activity designed
to make the final class meeting meaningful in computer science courses.
Grounded in Science of Learning principles, the activity integrates re-
trieval practice, metacognitive reflection, elaboration, growth mindset,
and intellectual closure. Implemented across six undergraduate courses
with 103 students, survey results and student feedback indicate strong
perceived benefits, including improved recall, conceptual understanding,
confidence, and a sense of community.

1 Introduction

At the start of the semester, college professors are energized and prepared.
Professors have reviewed syllabi, outlined goals, and returned from break ready
to engage students with the course content. Students, too, begin with a clean
slate and shared sense of optimism. Throughout the semester, professors invest

*Copyright (©)2026 by the Consortium for Computing Sciences in Colleges. Permission to
copy without fee all or part of this material is granted provided that the copies are not made
or distributed for direct commercial advantage, the CCSC copyright notice and the title of
the publication and its date appear, and notice is given that copying is by permission of the
Consortium for Computing Sciences in Colleges. To copy otherwise, or to republish, requires
a fee and/or specific permission.
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in lectures, assignments, and assessments, while students (ideally) commit to
attending class, studying, and completing their work.

By semester’s end, professors face piles of ungraded work and looming re-
ports, while students juggle final assignments and exam prep, often feeling
overwhelmed. Everyone is ready to be done, making the final class session a
brief exchange: “Any questions?” — “No.” — “Good luck on the final.”

As university faculty members who have taught Computer Science (CS)
and Mathematics courses for a combined 74 years, we were given pause by an
interesting article that suggested a new purpose for that last day of class [§].
Maybe it is time to treat the last day of class as a first-class citizen. Specifically,
is there something we can do on the final day of the semester that is of benefit
to our students? Further, given certain common personality traits we have
seen over our years of teaching, we wonder how this last day activity may be
particularly helpful in the CS classroom.

To answer this question, we developed and implemented a protocol on the
last day of class in our courses. This paper provides an overview of the ideas
that motivated our project, along with the methodology we developed, and the
results we observed.

2 Background - Science of Learning

The article, “Don’t Just Fade to Black: Ending a Course With Purpose.[8]” out-
lines seven meaningful strategies for concluding the final day of the semester.
Each strategy is grounded in one of these Science of Learning principles, high-
lighting the research-based rationale behind the approach:

1. Retrieval + Reflection: Encouraging students to recall the most signifi-
cant concepts they learned throughout the course can lead to valuable dis-
cussions. This practice leverages the retrieval effect, which demonstrates
that actively recalling information enhances memory and comprehension
more effectively than passive review[4].

2. Metacognitive Awareness: By reflecting on course learning goals and dis-
cussing how topics are interconnected, students develop metacognitive
awareness. This reflection helps them recognize overarching themes and
the relationships between concepts[6].

3. Elaboration: Asking students to write a short note to future stu-
dents—sharing advice or insights they wish they had known—provides
an opportunity for elaboration through teaching. Teaching others has
been shown to deepen understanding and reinforce learning[10][9].
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4. Growth Mindset: Fostering a growth mindset and reinforcing self-efficacy
are critical to student persistence and resilience. Omne activity invites
students to identify something they can do now that they could not at
the start of the semester, reinforcing the progress they have made|[2][7].

5. Schema Construction: Students complete the prompt: “This course was
really about 7 An activity like this encourages schema construc-
tion—the process of synthesizing and connecting course content into a
cohesive understanding, making learning more meaningful and less frag-
mented[10][9].

6. Student Voice: Allocating time for open discussion gives students the
chance to share feedback and reflect on their experiences. This promotes
a sense of community and provides emotional closure as the course con-
cludes.

7. Intellectual Closure: The aim here is to bring intellectual closure by revis-
iting early-semester questions and exploring how student understanding
has developed over time. This reflection supports a sense of belonging
and academic self-efficacy[1].

3 Background - CS Students and Personality Types

The Myers-Briggs Type Indicator (MBTI) describes the personality type of an
individual using four categories, where each category has two traits[5]. The
personality type of a person can be determined through testing designed to
summarize a person’s natural tendency within each of the four categories. This
yields 16 possible distinct personality types.

One of the four categories is Extraversion/Introversion. It has been shown
that there is a statistically significant difference in the Extravert/Introvert
category between CS students and the general population of students[3]. In
this study, about 50% of the CS undergrad students in their study fall into just
two of the 16 categories, ISTJ or ISFJ, meaning CS students tend to prefer
introversion, sensing, and judging.

As introverts (I), these students prefer to focus on their inside world versus
the outside world. They take more time for reflection and prefer to think
things through before acting, while their extrovert counterparts tend to act
quickly, often before thinking things through. In addition, introverts usually
prefer communicating through writing and processing ideas inwardly, while
extroverts generally communicate through talking and will often process ideas
outwardly. Therefore, CS students may need benefit from additional time to
respond to questions posed to them during class by the instructor or they may

81



be reluctant to answer at all, which hinders building a sense of community. The
need for processing time was considered in the design of the reflection portion
of this project to provide proper time to think before speaking.

Students who prefer judging (J) over perceiving (P) tend to value closure
and structure. They want to have control and tend to work in a methodical
manner. This activity was designed to be organized and fully explained prior
to the onset of the activity. As part of the design, the students would be given
control over whether they wanted to share the answers from the reflective
portion. The last part of the activity is designed to help the students gain a
sense of closure and is detailed in the Methodology section.

4 Methodology

We found merit in all seven meaningful strategies described in Section 2. Con-
sequently, we created a single period activity that incorporated elements of all
of them. Informed by the lessons learned in Section 3, the protocol incorpo-
rated elements that first gave students time to process individually in writing,
followed by a period for sharing their thoughts orally with the group.

We tested our activity in six course sections, with a total of 103 students,
most of whom were computer science majors. The courses included CS1 (26
students), CS Discrete Structures (15 students), CS2 (2 sections, 10 students
each), and Computer Organization and Assembly Language (2 sections, 27
and 15 students), and were taught by three different instructors. Five of these
sections were 75-minute class periods, while the CS1 section was a 50-minute
class period.

The class time for the 75-minute sections was arranged as follows:

1. Review for final exam. Discuss an exhaustive list of all topics covered
during the semester. 10 minutes

2. Explain the activity and discuss the Informed Consent form. 5 minutes

3. Using their computer, students individually fill out the Course Reflection
Worksheet and then upload the document as an assignment. 20 minutes

4. Instructor goes through the worksheet questions with class, soliciting
input from as many students as possible. Instructor takes notes. 25
minutes

5. Students take wrap-up survey, ranking how each of the Science of Learn-
ing principles felt meaningful /impactful by doing this activity. 15 minutes

The Course Reflection Worksheet looked like the following:
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7.

Write down the three most important things you learned in this course.

How are some of the concepts from this course interconnected? Give
examples.

Write a short note to a future student taking the course with any thoughts
or advice you might have. Some possible helpful prompts are “Here’s
what I wish I'd known...” or “This helped me succeed...”, but it could
be anything valuable you’d like to share with them about the course.

Identify at least one thing you couldn’t do at the beginning of the course
that you can do now. Choose something that you struggled a bit to
learn or to understand about the course material or about yourself. It
could be a course topic, a skill, a mindset, or simply an area of increased
confidence.

In one sentence, describe what this course is really all about.

a) What are you taking away from this course? b) What surprised you
about this course? ¢) What challenged you about this course? d) What
do you wish the instructor would have done differently? e) What do you
wish you had done differently?

What sort of project or task has this course prepared you to tackle next?

The Wrap-Up Survey looked like the following:

1.

The course summary discussion helped to strengthen my recall and un-
derstanding of what was learned during the semester.

The course summary discussion helped me to better see how the course
material is interconnected.

Sharing and discussing notes to future students encouraged me to reflect
on my growth during this course.

The discussion increased my belief in my ability to execute the behaviors
necessary to be successful in my college career.

The discussion helped me make meaning out of the overall theme of all
topics that were covered.

The discussion helped me see the arc of the course—and how I've changed
along the way.

The discussion made me feel that I had a voice in our class and gave me
a sense of community and closure.
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8. In what ways has this activity affected your perception of the course
compared to what is normally done on the last day of college courses?

For questions #1 through #7, each statement was followed by:
[ ] Strongly Agree [ | Agree [ | Neutral | | Disagree [ | Strongly Disagree
A “Comments/examples” piece was included following questions #1 to #7.

5 Results

The class sizes were small, but attendance was good as students were aware
that an assigned activity would take place during class. We present the survey
results and include a sample of student comments.

5.1. RETRIEVAL+REFLECTION: The course summary discussion helped
to strengthen my recall and understanding of what was learned during the
semester.

Table 1: Student Survey Responses

Strongly Agree Agree Neutral Disagree Strongly Disagree

Total 41 47 15 0 0
Percent 40% 46% 15% 0% 0%

All seven Likert-scale questions produced nearly identical results, so only
the first is shown. These results indicated a strongly positive response from stu-
dents. For each of the seven strategies evaluated, 77-86% of students selected
either “Agree” or “Strongly Agree,” demonstrating broad perceived usefulness.
Notably, no respondents selected “Strongly Disagree,” and the “Disagree” op-
tion was chosen by only 0-2% of students for all but one item.

e Thinking over what we have done over the entire course and having to
decide which aspects were most difficult, impactful, surprising, etc. defi-
nitely helped in recalling the material. The discussion helped with under-
standing from hearing other students’ opinions and thoughts on subject
material.

e The course summary discussion helped me reflect on everything I have
learned from the semester, specifically from the first day of class to now.
I can see the growth in knowledge and understanding compared to then.

5.2. METACOGNITION AWARENESS: The course summary discussion
helped me to better see how the course material is interconnected.

o [ made some of my own connections, but it is also beneficial to hear from
others. It gives a different perspective about concepts.
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e The discussion in particular helped me think about how this course not
only connects to itself, but also every other course the CS dept offers.

5.3. TEACHING & ELABORATION: Sharing and discussing notes to
future students encouraged me to reflect on my growth during this course.

e It helped me to see what I would have done differently myself if I were
to start over. I will take my own advice into my next class.

e I am proud of how I have done in this class, and it is important to
recognize your own growth.

5.4. GROWTH MINDSET: The discussion increased my belief in my ability
to execute the behaviors necessary to be successful in my college career.

e [ really feel more confident about the class overall, and how each step of
the way taught me something to be used in the future.

e So, looking back at what I've learned reminded me that I also can learn
even the most difficult way; it’s just persistence and curiosity. Now, this
has given me more security in future computer science courses.

5.5. SCHEMA RECONSTRUCTION: The discussion helped me make
meaning out of the overall theme of all topics that were covered.

e I was able to see how important everything was. I knew that all the
topics would build from each other so having a strong foundation was
important but seeing how they were fundamental to computer science
helped put things in perspective.

e It helped me to see how the topics discussed not only connect to other
topics taught in the course, but also to topics taught in other courses.

5.6. STUDENT VOICE: The discussion helped me see the arc of the
course—and how I’ve changed along the way.

e Comparing how overwhelming this class felt when we first started to now
is like night and day.

e The things that didn’t make sense coming right after another totally do
now that I can see the true theme of the course.

5.7. INTELLECTUAL CLOSURE: The discussion made me feel that I had

a voice in our class and gave me a sense of community and closure.
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I really liked how the discussion had us reflect on where we started in the
class and how much we’ve grown, not just academically, but personally
too. It made me proud, not only of myself but of my classmates as well.
Computer science isn’t an easy subject, especially if you come in with no
coding experience. Even though I didn’t get to talk to everyone, I felt
like we all shared similar challenges and experiences that helped us grow
as students. In the end, the discussion made closing out the course feel
meaningful, leaving me with a positive memory of this academic chapter.

The discussion really helped me feel like I had a voice in our class and
gave me a sense of community and closure. I'm usually pretty quiet
(shocking), especially around people I don’t know, and I tend to see my
classmates as way ahead of me academically, which makes it tough to
reach out. But this conversation made me realize that a lot of us share
similar struggles and ways of thinking. It made me feel more confident
about connecting with my classmates. Plus, it was a nice way to wrap
things up instead of the class just ending abruptly.

5.8. SUMMARY QUESTION: In what ways has this activity affected your
perception of the course compared to what is normally done on the last day of
college courses?

This is the best last day of class I've ever had. I could evaluate myself
and see what to improve.

The discussion was a good chance to reflect back on the course with my
classmates and felt like a celebration of the course and the work we have
done together as a class.

It makes me feel that the professor/university actually cares about my
opinion and wants to maintain a helpful learning environment for us and
future students. Typically, the last day of classes is just cram before the
final, but this showed interest from the department that I don’t normally
see.

It felt like closure. Usually I get caught up in so much work that the
semester feels like it flies by. This felt like a true end and allowed a
second to sit back before finals and reflect on everything done before
diving into studying and preparing for the final exam.

Usually, the last day is quite high speed and quite boring, but this activity
allowed me to reflect on what I have actually learned, my progression,
and what I still need to work on. Much more useful than just goodbye
as it gives a real relevance to all the hard work put into it.



6 Conclusions and Future Work

There were many benefits to the participating students. When looking at
survey results and comments, students: (1) gained a sense of closure and sat-
isfaction as the course came to an end; (2) recognized meaningful connections
within the course content and to other CS classes; (3) took pride in the per-
sonal growth and development they experienced throughout the term; (4) felt
reassured and more confident after learning that their peers faced similar chal-
lenges; (5) were surprised by how much they had actually learned during the
course; (6) picked up useful strategies from classmates to apply in future CS
courses; and (7) felt valued, knowing their professor cared enough to listen to
their feedback.

By allowing time for individual reflection before discussion, the activity
appeared to increase students’ confidence when sharing their conclusions. No-
tably, several students who had been quiet throughout the semester partici-
pated confidently, which may explain comments expressing surprise at shared
experiences within the cohort.

Not all 103 students felt as positive and enthusiastic as the majority. We
liken it to receiving a critical comment in an otherwise positive set of course
evaluations. While we thoughtfully consider all feedback, it is worth noting
that the vast majority of the more than 800 comments were overwhelmingly
positive and supportive. It is also worth considering some of these students may
simply already have strengths in the area of metacognition and the activity did
not necessarily make a change if they already held some of the characteristics.

Upon completing this end-of-semester activity, all three authors indepen-
dently recognized it as an ideal way to conclude future computer science
courses. We consider whether providing time for written reflection prior to the
optional open discussion was an integral factor in fostering a stronger sense of
connection within the cohort. Discussions are underway to refine and adapt
the process for improved implementation in subsequent semesters.

We found the activity highly beneficial for computing courses, with strong
potential for broader adoption across the college. To expand its reach, the
authors presented the work in a Fall 2025 Teaching Talk, engaging faculty in
discussion and offering support for adapting the activity to other courses. As
adoption increases, we plan to systematically collect cross-disciplinary data to
compare impacts across majors and refine the activity’s structure and assess-
ment, potentially focusing on a targeted subset of the seven strategies.

Our team envisions a possible study in which we see how the different Myers-
Briggs personality types are impacted by the internal reflection and sharing
exercise on the last day of class. Finally, our team realized that this process
could be leveraged by applying these types of reflection and sharing activities
earlier in the semester to create a sense of unity, belonging and collaboration
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that would benefit student learning sooner in the course.
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Abstract

Administered across diverse U.S. institutions, the Major Field Test
(MFT) in Computer Science benchmarks student knowledge in core ar-
eas and guides curriculum enhancement. It covers foundational topics—
Programming, Software Engineering, Discrete Structures, Algorithms,
and Systems—and includes a lightly weighted component on emerging
areas such as Artificial Intelligence, Machine Learning, and Data Sci-
ence. This paper presents a more than decade-long analysis of MFT
results, examining trends in student performance and the impact of cur-
riculum design, academic and transfer trajectories, student preparation,
and course sequencing. Properly interpreting MFT scores within the cur-
ricular context, particularly considering the Standard Error of Measure-
ment (SEM), is critical, as inconsistencies in course sequencing and stu-
dent preparation may undermine comparisons with regional and national
benchmarks. When applied as part of a program evaluation strategy, the
MFT provides valuable insights for identifying curricular strengths and
addressing learning gaps. This study presents evidence-based, strate-
gic recommendations to guide curriculum development, improve student
learning outcomes, and strengthen program assessment practices, sup-
porting effective program evaluation.

*Copyright (©)2026 by the Consortium for Computing Sciences in Colleges. Permission to
copy without fee all or part of this material is granted provided that the copies are not made
or distributed for direct commercial advantage, the CCSC copyright notice and the title of
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1 Introduction and Related Work

This paper reflects on my experience as the Major Field Test (MFT) coordina-
tor for more than a decade, highlighting insights, trends, and lessons learned
from preparing Computer Science students for their final comprehensive as-
sessment before graduation. Developed by Educational Testing Service (ETS)
[6], the MFT is a widely used standardized test that evaluates student knowl-
edge across core academic fields, with a focus on Computer Science. Many
institutions use the MFT to assess student outcomes and align curricula with
regional and national benchmarks [14, 16].

Within Computer Science, the MFT assesses fundamental areas such as
Programming, Software Engineering, Algorithms, Discrete Structures, and Sys-
tems, and includes a lightly weighted component covering emerging topics such
as Data Science, Artificial Intelligence, and Machine Learning. In its standard-
ized form, the MFT provides benchmark data that guides curriculum develop-
ment and program evaluation. Prior studies underscore its value in identify-
ing curricular strengths and weaknesses. Zhang and Zhuang [18] showed how
multi-year MFT data can identify curricular gaps and guide improvements that
enhance student outcomes, while Gorka et al. [9] used the MFT in a self-study
leading to course redesigns.

Most research on the MFT focuses on improving the assessment through
question design, curricular alignment, or leveraging results to strengthen Com-
puter Science programs. Abbott [1] examined the influence of explicit test
preparation on student outcomes. MFT preparation activities are embed-
ded within coursework or through activities outside the classroom, allowing
students to become familiar with sample questions and test-taking strategies.
Other studies have analyzed MFT performance across disciplines: Contreras
et al. [4] examined business majors over time; Igbal [11] explored curricu-
lum and teaching improvements; and Mingxian [13] integrated the MFT into
a Computer Science capstone to reinforce core concepts.

Additional research highlights the MFT’s role in broader program eval-
uation. For example, Kirkland and Zhao [12] showed how MFT results re-
veal strengths and gaps in Science, Technology, Engineering, and Mathematics
(STEM) programs, while Hunt and Sloan [10] discussed its usefulness for cross-
program comparisons. Several authors described how MFT results influenced
course redesigns [1, 2, 5|, and Brock [3] used it to evaluate STEM program out-
comes. Nursah [17] explored presents a systematic review of methods used to
assess student competencies in computing education, highlighting trends and
gaps.

Using over a decade of MFT data, this study explores how the MFT has
guided ongoing academic program improvement. The MFT is widely recog-
nized as a reliable tool for assessing student learning, curriculum effectiveness,
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and guiding syllabus revisions, yet it is important to acknowledge both its ben-
efits and limitations. Institutional policies shape how the MFT is administered:
at some institutions, it is a graduation requirement, while at others it is not.
Often, the MFT is embedded within coursework and contributes a modest per-
centage of the course grade to encourage student engagement. Students may
be required to take the MFT, but individual scores do not affect graduation
eligibility. This analysis also considers the student experience and evaluates
the practical impact of the MFT on enhancing learning outcomes.

A central responsibility in this work has been translating MFT results into
actionable curricular revisions. In collaboration with faculty, MFT domain-
level outcomes were aligned with course-level learning objectives. Persistent
underperformance in specific areas prompted targeted curriculum enhance-
ments, including strengthened laboratory components and restructured assign-
ments, which coincided with measurable increases in MFT mean scores over a
four-year period. Although not required for accreditation, the MFT has be-
come an influential component within program assessment and accreditation
documentation.

The remainder of this paper is organized as follows. Section 2 presents the
methodology and MFT topics, including a detailed Computer Science break-
down. Section 3 covers variables and analysis, including student preparation,
transfer trajectories, subject-area performance, Standard Error of Measure-
ment (SEM), and limitations. Section 4 reports results, highlighting patterns
in core concepts. Section 5 discusses program insights, lessons learned, and rec-
ommendations for curriculum alignment. Section 6 concludes with key findings
and implications for future MFT evaluation.

2 Methodology and Data Collection

This study analyzes over a decade of MFT results from a Computer Science
program [7, 8, 15], including overall and sub-scores, student demographics (eth-
nicity, gender, educational level, transfer and enrollment status, language), and
course sequencing. Institutional analyses were combined with MFT outcomes
to trace students’ academic trajectories and assess how course timing and prior
preparation influence performance.

The MFT has served as a standardized assessment of students’ mastery
of core disciplinary concepts. Composed of multiple-choice questions across
essential topic areas, it provides institutions with evidence of learning outcomes
and supports both improvement and reporting. Although not always required
for accreditation, MFT results are widely accepted as indicators of student
achievement and program quality. This study focuses on the Computer Science
version of the exam.
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2.1 Data Sources and MFT Topics

The study includes more than a decade of MF'T results and the dataset, encom-
passing total scores, sub-scores by area, and demographics [8, 15|, as well as
transfer status and indicators of course sequencing. Building on these data, the
study analyzes institutional records to trace academic trajectories and examine
how variations in timing, preparation, and progression influence performance,
supporting the investigation of trends and curriculum alignment over time.
For this study, we focus on those relevant to Computer Science students while
providing context within the broader academic landscape.

2.2 Computer Science MFT Topic Breakdown

The Computer Science MFT covers several key areas, each weighted according
to relative importance. Based on available ETS documentation [8, 15], the
approximate weighting is estimated as follows:

e Programming and Software Engineering
Core programming and software engineering principles, with related top-
ics also included.

e Discrete Structures and Algorithms
Core concepts in discrete mathematics and algorithm design.

e Architecture, Operating Systems,Computer Networks and
Databases
Core systems topics covers Computer Architecture, Operating Systems,
Computer Networks, and Databases; additional related concepts may
also be included.

e General Topics
Emerging areas such as Artificial Intelligence (AI), Human—Computer
Interaction (HCI), Machine Learning (ML), Information Systems (IS),
and Data Science (DS), are lightly weighted on the exam.

Figure 1 summarizes the approximate relative weighting of each MFT sub-
area within the Computer Science major.

3 Variables and Analytical Approach

MFT outcomes were examined along several dimensions. Data were ana-
lyzed descriptively and comparatively, with visualizations and analysis of score
distributions, performance trajectories, and subject sub-scores across student
groups.
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Figure 1: MFT Topic Breakdown for the Computer Science Major

Student preparation and curriculum alignment: Results show that
course sequencing, preparation, and completion of core courses strongly
influence MFT outcomes. Students who took the test before complet-
ing key coursework—such as Programming Languages Concepts, Algo-
rithms Design and Analysis, Programming, Software Engineering Prin-
ciples, Discrete Structures, Databases, Computer Organization and Ar-
chitecture, Computer Networks, and Operating Systems—often scored
lower due to incomplete preparation. Proper alignment between course
completion and test timing significantly impacted performance.

Transfer and course trajectories: Differences between continuing
and transfer students are examined, showing how varying course trajec-
tories and transfer credits affect performance and overall test preparation.
Curricular misalignment for transfer students has a noticeable impact on
outcomes.

Subject-area performance: MFT sub-scores across core areas—such
as Programming, Software Engineering, Discrete Structures, Algorithms,
and Systems—are analyzed to identify persistent strengths and areas of
concern. Lightly weighted emerging areas, including Artificial Intelli-
gence, Machine Learning, and Data Science, are also examined, though
they have limited influence on overall score variability.

Standard Error of Measurement (SEM) and score variability:
Interpretation of MFT scores accounts for the Standard Error of Mea-
surement (SEM), recognizing that scaled scores are estimates that may
slightly under- or over-represent actual knowledge. Score distributions
and variability are used to compare cohorts and interpret trends relative
to institutional, regional, and national benchmarks.
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e Limitations: This analysis is constrained by the level of detail avail-
able in ETS reporting, variability in student preparation, and statistical
limitations associated with smaller sample sizes. These factors are con-
sidered when interpreting institutional, regional, and national benchmark
comparisons.

4 Results and Analysis

Analysis of MFT outcomes revealed patterns associated with student prepa-
ration, course completion, transfer trajectories, and subject-area performance.
For instance, students who had not completed key coursework in systems, pro-
gramming, and algorithms tended to score lower, highlighting the importance
of aligning test timing with course completion.

Differences between continuing and transfer students were noticed, with
transfer students more likely to experience curricular misalignment affecting
performance in core concepts. MFT scores in Programming, Software Engi-
neering, Discrete Structures, Algorithms, and Systems reflected strengths when
core courses were completed and weaknesses when coursework was incomplete.
Lightly weighted emerging areas contributed minimally to overall score vari-
ability.

Score trajectories reflected the effects of curricular enhancements, includ-
ing reinforced labs, revised assignments, and adjusted course sequencing, with
improved performance following these changes. Overall, results indicate that
student preparation and curriculum structure strongly influence MFT perfor-
mance, underscoring the importance of carefully interpreting scores in the con-
text of SEM, course completion, and student trajectories. Between September
2015 and June 2025, 221 domestic institutions across 38 states administered
the test [15] (see Tables 1 and 2).

Assessment Indicator Institutions Mean Median Std. Dev.
Programming and Software Engineering 221 48.6 50.0 10.5
Discrete Structures and Algorithms 221 40.1 40.0 9.5

Systems: Architecture, Operating Systems

Computer Networks, Databases 221 397 400 6

Table 1: Assessment Indicator Summary Statistics.
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Number of Examinees Number of Institutions Mean Median Std. Dev.

28,271

221 147.6 147.0 15.4

Table 2: 2025 Comparative Data Guide - MFT for Computer Science Total
Score Distribution.

Mean Score

60

40| e ————— e T
—e— Mean + Std. Dev.
—o- 2016
—a 2015-2020

20 - —a- 2015-2025 a

0 | | |
Prog. and Soft. Eng. Discrete Struct. and Algorithms Systems

Assessment Indicator

Figure 2: Comparison of Computer Science MFT Assessment Indicators Across
Multiple Time Periods.

4.1

MFT Performance Across Core Areas

Figure 2 shows student performance in four core Computer Science MFT areas
over time, comparing institutional and regional mean scores.

Programming and Software Engineering: Institutional mean aligns
with the regional mean, reflecting consistent instruction in these funda-
mental areas.

Discrete Structures and Algorithms: Institutional mean lags be-
hind the regional mean, highlighting areas for curriculum enhancement,
particularly in algorithm design and analysis.

Systems: Computer Architecture, Operating Systems,
Databases, Computer Networks, Databases: Institutional mean
exceeds the regional mean, showing competency in core systems topics,
with room to strengthen integrated system concepts.

General Topics: Small differences between institutional and regional
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means indicate broad understanding across foundational areas.

5 Discussion

Analysis of more than ten years of MFT data highlights how curriculum se-
quencing, test timing, transfer trajectories, and student preparedness shape
performance in core Computer Science domains. Alignment across regional,
national, and institutional results suggests that the curriculum effectively pre-
pares students, though gaps—particularly in Discrete Structures and Algo-
rithms—reflect course timing and incomplete preparation.

Differences between continuing and transfer students illustrate how varied
trajectories and prerequisites influence performance in Algorithms, Discrete
Structures, and Systems. These findings underscore the importance of inter-
preting MFT data within the context of academic trajectories and the Standard
Error of Measurement (SEM), rather than as absolute measures of learning.

Curricular enhancements, including strengthened labs, revised assignments,
and improved sequencing, led to measurable gains in sub-scores, demonstrating
the value of refinement. Overall, results emphasize evaluating MFT outcomes
at the program level, where aggregated data provide meaningful benchmarks
for long-term instructional effectiveness.

5.1 Interpreting MFT Scores and Program Insights

Understanding the MFT scoring system is essential for accurate interpreta-
tion. Total scores range from approximately 120 to 200 and represent scaled,
not raw, results; low scores reflect statistical normalization rather than low
mastery. ETS Assessment Indicators [7], expressed as percentages correct by
subject area, allow comparison with regional and national benchmarks and
identification of strengths and weaknesses. Interpreting scores also requires
considering SEM, academic trajectories, and curricular timing, particularly
when students take the exam before completing core coursework. Multi-year
trends provide more meaningful insights than single-year results, making the
MFT most valuable as a program-level assessment tool

Multi-year data highlight key lessons, indicating that aligning course se-
quencing with MFT content, improving faculty-advisor communication, and
supporting transfer students are critical for preparation and performance. Cur-
ricular enhancements—including reinforced labs, revised assignments, and ad-
justed sequencing—Iled to measurable gains. Recommendations include offering
the MFT in both semesters, reinforcing alignment with instruction, supporting
varied student trajectories, interpreting results in the curricular context, and
using the MFT for program-level assessment rather than individual evaluation.
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6 Conclusion

Over a decade-long analysis of Computer Science MFT results demonstrates
the value of integrating standardized assessment into curriculum improvement.
Performance in Programming, Software Engineering, Discrete Structures, Al-
gorithms, and Systems reflects course sequencing, academic trajectories, and
student preparation. Curricular enhancements contributed to improved sub-
scores and closer alignment with regional and national benchmarks. Over ten
years, the MFT was administered at 221 U.S. institutions, with more than
28,000 students participating. Emerging topics such as Al, Machine Learning,
and Data Science are not included in this study, and most institutions admin-
ister the MFT as an exit assessment rather than a graduation requirement.
When applied thoughtfully, the MFT can strengthen long-term academic qual-
ity and support program-level evaluation in Computer Science.
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Abstract

We describe a straight-forward process for converting exams in com-
puter science courses from traditional grading to standards-based grad-
ing, with the goal of improving student learning and better aligning as-
sessments with intended learning outcomes. While other approaches to
standards-based grading can intimidate new adopters with complicated
gradebooks and extensive student revisions, this approach is particularly
tractable for instructors without prior alternative grading experience.
The process of adopting this approach is described in detail, with practi-
cal recommendations. We found that changing to standards-based grad-
ing positively affected students’ demonstrated learning and experience
in their courses. In addition, instructors had positive experiences that
encouraged them to further explore alternative grading methods.

1 Background and Related Work

As defined by Clark and Talbert [2], traditional grading is characterized by
a lack of opportunity for reattempts or revisions of student work, assignment
of a point or percentage value, and a letter grade determined by a weighted

*Copyright (©)2026 by the Consortium for Computing Sciences in Colleges. Permission to
copy without fee all or part of this material is granted provided that the copies are not made
or distributed for direct commercial advantage, the CCSC copyright notice and the title of
the publication and its date appear, and notice is given that copying is by permission of the
Consortium for Computing Sciences in Colleges. To copy otherwise, or to republish, requires
a fee and/or specific permission.
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average of all work submitted during the semester. In contrast, alternative
grading practices incorporate feedback loops and more directly connect grades
to demonstrated learning outcomes. One approach to alternative grading is
standards-based grading, on which this paper will focus. In standards-based
grading, the instructor develops a list of standards or learning outcomes, de-
scribing what a student will learn to do in the course. Assignments are de-
veloped around these standards, and each standard is assessed multiple times
without a penalty to the student’s grade. Students are graded on whether they
have met the standards by the end of the semester. Standards-based testing
refers to standards-based grading applied specifically to testing.

There is a growing body of work demonstrating the efficacy of alternative
grading in computer science. Chen et al. report faster, more consistent grad-
ing and clearer expectations when using standards-based grading [1]. Tuson
and Hickey found that mastery learning and specifications grading resulted in
strong student mastery in skill areas [8]. Weber found that alternative grad-
ing was effective for promoting learning for non-CS majors [9]. Lionelle et al.
added revisions with positive impacts on student success [5]. Spurlock reports
increased student effort and perceived learning in electives evaluated with un-
grading [7]. Mattfeld measured improvement in student motivation when using
alternative grading [6]. Fine found that an alternative grading scheme resulted
in a deeper understanding of material [4]. In Deeb et al., students reported
reduced stress and more complete learning [3].

While instructors may want to explore alternative grading, there can be
significant obstacles to adopting a new grading practice. Instructors may be
concerned about the time and effort required. If students, colleagues, or their
institution are not receptive to a new approach to grading, this could impact job
security. Scalability for large courses could be a concern, as well as gradebook
management for nontraditional grades.

In this paper, we describe an approach to standards-based testing that seeks
to mitigate many of these obstacles, providing an on-ramp for instructors who
are interested in exploring alternative grading, but may be hesitant about the
difficulty of a transition. This approach replaces traditionally graded in-class
exams with in-class exams using standards-based grading, without affecting
the other assignments in the course. This allows the instructor to make an
incremental change without redesigning an entire course. Student reception to
this approach has been very positive, as has instructor feedback.

2 Developing Standards

To develop standards for a course, we follow the process of backwards design,
which centers course development on intended learning outcomes. Wiggins
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and McTighe outline three stages of backwards design, which we translate into
developing standards for standards-based testing [10].

Identify desired results. This stage involves deciding: what should a
student understand and be able to do at the end of the course? At this stage,
we begin to develop the descriptions of the standards, determining the most
important skills that a student should have developed by taking the course.
The instructor should consider what they think is most important for students
to take out of the course, as well as what has been taught previously, and
the expectations of students and colleagues. The context of the course as a
prerequisite, in a computer science major, or in general education requirements
may also be considered. They may account for the skills that are most useful
for students as they enter the workforce or in the long term. At this stage,
we prioritize the most essential outcomes for the course. We have found that
between 10 and 15 standards work well for the approach described in this
paper. Note that even if a skill or topic is not part of a course standard, it can
still be incorporated into the course through classwork or homework.

Determine acceptable evidence. At this stage, we clarify how we will
assess the standards of the course, asking: how will a student demonstrate that
they have achieved this goal? Some standards may be well-suited to assessment
through testing, while others may be better assessed through projects or other
means. With that in mind, we write our standards as specific, assessable
learning outcomes. These are statements of the form “By the end of this course,
students will be able to...,” completing the sentence with an assessable skill that
students should have achieved. By assessable, we mean that it must be possible
for the student to demonstrate that they have achieved this outcome, and the
instructor must be able to judge whether the student has achieved the outcome.

Plan learning experiences and instruction. It is important to clearly
communicate the standards and expectations for passing the standards, and to
provide opportunities for students to practice for the assessments. We dedicate
class time to explaining each of the standards and what we will specifically be
looking for to see that a student has demonstrated proficiency in the standard.
We also post a practice packet for each standard, including the explanation and
expectations for the standard, along with many practice exercises. We have
required students to complete practice quizzes and exams. This is in addition
to class and homework time spent introducing and practicing the skills related
to the standard.

Examples of standards developed for various computer science courses, as
well as an example practice packet, are available at https://github.com/
melissa-lynn/sbt_paper.
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3 Quiz and Exam Structure

Each standard is graded on the following scale. Awarding no credit (I), half
credit (S), or full credit (P) for each standard enables entering scores in a
traditional gradebook. In our courses, the course standards are typically worth
35-45% of a student’s grade.

Proficient (P) indicates that the student demonstrates proficiency in the
standard, and they are awarded full credit. The expectations for a P are
very high; essentially all problems for the standard must be solved completely
correctly. The only errors that can still earn a P are very minor errors unrelated
to the standard, such as a small arithmetic error.

Revision (R) indicates that the student’s work demonstrates proficiency
in the standard, but has some minor issue that they need to address before
earning a P. This includes errors such as missing an answer for part of one
question, skipping some detail in work shown, or a mistake unrelated to the
standard that we should discuss. These kinds of errors would typically be
“—1 errors” in traditional grading. When deciding between a P and an R, we
consider whether we want to be sure that the student corrects the error.

To complete a revision, students write up a revised solution with an ex-
planation of their changes, and bring this to office hours to discuss. These
revisions are open-resource. If the student does not complete the revision, or
the revision is unsuccessful, the grade is changed to an S.

Starting (S) indicates that the student’s work shows partial proficiency
in the standard, and they earn half credit. They have the opportunity to reat-
tempt the standard on a future exam. An S is typically awarded when the
student successfully completes half or more of the questions on the standard,
but at least one is answered substantially incorrectly. To decide between award-
ing an S and an R, we consider the question, “based on this work, do I think
this student would benefit from studying the standard again?” If the student
receives an R, they are able to revise their existing solutions on the same prob-
lems, with open resources. If the student receives an S, they must reattempt
the standard, with a new set of questions, on the next closed-resource exam.

Incomplete (I): indicates that the student’s work does not yet demon-
strate proficiency in the standard, and earns no credit. They are able to
reattempt the standard on a future exam. An I is typically awarded when
the student does not attempt the questions corresponding to the standard or
answers the majority of the questions incorrectly. To decide between awarding
an I and an S, we consider whether the student has made progress towards
proficiency in the standard.

Students have three attempts to earn a P on each standard, all on in-class
closed-resource assessments. The first attempt on each standard is on a quiz,
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the second on an exam during the semester, and the third and final attempt
is on the final exam. FEach quiz is given for half of a class period (about
25 minutes), and typically covers two standards. There are two exams given
during the semester for a whole class period (55 minutes), with the first exam
around the midpoint of the semester, and the second close to the end of the
semester. Each exam covers half of the standards from the course. The final
exam covers all standards from the course.

Once a student earns a P on a standard, they receive full credit for the
standard, and do not need to repeat it on future exams. Only standards that
the student has not yet completed appear on subsequent exams. This means
that if a student receives a P on all standards on quizzes and earlier exams,
there is no final exam for that student to take. If a student receives a lower
grade on a standard than they had on a previous assessment (for example, if
they received an S on a quiz but an I on the final exam), they retain the higher
grade. We adopted this policy to reduce stress for students on the reattempts,
so that their grades could only improve. Since different students have different
subsets of standards to attempt on their exams, we use a Python script to
generate a custom exam for each student with their remaining standards.

We have used the approach described in this paper for classes with as many
as 60 students, though it could be adapted to larger class sizes. Instead of meet-
ing in office hours, students can write a revised solution with an explanation
of their changes and submit these to a TA for regrading. We used this modi-
fication in a CS 1 class with 60 students, and this approach to revisions took
a minimal amount of time. For distributing custom exams in a large class, an
alphabetized seating chart can be used so that exams can be presorted to be
passed out quickly. We have found grading the standards-based exams to be
a bit quicker than grading traditional exams, because the simplified grading
scale results in less time deciding partial credit amounts. As a result, we expect
that the approach in this paper will be scalable to large classes.

4 Results

To evaluate the effectiveness of this approach, we use the author’s observations
as an instructor, student feedback, and a comparison between exam results in
a course given with traditional grading and with standards based grading. We
also include reports on the experiences of three additional instructors who have
used this approach to standards-based testing.

4.1 Exam Comparison

We compare the proficiency demonstrated by students in the same course in
two consecutive semesters, one with traditional exam grading and one with
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Table 1: Comparing Exam Structures

Standard ~ Exam Structure | P/R g I » (P/R)
g Tl ST
LR s Based | $15% 1857 oo 1119
i SRR
e
PP iudunds Based | 140% mmo% sa V01%2
SF Stazl;?a(uirl(gls(—)gzlsed illl?gz ;L;ZZZ 137..76;? 0.0296

standards-based testing. The course considered serves as an introduction to
computer systems, computer organization, and computer architecture. From
the Fall 2023 final exam (traditional grading), we selected problems that as-
sessed the Spring 2024 course standards.? For these problems, we regraded the
Fall 2023 final exams with the criteria for the standards, producing P/R/S/I
grades. Regrading the Fall 2023 exams allowed us to compare how many stu-
dents achieved each level of proficiency in the standards in Fall 2023 (traditional
grading) and in Spring 2024 (standards-based grading). Because Fall 2023 stu-
dents had no opportunity for revisions, we grouped P’s and R’s together.

The results of these computations are included in Table 1. For example, for
Data Representation (DR), 52.9% of students demonstrated proficiency on the
final exam in Fall 2023 (traditional grading), compared with 96.3% in Spring
2024 (standards-based grading). For each standard, the percentage of students
demonstrating proficiency was much greater when the course was taught with
standards-based grading than with traditional grading. This difference was
statistically significant (a = 0.05) for all standards except Logic Representation
(LR), with p values in the column labeled p(P/R).

This comparison is imperfect. The instruction in Spring 2024 may have been
somewhat more effective, since we had more experience teaching the course.
The comparison uses only the final exam from Fall 2023, while the data from
Spring 2024 include quizzes and exams earlier in the semester. We recall that

IThe standards selected were Data Representation (DR), Logic Representation (LR),
Basic Assembly Programming (AP), Hardware Components (HC), Executing a Program
(EP), and Stack Frames (SF).
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exams earlier in the semester in Fall 2023 showed similar results to the final,
so we do not believe this contributed significantly to the difference in outcomes
across the two semesters. That said, we assert that the consistently large dif-
ferences in proficiency rates provide evidence that the standards-based testing
approach positively impacted student learning.

4.2 Student Feedback

In this subsection, we summarize student feedback from midsemester surveys
and end of semester course evaluations from several courses that have used this
approach to standards based testing, from Fall 2023 through Fall 2024.2 These
responses were very positive about standards-based testing, although they in-
cluded frustrations with some aspects of the implementation. We include some
common themes from the comments.

Students generally felt that standards-based testing made the course less
stressful, due to the safety net of extra attempts. However, a couple of students
found standards-based testing more stressful, because of the high expectations
for earning a P on a standard. Students commented that it helped them learn
the material more effectively. They noted that it supported their learning
process, and it was helpful to be able to focus their efforts on areas of weakness.
Students wrote that this approach should be retained when the course is offered
in the future. Some students wrote that they found the grading too strict, and
that the expectations for solutions were too rigid. They also commented that
the distinctions between the different grades, especially S and R, were not
always clear. Some students requested less all-or-nothing grading, suggesting
that a 75% mark would be nice. Students also wrote that they would like to
see solutions to practice problems and quizzes, so they could get a better idea
of what was expected for proficiency.

From this feedback, we believe that the benefits to students outweigh the
drawbacks, and that the frustrations can be mitigated with better communi-
cation of expectations for demonstrating proficiency. We do not plan to add
a 75% mark, as we expect that this would reduce the incentive to earn a P,
negatively impacting student learning.

4.3 Author’s Observations

In courses adopting the standards-based testing approach from this paper, we
have observed many positive effects. Students demonstrated better mastery of
the material and were motivated to learn concepts completely. The approach

2The courses included are Analysis of Algorithms (54 responses), Theory of Computation
(28 responses), and Hardware Design (22 responses).
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enabled high expectations by allowing reattempts, though these high expecta-
tions were sometimes frustrating for students, as observed in Subsection 4.2. It
was especially gratifying to work with students who struggled to pass standards
and learn the material early in the semester, but worked hard to improve and
were able to earn a P on the standards by the end of the semester. Grading
was a bit quicker and more consistent, since there was no need to spend time
deciding on partial credit. Because students needed to come to office hours
to complete revisions, there was more one-on-one interaction with students.
The end-of-semester exam scores in standards-based testing were much higher
than those awarded in traditional grading, resulting in higher overall course
grades. This may appear to be grade inflation, but it was correlated with
better mastery of the course material demonstrated by students.

The most challenging aspect of converting to standards-based testing has
been communicating the system and expectations to students. Even with writ-
ten descriptions in the syllabus and multiple in-class explanations, students are
usually unsure of the system until they have gone through at least one quiz.
It is also essential to communicate clear expectations for demonstrating pro-
ficiency in a standard, which can be done by providing study guides. The
demands on class time have also been a challenge, as scheduling quizzes and
exams for multiple attempts required more class time than traditional exams.

4.4 Instructor Experiences

In this subsection, we provide feedback from three instructors at two liberal
arts colleges who were introduced to this approach by the author and have
used the approach to standards-based testing in their courses.

Instructor A used the approach in a 50 student introductory data science
course. This instructor had prior experience with different forms of standards-
based grading, but was new to this particular form of standards-based testing.
They observed that this approach emphasized learning by encouraging stu-
dents to revisit material they did not yet understand completely. They believe
that the approach more accurately reflects students’ knowledge than traditional
grading. They noted that while it reduced stress for some students, some high
performing students experienced increased stress because they put pressure on
themselves to get everything correct the first time. They also observed that
some students with significant deficiencies in understanding may previously
have skated by with partial credit, but were unable to do so in standards-based
testing. Instructor A found that grading was easier, because it took the “guess
work” out of quantifying the level of understanding. However, they did some-
times find it difficult to decide on offering half-credit (S), rather than simply
all or nothing. They noted that this approach still requires significant upfront
time for planning, organizing the course schedule, and developing assessable
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standards.

Instructor B has used this approach in CS 1 and Introduction to Machine
Learning over multiple semesters, with between 20 and 30 students per course.
This instructor had no prior experience with alternative grading, and has since
explored additional approaches in their courses. Instructor B found that the
approach was helpful to reassure students that failure is part of learning and
to clearly articulate what they hoped students would learn. They found that
students were less stressed by this approach to grading. Once they had written
standards and study guides, preparing for each semester was straightforward.
Instructor B did spend more time grading, but they also found that more
checkpoints built into the semester made early intervention possible for strug-
gling students. They found that the students’ overall course grades increased
significantly. Instructor B added the requirement that students’ needed to pass
75% of the standards in order to pass the course, since they found that some
students were earning a B- while only passing 30% of the standards.

Instructor C is currently using this approach for the first time, in CS 1
(28 students) and Analysis of Algorithms (15 students). They had no prior
experience with alternative grading. Although they acknowledge that it is still
early for them to judge, Instructor C thinks that the approach provides clear
expectations and reduces stress, by allowing students to redo standards. As an
instructor, they are focused on students achieving a clearly defined outcome,
without an issue of a curve. Instructor C does wonder if content retention will
suffer without a comprehensive final exam, and they wonder if the specificity
of the objective could cause students to miss some aspects of a broader topic.

When asked if they would recommend this approach to someone who is new
to alternative grading, all three instructors said that they would. Instructor B
added the caveat that the instructor should have enough prior familiarity with
the course to develop their standards. Instructor A noted that they think this
approach is a great way to implement alternative grading without changing
course assessment and structure completely. They would love to see anyone
who adopts this approach explore more aspects of alternative grading, and they
believe this is a great starting point.

5 Conclusion

The approach described in this paper provides an accessible on-ramp to
standards-based testing for instructors who are interested in exploring alter-
native grading practices. We hope that instructors will be encouraged to try
this approach, and that their experiences will lead them to explore and develop
further alternative grading practices that support their students’ learning ex-
periences.
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Abstract

This paper presents a case study in mentoring undergraduate research
in machine learning at a Hispanic-Serving Institution without a formal
machine learning curriculum. A transfer student was guided through an
effort to reproduce results from a public health study using real-world
data on school-level tobacco-free policy implementation in India. While
the student was supported through funded research programs and pre-
sented early findings at poster sessions, engagement waned as challenges
arose in model performance, reproducibility, and data preprocessing. De-
spite technical outcomes being limited, the mentoring process surfaced
key educational lessons in accountability, project scope, and the impor-
tance of scaffolding research skills in environments with uneven prepara-
tion. This work highlights the promise and pitfalls of undergraduate re-
search in socially meaningful, data-driven computing at teaching-focused
institutions.

1 Introduction

Involving undergraduates in meaningful research helps bridge the gap between
classroom learning and applied computing. Undergraduate students lack the

*Copyright (©)2026 by the Consortium for Computing Sciences in Colleges. Permission to
copy without fee all or part of this material is granted provided that the copies are not made
or distributed for direct commercial advantage, the CCSC copyright notice and the title of
the publication and its date appear, and notice is given that copying is by permission of the
Consortium for Computing Sciences in Colleges. To copy otherwise, or to republish, requires
a fee and/or specific permission.
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structured infrastructure seen in production-oriented ML courses [5]. Students
without coursework in probability or linear algebra can still learn ML effectively
when given curated data and structured mentorship [6].

For students from underrepresented groups in computer science, mentored
research experiences can be especially impactful in developing technical skills,
confidence, and persistence as noted in prior work on student demographics
and diversity at HSIs [4]. This paper presents a case study in mentoring an
undergraduate student through a machine learning (ML) project using real-
world public health data.

The project’s goal was to reproduce results from a graduate-level study
using machine learning models. The student participated through federally
supported programs at a Hispanic-Serving Institution (HSI), which provided
financial support and mentoring infrastructure. While the student showed
strong interest in programming, limited prior preparation and inconsistent
follow-through led to mixed technical outcomes. This finding aligns with re-
cent observations that students often mistake functional code for research in-
sight [7]. Nevertheless, the project revealed both the potential and challenges
of mentoring undergraduate ML research at teaching-focused institutions.

The mentoring process emphasized the importance of scaffolding complex
tasks, promoting academic ownership, and aligning technical work with so-
cially meaningful problems. Prior work has shown that students without for-
mal training in probability, linear algebra, or pipelines benefit from carefully
curated datasets and instructor guidance when learning machine learning |[6].
In parallel, studies at HSIs highlight how structured mentorship and cultur-
ally relevant projects can support retention and learning for underrepresented
students in computing [4].

This paper describes the project and its outcomes, emphasizing both the
technical lessons and mentoring insights relevant to educators in computing
fields. While it focuses on the mentoring process and its educational implica-
tions, the student’s technical task and dataset are presented to provide context,
rather than to report empirical research results.

2 Institutional and Student Context

This project took place at a Hispanic-Serving Institution, where many students
are the first in their families to attend college and often balance academic
work with jobs or family obligations. The student who participated in this
project was majoring in computer science and had a strong personal interest
in programming and machine learning in particular. The institution does not
currently offer a dedicated course in machine learning, and the computer science
program is undergraduate-only. The student was a transfer student who joined
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in his junior year.

He was selected through competitive application to two undergraduate
research programs aimed at supporting underrepresented students in STEM
fields: STEM CRU (Creating Research Opportunities for Undergraduates) and
LSAMP (Louis Stokes Alliance for Minority Participation). These programs
provided funding for the student to participate in research over the course of
more than a year. The financial support was intended to free the student
from taking on unrelated work so that he could focus on the research project.
Early on, the student was enthusiastic, and his motivation showed through his
willingness to present posters summarizing the early goals of the project. He
presented three times in Spring 2024 and showed promise in learning new tools
and understanding the dataset.

However, as the project progressed and it became clear that reproducing the
graduate study’s results would be difficult, the student’s engagement began to
drop. Despite repeated conversations about realistic outcomes and the nature
of research, the student eventually chose to skip two scheduled presentations
in Spring 2025. He updated his poster, but without any real progress, and
chose not to attend the poster session. When encouraged to submit a research
paper based on the project, he did submit a draft, but it was incomplete
and unpolished, submitted in haste just before the deadline. The paper was
ultimately rejected, and while the reviewer comments were fair and expected,
the student responded by stepping away from the project entirely.

While the technical outcomes were limited, the experience reinforced the
broader educational value of undergraduate research: navigating ambiguity,
managing time, and learning to receive and act on constructive feedback. These
are lessons that extend beyond machine learning or programming and they are
sometimes learned the hard way.

3 Mentorship Model and Learning Goals

The mentorship model for this project was built around one-on-one, biweekly
meetings during the academic semester. These meetings were scheduled to pro-
vide structure and accountability, with the goal of helping the student make
steady progress on a challenging machine learning task over time. Although
the student was officially funded to work 10-15 hours per week through un-
dergraduate research programs, actual progress was often limited. Meetings
frequently turned into check-ins with little or no new work completed between
sessions.

During exam periods, campus breaks, and the summer (when funding re-
strictions applied), communication became inconsistent, and momentum was
hard to sustain. In practice, the student appeared to treat meeting atten-
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dance as the primary deliverable, rather than the research work itself. While
understandable for an undergraduate still developing time management and
self-directed work habits, this pattern became a barrier to deeper engagement
with the project.

From the outset, the mentorship aimed to teach foundational concepts in
machine learning and data science. Topics included logistic regression, support
vector machines, neural networks, model evaluation, imbalanced data, and the
interpretation of ROC curves. The student was also introduced to basic prin-
ciples of writing for research, including how to write an abstract, structure a
paper, and present research in poster format. When he encountered difficul-
ties, they were often not technical dead ends, but rather points where effort
had stalled. Several course corrections were needed when the student requested
a new round of funding for continued work. At that point, he was asked to
document and reflect on what had been done so far and submit a research
paper. The goal was not to present novel results, but to learn how to commu-
nicate findings clearly and honestly. That paper was ultimately submitted and
rejected, but it served as a valuable capstone and a teaching opportunity.

While direct writing assistance was not permitted under program guide-
lines, extensive support was provided in the form of outlines, figure sugges-
tions, structural feedback, and targeted comments. Despite this, the student
struggled to follow through. In one instance, he was asked to recreate a table
from a paper he had read but submitted it verbatim without citation. He was
then directed to replace it with a newer version from an updated source, but
the revision was never completed. These moments illustrated an ongoing chal-
lenge: helping students understand the expectations of scholarly work and the
importance of academic integrity.

In addition to technical instruction, the mentorship included support for
developing essential research skills: how to read and interpret scientific papers,
how to give a poster presentation, how to write a research abstract, and how
to manage long-term projects. Time management was a recurring theme. The
student was encouraged to break work into smaller tasks, work consistently
rather than in bursts, and leave time for debugging and iteration, especially
when working with unfamiliar machine learning tools.

This paper focuses on a particular student who showed early interest in
ML and began developing models, but shifted to a different faculty project
when funding discontinued, cutting off communication with the original men-
tor. However, this was not an isolated experience of mentoring students in the
STEM CRU program. Three more students participated in weekly meetings
for a semester or two and got paid full weekly hours. One of them made initial
progress on supervised learning tasks but discontinued work immediately upon
notification that he was no longer eligible for funding due to certain restrictions
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pertaining to his case. Despite having access to equipment, peer support, and
faculty mentorship, these students never produced written work or prototypes.
Ultimately, the mentoring process reflected the broader reality of undergrad-
uate research: technical guidance is essential, but so is helping students learn
how to show up, stay focused, and respond constructively when things don’t
go as planned.

4 Research Task: Reproducing a Social Impact Study
with Machine Learning

Reproduced Workflow Based on Project
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Figure 1: Reproduced Workflow Based on Project Activities
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The student’s technical task was to reproduce the results of a graduate-level
study that used machine learning models to predict whether Indian schools
would meet criteria for being designated “tobacco-free.” The goal was to rein-
force foundational machine learning skills: building models, selecting features,
handling real-world data issues, and evaluating results using appropriate met-
rics. The student was introduced to the original study’s modeling pipeline.

Reproduced Workflow Based on Project Activities is shown in Figure 1.

Table 1: Description of the 11 Tobacco-Free School (TFS) Criteria and Per-
centage of Schools Meeting Each

No.

Description of Tobacco-Free
School Criteria

Percent of Schools (n=507)

10

11

Posters in schools stating smoking in
and around schools is not allowed
Posters stating the ill effects of to-
bacco and tobacco control laws inside
the premises

Principal has a copy of directives/-
circulars based on the 2003 law
Presence of a banner or poster near
the entrance stating that this is a
tobacco-free school

Tobacco selling is completely banned
inside the premises and within 100
yards

No tobacco use inside the school
Tobacco control committee is in
place and quarterly meetings are
conducted

Tobacco control is part of the annual
school health activities

School stationary has tobacco-
related messages

School principal or staff students are
awarded for tobacco control activi-
ties

Availability of advice, consultation
from state-appointed tobacco advi-
sor

63% (318)

45% (228)

52% (262)

35% (175)

74% (365)

59% (298)
31% (157)

39% (198)
28% (142)

23% (112)

18% (89)
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The dataset, shared by the original researchers [3, 1, 2|, included infor-
mation from 507 schools across 20 districts in Maharashtra. Each school was
evaluated based on 11 tobacco-free school (TFS) criteria, with just 11% of
schools meeting all criteria, as indicated in Table 1.

Distribution of Adherance to All 11 Criteria by District

Number of Responses
Now B oo @ N
s 8 & &8 & o

-
o

A _ = _

sangali Kolhapur Jalgaon Washim Dhule Hingoli  Nagpur satara  Latur Cf Akola Thane
Districts

Figure 2: Distribution of Schools Adhering to All 11 Criteria by District (red
bars)

One of the early hurdles was simply understanding and reporting the data
clearly. Despite multiple reminders, the student failed to produce a table sum-
marizing how many schools met each of the 11 tobacco-free school (TFS) cri-
teria individually, an essential descriptive step that would have grounded the
rest of the analysis. Figure 2 illustrates that very few schools met all the
requirements, and many met none at all.

When moving into modeling, the student used only 9 features out of over one
hundred available in the dataset. These included school-level variables such as
participation in sports, internet access, district exam pass rate, infrastructure
quality, and teacher training activities. Despite guidance to explore a broader
feature set, the limited scope of input data contributed to shallow findings
that failed to extend beyond the original study. In addition, although class
imbalance was a recurring topic in mentorship meetings, the student did not
implement oversampling or other techniques to increase representation of the
minority class further constraining model performance.

Three machine learning models were implemented over the course of the
project. The first was a logistic regression model, developed using the statsmod-
els library after both scikit-learn and Firth regression versions failed to con-
verge due to quasi-separation errors. The second was a support vector machine
(SVM) with a radial basis function kernel, which produced the highest accu-
racy, particularly when paired with Factor Analysis of Mixed Data (FAMD)
for dimensionality reduction. Finally, the student attempted to build neural
network models using both TensorFlow and PyTorch, but these performed
poorly and lacked interpretability given the limited dataset and severe class

116



imbalance. The modeling notes are summarized in Table 2.

Table 2: Feature Usage and Modeling Notes

Model Type Features Used Comments

Logistic Regression | 9 selected features Convergence issues in scikit-
learn; statsmodels used due to
quasi-separation errors

Support Vector | Selected features + | High reported accuracy driven
Machine (SVM) FAMD by severe class imbalance; lim-
ited interpretability
Neural Network Not successfully | Severe class imbalance and
implemented lack of sufficient data pre-
vented meaningful model
training

The student was also asked to evaluate model results using standard met-
rics, including confusion matrices, ROC curves, precision, recall, and F1-score.
While the SVM model achieved high reported accuracy (up to 97%), this was
largely due to class imbalance: only 55 of 507 schools were classified as “tobacco-
free.” This sparked an important discussion about how to interpret model per-
formance in skewed datasets and why accuracy alone is not a reliable metric.

In one variation, the definition of “tobacco-free” was relaxed from meeting
all 11 criteria to meeting 7 or more. This adjustment improved label balance
and highlighted how the framing of a prediction target can directly affect model
behavior. Although the student didn’t fully explore this approach, it served
as a useful mentoring moment about the consequences of data definition and
preparation. Key differences between the intended mentoring outcomes and
observed results are summarized in Table 3.

Table 3: Planned vs. Observed Outcomes in the Mentored ML Project

Planned Expectation Observed Outcome

Regular independent progress | Work primarily completed during meet-

between meetings ings

Completion of data preprocess- | Limited feature usage and incomplete

ing and feature exploration documentation

Reproducible modeling pipeline | Partial replication with unresolved is-
sues

Submission of polished research | Last-minute, incomplete draft

paper
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5 Reflections and Conclusion

Documenting unsuccessful undergraduate research experiences constitutes a
meaningful scholarly contribution, particularly in teaching-focused institutions.
While prior work often highlights successful mentoring models, failure cases
expose structural, motivational, and pedagogical gaps that remain invisible
in outcome-driven studies. In environments without formal machine learning
curricula, these cases provide critical insight into the limits of mentorship, the
importance of scaffolding research skills, and the mismatch between student
expectations and research demands. By presenting an honest account of a
mentoring effort that did not achieve its intended technical goals, this paper
addresses an underrepresented gap in computer science education research.

Mentorship is not a guarantee of success, particularly when funding is in-
terpreted as compensation for attendance rather than investment in learning.
These cases illustrate how structured mentorship and institutional support fall
short when students lack preparation, curiosity, or resilience. While this project
didn’t lead to a formal outcome, it provided insight into how undergraduate
mentoring can fail, and how mentors might recalibrate expectations. Faculty
at HSIs, especially at undergraduate-only institutions, must be equipped to
identify misalignment early and respond accordingly.

These findings suggest that broadening access to research is insufficient
without sustained effort, technical alignment, and mutual accountability from
both students and programs. Documenting failure is a necessary contribution
to a more honest and effective culture of mentorship. A future mentoring effort
is being structured under the Computing Alliance of Hispanic Serving Institu-
tions (CAHSI) and will adopt the Affinity Research Group (ARG) model for
guided reflection and goal-setting. This transition reflects the mentor’s ongoing
learning process in addressing challenges of undergraduate engagement.
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Abstract

The transformations brought about by generative Al to the economy
and society are beyond people’s expectations. In particular, as gener-
ative Al is being increasingly applied in the software industry, many
computer science graduates are reporting growing difficulty in securing
jobs. New technologies can both significantly boost productivity and
potentially lead to more unemployment and layoffs. Therefore, the im-
pact of generative Al on the software industry is ambiguous. Limited
prior work showed interest in this issue and conducted preliminary ex-
plorations. However, existing studies suffer from certain limitations; for
example, they often rely on questionnaires or interviews, which may be
subjective and even prone to bias. In this paper, we fill this gap by
collecting empirical evidence from official statistics and industry reports

*Copyright (©)2026 by the Consortium for Computing Sciences in Colleges. Permission to
copy without fee all or part of this material is granted provided that the copies are not made
or distributed for direct commercial advantage, the CCSC copyright notice and the title of
the publication and its date appear, and notice is given that copying is by permission of the
Consortium for Computing Sciences in Colleges. To copy otherwise, or to republish, requires
a fee and/or specific permission.
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and conducting a quantitative analysis. Our empirical evidence reveals
the capacity of generative Al to reshape the labor market. The findings
also provide valuable implications for computing education.

1 Introduction

In recent years, the booming development of generative Al has brought a trans-
formative impact on various sectors [16, 19]. A landmark event was OpenAl’s
announcement of their commercial Large Language Model (LLM), ChatGPT,
in November 2022. Following this, LLMs quickly garnered widespread interest
due to their excellent ability to generate human-like responses in conversational
interactions.

Beyond the usage in interactive conversations, LLMs! have demonstrated
noticeable adeptness in tackling a variety of software engineering problems,
such as code generation [5], code refinement [6], and even program repair [11].
Thus, it is widely believed that a certain portion of software development tasks
is susceptible to automation. This leads to two-sided consequences. On one
hand, generative Al can significantly enhance productivity and efficiency in
software development. On the other hand, if the workloads of developers are
replaced by generative Al to some extent, it could bring about mass layoffs and
unemployment. Not surprisingly, the impact of generative Al on the software
industry appears to be contentious and ambiguous.

The economic impact of generative Al on the job market is a topic worthy
of in-depth exploration, and we have noticed significant interest from academia
in this area. However, our survey indicates that research focusing specifically
on job security within software development is still limited. Section 3 provides
a detailed analysis of the insufficiency. We seek to fill this gap in the literature.

Our empirical study began by gathering and consolidating data from diverse
sources, which formed the foundation of our later discussion. Furthermore, the
public release of ChatGPT was treated as a watershed event (equivalent to
“exogenous shock”, a term in economics) in our research framework, enabling
us to observe subsequent trends in both the development of the generative Al
industry and employment trends within the software sector. By performing a
quantitative analysis, we reveal the challenges that generative Al poses to job
security in software development. More importantly, from the perspective of
computing education, we share our insights for future curriculum development
with the goal of helping students better prepare for ongoing transformations
in the industry.

1We primarily focus on the role of generative Al in software development, where the
generated outputs are textual information including code, documentation, and test cases. So
the two terms, generative Al and LLM, are used interchangeably, unless otherwise specified.
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2 Article Organization and Research Methodology

This study adopted a dual-method research methodology that integrated a lit-
erature review and an empirical data analysis. First, we conducted a systematic
survey of existing studies that examined, from an economic perspective, the
impact of generative Al on the overall labor market. This included research
exploring how automation and Al-driven productivity shifts reshaped work-
force demand and the risk of unemployment across industries. Moreover, we
reviewed relatively scarce literature that preliminarily explored the influence of
generative Al on the software sector. By this means, we obtained a comprehen-
sive understanding of how academia conceptualizes generative AI’s potential
long-term effects on human labor.

In addition, we took the U.S. software sector as our research context and col-
lected historical data from industry reports and government statistics. Based
on this, we conducted a quantitative analysis on both the development of the
generative Al industry as well as recent employment trends. This allowed us
to test the validity of prior hypotheses regarding the impact of technological
transformation on the software labor market. Finally, grounded in historical
observations and solid empirical evidence, we derived implications and insights
for computing education.

The rest of this paper is organized as follows. We first survey the related
literature in Section 3 to identify the current research gap. Section 4 presents
the empirical evidence and noticeable findings. We share our insights for com-
puting education in Section 5. Lastly, Section 6 concludes this work.

3 Literature Survey

3.1 Impact on overall labor market

Empirical analyses have already been used to interpret the economic impact of
generative Al on the job market. Previous studies indicate that generative Al
has a dual impact on reshaping the labor market.

e For jobs that are more easily replaceable or more susceptible to automa-
tion, the substitution effect of generative Al is very pronounced. Hui et
al. [7] analyzed data from a large online labor market and observed that
generative Al leads to a statistically significant decline in both the num-
ber of jobs and monthly earnings. Liu et al.k [9] and Chen et al. [4] also
independently demonstrated that, for those vulnerable jobs, generative
AT has a substantial and increasingly negative effect on employment.

e The emergence of generative Al has also set higher standards for the
skill sets that the workforce should possess. Ahmadi et al. [1] stated that
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because of the increasing integration of generative Al across various in-
dustries, familiarity with this new technology becomes essential in today’s
labor market. The findings of Chen et al. [4] show that work that can be
augmented by generative Al increasingly demands higher skill levels.

This body of work is mainly limited in two aspects. First, the introduction
of generative Al is regarded as a static factor, without accounting for changes in
its level of development over time. Second, it simply treats the labor market as
a homogeneous whole and does not conduct a targeted analysis of the software
industry, a sector with its own distinctive characteristics.

3.2 Impact on software industry development

Although scholars have begun to narrow down the scope of research and focus
on the impact of generative Al on the software industry, this body of work
remains limited in quantity. Sakib et al. [13] argued that the job-displacement
effects of generative Al would be highly evident in entry-level occupations
involving repetitive tasks for computer science and IT graduates. However,
their claim was based solely on anecdotal observations without any supporting
evidence.

Other more solid studies were mainly conducted through questionnaires or
interviews with practitioners. Through interviewing domain experts, Schedl-
berger et al. [14] confirmed that generative tasks such as writing documenta-
tion, coding, and testing are most susceptible to AI’s influence. These tasks
happen to make up the main work of most junior or mid-level software devel-
opers. Lima et al. [8] also demonstrated that generative Als have a significant
impact on software development. They contended that most developer tasks
are susceptible to automation, and consequently “many tasks would be replaced
by or integrated into AIs”. Bonin et al. [2] claimed that the adoption of gen-
erative Al among IT professionals could reach up to 97%. They also found
that as organizations invest more resources in Al initiatives, concerns about
job displacement become increasingly prominent.

These preliminary efforts have mainly relied on qualitative methods, such as
interviews with industry practitioners. This carries the risk of the results being
subjective or biased. Consequently, the validity of such studies remains limited
due to the absence of robust empirical evidence and quantitative analysis.

4 Empirical Evidence

In this section, we first use descriptive evidence to illustrate the recent trends in
development in the generative Al industry. Then, we introduce job posting data
to describe employment changes in the software industry. Finally, correlation
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analysis will quantify the relationship between labor demand and the level of
development in the Al industry.

4.1 Development of generative AI industry

A November 2025 report from McKinsey [10] shows that, prior to the release of
ChatGPT, the proportion of respondents reporting Al use by their organiza-
tions remained roughly stable. However, with the emergence of generative Al,
there has been a noticeable increase in the share of organizations using Al. As
shown in Figure 1, the adoption of general Al and generative Al among sur-
veyed organizations has surged markedly in tandem since 2023, underscoring
the public release of ChatGPT as a watershed event.

Figure 1: Reported use of Al among organizations continues to increase [10].

The scale of an industry, often reflected by investment growth, is com-
monly used to quantify its level of development. In a recent report from Ernst
& Young [3], researchers studied the index for US real nonresidential fixed
investment, and found that traditional business investment remained roughly
flat over the past few years, as illustrated in Figure 2. In contrast, Al-related
business investments have grown steadily, rising at a 23% annualized pace in
the first half of 2025.

In particular, investment in generative Al has continued its rapid ascent.
In 2024, the field secured $33.9 billion in funding, marking an 18.7% increase
over 2023 and exceeding the 2022 levels by more than 8.5 times [16]. Because
code generation offers significant gains in productivity and efficiency, it ranks
as the top use case in terms of ROI (Return on Investment), attracting the
primary investment focus of organizations [17].

4.2 Observations from the labor market

According to a report by The New York Times [15], a survey of 133 computing
programs found that 66% somewhat or strongly agreed that computing majors
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Figure 2: US real nonresidential fixed investment (baseline: 2020 Q1=100).

graduating in 2025 were struggling to secure jobs. This aligns with job-posting
data from recent years. As shown in Figure 3, the index of job postings in the
software development sector on the Indeed platform has been declining steadily
since the fourth quarter of 2022.

Figure 3: Indeed job postings index (baseline: Feb. 1, 2020=100).

In contrast, the share of job postings on Indeed referencing Al-related terms
has risen steadily since mid-2023. As shown in Figure 4, this proportion nearly
doubled by the second half of 2025. With employers increasingly seeking talent
with AT skills, the volume of such postings are expected to continue growing.
This trend aligns with the findings reported by The New York Times [15]:
while overall computer science enrollment has begun to decline, enrollment in
Al-focused degrees is surging.

4.3 Correlation analysis

We conducted a Pearson correlation analysis to measure the strength and di-
rection of the relationship between the Al industry development level and the
employment landscape in the software sector. As Table 1 shows, there is a
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Figure 4: Percentage of job postings containing Al-related terms.

strong negative linear relationship between the Al-related business investment
and software development job postings. Moreover, the positive linear relation-
ship between the Al-related business investment and the increasing number
of Al-related job positions is also strong. The correlations are statistically
significant at the 5% confidence level, based on the corresponding p-values.

Our quantitative analysis indicates that as the Al industry advances, the
number of software development jobs gradually declines, whereas Al-related
positions continue to grow.

Table 1: The correlation coefficients in our quantitative analysis

Index of software Share of job postings
development job postings | with Al-related terms
Real nonresidential fixed -0.71851 0.784449
investment related to Al (p-value: 0.01274) (p-value: 0.00425)

5 Insights for Computing Education

The potential applicability of generative Al has been widely discussed in the
context of computing education[5, 12, 20]. The ensuing problems have also
sparked controversy. For instance, LLM outputs often lack factual verifica-
tion, and the much-criticized hallucination problem may mislead students [21].
Furthermore, Al-induced academic integrity issues have posed new challenges
for educators . However, previous discussions regarding the impact of the Al
industry’s growth on the job market has been insufficient and lacks robust em-
pirical substantiation. We argue that this issue deserves greater attention, and
share the following insights based on our findings presented earlier.
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5.1 Integrating generative AI into existing curricula

There is a growing trend in which colleges across the US are rapidly rolling out
new majors centered on Al, and these programs appear to be more appealing
to students than traditional computing disciplines [15]. However, we argue that
besides establishing new programs, greater effort should be made to integrate
generative Al-related topics into existing curricula. To help students better
prepare for their future careers, cultivating and strengthening students’ human-
AT collaboration skills should be highlighted in pedagogical practices.

5.2 Developing comparative advantages over Al

Employees whose job security is disproportionately impacted by generative
AT are typically early-career professionals or those with limited technical profi-
ciency. Work tasks that are highly structured or repetitive are particularly sus-
ceptible to Al automation, whereas human expertise continues to outperform
Al in areas requiring creativity, critical thinking, and complex problem-solving.
Therefore, to mitigate the potential disruptions Al may pose to employment,
computing education should focus on cultivating students’ comparative advan-
tages in these resilient skill sets.

6 Conclusion

Students in computing currently face a challenging job market. While genera-
tive AT is likely not the sole contributing factor [18], our quantitative analysis
suggests that the industry’s increasing adoption of generative Al has exerted
a negative pressure on traditional software development positions. Conversely,
our results indicate that this adoption has catalyzed growth in Al-related jobs.
In response, we provide strategic insights for computing education, advocating
the integration of Al into existing curricula and a focus on cultivating skills in
areas where Al capabilities remain limited.

Nevertheless, the comprehensive impact of generative Al on the software
job market is still unfolding, particularly as the technology continues to evolve
rapidly and new LLMs with enhanced capabilities are regularly released by
major industry players. Consequently, determining how computing education
should adapt to ensure student success in an Al-centric world remains an open
question and a critical avenue for future research.
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Abstract

In this paper, we explore practical strategies for developing and teach-
ing an introductory cybersecurity course designed for a general education
audience. This is done on a limited budget, focusing on resources and
frameworks that can support small institutions such as liberal arts col-
leges. We discuss how to leverage existing curriculum frameworks, free
and low-cost tools, and online platforms to create impactful learning ex-
periences. This paper provides actionable insights for educators seeking
to establish or expand cybersecurity programs while addressing financial
and resource constraints.

1 Introduction and Motivation

Introducing a new cybersecurity course or curriculum can feel like a daunting
task. Cybersecurity is a dynamic and rapidly evolving field, often perceived
as complex and not always well-defined. Even foundational topics can vary
widely across introductory resources, with little agreement on the ideal order
of instruction or the depth required for each topic. Furthermore, securing fund-
ing for networking labs or other technical resources can seem overwhelming,

*Copyright (©)2026 by the Consortium for Computing Sciences in Colleges. Permission to
copy without fee all or part of this material is granted provided that the copies are not made
or distributed for direct commercial advantage, the CCSC copyright notice and the title of
the publication and its date appear, and notice is given that copying is by permission of the
Consortium for Computing Sciences in Colleges. To copy otherwise, or to republish, requires
a fee and/or specific permission.
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burdensome, or even unnecessary. These challenges can be particularly intim-
idating for smaller institutions, such as liberal arts colleges, where technology
programs may already be stretched thin. As a result, the idea of launching
cybersecurity coursework may feel like an insurmountable endeavor.

Despite these challenges, cybersecurity education is important for a number
of reasons.

e There is a growing demand for cybersecurity skills as the need for cy-
bersecurity spans all industries. Developing a cybersecurity program can
help make a technology program more “future proof” from unpredictable
technology trends.

e Cybersecurity requires a diversity of skills as the subject encompasses a
wide range of topics: risk management, networking, programming, policy
making, cryptology, operating systems, hardware, etc. A combination of
technical and “soft” skills are required to help ensure the security of a
company or industry.

e Many cyberattacks exploit human vulnerabilities (e.g., weak passwords,
phishing). Education helps individuals recognize and mitigate such risks.
Widespread cybersecurity literacy among employees can create a stronger
defense against attacks.

e Artificial Intelligence, Internet of Things, and blockchain introduce new
cybersecurity challenges that require advanced knowledge to address.

e Cybersecurity is essential to protect national infrastructure, including
power grids, financial systems, and military operations.

2 Integrating Cybersecurity into the Liberal Arts Cur-
riculum

At Drake University, we have recently introduced a cybersecurity minor that
features a no-prerequisite, non-technical introductory course in cybersecurity.
This course was developed as a general-education recruitment tool to entice
students to consider studying cybersecurity and is the entry-point to a cyber-
security minor.

As with many liberal art colleges, students are required to take a course from
a variety of different categories in order to satisfy general education require-
ments before graduating. To help incentivize students to consider taking the
course, we have developed the cybersecurity course to satisfy the Information
Literacy category, meaning that students are required to “learn to acquire, an-
alyze, interpret, and integrate information, employing appropriate technology
to assist with these processes, and to understand the social and ethical im-
plications of information use and misuse.” This is assessed primarily through
two individual projects in which annotated bibliographies, papers, and video
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presentations are assigned. We feel these research projects help enhance the
content of the course and make the material customizable to each individual
student’s interest.

The introductory course and the curriculum is designed to complement
a technology major or any other area of study, with the goal of providing
cybersecurity context and establishing a “security mindset.” The introductory
course has been extremely popular since its inception in 2023 (see figure 1), and
has ultimately led to an increasing number of students adopting and graduating
with a cybersecurity minor (figure 2).

Number of Students Graduating with a

Numer of Students in Introductory Cvb ity Mi
ybersecurity Minor

Cybersecurity Course

8
6
4
m .
0 0
2023 2024 2025 2024 2025 2026 (projected)

Figure 1: The introductory cyberse- Figure 2: Despite just being intro-

curity course has been extremely pop- duced in 2023, students have already

ular — often filling to capacity. graduated with the cybersecurity mi-
nor.

This paper describes several of the initiatives that have been successful in
overcoming hurdles that initially seemed insurmountable or overwhelming.

3 Curriculum Resources and Frameworks

We recognize that each university, program, and student body is distinct, and
an approach that succeeds in one context may not translate directly to another.
Nonetheless, widely available resources and established frameworks can help
guide faculty in building a strong cybersecurity curriculum tailored for their
institution. These materials support the introduction of core concepts and the
development of skills aligned with industry expectations.

As a practical first step, faculty may benefit from reviewing existing cur-
ricular frameworks or exemplars from peer institutions or from the collegiate
Advanced Placement board to serve as a foundation for program design.
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3.1 AP Cybersecurity

In the 2025-26 school year, various high schools schools will participate in
the second pilot for AP Cybersecurity, with the course launching nationally
in 2026-27 [1]. The AP Cybersecurity Course Framework is organized into
five units that cover different domains of cybersecurity: (1) Introduction to
Security, (2) Securing Spaces (physical security), (3) Securing Networks, (4)
Securing Devices, and (5) Securing Applications and Data. Furthermore the
framework provides learning objectives, example classroom activities in the
form of applied, realistic scenarios that can be adopted into in-class activities.
These resources are an ideal foundation and starting point.

3.2 CLARK

Cybersecurity Labs and Resource Knowledge-base (CLARK) [4] is a compre-
hensive online library offering numerous examples of cybersecurity curricula.
It serves as a repository where instructors can share resources such as lesson
plans, assignments, syllabi, and even entire program designs. According to its
website, CLARK is “home to high-value, high-impact cyber curriculum created
by top educators and reviewed for relevance and quality.” Faculty developing
new programs can find inspiration and practical tools on this platform to struc-
ture courses effectively.

3.3 NICE Framework

The National Initiative for Cybersecurity Education (NICE) Framework [10],
developed by the National Institute of Standards and Technology (NIST), is a
key resource for aligning cybersecurity education with professional roles. The
framework outlines the knowledge, skills, abilities, and tasks required for var-
ious cybersecurity roles. It also includes a “Getting Started” guide to help
educators map important cybersecurity competencies to their curricula [11].

4 A General Education Introduction to Cybersecurity
Course

While these frameworks provided in the previous section provide an anchor
as to what kinds of topics to cover in an introductory course or curriculum,
the challenge of how to present this material in an engaging and interactive
way to students that may not have yet acquired a passion for the material can
be a challenge. Table 1 provides hands-on engaging cybersecurity classroom
activities that we have found to be inspiring for students, regardless of any
previous exposure to technology or cybersecurity.
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Table 1: Cybersecurity Topics and Hands-On Activities

Topic

Hands-On Activity / Resource

Social Engineering & Prompt
Engineering

Show real-world examples (e.g., Rachel Tobac or Kevin Mitnick youtube
videos) and have students try Gandalf at https://gandalf.lakera.ai/
gandalf to explore prompt manipulation.

Internet of Things (IoT)

Investigate IoT device exposure using the web application Shodan https:
//www.shodan.io/ and Google Dorking techniques to understand device
discoverability and security risks.

Digital Forensics

Use the web-based Legends of Learning Digital Forensics module https:
//www.legendsoflearning.com/learning-objectives/cybersecurity-
digital-forensics/ to simulate evidence gathering, file recovery,
and forensic investigation scenarios without having to install multiple
programs to simulate digital forensics.

Networking and Wireshark Lab

Have students download Wireshark and conduct a 45-minute guided lab
analyzing captured packets to identify network protocols, detect suspicious
traffic, and understand packet structure.

Cryptography

Introduce the students to cyberchef https://gchq.github.io/CyberChef/.
Have them encrypt and decrypt various codes.

Cryptography / RSA

Have students exchange and decrypt messages using RSA key pairs to ex-
plore public-key encryption concepts and implementation. Use online tools
or calculators to abstract away as much of the mathematics as appropriate.

Capture the Flag (CTFs)

Participate in beginner-friendly CTFs such as OverThe Wire, PicoCTF,
or OWASP Juice Shop to apply hacking, scripting, and problem-solving
skills.

Risk Assessment

Students develop a cybersecurity insurance company or policy; use
a dice-rolling game (e.g. Backdoors and Breaches https://www.
blackhillsinfosec.com/tools/backdoorsandbreaches/) for a custom
table-top exercise

Password Cracking

Demonstrate password vulnerabilities with Hashcat or John the Ripper
using controlled password hashes; discuss ethical and legal implications.

Introduction to Linux / Kali

Use the free TryHackMe[15] “Introduction to Cybersecurity” or “Intro to
Linux” modules to familiarize students with basic commands, file systems,
and security tools.

SQL Injection

Use sample vulnerable web apps (e.g., DVWA, Juice Shop) to safely prac-
tice identifying and exploiting SQL injection flaws.

VPNs

Compare and contrast VPN products, including free browser plug-ins; dis-
cuss privacy and performance trade-offs.

Cyber Ethics & Legal Issues

Examine cybersecurity laws and ethical dilemmas using the Cybersecu-
rity Ethics Case Studies from the NICE framework or university ethics
modules.

Network Defense / Firewalls

Configure basic firewall rules with ufw or firewall game https://
cybergamesuk.com/firewall

Incident Response & Log Anal-
ysis

Examine simulated breach logs and develop a simple incident response
plan; identify indicators of compromise.
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5 The Role of Certifications in Cybersecurity Education

Professional certifications are commonly listed in cybersecurity job postings,
underscoring their value in establishing credentials for entry-level employment.
While certifications are not universally required, they serve as a means for stu-
dents to validate their technical competencies and stand out in a competitive
job market. Certifications also offer educators a structured framework to iden-
tify key concepts and skills that align with industry demands. Additionally,
certification study guides can function as course textbooks, and assessments
within the curriculum can be designed to reflect the format and rigor of certi-
fication exams.

5.1 ISC? Certified in Cybersecurity (CC)

The International Information System Security Certification Consortium
(ISC?) "One Million Certified in Cybersecurity" initiative provides free online,
self-paced training and certification exams for the Certified in Cybersecurity
(CC) credential [7]. This program is particularly accessible for students and
institutions seeking cost-effective entry-level certifications. While the training
and exams are free, maintaining the credential requires an annual $50 fee. The
initiative represents a practical starting point for students or educators to gain
foundational cybersecurity skills and credentials.

5.2 CompTIA Certifications

CompTTA provides a widely recognized suite of industry certifications [5]. Al-
though these certifications require a fee to take the exam, the skills and knowl-
edge necessary to prepare for these exams can serve as valuable learning ob-
jectives within a collegiate course, regardless of whether students pursue the
certification itself. The suite of CompTIA certifications include:

e Security+, a foundational certification covering essential cybersecurity
concepts and practices.

e Network+-, which focuses on networking principles and technologies.

e Cybersecurity Analyst (CySA-), emphasizing threat detection and
defense.

e PenTest+, centered on penetration testing and vulnerability manage-
ment.

CompTIA certifications can be integrated into academic curricula to provide
students with industry-recognized credentials. For example, the CompTIA
Security+ certification is well-suited as a foundation for an introductory cy-
bersecurity course. Requiring the Security+ study guide as a textbook [8] and
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structuring course assessments to align with the certification exam prepares
students for both academic success and credential attainment.

6 Textbooks

A conventional approach to structuring an academic course involves adopting
a traditional textbook. Numerous high-quality resources are available to sup-
port cybersecurity education, providing foundational knowledge and practical
applications.

6.1 Hands-on Security and SEED Labs

One notable example is the textbook series authored by Wenliang Du, which
includes volumes on computer security and network security or combined [16].
The textbooks are accompanied by a hands-on labs series (SEED Labs) and
videos [17] and provides instructors and students a comprehensive, integrated
learning experience.

6.2 ZyBooks

Another textbook option is zyBooks, an interactive, web-based textbook plat-
form that provides dynamic instruction and examples. Relevant zyBooks for
cybersecurity courses include Networking [18] and Introduction to Security
[19], both of which align closely with CompTIA certification objectives for
Network+ and Security+. These zyBooks also feature interactive labs and
hands-on exercises, designed to reinforce concepts through practical applica-
tions on both Windows and Linux operating systems. Adoption of a zyBook
requires a per-student fee, but is typically within the monetary range of a
conventional textbook.

6.3 Security in Computing, 6th Edition

Security in Computing, 6th Edition, [3] defines core principles of modern secu-
rity policies, processes, and protection, offering a foundation in key concepts
such as assets, threats, vulnerabilities, controls, and the CIA triad (confiden-
tiality, integrity, availability). This textbook integrates theoretical and prac-
tical perspectives, with updated diagrams, exercises, and case studies mapped
to key cybersecurity frameworks, including the NICE Framework. The most
recent edition also includes expanded coverage of contemporary topics such as
artificial intelligence and machine learning in cybersecurity, application and
browser security, and strategies for securing cloud, Internet of Things, and
embedded systems. While a textbook provides a conventional approach to
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classroom resources, this text bridges foundational knowledge with cutting-
edge developments, equipping students and professionals to address current
and future cybersecurity challenges effectively.

7 Online Resources

The abundance of online resources available on cybersecurity can be both a
strength and a challenge for educators. While platforms like YouTube host
numerous educational channels, the difficulty lies in identifying high-quality
content that aligns with the course’s scope and level. For example, searching for
prominent figures like Kevin Mitnick or Rachel Tobac can yield valuable content
on social engineering. However, it is generally advisable to prioritize established
educational resources over ad hoc internet searches to ensure consistency and
rigor.

7.1 Tools and Training Platforms
7.1.1 Burp Suite and OWASP ZAP

Burp Suite, developed by PortSwigger, is a widely used web vulnerability scan-
ner and penetration testing toolkit [13]. Its Community Edition is free and
provides essential features suitable for beginners, offering a solid foundation
for learning web application security. Similarly, OWASP ZAP [12] is a free,
open-source tool that provides comparable functionalities, making it an excel-
lent alternative for students and educators. The PortSwigger Academy [14] is
a notable free resource, offering interactive labs with step-by-step guidance and
instructional videos to complement learning.

7.1.2 pwn.college

Developed by Arizona State University, pwn.college [2] is a free educational
platform designed to teach core cybersecurity concepts through hands-on chal-
lenges organized into thematic "dojos." These dojos, akin to a karate school,
guide learners through progressively challenging exercises delivered via virtual
machines. Supplementary recorded lectures from Arizona State University fac-
ulty align closely with the coursework, providing a structured learning path for
students.
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7.2 Competitions and Collaborative Learning
7.2.1 National Cyber League (NCL)

The National Cyber League (NCL) provides a competition-based approach to
learning cybersecurity skills [9]. NCL sessions, held in fall and spring, include:

A gymnasium for practicing concepts with guided examples.

A practice game, which spans one week and excludes hints or guides.
An individual game, lasting a weekend.

A team game, where up to seven participants collaborate to tackle chal-
lenges over another weekend.

NCL registration costs $45 for regular entry or $55 for late registration, with
free access for coaches supervising registered students. The platform empha-
sizes real-world, hands-on challenges, making it an excellent supplement to
classroom instruction.

7.2.2 HackTheBox and TryHackMe

HackTheBox [6] and TryHackMe [15] are online platforms designed to simu-
late real-world cybersecurity scenarios through interactive, hands-on exercises.
These platforms gamify the learning process, encouraging users to solve chal-
lenges such as “capturing the flag” or “hacking the box.” TryHackMe is best
suited for beginners as it offers structured guidance, walkthroughs, and foun-
dational challenges. HackTheBox also has excellent beginner-oriented walk-
thoughs, but targets more experienced learners with self-directed, advanced
challenges. Both platforms employ tiered pricing models, with free options
available for basic challenges and premium features for advanced users.

8 Personal Networks and Collaborations

8.1 Cyber Clubs

Forming a cybersecurity club can foster community and collaboration among
students. Clubs provide opportunities to collectively tackle challenges like those
on HackTheBox, TryHackMe, or NCL, easing the learning curve often associ-
ated with these platforms. Setting goals, such as competing in NCL or pro-
gressing through HackTheBox or TryHackMe challenges, can provide structure
and motivation for regular meetings.

8.2 Advisory Boards

Nearly all businesses, regardless of size, engage in some level of cybersecurity to
protect their digital assets and sensitive information. Engaging local businesses
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in establishing a cybersecurity advisory board can provide invaluable insights
into the skills and competencies required for the workforce. Semi-annual meet-
ings with the advisory board can help ensure that the curriculum remains
aligned with industry needs and that students are equipped with practical,
relevant skills for their future roles.

9 Results

In our experience, the introductory, general-purpose, no-prerequisite cyberse-
curity course has been very successful and has oftentimes filled to the classroom
capacity. It is a non-technical course that satisfies a general education com-
ponent for the liberal arts curriculum and has motivated several students to
take the advanced cybersecurity course and complete the cybersecurity minor
as introduced earlier in figures 1 and 2.

The original minor introduced in 2023 included the introductory course, an
additional, technical “ethical hacking” course, and also utilized existing courses
in computer networks, programming, ethics, and discrete mathematics. Upon
consultation with the advisory board, who felt the mathematics course wasn’t
necessary for current trends in cyber, we replaced the mathematics course with
another existing course in information technology.

10 Conclusion

Developing a cybersecurity curriculum on a limited budget may seem challeng-
ing, but with strategic use of available resources and careful planning, it is
both achievable and highly impactful. There is a wealth of affordable or free
options that can support the creation of a meaningful program. By leverag-
ing these readily available tools and strategies, institutions can build robust
cybersecurity programs that equip students with the skills needed to navigate
the complexities of the field and address the growing demand for cybersecurity
professionals in an ever-evolving digital landscape.
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one-day workshop curriculum designed to address this challenge by intro-
ducing code organization practices to grade 7 and 8 students in a LEGO
robotics context. Rather than teaching abstract software engineering
principles, the workshop uses twenty concrete “bad versus better” code
comparisons specifically crafted for this age group. This paper describes
the pedagogical rationale behind the instructional examples and explains
how contemporary research on erroneous examples and contrasting cases
informed the curriculum design. We also reflect on the design decisions
that shaped the workshop.

1 Introduction

Middle school represents a unique opportunity in computing education. While
many students at this age have little or no prior programming experience,
those involved in robotics programs often develop early competency using vi-
sual programming environments such as Scratch or LEGO Education SPIKE.
As they progress, these learners begin transitioning to text-based languages
like Python and are able to write functional programs that include variables,
loops, conditionals, and simple functions. Despite these emerging skills, an
important challenge frequently goes unaddressed: writing code that works for
a single task is not the same as writing code that can be understood, reused,
and extended later. Students are often successful at completing an individual
robotics mission, but difficulties arise when they encounter a new task that
could benefit from earlier work. Consider a student who writes a program for
a robot to navigate a maze using a color sensor. The student defines vari-
ables, implements conditional logic, and organizes behavior into functions, and
the robot successfully completes the maze. Several weeks later, the student is
given a new challenge—following a line using the same color sensor. Although
much of the original logic remains relevant, including sensor input, decision-
making, and motor control, the student struggles to reuse the prior solution.
The original code is difficult to read, tightly coupled to the maze task, and
poorly structured for modification, making it unclear which components can
be adapted to the new problem.

Novice programs in robotics contexts frequently exhibit recurring issues
that hinder readability and reuse. Variable names are often incomprehensible,
making it unclear whether a variable such as x represents a sensor reading
or a motor speed, or what a name like temp signifies within a given con-
text. Code duplication is also common, with identical sensor-reading logic
repeated throughout a program, making it unclear which copy should be mod-
ified when behavior needs to change and increasing the risk of unintended side
effects. In many cases, programs lack modular structure and are written as
single monolithic scripts, preventing learners from easily extracting or reusing
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components such as sensor-processing routines. Finally, missing contextual
information—such as comments explaining the purpose of code blocks or the
rationale behind specific parameter values—further obscures program intent
and makes code difficult to understand or extend.

Prior work suggests that novice programmers often start fresh for new tasks
rather than building on prior code, particularly when earlier work is difficult to
interpret or adapt. In applied computing contexts such as robotics education,
learners commonly write Python code that completes a specific mission and
then set it aside, instead of adapting it for later tasks, even when substantial
portions of the logic remain relevant [3, 8, 4]. When the next competition
season arrives, they often start over, not because the previous code is irrel-
evant, but because it is effectively inaccessible to them. This represents a
missed learning opportunity. If learners could effectively reuse and refine code
across projects, they would (a) work more efficiently, (b) develop deeper un-
derstanding through iterative improvement, and (c) experience programming
as a cumulative skill in which each project builds on previous work.

2 The Pedagogical Challenge

The question is not whether middle school students can master abstract soft-
ware engineering principles, which may be developmentally inappropriate and
cognitively overwhelming. Instead, the question is whether learners with basic
programming competence can adopt simple, concrete practices that support
reuse of their own work. Research in K—12 programming shows that beginners
often struggle to build on previous code not solely because of limited ability, but
because abstraction-related practices—such as decomposition, generalization,
and structuring—are rarely taught explicitly or scaffolded in age-appropriate
ways, limiting students’ ability to understand, adapt, and transfer prior solu-
tions [14].

Many curricula treat code organization and quality as concerns that can be
postponed until students have become fluent in basic programming. This belief
is reflected in the way that introductory materials focus almost exclusively on
producing working programs while largely ignoring structure, readability, and
reuse [9]. However, ignoring these practices has consequences. Research shows
that students rarely fix code quality issues as they continue developing their
programs [10], suggesting that patterns established early may persist if not
explicitly addressed. This pattern aligns with studies showing that novices of-
ten abandon functioning code and reimplement solutions from scratch because
previous work is too disorganized or inaccessible to reuse [4, 3, 8].

An alternative approach is to introduce basic organizational practices early
in learners’ programming experiences. Previous work shows that young learn-
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ers can meaningfully engage with simple code quality ideas when these ideas
are tied directly to their own work. Meaningful variable names can support
conceptual understanding [16]. Lightweight procedural abstractions can reduce
cognitive load by helping students encapsulate repeated patterns [15, 13]. Scaf-
folded supports for simple refactoring have enabled beginners to improve the
structure of their Scratch programs without requiring advanced expertise [6].
Strategic commenting has also been linked to improvements in the way students
reason about and revisit their code [13]. In all of these studies, the consistent
finding is that early exposure to concrete organizational practices can enhance
foundational programming instruction rather than compete with it.

This paper contributes to the computing education community in two ways:
(1) We present a curriculum of twenty “bad versus better” Python examples
specifically designed for middle school robotics students, with detailed rationale
for why each practice benefits learners at this stage. (2) We offer practical re-
flections on curriculum design, discussing which pedagogical approaches proved
most effective, and providing guidance for educators who wish to adapt this
material for their own contexts.

3 Theoretical Foundations for Curriculum Design

The workshop curriculum draws on three interconnected bodies of research:
learning from erroneous examples, contrasting case pedagogy, and situated
learning theory.

[5] report that learning from erroneous examples is most effective when
learners are explicitly guided to compare flawed and correct solutions, helping
them construct what the authors term negative knowledge, an understanding of
why certain problem-solving paths fail. This finding aligns with our decision to
present each concept as a pair of “bad versus better,” rather than showing only
correct solutions. By having learners observe a typical incorrect pattern (e.g.,
unnecessary variables, repeated print statements, or over-complicated boolean
conditions) and then immediately contrast it with a cleaner alternative, we
create opportunities for learners to articulate why the first version is problem-
atic. [2] found that erroneous worked examples can enhance learning when the
embedded errors are simple enough for novices to detect and correct. This
guided our selection of errors: we chose issues that middle school learners with
basic Python experience would recognize as problems once pointed out, such
as single-letter variable names or repeated code blocks.

[12] demonstrated that elementary learners who studied side-by-side exam-
ples of ineffective and effective code achieved significantly higher programming
performance and learning engagement than those exposed only to standard
worked examples. These results provide empirical support for the “bad versus
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better” format used throughout our curriculum. The side-by-side presenta-
tion serves multiple instructional purposes: it makes contrasts visually salient,
reduces the cognitive burden associated with mentally holding and compar-
ing two versions of a solution, and creates natural opportunities for discussion
about why one version improves upon the other.

From a learning-theoretic perspective, the curriculum aligns with princi-
ples of situated learning and self-regulated learning. By embedding instruction
in authentic robotics programming tasks, learners engage with Python prac-
tices as tools for participation in a meaningful activity system rather than as
abstract rules [11]. The emphasis on code organization, commenting, and mod-
ularity supports self-regulated learning by externalizing planning, monitoring,
and reflection processes that enable students to revisit and adapt their own
prior work [17]. The use of side-by-side comparisons encourages students to
analyze and evaluate alternative representations of the same solution, moving
beyond simple code execution toward higher-order cognitive processes such as
evaluation and revision [1, 7].

4 Workshop Context and Structure

The workshop was conducted with middle school learners in grades 7-8 (ap-
proximately ages 12-14) enrolled in a LEGO Education SPIKE robotics pro-
gram at a partner school. Participants were not absolute beginners; the work-
shop assumed prior exposure to block-based robotics programming and intro-
ductory Python. The workshop targets organizational practices that are often
not emphasized in early robotics programming instruction but strongly support
code reuse. Prior experience in similar settings often emphasizes completing
individual projects or competition missions, with each project treated as an
isolated effort.

The workshop was structured as a single day of instruction and progressed
through twenty examples at a pace that allowed time for discussion of each
“bad versus better” pair. For each example, instruction followed a consistent
pattern: the session began with a poorly written version to surface poten-
tial issues, followed by a revised version that made the improvement explicit.
Whenever possible, the practice was then connected to robotics programming
tasks, followed by a brief explanation of why the practice supports readability,
modification, and reuse.

Table 1 presents all twenty practices covered in the workshop, organized
into four thematic categories. For each practice, we identify what foundational
knowledge it builds upon, why it is appropriate for early introduction, and how
it benefits learners in robotics contexts.
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Table 1: Twenty Python Best Practices: Rationale and Benefits for Middle
School Learners

[ Practice

l Builds Upon

‘Why Introduce Early l Learner Benefit

l Robotics Application

Category 1: Naming and Readability

Clear

names

variable

Basic variable

ment

assign-

Variables are already fa-
miliar; naming is imme-
diately accessible

Code  becomes  self-
documenting; easier to
revisit

Sensor readings, motor
speeds become identifi-
able

Descriptive
function names

Basic function definition

Extends variable naming
to functions

Functions communicate
purpose without reading

turn_right () vs. £10)

body
Constants  vs. | Variable assignment Requires no new syntax; | Values gain meaning; | Sensor thresholds, speed
magic numbers only naming convention | changes propagate | limits documented
automatically
Meaningful Basic for-loop syntax Natural extension of | Nested loops become | Iterating over sensors,
loop variables variable naming readable motors
Category 2: Code Structure and Modularity
Loops instead | Scratch repeat blocks Direct transfer from vi- | Code becomes shorter [ Repeated motor com-
of repetition sual programming and modifiable mands consolidated
Functions  for | Scratch custom blocks Extends familiar con- | Logic extracted for mul- | follow_line() reused
reuse cept to Python tiple missions across seasons
Lists for | Basic variable use Replaces numbered vari- | Data scales without code | Multiple sensor readings
grouped data ables changes stored together
Range with | Basic range() use Extends known function | Counting patterns sim- [ Motor speed increments
steps plified

Default param-

Basic function parame-

Small addition to known

Functions become more

Optional speed /dura-

eters ters concept, flexible tion arguments
Avoiding deep | Conditional statements | Simplifies existing | Logic becomes clearer Sensor threshold checks
nesting knowledge combined

Category 3: D

ocumentation and Formatting

Writing
ments

com-

None required

No syntax to learn; im-
mediate benefit

Code intent
for future self

preserved

Explaining why specific
values chosen

Blank lines be-
tween functions

Function definition

Visual organization only

Code gains structure

Separating mission func-
tions

directly

Breaking long | String basics Python-specific but sim- | Code fits on screen Long print messages
lines ple readable

F-strings for | String concatenation Cleaner than + operator | Output code more read- | Debugging sensor values
output able

String join() | Lists and loops Replaces manual con- | More Pythonic code Building status mes-
method catenation sages

Category 4: Python Idioms and Error Prevention

Boolean values | Boolean variables Removes redundancy Cleaner conditional logic | if is_running: vs. if

is_running == True:

Handling divi-
sion by zero

Division operator

Prevents common crash

Programs more robust

Averaging sensor read-
ings safely

Avoiding un- | Variable assignment Reduces clutter Code stays minimal Removing debugging ar-

used variables tifacts

Import best | Using libraries Relevant to SPIKE im- | Dependencies clear at | from spike import

practices ports top Motor organized

Loops with lists | Lists and loops Combines two known | Iteration pattern estab- | Processing multiple sen-
concepts lished sor values

147



5 Selected Examples with Full Rationale

Table 1 summarizes all twenty examples; this section presents seven examples in
detail, organized by category. All the twenty examples covered in the workshop
are available on our GitHub !. For each example in this Section, we provide
the “bad” and “better” code versions along with implementation-focused design
reflections.

5.1 Category 1: Naming and Readability

5.1.1 Clear Variable Names

Variable naming is a foundational practice affecting code readability and was
deliberately placed first in the workshop sequence. Research shows that mean-
ingful variable names support conceptual understanding in novice program-
mers [16].

Table 2: Example of Variable Naming in Robotics Competition Code

Bad Better

x = 75 base_speed = 75

y = 2 speed_multiplier = 2

Z =X * y motor_speed = base_speed *

motor.run(z) — speed_multiplier
motor .run(motor_speed)

Introducing clear variable naming early requires no new syntax, only a shift
in habit. Because learners at this level typically already know how to create
variables, the practice is immediately accessible; novice programs commonly
rely on single-letter variable names, as shown in the first column of Table 2. In
that version, variables such as x, y, and z obscure the intent of the computation,
forcing the reader to infer meaning from surrounding code. By contrast, the re-
vised example uses descriptive names such as base_speed, speed_multiplier,
and motor_speed, allowing the code to become largely self-documenting. The
example is intentionally constructed so that the poorly named version forces
the reader to infer meaning from surrounding code, whereas the revised version
communicates intent directly through naming. This contrast highlights how
vague variable names can hinder understanding, debugging, and safe modifica-
tion in robotics programs.

Thttps://github.com/attarwal/pythonworkshop/tree/main
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5.1.2 Using Constants Instead of Magic Numbers

Magic numbers—unexplained numeric literals embedded directly in code—make
programs difficult to understand and modify. In the sensor-based example
shown in Table 3, the value 10 in the first column provides no indication of
why that particular distance was chosen or what it represents. Replacing such
values with named constants documents their meaning explicitly and ensures
that changes propagate consistently throughout the program.

Table 3: Using Named Constants Instead of Magic Numbers in Robotics Code

Bad Better
if distance_sensor. MIN_SAFE_DISTANCE_CM = 10
< get_distance_cm()
— < 10: if distance_sensor.get_distance_cm
motor_pair.stop () < () < MIN_SAFE_DISTANCE_CM:
motor_pair.stop ()

Importantly, introducing this practice requires no new syntax beyond what
learners already know about variables; the use of an all-caps naming convention
is easy to adopt and clearly signals that a value is intended to remain fixed. This
approach is particularly beneficial in robotics contexts, where sensor thresholds
and motor speed limits are frequently adjusted during testing and competition.
By naming a constant such as MIN_SAFE_DISTANCE_CM, learners can modify
system behavior by changing a single definition rather than searching through
code for every occurrence of a numeric literal. This not only reduces errors
but also supports iterative experimentation. This example further shows the
value of the practice in a robotics setting. The numeric literal in the original
code provides no indication of its purpose or units, making the intent of the
threshold ambiguous. The all-caps naming convention provides a simple visual
cue that distinguishes fixed configuration values from variables that change
during execution.

5.2 Category 2: Code Structure and Modularity
5.2.1 Using Loops Instead of Repetition

Repeated code is one of the most common issues in novice programs. This
example introduces the DRY (Don’t Repeat Yourself) principle in an accessible
way that connects directly to learners’ Scratch experience.

Introducing loops early builds naturally on learners’ prior experience with
visual programming environments such as Scratch, where repeat blocks are
used extensively. The Python for loop shown in Table 4 serves as a direct
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Table 4: Replacing Repeated Robotics Commands with a Loop

Bad Better

motor .run (50) for _ in range(3):
wait_for_seconds (1) motor.run (50)

motor .run (50) wait_for_seconds (1)

wait_for_seconds (1)
motor.run(50)
wait_for_seconds (1)

textual translation of Scratch’s repeat block, making the transition from vi-
sual to text-based programming straightforward and reducing cognitive load.
Beyond reducing code length, loops support abstraction by making programs
easier to modify and scale. In the robotics example, increasing the number
of repeated motor commands from three iterations to one hundred requires
changing a single numeric value, rather than duplicating or rewriting code.
This pattern extends naturally to common robotics tasks such as repeated mo-
tor actions, sensor polling, and calibration routines, highlighting the practical
value of abstraction in robotics contexts.

5.2.2 Using Functions for Reuse

Functions are central to code reuse, which is the workshop’s core goal. This
practice enables learners to extract logic that can be used across multiple
robotics missions.

Table 5: Using Functions to Encapsulate Repeated Robotics Actions

Bad Better
left_motor.run (60) def drive(speed, duration):
right_motor.run (60) left_motor.run(speed)
wait_for_seconds (2) right_motor.run(speed)
wait_for_seconds (

left_motor.run (40) <> duration)
right_motor.run (40)
wait_for_seconds (2) drive (60, 2)

drive (40, 2)

Introducing functions early builds naturally on learners’ prior experience
with visual programming environments such as Scratch, where custom blocks
(“My Blocks”) serve an analogous purpose. In Table 5 above, the repeated
motor-control sequence in the first column is encapsulated in a single drive (speed,
duration) function, showing how lightweight procedural abstraction can re-
duce cognitive load by allowing learners to reason about what the robot should

150



do rather than how each action is implemented. Because many learners are
already familiar with grouping repeated instructions for reuse, this transition
builds on existing conceptual knowledge and supports the early development of
modular thinking [15]. This abstraction enables learners to construct reusable
building blocks that persist across different competition missions. Functions
such as drive, turn_right, or follow_line can be reused and recombined in
new contexts, shifting learners’ focus from writing disposable scripts to devel-
oping a personal library of reliable components. Framing functions as reusable
units emphasizes how motor-control and sensor-processing routines can be en-
capsulated and reused across robotics missions.

5.2.3 Using Lists for Grouped Data

Lists replace the common novice pattern of creating numbered variables (sensor1,
sensor2, etc.) with a scalable data structure.

Table 6: Grouping Sensor Data Using Lists in Robotics Code

Bad Better

sensorl = sensor_values = [
<> color_sensor_left. color_sensor_left.reflection()
< reflection() -,

sensor2 = color_sensor_right.reflection
< color_sensor_right. — O,
— reflection () distance_sensor.

sensor3 = distance_sensor. — get_distance_cm()
— get_distance_cm() ]

Introducing lists early builds on learners’ existing understanding of variables
by extending the concept from single values to collections of related data. In Ta-
ble 6 above in the first column, the use of separate variables (sensor1, sensor2,
and sensor3) shows a pattern that is common in novice robotics programs,
but which quickly becomes difficult to manage as systems grow. The presenta-
tion of the list-based alternative makes the limitations of numbered variables
immediately apparent and highlights how grouping related values can simplify
the program structure. This approach allows data to scale without requiring
structural changes to the code. In the list-based version of the example, ad-
ditional sensor readings can be incorporated by adding a single item to the
list, rather than introducing new variables and updating every location where
sensor data are referenced. In robotics contexts, this pattern naturally applies
to managing multiple sensor readings, motor configurations, or collections of
mission parameters. This example highlights the benefit of replacing numbered
variables with a scalable structure. Describing lists as containers for related
items clarifies how this structure addresses common scalability challenges in
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robotics programs. As projects grow in complexity, managing numbered vari-
ables becomes increasingly unmanageable, whereas list-based approaches scale
naturally.

5.3 Category 3: Documentation

5.3.1 Writing Comments to Explain Code

Strategic commenting supports learners’ reasoning about their code and en-
courages reflection on prior solutions [13]. Comments preserve the intent be-
hind code decisions that may not be obvious from the code itself.

Table 7: Using Descriptive Variable Names and Comments in Robotics Calcu-
lations

w
]
a

Better

M

5.6 # Wheel diameter in centimeters
wheel_diameter_cm = 5.6

<

LU 1}
-
IS

N

X * y # Approximate value of pi
PI = 3.14
# Calculate wheel circumference

wheel_circumference_cm = wheel_diameter_cm *
— PI

Introducing comments early requires no additional programming syntax
and builds naturally on learners’ existing ability to write explanatory text.
In the example above, brief comments clarify the purpose of each value and
computation, making it immediately apparent how the wheel diameter and
the constant PI contribute to calculating wheel circumference. This benefit
becomes especially clear when learners consider revisiting uncommented code
weeks later, when the original reasoning behind specific values or calculations
may no longer be obvious. Comments preserve contextual information that
code alone cannot convey. In robotics programs, numeric values often repre-
sent design decisions—such as physical dimensions, sensor thresholds, or cali-
bration parameters—that are not self-evident from the computation itself. By
documenting why a particular value was chosen or what a sequence of mo-
tor commands is intended to accomplish, comments support both individual
reflection and collaborative work, answering questions that a future version
of the learner or a teammate will inevitably ask. Table 7 emphasizes why
commenting is an essential companion to meaningful naming. The example
intentionally combines meaningful variable names with explanatory comments
to highlight their complementary roles, emphasizing that comments should ex-
plain why code exists rather than merely restating what it does. The example
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underscores how easily comments are omitted in novice code and why making
commenting an explicit practice is important.

5.4 Category 4: Python Idioms and Organization

5.4.1 Import Best Practices

Proper import organization affects code maintainability and is particularly
relevant for SPIKE robotics code, which begins with imports like from spike
import PrimeHub, Motor.

Table 8: Organizing Imports in Robotics Programs

Bad Better

print ("Starting robot") # All imports at the top
from math import sqrt, acos, pi
import math

distance = math.sqrt (100) print ("Starting robot")

distance = sqrt (100)
from math import x* turn_angle = acos(0.5)
turn_angle = acos (0.5)

def compute_arc_length(radius):
def compute_arc_length( return 2 * pi * radius
< radius):
from math import pi
return 2 * pi * radius

Introducing import best practices early supports a clear mental model of
a program’s external dependencies before code complexity increases. In Ta-
ble 8’s first column, mathematical functions are imported in multiple locations
throughout the program in the left column, including inside a function defini-
tion, making it difficult to determine which libraries are required and where
specific names originate. Consolidating imports at the top of the file, as shown
in the revised version, makes dependencies explicit and immediately visible to
the reader. This practice requires no new programming concepts beyond those
learners already use when importing libraries, but emphasizes organization and
clarity. The benefits of this practice are particularly evident in robotics pro-
grams, where learners frequently rely on mathematical functions for distance
calculations, turning geometry, or motion planning. By importing only the
required functions at the top of the file, learners can more easily understand
how sensor readings and movement calculations are supported by external li-
braries. This organization also reduces confusion caused by wildcard imports
and prevents subtle errors that arise when names are introduced implicitly or
scoped unpredictably. This example highlights why the convention matters as
robotics scripts grow in size. In the poorly structured version of the code, it is
difficult to determine where specific functions such as acos or constants like pi
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originate. Placing all imports at the top makes program dependencies explicit
and improves readability as robotics scripts grow longer.

6 Pedagogical Reflections

Based on the design and implementation of this curriculum, we offer the fol-
lowing reflections for educators considering similar instruction.

The “bad versus better” contrast was designed to promote discussion around
code quality and to make common issues easy to notice. The contrasting pairs
make common code-quality issues visible and clarify why the “better” version
improves readability and reuse. This approach aligns with prior research indi-
cating that contrasting cases can improve learning outcomes [12]. Connecting
new Python practices to learners’ existing knowledge in Scratch also played an
important role in supporting comprehension. The Python constructs were ex-
plicitly linked to familiar Scratch elements—for example, loops corresponding
to repeat blocks and functions serving a role similar to custom blocks. This
linkage leverages familiar concepts from block-based environments, reducing
perceived novelty and allowing the practices to build on established mental
models.

Beginning instruction with variable naming proved to be an effective en-
try point. The concept was immediately accessible and directly connected to
learners’ own programming experiences. Single-letter naming is common in
novice code, and its readability costs become apparent once contrasted with
descriptive naming. Finally, situating these ideas in a robotics context pro-
vided strong motivation by emphasizing their practical value for adapting code
across tasks, rather than rewriting solutions from scratch.

Differences in prior programming experience required careful differentiation
during the workshop. Instructors should anticipate variation in prior Python
experience: some learners may find certain examples straightforward, while
others may benefit from additional explanation and guided practice. Future
iterations of the workshop could address this range of experience by incorporat-
ing tiered examples or optional extension challenges that allow more advanced
students to deepen their engagement without leaving others behind. Some
examples assume prerequisite knowledge that may not be uniformly present
in middle school robotics settings. In particular, the join() string method
and certain Python idioms may be unfamiliar at this level. These examples
were most effective when presented as opportunities for exposure rather than
as concepts requiring immediate mastery, allowing students to recognize pat-
terns without the pressure of full understanding. Finally, balancing simplicity
with authenticity proved challenging. The examples were intentionally simpli-
fied to fit within the constraints of the workshop format, whereas real robotics
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programs often involve greater complexity and interdependence. Supporting
students in transferring these practices to longer, more realistic programs may
require additional scaffolding, such as revisiting the practices in subsequent
sessions or embedding them within extended robotics projects.

7 Conclusion

This paper has presented a curriculum for teaching Python best practices to
middle school learners in robotics contexts. The twenty “bad versus better”
examples are grounded in research on erroneous examples and contrasting case
pedagogy, and are designed specifically for learners who have basic Python
competency but lack explicit instruction in code organization.

The central pedagogical argument of this work is that code organization
should not be deferred until students become advanced programmers. Learners
who are able to write functional code can also learn simple organizational ideas
that make their programs understandable and reusable. Introducing these ideas
early within authentic robotics tasks supports the development of habits that
frame programming as a cumulative activity, in which new projects build on
existing code rather than replace it.
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Abstract

This paper reports on a six-week Collaborative Online International
Learning (COIL) module connecting an undergraduate Software Engi-
neering course at a broad-access U.S. university with a frontend devel-
opment course at a selective technical institution in Panama. Although
COIL is often presented as a mechanism for enhancing global collabo-
ration and student engagement, our findings show that the effectiveness
of such experiences depends heavily on local course culture, student pre-
paredness, and reliable teamwork.

Quantitative survey data (47 U.S. and 12 Panama students) reveal
high willingness among Panama students to engage in future COIL ex-
periences but significant frustration driven by inconsistent responsive-
ness, missed deadlines, and incomplete backend deliverables from their
U.S. partners. U.S. students, many with uneven preparation, struggled
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with communication, scheduling, and code integration. The collabo-
ration functioned only because instructors established strict milestones
and actively coordinated progress across both institutions. We argue
that COIL can amplify existing weaknesses in broad-access computing
environments.

1 Background and Context

Collaborative Online International Learning (COIL) initiatives aim to expose
students to cross-cultural collaboration and distributed teamwork through shared
course modules across institutions. In practice, however, COIL implementation
varies dramatically depending on local academic structures, faculty coordina-
tion, and student preparation. Prior research has shown that cross-cultural
and virtual exchange experiences can improve intercultural competence and
communication skills [1, 3].

In this project, the partnership involved a frontend Web Design course at
a selective engineering university in Panama and a backend-focused Software
Engineering course at a regional, broad-access public university in the United
States. A prior experience report from this COIL module analyzed only the
U.S. cohort due to missing survey data from Panama [2]. In this paper we
revisit the same collaboration after delayed Panama responses became available
and present a direct comparison between the two institutions. The students
differed substantially in academic preparation, prior programming experience,
and expectations of teamwork. Panama students tended to display consistent
motivation, clearer planning behaviors, and stronger accountability norms. In
contrast, the U.S. cohort showed uneven foundational preparation, particularly
in backend programming and collaboration.

2 Implementation

The two courses overlapped for only six weeks due to mismatched academic cal-
endars. The only mutually available synchronous time was a single 75-minute
joint meeting each Tuesday. Despite these constraints, instructors worked in-
tensively to make the collaboration viable. The U.S. instructor provided the
Canvas and Zoom infrastructure, taught one synchronous lecture (on Java
Server Pages), reviewed weekly progress reports, and supported backend in-
tegration. The Panama instructor delivered three synchronous lectures on
HTML, CSS, and Web Forms. Both instructors coordinated around schedul-
ing and institutional constraints.

The COIL module followed a compressed six-week hybrid sprint model,
embedded inside a 15-week U.S. semester. Prior to the beginning of the COIL

159



overlap, the U.S. students completed their documentation phase and entered a
four-week coding phase, adopting a lightweight Agile-like approach with weekly
milestones and peer accountability structures. The Panama students, whose
course emphasized web design, began contributing frontend assets a week prior
to the beginning of the COIL module. Four weeks were designed for lectures
and coding, one week was intentionally left for integration, and the last week
was saved for final presentations and demos. Final presentations were attended
by several Panamanian faculty and recorded.

Eight cross-institutional teams were formed. Each team was allotted 8 min-
utes (due to time constraints) to demonstrate completed or partially completed
systems. The U.S. students were responsible for coding the application, while
Panama students were given the opportunity to improve upon the appearance
of the corresponding web site. The U.S. course enrolled 47 undergraduate
students across two sections, while the Panama course enrolled 40 students.
Teams remained stable throughout the six-week collaboration period. Addi-
tional details on the COIL design and U.S.-only findings are discussed in a
companion paper [2].

Six teams delivered complete software projects, but only four successfully
integrated Panama-built front-end interfaces with U.S. backend components.
Two teams were unable to integrate due to late or nonfunctional backend de-
liverables on the U.S. side. Despite significant hurdles including limited over-
lapping schedules and inconsistent participation from some U.S. students, the
collaboration remained functional through continuous instructor coordination.

3 Methods and Findings

Both institutions administered a shared six-item Likert-scale instrument (Q1-
Q6) plus an open-ended reflection (Q7). The full item text is included in
Table 1.

U.S. students completed the survey in class during the final exam, yielding a
complete dataset (N=47). Panama students completed an optional online sur-
vey near the end of their term (N=12), reflecting a smaller and more selective
subset of perspectives. Because the Panama survey was optional, responses
may disproportionately reflect the perspectives of more engaged or motivated
students. All U.S. survey procedures were exempt by the Institutional Review
Board. Participation was voluntary for students in Panama.

Likert items were mapped to numerical values (1-5) to calculate mean scores
and compare response patterns across institutions. All qualitative responses
were coded inductively into five shared thematic categories: Positive Emotion,
Collaboration, Cultural Awareness, Learning/Skills, and Challenges. This cod-
ing scheme mirrors the one used in the earlier U.S.-only analysis of the same
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Table 1: COIL Survey Questions (Q1-QT)

Q#  Survey Question

Q1 Before starting COIL project, I was concerned with my abil-
ity to collaborate with students from another country in a
classroom setting.

Q2 The COIL project provided me with meaningful opportu-
nity to communicate with students from another country.

Q3 The COIL project provided me with meaningful opportu-
nity to collaborate on a project (assignment) with students
from another country.

Q4 I am willing to participate in another international program
or project.
Q5 I am willing to take another course that connects me with

students from other countries.

Q6 The platforms (Canvas, Zoom, Panopto, etc.) used for the
virtual classroom meetings were supportive.

Q7  COIL Reflection Journal: Please reflect (comment) on your
experience with the COIL course. What did you think?

course [2], enabling direct comparison.

3.1 Quantitative Comparison (Q1-Q6)

Figure 1 presents average Likert scores for both institutions. Several patterns
emerged:

e Q1: Initial concern. U.S. students reported a slightly higher mean
concern (2.72) than Panama students (2.50). The difference is small,
but it suggests that more U.S. students anticipated difficulty at the out-
set, even though several later underestimated the sustained coordination
required.

e Q2: Communication. Panama students reported lower satisfaction
with communication (mean 3.50) compared to U.S. students (mean 3.79).
Reflections from Panama frequently mention unmet expectations around
predictable responses and timely updates, whereas several U.S. students
perceived communication as “fine” despite inconsistent responsiveness.

e Q3: Collaboration. Both groups evaluated collaboration positively,
but Panama students reported a notably higher mean (4.42) than U.S.
students (3.85). This indicates that Panama students valued the collab-
orative concept strongly, even when execution challenges occurred.
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Figure 1: Average Likert scores (Q1-Q6) for U.S. and Panama students.

e Q4 and Q5: Future willingness. Panama students expressed the
strongest enthusiasm for future international programs (Q4 mean 4.58)
and future cross-border courses (Q5 mean 4.33). U.S. students were
also positive (means of 4.04 and 4.14), but slightly less. High Panama
enthusiasm persisted despite frustrations with uneven participation.

e Q6: Platforms. Both groups rated the platforms as supportive, with
Panama students reporting a slightly higher mean (4.20) than U.S. stu-
dents (4.00). The small difference indicates that technical tools were not
major barriers compared to coordination and accountability challenges.

3.2 Qualitative Comparison (Q7)

Figure 2 shows theme frequencies from open-ended reflections. It is important
to note that U.S. students submitted nearly four times as many reflections
as Panama students, which naturally increases the absolute number of theme
mentions.

Panama reflections, while fewer, were more pointed and focused on spe-
cific collaboration barriers, whereas U.S. reflections tended to be longer, more
expressive, and more varied in tone. U.S. students frequently described un-
even workload distribution, teammate disengagement, and late-stage integra-
tion failures. Panama students consistently emphasized challenges related to
communication, scheduling mismatches, and delayed backend availability.
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Q7 Reflection Themes: U.S. vs Panama Students
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Figure 2: Comparison of Q7 reflection themes between U.S. and Panama stu-
dents.

While both groups reported positive emotional experiences and apprecia-
tion of cross-cultural collaboration, Panama students demonstrated more con-
sistent motivation and stronger desire for deeper interaction. Several Panama
reflections noted that they “waited for backend updates that never arrived” or
had to “complete tasks with little response from the U.S. side.” Only four of the
eight teams achieved full integration, and in every unsuccessful case, backend
delays were the documented bottleneck.

4 Instructor Reflections

The instructor perspectives provide additional clarity on the asymmetries ob-
served in the student data. On the Panama side, the collaborating instructor
expressed enthusiasm for the partnership but was unable to remain consistently
involved due to illness and scheduling constraints. As a result, only a quarter
of Panama students participated in the survey. Several of their reflections in-
dicate that they assumed a higher degree of reliability and technical readiness
from their U.S. partners than they ultimately encountered.

From the U.S. instructional perspective, the six-week overlap occurred ex-
clusively during the coding phase of the U.S. course, which created a favorable
alignment of technical tasks but also magnified differences in student prepa-
ration and accountability. The collaboration exposed structural weaknesses
common in broad-access computing programs. Many students entered the
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course with uneven preparation in programming, limited teamwork experi-
ence, and inconsistent habits of communication. Several teams struggled to
complete required backend components before integration week, and in cases
where integration failed entirely, the bottleneck was always on the U.S. side.
These patterns were visible not only in survey scores but in the weekly re-
ports and reflections describing unresponsive teammates, skipped meetings,
and last-minute code changes.

Rather than viewing COIL as the cause of these challenges, both instructors
recognized that the international dimension intensified pre-existing disparities
in preparation, expectations, and accountability. The module ultimately func-
tioned only because instructors established strict milestones, monitored weekly
progress, and intervened when teams stalled. These observations reinforce that
successful COIL implementation requires strong local scaffolding, structured
communication protocols and consistent supervision.

5 Discussion and Conclusion

The combined data illustrate that COIL does not neutralize or compensate for
inconsistent preparation, uneven motivation, or weak teamwork skills. Instead,
it magnifies these issues. Students at the Panama institution approached the
project with high motivation, steady work habits, and strong expectations of
accountability. Many U.S. students, however, demonstrated irregular partici-
pation, weak foundational skills, and intermittent communication. The result-
ing imbalance directly shaped the collaboration experience and contributed to
Panama students’ frustration.

These findings highlight the need for strong local scaffolding before stu-
dents engage in cross-cultural work. In broad-access computing programs,
COIL should be implemented only when students demonstrate baseline team-
work competencies and reliable follow-through. Without enforced milestones,
explicit communication rules, and consistent instructor oversight, international
collaboration may become one-sided and place undue burden on more moti-
vated teams.

If we were to implement this COIL module again, several adjustments would
be necessary to improve collaboration outcomes. First, clearer and more fre-
quent milestones would be established earlier in the project to reduce last-
minute integration failures. Second, integration activities would be introduced
sooner, rather than being concentrated near the end of the module. Third,
team sizes would be reduced to increase individual accountability and visibility
of participation. In addition, mandatory weekly check-ins with clearly defined
deliverables would be enforced to ensure consistent engagement across institu-
tions. Finally, expectations for communication frequency, response times, and
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responsibility for integration tasks would be made explicit at the outset of the
collaboration.

Despite the challenges, both groups expressed meaningful learning out-
comes. Panama students maintained exceptionally strong enthusiasm for fu-
ture COIL activities, and many U.S. students reported their first authentic
experience with distributed development. When paired with well-aligned insti-
tutional structures and adequate preparation, COIL remains a powerful model
for teaching real-world collaboration in computing education.
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Abstract

This article presents a computational approach to sonifying Johannes
Kepler’s “music of the spheres” as described in Book V of his Harmonice
Mundi (1619). Using Csound, we map planetary angular velocities to au-
dio frequencies, creating an audible representation of the solar system’s
orbital mechanics. The original composition, rendered in stereo sound,
positions the listener at the Sun to experience the planets in their orbits.
The implementation demonstrates core concepts in scientific sonification,
data-driven sound synthesis, and interdisciplinary computing. We pro-
vide annotated code examples suitable for classroom use in computer
science, digital audio, or computational science courses. The project
illustrates how historical scientific ideas can motivate engaging program-
ming exercises while teaching fundamental concepts in signal processing
and data transformation.
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1 Introduction

In 1619, Johannes Kepler published Harmonice Mundi (The Harmony of the
World), in which he proposed that the planets produce a kind of celestial
music through their orbital motions. Kepler calculated the angular velocities
of each planet at its closest approach to the Sun (perihelion) and its farthest
point (aphelion), then mapped these velocities to musical pitches. Kepler’s
music was metaphorical, as he understood that no literal sound propagates
through space. Yet the mathematical framework he developed provides an
elegant foundation for the sonification of astronomical data.

Sonification, the systematic mapping of data to sound, has become an
important technique in scientific data representation, accessibility, and ex-
ploratory data analysis [6, 4]. The field has grown rapidly in recent years:
[13] identified nearly 100 sound-based astronomy projects alone, while NASA’s
Chandra X-ray Observatory sonification program has demonstrated broad pub-
lic engagement and measurable learning gains among both sighted and blind or
low-vision participants [1]. Sonification is now recognized as a tool not only for
scientific discovery but also for science communication and accessibility across
disciplines [9, 3]. As [12] note, auditory displays are particularly effective when
information has complex temporal patterns or when the visual system is occu-
pied with other tasks. From monitoring network traffic to representing stock
market fluctuations, sonification transforms abstract numerical relationships
into audible patterns that humans can perceive intuitively. Kepler’s plane-
tary music offers an ideal pedagogical entry point: the underlying physics is
well understood, the data is publicly available, and the result is immediately
compelling to listeners.

This article describes our implementation of Kepler’s planetary music using
Csound, a widely used audio-programming language developed at MIT. The
project exemplifies approaches to computer music synthesis documented in [§],
while applying them to scientific data. We present the complete workflow
from astronomical data to rendered audio, with code examples suitable for use
in computer science education. The project integrates concepts from orbital
mechanics, signal processing, and creative coding, making it appropriate for
interdisciplinary courses or as a capstone exercise in digital audio programming.

2 Kepler’s Sonification Model

Kepler’s approach to planetary music rests on a simple principle: pitch is
proportional to angular velocity [10]. As a planet orbits the Sun, its speed varies
according to Kepler’s Second Law (the law of equal areas). At perihelion, when
the planet is closest to the Sun, it moves fastest; at aphelion, when farthest, it
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moves slowest. This variation in velocity maps directly to a variation in pitch.

2.1 Velocity-to-Pitch Mapping

For each planet, we compute the angular velocity (rate of change of orbital
position as seen from the Sun) at regular time intervals. These velocities are
then linearly scaled to frequencies in the audible range. Saturn, the slowest and
outermost planet known to Kepler, produces the lowest pitches, while Mercury,
the fastest, produces the highest. The scaling can be adjusted to place all voices
in a comfortable listening range.

The pitch at any moment is determined by:

frequency(t) = scale factor x angular velocity (¢) (1)

where the scale factor is chosen to place Saturn’s aphelion velocity at the low
end of the desired pitch range. This preserves Kepler’s original intent—pitch
proportional to angular velocity—while ensuring all planetary voices fall within
a comfortable listening range.

2.2 Pitch Ratios and Musical Intervals

Kepler was particularly interested in the ratio between each planet’s highest
and lowest pitch, which depends on orbital eccentricity. For a planet with
eccentricity e, the velocity ratio (and hence pitch ratio) between perihelion
and aphelion is given by:

1+e
pitch_ratio = 7 +

(2)

Mercury, with the highest eccentricity (e ~ 0.206), spans nearly a musical
fifth. Earth and Venus, with nearly circular orbits, produce only slight pitch
variation. These ratios approximate simple harmonic intervals, a coincidence
that Kepler interpreted, from his 16th/early-17th century ontology, as evidence
of cosmic design.

— €

3 Implementation in Csound

Csound is a domain-specific language for audio synthesis, originally developed
by Barry Vercoe at the MIT Media Lab in 1985 [11, 2]. It belongs to the
Music N family of languages that trace back to Max Mathews’s pioneering
work at Bell Labs [8]. A Csound composition consists of two components: an
orchestra file (.orc) defining instruments, and a score file (.sco) specifying
musical events. This separation of timbre from structure maps naturally to
our sonification task.
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The lineage of computer music languages begins with Mathews’s MUSIC 1
(1957), the first program to generate digital audio waveforms. Subsequent
versions—MUSIC II through MUSIC V—refined the paradigm of unit genera-
tors: modular signal-processing components that could be combined to create
complex sounds. Vercoe’s earlier Music 11 (1973) introduced the distinction
between audio-rate and control-rate signals, an optimization that Csound in-
herited and extended. Written in portable C, Csound could run on virtually
any computing platform, democratizing access to sophisticated synthesis tech-
niques previously confined to expensive mainframes and specialized hardware.
Nearly four decades later, Csound remains actively maintained and widely used
in both academic research and professional production.

3.1 Data Preparation

We computed orbital positions and angular velocities for each planet (Mer-
cury through Saturn) spanning one complete Saturn orbit—approximately 29.5
Earth years [7]. The resulting dataset contains roughly 21,500 time steps per
planet. For Mercury, a representative data excerpt appears below:

TIME Xs ys frequency

0 1.2059 0 168.85

0.5 1.20453 0.0530412 168.906

1 1.20044 0.10591 169.074

44 -0.7941  -0.000713 389.38 ; perihelion (maz freq)
88 1.20589  0.00329 168.85 ; one orbit complete

The columns represent: time in days, z-coordinate, y-coordinate, and in-
stantaneous frequency. The frequency column shows the relative pitch value
derived from angular velocity, which is lowest at aphelion and highest at per-
ihelion. Mercury completes one orbit every 88 Earth days. The x and y
coordinates describe the planet’s position in the orbital plane, used for spatial
positioning in the stereo field.

3.2 The Score File

The Csound score file translates our data into note events. Each planet is
assigned an instrument number, and its trajectory is encoded as a series of
pitch points that Csound interpolates as a continuous glissando. We compress
the full Saturn year into 120 seconds of audio:

; kepler.sco - Score file for planetary sonification
; Time compression: 1 Saturn year = 120 seconds
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; Each '?' statement: instrument, start, duration, freq, pan

; Mercury (instrument 1) - excerpt showing glissando points
il 0.000 0.005 168.85 0.50 ; t=0, centered

il 0.005 0.005 168.91 0.52 ; slight pan right

il 0.010 0.005 169.07 0.54

il 0.015 0.005 169.35 0.56

continues for 25,000 events per planet

s

; Saturn (instrument 6) - much slower wariation
i6 0.000 120.0 20.15 0.50 ; single long tone

; Note: In practice, we use GEN routines to load frequency
; tables rather than exzplicit note events for efficiency.

The time compression ratio is approximately 10,759 Earth days compressed
into 120 seconds, meaning each second of audio represents about 90 Earth days

of orbital motion.

3.3 The Orchestra File

The orchestra file defines the sound-generating instruments. Each planet is
rendered as a sine wave oscillator with its frequency driven by the score data.
We add two enhancements: stereo panning based on orbital position, and a
subtle tremolo effect tied to each planet’s axial rotation period.

; kepler.orc - Orchestra file for planetary sonification

sr = 44100 ; sample rate

kr = 4410 ; control rate

ksmps = 10 ; samples per control period

nchnls = 4 ; quadraphonic output (use 2 for stereo)

; Instrument 1: Mercury
; p4 = frequency, p5 = pan angle (0-360 degrees)

instr 1
ifreq = p4 ; base frequency
ipan = pb ; orbital position

; Tremolo based on Mercury's rotation (58.6 Earth days)
; Scaled to perceptible rate in compressed time
ktrem 1fo 0.08, 3.2, 1 ; depth, rate, sine

; Main oscillator with tremolo modulation
asig oscil (0.7 + ktrem), ifreq, 1 ; amp, freq, table
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; Quadraphonic panning (or stereo with locsig)
al, a2, a3, a4 locsig asig, ipan, 1, 0.1

outq al, a2, a3, a4
endin

; Instruments 2-6 follow same pattern with planet-specific
; tremolo rates derived from azial rotation periods:

; Venus: 4.1 Hz (retrograde, 243 days)

;  Earth: 5.8 Hz (24 hours)

;s Mars: 5.6 Hz (24.6 hours)

; Jupiter: 8.4 Hz (9.9 hours)

; Saturn: 8.0 Hz (10.7 hours)

The tremolo adds textural differentiation between planets while encoding
an additional astronomical parameter—each planet’s rotation on its own axis.
This layering of data dimensions (orbital velocity — pitch, orbital position —
pan, axial rotation — tremolo) demonstrates a key principle in sonification
design: independent parameters can be mapped to perceptually distinct audio
attributes.

3.4 Rendering and Output

Csound renders the composition to a multi-channel audio file. The original
version was produced in quadraphonic surround sound, with each planet po-
sitioned spatially in the four-channel field according to its orbital location. A
stereo mixdown condenses this spatial information into left-right panning. The
rendering command is straightforward:

csound -o kepler.aiff kepler.orc kepler.sco

The resulting audio presents all six planets simultaneously, each warbling
through its pitch range at its characteristic orbital period. Mercury’s rapid
oscillations contrast with Saturn’s slow, bass drone, creating a surprisingly
musical texture from purely astronomical data.

4 Spatial Audio Design

The live presentations described the intended perspective: “Imagine that you
are sitting on the sun.” From this heliocentric vantage point, planets orbit
around the listener, their positions in the sound field corresponding to their
orbital coordinates.

The stereo implementation preserves this spatial concept through left-right
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panning, although a few modifications to the Csound orchestra file can render
the piece in 3D, quadraphonic sound. In the current version, each planet’s z-
coordinate from the orbital data determines its position in the stereo field. As
Mercury races through its orbit, its voice sweeps rapidly from left to right and
back. This simple mapping transforms abstract positional data into intuitive
spatial motion that listeners can track even without visual reference.

The panning adds a second layer of information to the sonification: pitch
encodes velocity while stereo position encodes orbital location. Listeners can
thus perceive both how fast a planet is moving (pitch) and where it is in its
orbit (left-right position). This dual encoding exemplifies how sonification can
convey multiple data dimensions simultaneously—an advantage of auditory
display noted in the sonification literature [4].

5 Pedagogical Applications

The composition described in this article has been presented publicly as a
quadraphonic installation at the San Francisco Art Institute (2003) and as
a lecture demonstration at an international conference on Kepler’s legacy in
St. Petersburg, Russia (2019). Neither presentation involved a written paper
or peer-reviewed proceedings; the present article represents the first formal
publication of the implementation and its pedagogical framework. Although
the project has not yet been deployed in a formal course setting, it is designed
to teach concepts spanning computer science, digital audio, and computational
science. The layered encoding of astronomical parameters—orbital velocity
mapped to pitch, orbital position to spatial location, axial rotation to tremolo—
exemplifies the parameter mapping approach to sonification design [12]. Below
we outline intended learning outcomes and suggest exercises for adapting the
material to various courses.

5.1 Learning Outcomes

e Data transformation: Students learn to map numerical data from one
domain (orbital mechanics) to another (audio frequencies), a fundamental
operation in scientific computing and visualization.

e Signal processing fundamentals: The project introduces oscillators,
amplitude modulation (tremolo), and stereo panning—core concepts in
digital signal processing.

e Domain-specific languages: Csound exemplifies a DSL optimized for a
particular problem domain, illustrating language design tradeoffs between
expressiveness and generality.
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e Interdisciplinary computing: Students engage with historical primary
sources (Kepler’s original text) and astronomical data, demonstrating how
computing intersects with other disciplines.

e Creative coding: The project encourages experimentation—students
can modify timbres, add effects, or sonify different datasets using the same
framework.

5.2 Suggested Exercises

1. Extend to outer planets: Add Uranus and Neptune (discovered after
Kepler) to the composition. How do their long orbital periods affect the
sonic result?

2. Alternative timbres: Replace sine waves with more complex waveforms
(sawtooth, square) or sampled instruments. How does timbre affect the
perception of planetary motion?

3. Tempo variation: Experiment with different time compression ratios.
What is the effect of a 60-second piece versus a 10-minute piece?

4. Sonify different data: Apply the same mapping technique to stock
prices, climate data, or network traffic. What makes some datasets more
amenable to sonification than others?

5. Port to another language: Reimplement the sonification in Python
(using pyo or SuperCollider bindings), JavaScript (using Web Audio API),
or another audio environment. Compare the development experience.

5.3 Sample Assignment Prompt

The following assignment prompt is offered for instructors who wish to adopt
this project directly. It assumes students have introductory programming ex-
perience and access to a Csound installation.

Assignment: Planetary Sonification. Using the Csound orchestra and score
files provided in this article as a starting point, complete the following tasks:
(1) Modify the frequency scaling so that Earth’s aphelion pitch is concert A
(440 Hz). Recompute the scale factor and document your calculation. (2) Add
a seventh instrument for the Moon, using the Moon’s orbital period around
Earth (approximately 27.3 days) and its orbital eccentricity (e ~ 0.055) to
determine its pitch range. (3) Replace the sine wave oscillator for one planet
with a more complex waveform of your choice and describe, in one paragraph,
how the timbral change affects the listener’s perception of that planet’s data.
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Submit your modified .orc and .sco files, a rendered audio file, and a brief
written reflection (300-500 words) comparing your sonification choices to the
original design.

6 Conclusion

Kepler envisioned the planetary orbits as an “everlasting polyphony”—a cos-
mic music inaudible to human ears but mathematically precise [5]. Our Csound
implementation renders this polyphony audible, transforming abstract orbital
data into a layered composition where each planet’s voice reflects its astro-
nomical character. Mercury chatters rapidly through its eccentric orbit while
Saturn drones beneath, and the listener, stationed imaginatively on the Sun,
hears the solar system sing.

Beyond its aesthetic appeal, the project demonstrates principles central to
computer science education: data transformation, domain-specific languages,
and the creative application of programming to interdisciplinary problems.
While the specifics here involve Kepler and Csound, the underlying pedagogical
approach is transferable. Any dataset with meaningful temporal or multivari-
ate structure—climate records, seismic traces, genomic sequences, financial
time series—can be sonified using the same parameter-mapping framework.
The essential skills students practice—selecting data dimensions, choosing per-
ceptually appropriate audio mappings, implementing the synthesis pipeline,
and critically evaluating the result—are applicable well beyond this partic-
ular project. Recent empirical work supports the value of such approaches:
[1] found significant self-reported learning gains among participants who en-
gaged with sonified astronomical data, and [13] documented the rapid growth
of sound-based astronomy projects aimed at education and public engagement.

The Csound code is intentionally accessible, suitable for students with in-
troductory programming experience, and is included in full in this article. We
encourage educators to adapt and extend this material for their own courses.
The complete sonification will be performed live at the conference presentation.
We hope this project inspires both scientific curiosity and creative experimen-
tation.

A Companion Audio Resources

To support classroom use and independent exploration, audio recordings of
the sonification are available as downloadable files. Listeners can audition
each planet individually to hear its characteristic pitch range and tremolo,
then experience the full six-voice texture in the combined mix.

Individual Planet Tracks (10 seconds each):
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Mercury (fastest orbit, highest pitch, widest pitch range)
Venus (nearly circular orbit, minimal pitch range)

Earth (very low eccentricity, minimal pitch range)

Mars (moderate eccentricity)

Jupiter (slow orbital period, low pitch)

Saturn (slowest orbit, lowest pitch)

Combined Mix:
e All Six Planets (full composition, one Saturn year)

We recommend using headphones or quality speakers to appreciate the full
frequency range. The spatial positioning is best experienced in a quiet listen-
ing environment. Audio files and additional materials are available from the
corresponding author upon request.
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Enhancing Students’ Understanding of
SQL Aggregate Functions in Nested
Subqueries *
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SQL is a foundational skill taught in the introductory database course.

Aggregate functions are commonly used to summarize data across groups of
rows in a database. For instance, in a university database, they can be used
to calculate the number of students in each department, and to determine the

average number of credit hours taken by students in a given semester.
However, using aggregate functions, especially in subqueries, can be chal-

lenging due to specific rules governing their use. Students often struggle with
these rules, as they are rarely discussed in detail in popular database textbooks.
This proposal introduces an assignment designed to enhance students’ under-

standing of aggregate functions, particularly their use in nested subqueries.

The assignment begins with a review of the following key points:

e SQL aggregate functions are typically used in the SELECT and HAVING

clauses.

e Aggregate functions can appear in the WHERE clause if used within a
subquery, provided that the subquery is fully computed and its result is

available before the outer query executes.

e In many correlated subqueries, the inner query is computed for each
tuple of the outer query. A correlated subquery is a nested query that
references columns from the outer query and is evaluated once per tuple

of the outer query.

*Copyright is held by the author/owner.
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The assignment is based on a database comprising the following relations,
with primary key attributes underlined:
student(id, name, deptName, totalCredits)
takes(id, courseld, semester, year, grade)
course(courseld, title, deptName, credits)
Students are required to use a database management system such as Oracle
or PostgreSQL to write SQL queries for the following tasks:

1. Determine the number of students in each department.

2. Identify the department name and the number of students for depart-
ments with at least three students.

3. Use the WITH clause to create a temporary relation that finds the names
of students who have taken at least three courses.

4. Use the set membership operator to identify students who have taken at
least three courses.

5. Extend the previous query to find students who have taken at least three
courses specifically in the Fall 2020 semester.

6. Use the EXISTS construct to find students who have taken at least three
courses.

7. Write a correlated subquery in the WHERE clause to find students who
have taken at least three courses.

8. Use a derived relation (possibly with the LATERAL clause) to find stu-
dents who have taken at least three courses.

9. Determine the department(s) that has offered the most number of courses.

10. Calculate the average number of courses taken by students during the

Fall 2020 semester.

The questions in this assignment progress in difficulty to encourage students
to solve all of them. The assignment is given after the main SQL material
has been covered and it follows three other SQL homework assignments. The
assignment is designed to reinforce key concepts, including aggregate functions,
nested subqueries, and the rules for using aggregate functions within nested
subqueries.

In prior semesters without this assignment, the author observed that some
students struggled with writing SQL queries similar to what is needed to an-
swer some of the questions in this exercise. However, fewer students faced
such difficulties when the assignment was incorporated. Additionally, written
comments on the course evaluations revealed that several students found this
assignment helpful in improving their understanding of SQL, particularly as it
required them to explore multiple methods for answering the same query, as
demonstrated in questions 3 through 8.
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Software testing is an important topic in software engineering, where stu-
dents learn essential black-box methods such as Equivalence Class Testing
(ECT) and Boundary Value Analysis (BVA). As the use of AI becomes in-
creasingly common in software development, there are increasing opportuni-
ties to utilize Al-supported testing into software engineering courses. This
assignment integrates the use of generative AI with classical black-box test-
ing by using a structured prompt-engineering. Students learn to design clear,
goal-driven prompts to create black-box test cases for a campus-focused social
media application.

The assignment is designed to provide students with hands-on experience
in using Al-assisted test case generation. First, students manually identify
equivalence classes and boundary values for different variables in an assigned
case study. Second, the instructor provides guidance on responsible use of Al
in testing, reviews sample prompts, shares recommended prompt formats, and
helps students avoid common prompt writing errors. Next, students iteratively
refine the prompts to instruct a generative Al tool to produce a set of test cases.
Continuously, students compare the test cases produced by AI with the man-
ually created test cases while evaluating the correctness, completeness, and
consistency of applying ECT and BVA principles. This comparison helps stu-
dents use Al more effectively to generate alternative edge cases or broadening
test coverage, while validating the accuracy of Al generated-outputs.

*Copyright is held by the author/owner.
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Thus, this assignment provides students the necessary practice to apply
prompt engineering in software testing while they continue to learn and ap-
ply essential software testing techniques. Integrating common software testing
methods like ECT and BVA with AT tools helps students understand the prac-
tical capabilities and constraints of Al in modern software engineering practice.
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Firmware Reverse Engineering with
patch-hunter”

Nifty Assignment

Michael Ham
Beacom College of Computer and Cyber Sciences
Dakota State University
Madison, SD 57042

michael.ham@dsu. edu

Universities can attain a National Center of Academic Excellence in Cyber-
security (NCAE-C) designation by meeting the requirements developed by the
National Security Agency (NSA). These designations support quality academic
programs that contribute to the nation’s cyber workforce in the most critical
areas. The Cyber Operations (CAE-CO) designation emphasizes advanced
technical skill sets related to exploitation, reverse engineering, and computer
science.

CAE-CO degree programs are evaluated against the agency’s prescribed
Knowledge Units (KUs) that drive curricular development and learning out-
comes. Several KUs require hands-on labs and applied work, offering in-
sight into intelligence community priorities. Software Reverse Engineering is
a mandatory KU, while Hardware Reverse Engineering and Microcontrollers
are listed as optional KUs. Together, these KUs highlight the importance of
analyzing the security of embedded systems, including wireless routers, IoT,
critical infrastructure, and operational technology (OT). Notable IoT compro-
mises, such as those enabling the Mirai botnet further underscore the impor-
tance of learning capabilities in this area. To support these learning outcomes,
this paper presents a nifty assignment built around patch-hunter, an author-
developed Docker-based firmware analysis toolkit, used to teach firmware dif-
ferential analysis. The assignment is designed for upper-level undergraduate
students with a strong background in computer science and cybersecurity and
integrates into existing reverse engineering or software security courses without
requiring dedicated embedded hardware labs.

*Copyright is held by the author/owner.
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patch-hunter is designed to impart knowledge about the process of firmware
differential analysis, a crucial skill in reverse engineering and vulnerability re-
search of embedded systems. In this experiential assignment, students use
patch-hunter to analyze how firmware updates or patches that exist within
a target wireless router firmware image can reveal newly addressed vulnera-
bilities, added features, regressions, or configuration modifications that may
introduce vectors for compromise. The assignment focuses on Linux-based
embedded firmware, which dominates consumer and enterprise networking de-
vices, allowing students to engage with realistic and widely deployed systems.

Students can build the patch-hunter Docker container locally or run it from
an online container registry. Using patch-hunter, students extract Linux-based
embedded file systems from two versions of a target router’s firmware, compare
their internal structures, and generate structured JSON outputs that eluci-
date modified, added, or removed files. This process of inventorying firmware
changes mirrors professional vulnerability analysis workflows as it helps ana-
lysts minimize the data set for subsequent in-depth analysis. Although the
assignment does not require physical device teardown, it introduces hardware
reverse engineering concepts by analyzing firmware extracted from embedded
devices, examining initialization scripts, configuration files, and binaries that
directly interface with hardware components.

The assignment guides students through querying the JSON results using
jq, with a focus on web application files and other high-value targets that have
historically led to compromise, such as modified CGI scripts or updated bina-
ries related to router authentication. Once a suspect file is identified, students
perform a unified diff or utilize Ghidra’s Version Tracking to inspect it for vul-
nerabilities. This exercise allows students to demonstrate technical proficiency
across multiple tools including Docker, Binwalk, jq, and Ghidra while rein-
forcing fundamental concepts in software reverse engineering, binary analysis,
and vulnerability assessment. This process reinforces reverse engineering as
the reconstruction of program behavior and intent from compiled artifacts.

Upon completion, students are able to extract and compare embedded
firmware images, identify security-relevant changes introduced by patches, and
apply reverse engineering techniques to assess potential vulnerabilities through
screenshots and written analysis of key workflow stages. To achieve higher
levels of cognitive activity, students also provide written evaluations of their
findings to synthesize results in the context of firmware reverse engineering,
helping bridge tool usage with conceptual understanding and interpretation.

patch-hunter’s containerized design ensures the assignment’s portability,
reproducibility, and suitability for both in-person and remote instruction. It is
released as open source at https://github.com/DSUmjham/patch-hunter.
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It is well-known that A-calculus is the foundation of functional programming
languages, and that a good understanding on A-calculus can significantly help
one feel comfortable in coding functional programs. Unfortunately, dealing
with mathematical/theoretical materials is typically a daunting task for com-
puter science majors, and A-calculus is no exception. As such, carefully-crafted
exercises in A-calculus designed to enhance students’ grasp on this subject are
much needed.

The purpose of this nifty assignment is to just provide such an exercise.
Suppose we are given the following syntax of applied A-calculus (which is an
extension of the pure A-calculus)®

M:=c|x|MIM2]| Ax.M (c - constant)
c=tru | fls|if | 0] iszero | pred | succ | fix
Students are asked to use this applied A-calculus to do the following:

(1) Devise a function F' (preferred as the fixed point of some term) that takes

*Copyright is held by the author/owner.

1The reduction rules of the applied A-calculus are omitted here to avoid potential clog of
reading. But they are intuitively understandable. For example, pred(succ M) reduces to M,
iszero 0 reduces tru, if tru M N reduces to M, and fix F reduces to F(fix F).

183



an integer parameter? n, a function parameter f, as well as an integer
parameter z, and returns the result of applying f to = n times. For
example, if n = 3, then the returned result would be f(f(f x)).

(2) Find out what F'2 evaluates to (2 is an “abbreviation” of succ(succ0))
with all derivation steps.

(3) For any (function) g and (integer) y, show that (F'2)(F 2) gy reduces to
g(g(g(gy))) (not g(g(gy))). (Hint: function application order.)

(4) Implement the devised function F' in the actual functional language Stan-
dard ML (SML) and verify that the reduction of (F'2)(F2)gy in the
previous step is correct by utilizing some specific g and .

The solution to this assignment is given below with some elaborations.
(1) The initial solution of F' should be something like
F = An Af.Axif (iszeron) x (F (pred n) f (fx)),

and this recursive definition can be rewritten using the (intended) fixed
point operator, fix, as
F=fixg

where
T = Ag.An A x.if (iszeron) x (g (pred n) f (f x)).

(2) As such, we have
F2
= (fix §) 2
=3 (fix 3) 2
= M.Ax. if (iszero 2) x ((fix §) (pred 2) f (f x))
= M.Ax. if (iszero (succ(succ 0))) x ((fix §) (pred (succ(succ 0))) f (f x))
= M.Ax. (fix §) (pred (succ(succ 0))) f (f x)
= M.Ax. (fix §) (succ 0) f (f x)
= MAx. § (fix §) (succ 0) f (f x)
= M. Ax. if (iszero (succ 0)) (f x) ((fix §) (pred (succ 0)) f (f(f x)))
= M.Ax. (fix §) (pred (succ 0)) f (f(f x))
= M.Ax. (fix §) 0 f (f(f x))
= M. § (fix §) 0 f (f(f x))
= M. Ax. if (iszero 0) (f(f x)) ((fix F) (pred 0) f (f(f(f x))))
= M. if tru (f(f x)) ((fix §) (pred 0) f (f(f(f x))))
= M.Ax. f(f x)

2Note that applied A-calculus is untyped, and there is no way to specify the type of n
to be integer in this framework. So the word “integer” (and others) here only indicates the
intent.
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(3)

So F'2 ends up as a function that takes two parameters f and x (one at
a time), and applies f to x twice.

Let T denote F'2 (for the convenience of writing). Then,
(F2)(F2)gy=TTgy

=(TT ey

= (MM f(fx) T)g) y

=T(Tgy
(MXx f(fx) (Tg)y
(Te)((Teg)y)

= (T g) (elgy))

= g(s(e(g ¥)))
The critical part of this derivation is that function applications associate
to left. That is, PQR is a “shorthand” writing for (PQ)R for any M-
terms P, @, and R. If this evaluation rule is overlooked, a common
miscalculation like the following may occur.

(F2) (F2)gy=TTgy

T(Tgy)

T(g(gy)

s(g(g y))

Here, two crucial errors take place. Step 2 is wrong because it is a vio-
lation of the left-associativity of function applications. Step 4 is wrong
because it erroneously regards T (g (gy)) at step 3 as T taking two ar-

guments g and gy, and carries out the evaluation that way. The correct
understanding for T' (g (g y)) is that T takes g (gy) as one argument.

IEIENIIS

The screenshot of SML/NJ implementation of F' and the execution of
(F2)(F2)gy with g(x) =2+ 1 and y = 0 is shown below.

Standard ML of New Jersey (32-bit) v110.99.5 [built: Mon Mar 18 15:01:51 2024]
- val rec F = fnn => (fn f => (fn x => if n=0 then x else F (n-1) £ (£ x) ));
val F = fn : int -> (’a -> ’a) -> ’a -> ’a

- val g = fn x => x+1;

val g = fn : int -> int

- val y
val y =

03
: int

o

-(F2)(F2gy;
val it = 4 : int

We can see that the SML code for F' is basically the same as the (recur-
sively defined) A-expression of F', which shows the importance of studying
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theory. Also, the fact that (F 2)(F 2) gy evaluates to 4 clearly verifies
that (F2)(F 2) gy reduces to g(g(g(gy))), as expected.

This assignment was given to a senior undergraduate functional program-
ming class and followed by an in-class discussion. Students had already done
some basic A-calculus and SML practices when the assignment was assigned.
The primary response from the class was that this assignment has combined
and clarified many things, especially the g(g(g(gv))) vs. g(g(gy)) issue about
which most students are confused. We believe that this assignment is nifty
since it conglomerates multiple important aspects of functional programming
into one place and can be expected to produce the following gains.

It offers a chance for students to see/practice how multi-variable functions
(which are common in math) can be coded (or “curried”) as single-variable
but higher-order functions in A-calculus which inherently requires all its
functions to have only one variable.

Considering that most students would have coded the function F by using
loops if they were asked to implement it using some imperative language,
this assignment demonstrates how loops (or the idea conveyed by loops)
can be encoded as recursive functions in A-calculus which does not have
the loop construct.

Along these lines, it must be realized that recursive function definitions
rely on function names. But, function names are not an essential part
of A-calculus. In other words, functions are defined directly in A-calculus
without having to be named. Name tags of functions are something
that we artificially introduce for pure convenience when working in A-
calculus. So a fundamental question is: how can we define recursive
functions in A-calculus (without using function names)? This assignment
shows students that fixed point is the answer to the question.

It fully anticipates the g(g(gy)) error that is due to the misordering
of function applications, and prompts students to learn and adopt the
critical “function applications associate to left” rule.

The choice of the applied A-calculus and the involvement of numbers in
this assignment allow students to see how boolean constants and integers
are handled at the theory level. But one thing that students must be
aware of is that the 0 in applied A-calculus is just a pure syntactic entity
that resembles the the shape of number zero. It is not the number zero.
So this assignment offers students a chance to discern between syntax
and semantics of a language.

The SML implementation portion allows students to see how theory and
practice are connected in functional programming.

We hope that this assignment can be found useful by colleagues.
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Ring a Doorbell: A Hands-On
Introduction to Wireless Data Encoding”

Nifty Assignment

Kyle Cronin
Beacom College of Computer and Cyber Sciences
Dakota State University
Madison, SD 57042

kyle.cronin@dsu. edu

Cybersecurity education increasingly calls for activities that bridge abstract
technical concepts with concrete, real-world systems. This assignment, “Ring
a Doorbell,” introduces students to the fundamentals of wireless data encoding
through an interactive, accessible exploration of common household technol-
ogy. Designed for use in secondary, postsecondary, and educator-professional-
development settings, the activity leverages Software Defined Radios (SDRs),
Raspberry Pis, and the increasingly familiar Flipper Zero to demystify wireless
communication while reinforcing ethical cybersecurity practices.

Our university is one of the only in the region focused on developing scal-
able, hands-on cybersecurity learning experiences, with faculty creating a ro-
bust collection of labs and activities for learners ranging from novices to ex-
perts. This assignment extends that tradition by guiding students through
the process of capturing and interpreting wireless signals generated by every-
day devices—such as doorbell buttons, car key fobs, or remote controls—and
connecting those observations to core concepts in data representation, radio
frequency (RF) communication, and device security.

The activity begins with a short preparatory component in which students
research basic RF terminology and consider where low-power wireless devices
appear in daily life. This primes them to enter the lab session with context for
the signal structures they will later observe. During the guided lab, students
use SDRs to tune into the radio frequency used by a simple transmitter and
collect waveform data produced during repeated button presses. Using visual-
izations generated by SDR software, students identify repeating patterns, mark

*Copyright is held by the author/owner.
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bit sequences, and interpret where and how a device encodes its unique identi-
fier. Students often describe this moment as unexpectedly eye-opening—seeing
the literal “Is and 0s” traveling through the air makes an otherwise invisible
process suddenly tangible.

Once students establish a foundational understanding of wireless encoding,
the assignment introduces two tools that are increasingly present—yet fre-
quently misunderstood—in K-12 and college environments: the Flipper Zero
and the Raspberry Pi. Rather than treating these devices as mysterious hack-
ing gadgets, students explore their legitimate instructional uses, including sig-
nal visualization, controlled signal replay with approved devices, and demon-
strations of responsible cybersecurity behaviors. This portion of the activity
emphasizes ethics, safe experimentation, and pedagogically sound ways to in-
tegrate these tools into instruction.

The activity’s premise is that it can be adapted for a specific audience—middle
school learners, high school students, community college cohorts, or in-service
educators. The premise of the equipment is unique in that many educators (and
students, for that matter) have tools like a Flipper Zero on hand, yet struggle
to find any sort of academic utility that may be applied with the tools.

This brief lesson outlines how the core wireless-encoding activity can be
scaffolded, simplified, or enriched based on learners’ prior knowledge and learn-
ing goals. This final step asks students not only to understand the technical
concepts, but also to think like instructors: How does one translate an ad-
vanced cyber concept into an inclusive, developmentally appropriate learning
experience?

Across implementations, the assignment consistently leads to strong en-
gagement and reflective learning. Students report confidence with RF con-
cepts, recognizing the educational potential of emerging cybersecurity tools,
and appreciating the importance of ethical practice. Instructors benefit from a
flexible activity that can scale from introductory computing courses to special-
ized cybersecurity workshops. Because the assignment makes use of inexpensive
hardware and open-source software, it is easy to adopt or adapt at institutions
of varying sizes and resources.

Ultimately, “Ring a Doorbell” provides a memorable, hands-on approach to
teaching wireless data encoding—one that merges technical fluency with curios-
ity, analysis, and responsible innovation. It brings to life a part of computing
that is often invisible and invites learners to explore how everyday technologies
communicate, how signals can be studied, and how educators can use these
tools to create meaningful cybersecurity learning experiences
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Building a Linux Device Driver *
Nifty Assignment

Bin Peng
Computer Science and Information Systems
Park University
Parkuville, MO 64152

bpeng@park. edu

Assignment Description

This assignment is for the input/output module in an undergraduate intro-
ductory operating system course. Students are required to build a read-only
character device driver in C, install it on a virtual Linux machine, and unload it
afterward. The purpose of the assignment is to practice building simple device
drivers for UNIX like systems. Student comments indicated that many enjoyed
seeing a device driver in action besides reading about it in the textbook.

This read-only character device driver tracks the number of times the device
has been opened before the current request and prints out the count on user end
given a read request. Upon a write request, however, the driver only generates
a kernel message to log the request and return. Prior to this assignment,
the course covered input/output module in operating systems and the role of
device drivers in the I/O hierarchy on a typical computing system. Students
have learned basic C syntax in a prerequisite course but do not otherwise have
system programming experience. To prepare students for this assignment, two
additional lectures, one on Linux Kernel module programming basics and the
other on building Linux device drivers, are added to walk students through
the steps. The assignment and lectures are mostly based on chapters 1 to
4 from the Linux Kernel Module Programming Guide [2]. Practices and the
assignment are completed under the root account on a remote Linux machine
at https://linuxzoo.net/ [1] via SSH.

The kernel module lecture covers the following from chapters 1, 2.1-2.2, and
2.5 of the Guide:

*Copyright is held by the author/owner.
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The concept of kernel module,

the init_module() and cleanup_module() functions,

an example makefile to compile the code as a kernel module,

and a walk-through of steps to load and unload the module and verify
the results.

The Linux device driver lecture then explains additional topics needed from
chapters 3 and 4 of the Guide:

e device file vs. device driver,
e the data structure in C to define a device for needed operations,
e C functions to add and remove a character device on Linux,

e an example device driver in C to replicate the /dev/null pseudo device,
and

e the process to install the device driver, create a device file, and perform
read and write on the device. Afterward, delete the device file and unin-
stall the driver.

The assignment then directs students to start with an existing character
device file in ch4.1.5 chardev.c of the Guide. Students are asked to customize
kernel messages, identify and fix a syntax error due to an outdated function
call in cleanup_module(), and complete the whole process to install driver,
create device file, read from/write to the device, and clean up. Figures 1 to 4
show the commands for this assignment.

Figure 1: The compilation and resulting files from the corrected code
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Figure 2: Load the device driver; use 1lsmod to verify the result and dmesg to
view kernel messages.

Figure 4: Perform read and write operations on the device; verify result of
write through kernel messages

Additional Ideas

This assignment was written for students without system programming back-
grounds. For a more advanced student group, the instructions may be simpli-
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fied to let students fill in some of the code or steps. Students may also alter the
given character device driver code to support more sophisticated read /write or
additional operations.

References
[1] Gordon Russell. Linuzzoo.net. Accessed: 2025-12-15. 2025. URL: https:
//linuxzoo.net/.

[2] Peter Jay Salzman, Michael Burian, and Ori Pomerantz. The Linuz Kernel
Module Programming Guide. Accessed: 2025-12-15. 2007. URL: https://
tldp.org/LDP/lkmpg/2.6/html/index.html.
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Al in IT and Business Project
Management: Insights Across the Project
Management Life Cycle*

Panel Discussion

Aziz Fellah, Sheng Chai, Cindy Tu, Yu Zhao
School of Computer Science and Information Systems
Northwest Missouri State University
Maryuville, MO 64468

{afellah, schai, cindytu, zhao}@nwmissouri.edu

1 Summary

This study investigates how Generative Al, including ChatGPT, Gemini, Groq,
and Claude, can enhance the full Project Management Life Cycle (PMLC) in
two courses: the undergraduate course, IT Project Management, and the grad-
uate course, Project Management in Business and Technology. The work is
grounded in a classroom-based setting where Generative Al is used by stu-
dents not as a replacement for student decision-making, but as an assistive
and comparative tool across all phases of the ten Project Management Knowl-
edge Areas: Integration, Scope, Schedule, Cost, Quality, Resource, Communi-
cations, Risk, Procurement, and Stakeholder Management.

Student teams assumed dual roles as stakeholders and developers, creat-
ing diverse projects by defining their own projects as a team, such as web-
sites, mobile apps, and games spanning multiple domains, including education,
healthcare, and entertainment. All projects were then randomly assigned to
other teams, with each team selecting its own project manager to oversee plan-
ning, execution, and control. Each project was evaluated across all ten Project
Management Knowledge Areas, and comparisons were made between student-
driven and Al-generated approaches.

Findings indicate that Al excels in structured tasks, such as scheduling, cost
estimation, and risk analysis, but is less effective in areas requiring creativity,

*Copyright is held by the author/owner.
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including game development, complex stakeholder management, and adaptive
decision-making. These results highlight the complementary strengths of Al
and student approaches, demonstrating the practical impact of Al-supported
project management in educational environments that reflect real-world con-
straints, stakeholder ambiguity, and diverse project domains.

2 Student-Driven vs AI-Generated Project Management

First, students worked collaboratively in teams across the ten Project Manage-
ment Knowledge Areas, using their own problem-solving skills, domain knowl-
edge, and communication practices, without AI involvement. Relying on the
techniques, strategies, and lectures presented in class, teams employed project
management and control tools such as GitHub and Jira to support collabo-
ration, tracking, and project oversight. This student-driven phase captured
how students performed across the PMLC using classical project management
techniques, based on the five process groups and ten knowledge areas outlined
in the Project Management Body of Knowledge (PMBOK).

Next, students applied Generative Al tools to support each phase of the
PMLC and each Project Management Knowledge Area, freely selecting tools
such as ChatGPT, Gemini, Groq, and Claude. Al was used for tasks in-
cluding requirements elicitation, planning, scheduling, risk identification, com-
munication planning, and project documentation, with Al-generated outputs
considered support artifacts. This phase enabled a direct comparison between
student-driven and Al-generated outputs across all knowledge areas.

Students then compared student-generated artifacts with Al-generated out-
puts across all ten knowledge areas, examining accuracy, completeness, contex-
tual relevance, creativity, and adaptability. The results indicate that Al tools
perform differently depending on the knowledge area; for example, Claude ex-
celled in communication tasks, Gemini in scheduling and planning, and Chat-
GPT in requirements-related activities. While Generative Al performed well
in structured, documentation-heavy tasks, it was less effective in areas requir-
ing creativity and adaptive decision-making, particularly in game development
projects.

Findings highlight the complementary strengths of AI and student ap-
proaches, demonstrating the impact of Al-supported project management in
educational settings with real-world constraints, stakeholder ambiguity, and
diverse domains. This work invites discussion on integrating Generative Al
across the PMLC, understanding the strengths of students and AI, and bal-
ancing Al-assisted efficiency with student-centered project management.
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Rethinking the AI Syllabus: Designing
Traffic-Light Policies in CS Courses That
Do Not Backfire*

Workshop

Usamah Moin Mohammed
Computer Science Department
Lincoln Unwversity of Missour:

Jefferson City, MO 65101

mohammedu@lincolnu. edu

Workshop Category

Workshop (hands-on, 90-120 minutes)

Abstract

Generative Al tools such as ChatGPT, Gemini, Copilot, and Claude have
changed how students write, code, and study. While many universities now pro-
vide high-level policy guidance, individual instructors often struggle to trans-
late these broad rules into clear, assignment-level instructions. The result can
be confusion, inconsistent enforcement, and policies that inadvertently punish
legitimate tool use.

This workshop presents a practical, classroom-tested framework for Al poli-
cies in CS courses built around two core ideas: (1) AT use is restricted by default
and only permitted when clearly allowed, and (2) every assignment is labeled
with a traffic-light status: Red (closed to AI), Yellow (restricted AI use with re-
quired disclosure), or Green (Al-integrated work). We move beyond unreliable
detection tools to focus on process, distinguishing between “correction” tools
(e.g., spell-check) and “creation” tools. Participants will leave with ready-to-
use policy paragraphs and a traffic-light scheme tailored to their own specific
assignments.

*Copyright is held by the author/owner.
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Extended Description

1. Goals and Rationale

This workshop is for CS faculty who need to move beyond generic institutional
statements to create defensible, operational AI policies. While some insti-
tutions provide default language, this workshop addresses the gap between
high-level policy and assignment-level reality.

Goals:

e Give instructors a concrete, defensible Al policy structure they can ac-
tually enforce.

e Help them distinguish between everyday correction/accessibility tools
and generative tools that do real intellectual work.

e Provide a simple assignment-level scheme (Red / Yellow / Green) that
students understand immediately.

e Address the limitations of Al detection tools by shifting focus to “cogni-
tive responsibility” and process documentation.

2. Intended Audience and Format

Audience: Teaching-focused CS faculty, lecturers, and instructors; program
coordinators; interested K-12 CS teachers. No Al research background re-
quired.

Format: Hands-on workshop, 90-120 minutes.

Assumptions: Participants bring at least one existing assignment, project,
or exam (printed or digital).

3. Workshop Outline

10-15 min Framing: Overview of the traffic-light model and the re-
stricted by default principle. Discussion on why reliance on
detection software is often insufficient.

15-20 min Components: Walk through a compact Al policy template:
Default Rules, Correction vs Creation, Assignment-Level Rules
(Red/Yellow/Green), Cognitive Responsibility, and Accessibil-

1ty.
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10-15 min Examples: Show how the policy appears in different courses
(intro vs upper-level). Show how one assignment is labeled
Red, another Yellow, and a project Green.

40-55 min Hands-on Redesign:

1. Step 1: Classify each chosen assignment as Red, Yellow,

or Green.
2. Step 2: Write a short Al-use box to attach to that as-
signment.
3.  Step 3: Add a simple Al-use reflection prompt where ap-
propriate.
10-15 min Wrap-up: Share-out of redesigned assignments. Discussion

of edge cases (large classes, online exams) and troubleshoot
participant-specific scenarios.

4. Takeaways
Participants leave with:

e A copy of a full Al policy template discussed in the workshop.

e Short, copyable syllabus paragraphs for default Al clauses and assignment-
level traffic-light labels.

e At least one redesigned assignment or exam handout with explicit Al
rules.

e A brief list of strategies for Al enforcement that avoid over-relying on
detectors.

5. Equipment and Logistics

e Standard projector and screen.

e Whiteboard or flip chart for group examples.

e Participants are encouraged to bring a laptop or tablet for editing their
own documents.
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