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Welcome to the 2025 CCSC Eastern Conference
Welcome to the Consortium for Computing Sciences in Colleges (CCSC)

Eastern’s 41st Annual Regional Conference, hosted this year by Arcadia Uni-
versity in Glenside, PA. We are so happy to welcome all of you to North Philly!
On behalf of the CCSC Eastern Region and the program committee, we greatly
appreciate all the submissions for papers, posters, workshops, panels, and nifty
ideas.

We have been working since the beginning of the year to prepare for the
conference. We have participants coming from at least 30 different organiza-
tions. While the CCSC committee ensured the highest quality of the materials
selected for presentations and demonstrations, the Arcadia faculty, staff, and
students worked to prepare the locations for the event. We hope you enjoy the
activities planned during these two days, and you have a chance to visit the
Castle!

It is also a great honor to have Dr. Chen Chaomei from Drexel University
as the conference’s keynote speaker, inspiring us with the topics of Macro-
scopic Patterns of Change. Additionally, it is a privilege to have Dr. Tom
Way, co-creator of Rephactor, as our banquet speaker with a stunning Magic
of Computer Science. We are so pleased to have both of them share their
experiences and thoughts on the state-of-the-art ideas and future of computer
science education. We are also thankful to our national sponsors, including the
ACM Committee for Computing Education in Community Colleges (CCECC)
and Blossoms AI.

This year, the conference’s steering committee received tremendous interest
in paper submission, and the committee members assembled in person in Glen-
side this past summer to finalize acceptance decisions. We received 22 faculty
papers, and 16 were accepted (72%) after double blind peer review. We also
have 9 faculty posters. Student submissions are at 4 papers and 30 posters.
We also accepted 3 panels, 2 workshops, and 2 Nifty Ideas/Lighting Talks. We
are excited about the wide variety of topics covered at the conference.

Lastly, as co-chairs of this year’s conference, we are very grateful and hon-
ored to work alongside the committee and Arcadia team to ensure this presti-
gious regional forum for computing sciences is a productive experience. We look
forward to meeting you at Arcadia and greatly appreciate your participation
and attendance.

Vitaly Ford and Yanxia Jia
Conference Co-Chairs and Hosts
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The Magic of Computer Science∗

Banquet

Tom Way, Ph.D., Rephactor and Villanova University

Speaker’s Bio

Tom Way is the co-creator of Rephactor, an interactive online textbook for
computer science. He is a soon-to-be Emeritus Professor at Villanova Univer-
sity, where he has taught for over two decades. A professional magician who
once paid his way through college performing magic mostly for children’s birth-
day parties, Tom now combines his expertise in computing and performance
to reveal the magic in computer science itself.

∗Copyright is held by the author/owner.
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Macroscopic Patterns of Change Abstract:
Disruptive technologies∗

Keynote

Dr. Chaomei Chen, Drexel University

Disruptive technologies—most visibly the current storm of AI—can forge
and force profound and swift changes. The value of once unique expertise may
diminish. The reliability of once trustworthy sources may become questionable.
In such an environment, adaptation is essential for regaining a competitive
edge. In this keynote, I will trace recurring macroscopic patterns of change
across art, science, and technology. These patterns reveal high-order insights.
With such meta-knowledge, we can better anticipate change, strengthen our
strategic position, and sustain lifelong learning—while enriching the pursuit of
our aspirations.

Speaker’s Bio

Dr. Chaomei Chen is a Professor of Information Science in the College of
Computing and Informatics at Drexel University in the USA. He is the Editor-
in-Chief of Information Visualization and the Field Chief Editor of Frontiers
in Research Metrics and Analytics. His research and scholarly expertise is in

∗Copyright is held by the author/owner.
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the visual analytic reasoning and assessment of critical information concern-
ing the structure and dynamics of complex adaptive systems. He authored
a series of books on various related topics, including Representing Scientific
Knowledge: The Role of Uncertainty (Springer 2017), The Fitness of Informa-
tion: Quantitative Assessments of Critical Information (Wiley, 2014), Turning
Points: The Nature of Creativity (Springer, 2011), Information Visualization:
Beyond the Horizon (Springer 2004, 2006), Mapping Scientific Frontiers: The
Quest for Knowledge Visualization (Springer 2003, 2013). He is the creator
of the widely used visual analytics software CiteSpace for visualizing and an-
alyzing structural and temporal patterns in scientific literature. His research
has been funded and sponsored by the National Science Foundation (NSF),
Elsevier, IMS Health, Lockheed Martin, and Pfizer. His earlier research was
funded by the European Commission, the Engineering and Physical Sciences
Research Council (UK), and the Library and Information Commission (UK).
He received a B.Sc. in Mathematics (Nankai University, China), an M.Sc. in
Computation (University of Oxford, UK) and a Ph.D. in Computer Science
(University of Liverpool, UK).
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Approaches to Experiential Learning Leading
to Better Job Placement∗

Panel Discussion

Diane Murphy, Alex Mbaziira
Marymount University

Arlington, Virginia 22207
{diane.murphy, mbaziir}@marymount.edu

Abstract

The classic student internship is often hard to find, most notably in summer
2025 with the impact of cuts in government and industry offerings. Coupled
with this is the ongoing reluctance of organizations to hire entry-level talent
that cannot show evidence of their skills through direct work experience. As
skill-based hiring continues to become the norm for technology job placement,
universities and colleges need to become more engaged in simulating the work-
based learning approach before students graduate.

A panel of faculty and students will discuss the array of work-based learning
options available at their institution and the impact on the students’ skills
development, including both technical skills and professionalism, and their job
placement.

Some of the techniques discussed will be: embedded labs; the competition
ecosystem; bootcamps for additional skills development not included in the
current programs; developing and operating a cyberclinic; participating in re-
search initiatives; and learning through teaching, mentoring, and other forms
as part of community outreach.

Professional skills developed include time management, flexibility, elastic
thinking, teamwork, and communication.

Audience participation is encouraged.

∗Copyright is held by the author/owner.
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Impact of AI Tools on Faculty Performance at
Frostburg State University’s Computer Science

Department∗

Panel Discussion

Ying Zheng, Steve Kennedy, Nooh Muhammad,
Yuechen Chen, Zhijiang Chen

Department of Computer Science and Information Technologies
Frostburg State University

Frostburg, MD 21532
{yzheng,sdkennedy,nbany,ychen,zchen}@frostburg.edu

1 Summary

A panel discussion on the impact of AI tools on faculty performance based on
a study conducted at a regional state university.

The objective of this study is to investigate the impact of artificial intelli-
gence (AI) tools on faculty performance in the Department of Computer Science
at Frostburg State University. The study adopted a mixed-method approach
where faculty members were involved in the surveys that were used in data col-
lection about how they use AI and its impact on their teaching. Results from
the survey show that there have been significant improvements such as quick
marking, student engagement as well as general job satisfaction among oth-
ers. Furthermore, faculty satisfaction with teaching increased because grading
took less time while students were more involved too. However, despite its ad-
vantages like those mentioned above; the introduction of this technology faced
some challenges including technical hitches during set-up stages which required
additional expertise than what most people had at first sight. Recommenda-
tions given were based on long-term gains which may only be realized if regular

∗Copyright is held by the author/owner.
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training is provided together with required materials. Having noted down all
these advantages brought about by the use of artificial intelligent tools, it can
be concluded that AI tools can enhance faculty performance effectiveness on
part of teaching although support from the institution is needed for better
outcome achievement. These results provide valuable insights for academic
institutions looking to adopt AI technologies to enhance educational practices
and faculty experiences.
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Students Should Learn to Build GUI
Applications Without Using IDEs∗

Tutorial

Penn P. Wu
Cypress College, Cypress, CA 90630

pwu@cypresscollege.edu

Most modern IDEs (Integrated Development Environments), such as Mi-
crosoft’s Visual Studio (VS), have been adopted by college professors to teach
basic programming and the development of basic GUI (graphical user inter-
face) applications. These IDEs support a wide range of platforms such as Win-
dows Forms (WinForms), WPF (Windows Presentation Foundation), WinUI
3, .NET MAUI (Multi-platform App UI), Blazor Hybrid, and so on. While
intelligent IDEs provide excellent support for building GUI applications, they
abstract away fundamental coding steps required to build the structures and
functionalities to construct an interactive GUI application.

For languages like C# and VB.NET, VS provides intelligent visual designer
that can generate codes and autocorrect errors. Even without human inter-
vention, VS can seamlessly create a Windows form and its GUI components as
well as basic interactive features to make GUI development more automated
for beginners. Interestingly, the rich set of drag-and-drop interfaces of IDEs
can significantly take away the learning opportunities. The ease of use and
automation provided by Visual Studio can shield students from understanding
what happens behind the scenes, not to mention compilation and linking. This
might hinder their learning of how GUI applications truly work. Students of-
ten become highly reliant on IDEs as ”click-and-hope” users, not programmers.
Students are not only puzzled by the AI-generated codes but also lost on the
errors they encounter.

It is generally considered necessary and beneficial for students to learn
hand-coding, particularly in a college-level programming course. When GUI
application development projects are part of the curriculum, this presentation
advocates engaging students in hand-coding GUI applications from scratch

∗Copyright is held by the author/owner.
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without using IDEs, at least to a significant extent for several reasons. First, it
helps students obtain a deeper understanding of the framework, the underlying
structure, object model, and even-driven nature of Windows forms. Second,
students visualize the role of APIs by exploring how “controls” are instantiated,
properties are set, and events are wired up in the hand-generated codes. Third,
experience how to set properties and styles to manually design the layouts of
user interfaces (UIs), implement custom drawing and rendering, and write code
to create GUI elements.

Being able to code GUIs manually is a valuable skill in various coding sce-
narios. Fourth, observe the interoperability with Windows APIs, so students
can understand how to access the lower-level Windows APIs, which is neces-
sary knowledge for developing resource-efficient applications. Fifth, students
can develop transferable skills. The fundamental concepts of UI development
(control instantiation, property manipulation, event handling) learned through
hand-coding Windows Forms are transferable to other UI frameworks and pro-
gramming paradigms. This is a highly demanded skill in the industry.

This presentation will demonstrate how to: (1) design and develop UIs in-
clude a Windows form and several interactive controls as its UI components,
(2) write Visual C# codes to build the Windows form from scratch by hands
without using the Visual Studio IDE, (3) use .Net compliant codes to place
UIs components at the designated locations and fix the layout, style, and for-
mat of every UIs component, (4) manually compile the code in the Developer
Command Prompt which is a console environment, (5) test and execute the
self-executable program (.exe) in both console and GUI environments, and (6)
compare the file size with a similar program built by Visual Studio IDE. The
objective is to explain how hand-coded applications, where developers write
the source code directly without relying on visual designers or code genera-
tors, offer significant advantages. Once students understand the basics through
hand-coding, they can better appreciate and utilize the advanced features of
IDEs for increased productivity in more complex projects.

In an era where visual development tools are prevalent, students need
an instructor-led discussion in hand-coding of GUI applications, especially in
college-level programming courses. This presentation will also showcase how
handcoded applications are compact in file size, customizable in every aspect
of layout and functionality, minimized in overhead by eliminating unnecessary
codes and abstractions added by visual tools, and easier for modification and
revision. Students will realize why hand-coding involves deliberate planning
and debugging. Audiences will take away the pedagogical approach to prepare
instructional materials to guide students through a hands-on coding project.
The sample project can inspire instructors to design more examples to lead
students to build GUI applications without the immediate assistance of IDE
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features. The instructional objective is to encourage students to develop hand-
coding skills by exposing them to simpler text editors like Microsoft Notepad.
Sample lecture notes and a 50-minute lecture video is also furnished upon au-
diences’ request.
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Teaching Database Concepts using Data

Model/MySQL*

Workshop

Syed Ahmed

Computer Science

York Technical College

Rock Hill, SC 29730, USA

sahmed@yorktech.edu

In this workshop Database concepts will be explained using a sample rela-

tional database through data modelling using MySQL workbench to create the

tables, insert data and run queries. Tables created will implement referential,

entity and domain integrity that will also make the database immune to data

deletion and update anomalies. A text �le will be used to insert data to save

time.

Presenter background

I have over thirty-�ve years of experience of teaching computer science courses

that I have taught in Pakistan, Georgia, Nebraska and South Carolina. I

have taught Database using Oracle and MySQL to undergraduate students in

University of North Georgia for over seventeen years.

Intended audience

Faculty and students who would like to enhance their basic understanding of

relational database.

Materials provided

The handout containing detailed step by step instructions for the tutorial will

be provided by the presenter.

*Copyright is held by the author/owner.
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Audio/Visual/Computer requirements

Computer lab with MySQL Workbench version 8.0.30 and projector.
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Comparing Human-Written and AI-Generated
Code∗

Nifty Idea

Carolyn Pe Rosiene1 and Joel Rosiene2

1 University of Hartford
West Hartford, CT 06117

rosiene@hartford.edu
2 Eastern Connecticut State University

Willimantic, CT 06226
rosienej@easternct.edu

As AI becomes ubiquitous, expectedly, more students find it tempting to
rely on generative-AI to write their code for submission. This assignment
tasks the students to compare their own, human-written code (presumably, it
really is their own) against AI-generated code that performs the same purpose.
The target audience is an upper-level course which covers the fundamental
concepts of programming languages and major tools and techniques to im-
plement them including syntax specification; binding and scoping; types and
type systems; control structures; data abstraction; procedural abstraction and
parameter passing; higher-order functions; and memory management; it also
explores key characteristics of major programming paradigms, including their
relationship to the imperative programming paradigm.

This assignment is given at the end of the semester when the crucial topics
have been covered. Students evaluate both sets of code based on (1) paradigm
fidelity, (2) readability and (3) strengths and weaknesses focusing on the differ-
ences between both sets of code. This is given in conjunction with a 10-week
long project where students investigate a language of their choice, and presents
their findings to the class at the end of the semester. This assignment is an
addendum to that project to allow them to critically evaluate their code versus
AI-generated code.

∗Copyright is held by the author/owner.
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Intended Audience: Faculty members working with neurodiverse students
Material Provided: PowerPoint
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Higher Education Institution Websites and a
Lack of Accessibility∗

Nifty Idea

Andrea Wentzell
Computer Science Department

Chestnut Hill College
Philadelphia, PA 19118

wentzella@chc.edu

Frequently, over 1.3 billion neurodiverse individuals face poorly developed
and designed websites, causing issues with communication due to a lack of ac-
cessibility. Many industries fail to implement standards, such as the web con-
tent accessibility guidelines (WCAG), effectively on their websites. One such
industry that may surprise some is higher education institutions (HEIs). The
impact of negative accessibility of HEI websites can cause a lack of interest in
these institutions, despite the rate of neurodiverse individuals attending HEIs
increasing. This talk addresses where small northeastern catholic institutions
stand regarding WCAG 2.0 A/AA standards, error density rates, and types
of errors detected through the WAVE WebAIM application and the WebAIM
Million listing. Findings show that most small HEIs are failing to properly
implement WCAG guidelines and accessibility techniques related to message
interactivity.

Intended Audience: Faculty members teaching accessibility and website devel-
opment/design, students interested in accessibility
Material Provided: PowerPoint
A/V/C Requirements: Computer with access to PowerPoint

∗Copyright is held by the author/owner.
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SimuPilot VR: A LLM-based Black-box Virtual
Reality Exploration∗

Poster Session

Matthew DiGiovanni, Xue Qin
Department of Computing Sciences

Villanova University
Villanova, Pennsylvania, USA
mdigio02, xue.qin@villanova.edu

The Virtual Reality (VR) industry is rapidly expanding, with wide-ranging
applications due to its ability to simulate the physical world in a digital environ-
ment. A major challenge in VR environments is addressing spatial navigation
and user orientation. To address this, we designed a Blackbox solution, Sim-
ulated Pilot for Virtual Reality (SimuPilot-VR), an LLM-driven tool designed
to assist users in navigating VR environments through screen analysis and
task-to-action mapping by prompt engineering. The proposed approach can
be directly applied to any VR application, regardless of the hardware devices
and platforms used.

In particular, the system captures real-time VR screenshots and then prompts
the LLM for a textual description of the identified entities and their spatial
relationships with the user. With this report as context, we then design a
matching system that collects the user’s request as text and matches its intent
with one of the pre-defined actions. The action decision is then translated into
a sequence of executable controller signals. While performing the sequential
actions to complete the user task, the team leverages the LLM to monitor
the task-ending conditions and stop sending the controls when the exploration
goal is achieved. The SimuPilot-VR was evaluated within two scenarios: one
single-target case and one multi-target environment case. Within five tries, the
tool successfully reached target objects with an average of 8 and 6 steps for
each case, respectively. Only one try in the multi-target scenario failed due
to the overshooting of the action (making the item disappear from the view).

∗Copyright is held by the author/owner.
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Ultimately, we discuss future plans, such as context understanding, to address
the observed limitations.
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Traditional Optimization vs. AI-Driven Power
Management∗

Poster Session

Blessing Etih-Engo Tewan, Kimberly Grace Allagnon
Adekemi Adepoju

Advisor: Fahmina Nur Salma
Bowie State University
Bowie, Maryland, USA

This study explores how AI-driven power management can optimize mobile
app performance while reducing battery consumption compared to traditional
optimization methods. Traditional techniques rely on static rules and cannot
adapt to user behavior. In contrast, machine learning models analyze usage
patterns in real-time, enabling dynamic and personalized energy management.
Recent research shows AI methods can extend battery life by up to 40%, im-
prove prediction accuracy, and manage charging more efficiently. By integrat-
ing adaptive algorithms and real-time data, AI offers a smarter, more efficient
approach to mobile battery optimization on iOS and Android platforms.

∗Copyright is held by the author/owner.
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Quantum-Safe Cryptography: Addressing
Algorithmic Gaps for the Post-Quantum Era∗

Poster Session

Lashawna Perry and Xannia Simpson
Advisor: Ruth Agada
Bowie State University
Bowie, Maryland, USA

This project explores the development and deployment of post-quantum
cryptographic (PQC) algorithms in response to emerging quantum threats.
While algorithms like CRYSTALS-Kyber and Dilithium show promise, chal-
lenges remain in integrating them into real-world environments. We analyze
the roles of NIST, IBM, and Google in advancing PQC, and identify perfor-
mance gaps, especially in constrained systems. With Qiskit now installed on
our lab computer, we plan to take a major step into quantum error correc-
tion, a critical factor delaying practical quantum computing, and assess its
implications for secure cryptographic design.

∗Copyright is held by the author/owner.
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Fast Fashion and Computer Algorithms∗

Poster Session

Gracemercy Gichaga, Fahmina Nur Salma
Bowie State University
Bowie, Maryland, USA

This study analyzes how algorithms influence fast fashion trends, and the
resulting toll on the environment through waste and growing landfills. The
studies reviewed look at the various stages of production, manufacturing, mar-
keting and consumption, that contribute to waste at each stage. Studies rec-
ommend the use of AI and machine learning in fashion marketing to allow
(1) automation, (2) improved personalization, and (3) enhanced sustainability
practices within the industry, to build an efficient and environmentally con-
scious fashion market.

∗Copyright is held by the author/owner.
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Local Government Supply Chain Cybersecurity:
Addressing the Implementation Gap in

Resource-Limited Municipalities∗

Poster Session

Sage Despeignes, Titorian Huggins, Devharsh Trivedi
Department of Computer Science

Bowie State University
Bowie, Maryland, USA

{despeigness0426, hugginst0604, dtrivedi}@students.bowiestate.edu

Local governments are under constant threat of cyberattacks, a risk that has
grown as they rely more on third-party vendors and cloud services [5]. However,
many small and mid-sized municipalities (10,000–100,000 population) do not
have enough resources or staff to put strong cybersecurity practices in place. A
recent nationwide survey found that 30% of local governments have no formal
cybersecurity programs, and 80% have fewer than five dedicated IT security
staff [4].

Even when cybersecurity policies exist, there is often a gap between what
is written and what is done. One study found that while many U.S. cities
have formal cybersecurity policies, they struggle to apply them in day-to-day
operations. This highlights the need for better data management, external au-
dits, and staff training [1]. The same gap shows up in procurement and vendor
oversight: most small municipalities do not carefully evaluate the cybersecurity
risks that come with working with outside vendors [2].

An analysis of 38 local government cybersecurity policies showed that none
addressed all categories of the NIST Cybersecurity Framework, and most did
not include third-party risk management [3]. Frameworks like NIST CSF and
StateRAMP provide helpful guidelines for managing vendor risk [5], but many
small municipalities find them hard to use without additional help.

This ongoing undergraduate research focuses on Maryland municipalities to
explore how cybersecurity is handled in procurement policies. We are reviewing

∗Copyright is held by the author/owner.
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local government procurement documents and vendor contracts to see how well
they match up with NIST CSF, StateRAMP, and other guidance, and where
the gaps are.

Early findings show that statewide efforts can help. For example, Maryland
allows local governments to use state contracts to get cybersecurity services at
better prices [6]. This research offers practical suggestions like adding clear
language in RFPs, setting basic cybersecurity requirements for vendors, and
sharing cybersecurity services. These small changes could improve security in
local government systems without adding major costs.
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Rising Cybercrime Complaints and Youth
Vulnerability: A 2021–2024 Trend Analysis∗

Poster Session

Haley Reyes, Hoda El-Sayed
Bowie State University
Bowie, Maryland, USA

As cyber threats evolve in sophistication and scope, youth are increasingly
at risk. Despite this, reported phishing and spoofing complaints to the FBI’s
Internet Crime Complaint Center (IC3) fell from over 323,000 in 2021 to 29,836
in 2024 [1][2]. This poster explores the contradiction between the declining
number of reported complaints and the rising exposure of young users to cy-
ber threats. Drawing on IC3 annual reports and supplemental research from
Internet Matters [3], the UK National Cyber Strategy [5], CISA [4], and FBI
cyber awareness efforts [6], the analysis highlights how shifts in attack vectors,
underreporting, and gaps in digital literacy contribute to growing youth vulner-
ability. The findings suggest that the true scale of youth-targeted cybercrime
may be masked by outdated reporting categories and a lack of cybersecurity
education. This work underscores the need for improved cybercrime reporting
structures and early digital literacy initiatives to address the growing risks fac-
ing young internet users.
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Strategies Used by Attackers to Plan and
Execute Phishing Emails Targeting Financial

Services∗

Poster Session

Cheryl-Devon Twyman, Nia Allen
Octavia Brewster and Esther Sobo

Bowie State University
Bowie, Maryland, USA

{twymanc1115, allenn1006, brewstero0719, soboe0222}@students.bowiestate.edu

Phishing is a deceptive cyberattack method where attackers impersonate
legitimate entities to steal sensitive user information. This research explores
phishing’s impact on the financial sector, a frequent target due to its valuable
data and high transaction volume. We analyzed phishing techniques, com-
mon indicators, and prevention strategies used by financial institutions. The
findings highlight the need for continuous employee training, multi-factor au-
thentication, and real-time threat monitoring to reduce phishing risks.
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Exploring the Application of Feedforward
Neural Networks in Solving Basic Linear and

Quadratic Algebraic Equations∗

Poster Session

Oluwatoyin Kode, Ayomide Aisida, and Oshoriameh Torhira Aminu
Bowie State University
Bowie, Maryland, USA

okode@bowiestate.edu, {aisidaa0727, aminuo0504}@students.bowiestate.edu

This study investigates the use of Feedforward Neural Networks (FNNs) to
solve basic algebraic equations, specifically linear and quadratic forms. While
artificial intelligence is often applied to pattern recognition and statistical in-
ference tasks, its application to symbolic mathematical reasoning remains an
emerging field. This research explores whether neural networks can effectively
learn to solve algebraic equations by identifying relationships between equation
structures and their solutions.

A Feedforward Neural Network is a type of artificial neural network where
connections between nodes do not form cycles. It processes inputs through
layers of interconnected neurons in one direction, from input to output, mak-
ing it suitable for supervised learning tasks like function approximation. The
project explores whether a basic FNN can be trained to accurately solve al-
gebraic equations by learning input-output mappings from a labeled dataset
of algebraic expressions and their correct solutions sourced from Kaggle. This
enables the model to predict the solution to new, unseen equations. The model
is trained on various equation forms and evaluated using performance metrics
such as Mean Squared Error (MSE) and solution accuracy. Preliminary find-
ings suggest that the FNN can generalize across multiple equation types and
solve expressions even without closed-form analytical solutions.

A key advantage of this approach is the FNN’s ability to generate accu-
rate solutions with minimal computational overhead once trained. This opens
up exciting possibilities for real-time applications, such as intelligent tutoring
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systems, potential applications in educational IT systems, and symbolic com-
putation tools for K-12 education. Compared to traditional rule-based solvers,
FNNs offer flexibility, scalability, and adaptability to equation structures be-
yond preset rules. Overall, this work contributes to the integration of machine
learning in symbolic mathematics and lays the foundation for more complex
neural architectures in future research. This study investigates the use of
Feedforward Neural Networks (FNNs) to solve basic algebraic equations, specif-
ically linear and quadratic forms. While artificial intelligence is often applied
to pattern recognition and statistical inference tasks, its application to sym-
bolic mathematical reasoning remains an emerging field. This research explores
whether neural networks can effectively learn to solve algebraic equations by
identifying relationships between equation structures and their solutions.

A Feedforward Neural Network is a type of artificial neural network where
connections between nodes do not form cycles. It processes inputs through
layers of interconnected neurons in one direction, from input to output, mak-
ing it suitable for supervised learning tasks like function approximation. The
project explores whether a basic FNN can be trained to accurately solve al-
gebraic equations by learning input-output mappings from a labeled dataset
of algebraic expressions and their correct solutions sourced from Kaggle. This
enables the model to predict the solution to new, unseen equations. The model
is trained on various equation forms and evaluated using performance metrics
such as Mean Squared Error (MSE) and solution accuracy. Preliminary find-
ings suggest that the FNN can generalize across multiple equation types and
solve expressions even without closed-form analytical solutions.

A key advantage of this approach is the FNN’s ability to generate accu-
rate solutions with minimal computational overhead once trained. This opens
up exciting possibilities for real-time applications, such as intelligent tutoring
systems, potential applications in educational IT systems, and symbolic com-
putation tools for K-12 education. Compared to traditional rule-based solvers,
FNNs offer flexibility, scalability, and adaptability to equation structures be-
yond preset rules. Overall, this work contributes to the integration of machine
learning in symbolic mathematics and lays the foundation for more complex
neural architectures in future research.
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Redesigning Cybersecurity Curriculum in
Technical Colleges: A Modular Approach to

Workforce Readiness∗

Poster Session

Hameed Alzahrani
Marymount University

Arlington, Virgnia, USA

As cybersecurity threats increase and job roles diversify, technical colleges
face growing pressure to adapt their educational programs to align with work-
force needs. Preliminary analysis from a system-wide curriculum review reveals
structural challenges, including duplicated foundational content, limited spe-
cialization, and underutilization of experiential tools. These issues can hinder
student engagement and reduce alignment with industry-defined competencies.

This poster proposes a modular curriculum redesign model that addresses
these challenges through flexible course pathways tailored to varied student
entry points. The proposed model integrates stackable content blocks that align
with key knowledge areas, promotes elective-based specialization, and embeds
soft skills and ethical reasoning across technical modules. It also recommends
the standardized use of cloud-based cyber ranges and virtual labs to ensure
consistent hands-on learning.

The modular approach aims to make the curriculum more adaptive, allow-
ing institutions to accommodate students from diverse technical backgrounds
while maintaining rigor and relevance. It also facilitates better faculty col-
laboration, reduces redundancy, and aligns more clearly with national and
international cybersecurity workforce frameworks.

This poster invites feedback from educators, curriculum designers, and
workforce partners to refine this model. The goal is to support technical col-
leges in delivering more agile, role-aligned, and industry-ready cybersecurity
education programs.
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Enhancing RSA Cryptosystem Performance: A
Comparative Study of Fermat’s Little Theorem

and Chinese Remainder Theorem Versus
Standard Modular Arithmetic∗

Poster Session

Roxan Rockefeller
Bowie State University
Bowie, Maryland, USA

My research focuses on improving the performance of the RSA cryptosys-
tem by comparing mathematical techniques that can replace or optimize the
standard modular arithmetic operations RSA normally relies on. RSA is one
of the most widely used public-key encryption methods, and its security de-
pends on the difficulty of factoring large prime numbers. However, while RSA
is secure, it is not always efficient. The heavy cost of modular exponentiation
makes encryption and especially decryption slower, which is a critical limitation
in applications where speed is essential.

The main goal of this thesis is to investigate whether methods such as
Fermat’s Little Theorem (FLT) and the Chinese Remainder Theorem (CRT)
can make RSA more computationally efficient compared to traditional mod-
ular arithmetic. FLT can simplify exponentiation by reducing large expo-
nents into smaller, equivalent forms, while CRT allows computations to be
divided into smaller modular operations and then recombined for the final re-
sult. Both approaches offer the potential to reduce execution time without
altering RSA’s core security. To evaluate this, RSA will be implemented using
three approaches: standard modular arithmetic, optimization with FLT, and
optimization with CRT. These implementations will be analyzed based on ex-
ecution time, efficiency in key generation, and scalability with larger key sizes.
The comparisons aim to highlight the strengths and trade-offs of each method,
offering insight into where each approach is most effective.
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Ultimately, this thesis seeks to demonstrate how mathematical optimiza-
tions can enhance the real-world usability of RSA. If FLT or CRT consistently
provide performance improvements, the results could support more efficient
RSA implementations in environments where both speed and security are vital,
such as secure communications, digital signatures, and resource-constrained
embedded systems.

2 45



Edge-Based Object Detection for Visual
Assistance Using Raspberry Pi and YOLO∗

Poster Session

Tarron Montgomery, Malachi Gray, Brandon Wiggins,
Staphord Bengesi and Md Kumruzzaman Sarker

Bowie State University
Bowie, Maryland, USA

Visual impairments create substantial barriers to safe and independent nav-
igation, impacting the daily lives of millions. To address this issue, we propose
an edge-based assistive framework that leverages real-time object detection to
enhance situational awareness for the visually impaired. This system is cen-
tered on a Raspberry Pi, which acts as an edge computing device to process
visual data locally, eliminating the need for constant cloud connectivity and
reducing latency.

The framework includes an external USB camera mounted on wearable
gear, such as glasses or a hat, which continuously captures the user’s surround-
ings. The video feed is processed using the Ultralytics YOLO (You Only Look
Once) object detection model hosted on a Flask server running directly on the
Raspberry Pi. Detected objects are converted into descriptive audio cues using
text-to-speech (TTS) technology, and the processed information is transmitted
to the user’s smartphone via a custom mobile app called SightAssist. This
setup ensures users receive real-time, context-aware feedback to navigate their
environment more safely and confidently.

The system emphasizes affordability, portability, and scalability, making it
an accessible solution for broader deployment. Prototype testing demonstrates
the reliability and responsiveness of the proposed framework in real-world sce-
narios, validating its effectiveness in assisting visually impaired users. This
work highlights the potential of combining edge computing, computer vision,
and mobile technologies to develop practical assistive systems aimed at im-
proving autonomy and quality of life.
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Developing Immersive VR for
Anti-Cyberbullying Training∗

Poster Session

Sumedha Gajanan Pol and Edward Heimbach
Pennsylvania State University

Department of Information Science and Technology
Center Valley, Pennsylvania, USA

{eah6105, smp6989}@psu.edu

This project focuses on configuring Meta Quest 3 virtual reality hardware
and Unity software to develop immersive training experiences as part of an
U.S. Bureau of Justice Administration-funded initiative. The primary goal of
this project is to support school personnel in effectively recognizing, managing,
and responding to bullying and cyberbullying scenarios. Under the guidance of
our faculty supervisor, immersive environments are designed to simulate real-
life situations, providing educators, counselors, and students with hands-on
experimental training that encourages empathy, preparedness, and intervention
skills. The technical setup involves integrating Meta Quest 3 with Unity to
create fully interactive VR scenarios. This includes application development,
configuring settings, managing project assets, optimizing performance, and
seamless deployment to headsets. All processes ranging from initial hardware-
software interfacing to content distribution are carefully documented to support
reproducibility and future scaling of the project. Collaboration with faculty
and other project stakeholders ensures that the content is not only technically
sound, but also relevant and aligned with project goals. This interdisciplinary
project bridges technology and social impact using immersive media to tackle
complex social issues in educational environments. The initiative represents a
step in leveraging VR for impactful training that allows students and staff to
create safer and more supportive educational environments. The poster will
describe the development processes, implementation plans, and goals of the
project. Screenshots of the applications will also be included.
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Simulating and Mitigating Quantum Noise in
the Variational Quantum Eigensolver Algorithm∗

Poster Session

Peter Annis and Abe Kassem
University of Mary Washington
Fredericksburg, Virginia, USA

pannis, akassem2@mail.umw.edu

This research investigates the impact of quantum noise on the Variational
Quantum Eigensolver (VQE) algorithm and evaluates multiple error mitigation
strategies to improve computational accuracy on NISQ devices. Using IBMs
Qiskit quantum computing framework, we implement and analyze VQE simula-
tions for small molecular systems, with simple molecules (e.g., lithium hydride
(LiH)) as our primary test cases. Our study employs a multi-faceted approach
including noise simulation and characterization, error mitigation techniques,
and a comparative analysis. We conduct comprehensive benchmarking across
multiple metrics including energy estimation accuracy and computational over-
head and attempt to leverage modern approaches from the relevant literature
where possible.

Expected outcomes include a quantitative assessment of error mitigation
effectiveness across different noise regimes, open-source Jupyter notebooks im-
plementing all techniques for community use and extension, and insights into
the interplay between variational optimization and error mitigation in hybrid
quantum-classical algorithms. This work contributes to the growing body of
knowledge on making quantum algorithms practical for near-term devices, di-
rectly supporting the quantum computing community’s goal of achieving quan-
tum advantage in scientifically relevant problems despite hardware limitations.
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Impact of Demographics on COVID-19
Outcomes in New Jersey∗

Poster Session

Ummu Yuzugulluer, Ching-yu Huang
Kean University

Union, New Jersey, USA

This project examines COVID-19 outcomes in New Jersey using a three-
year dataset from March 2020 to March 2023.

We combined the county_data table, which includes daily case and death
counts, with the uscities_2024 dataset that provides demographic information
such as population, education, income, and health insurance coverage. The
combined dataset was cleaned and processed in MariaDB and DBeaver and
visualized using Power BI. We transformed the cumulative case and death
counts into daily values, aggregated them monthly, and calculated ratios using
county populations. These steps allowed us to capture the major COVID waves
and compare patterns across counties.

We looked at demographics that might relate to COVID outcomes. Coun-
ties with higher health uninsured rates had higher death ratios, with correlation
around 0.4. Income and education looked weaker at first. When we split the
data into two periods, before vaccines (Jan 2020-Apr 2021) and after vaccines
(May 2021-Sep 2022), the differences became clearer. In the first period, edu-
cation showed almost no relation to death ratios(r=0.04). In the second period,
counties with higher college education levels had lower death ratios(r=-0.23).
This may be connected to vaccine use.

These results give a simple picture of how COVID spread across New Jersey
counties and how demographics played a role. The work shows that using
database tools and basic visualizations can help track the waves of the pandemic
and compare areas over time. It also shows that linking health data with
demographics can explain some of the differences between counties and give
useful ideas for public health planning.
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Analyzing Prompt Effectiveness in Generating
Feedback for Programming Errors∗

Poster Session

Quan Nguyen1, Chrisma Ndlovu2

1VNU-HCM High School for the Gifted
Ho Chi Minh City, Vietnam

2West Chester University
West Chester, Pennsylvania, USA

student230431@ptnk.edu.vn, cn1030173@wcupa.edu

This project investigates various prompting structures and their corre-
sponding feedback. We aim to understand which prompting structures have
the potential to deliver feedback that are most meaningful and actionable for
students. A baseline prompt template was developed. A set of twelve different
prompts was created and studied. We develop an automated framework with
an integrated local LLM to feed various prompts in combination with more
than 3,000 error messages. These errors were collected from actual student
submissions from a computer system class over four semesters. We observed
notable differences in the generated feedback, particularly regarding the level
of details and clarity. These results will be integrated into a larger LLM-backed
Autograder with Feedback Framework.
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Enhancing the Testing, Training and Learning
for Driver License with Deep Learning∗

Poster Session

Taruna Suryawanshi and Tracy Nyamnjoh
Advsior: Osman Guzide

Shepherd University
Shepherdstown, West Virginia, USA

This study explored the use of deep learning to train an artificial intelligence
model to enhance driver license testing and learning by classifying driving im-
ages. The model vehicle was taken from the open-source resource Microsoft
AirSim, and was used within Unity’s Unreal Engine environment. Our research
focused on good and bad driving behavior. The data collected were snapshots
categorized as either “on road” or “off road”. To create this AI model, we utilize
TensorFlow and Keras to normalize our data. We built a convolutional neural
network (CNN) using TensorFlow’s Sequential API. The model was trained
over 20 epochs, with performance being evaluated on accuracy, precision, and
recall. The results of this training showed that the model was able to identify
the visual features between the “on road” images and the “off road” images.
Once the model was trained, it can be used on new directories containing
various images in various weather conditions. By applying CNN to driving
imagery, our research highlights how machine learning can easily enhance driv-
ing safety features by recognizing good and bad driving. While this research
focused on visual classification, future research could develop models that can
classify additional data – such as speed and steering angle. With more time and
advancements, this study could also lead to the research of aircraft training.
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Identifying Emotions in Text∗

Poster Session

Jassiris Nunez
Advisor: Navya Martin Kollapally

Department of Computer Science and Technology
Kean University

Union, New Jersey, USA
nunezjas@kean.edu

With the rapid growth of social media, millions of people express their emo-
tions through short posts, often revealing deep personal feelings. In light of
tragedies like school shootings, analyzing these posts could provide early inter-
vention and promote mental health awareness. AI, particularly using BERT
transformer models, has shown the ability to detect emotions such as love,
sadness, anger, and fear from text [3].

This project builds and tests an AI-based emotion detection system us-
ing BERT and real-world social media data. The model examines each word
in a sentence to output the emotion conveyed [2]. We implemented Python
scripts and drew inspiration from Google’s GoEmotions dataset [1]. While the
model accurately identifies single emotions, it struggles with mixed emotions
or shorter posts, often defaulting to neutral. Longer posts, over 100 words,
provided more context and improved accuracy.

We collected over 2,000 posts from Twitter and Reddit related to depression
and anxiety, manually filtering to 600 posts per platform ranging from 100–500
words. Posts were annotated with 4–5 fundamental emotions to evaluate AI ac-
curacy against human judgment. We predict that longer posts enhance emotion
recognition, expecting model accuracy of 75–80% for selected emotions. Fu-
ture improvements include fine-tuning for shorter posts, expanding the model
as a mental health chatbot, and possibly creating a browser extension to alert
authorities to concerning content.

Challenges included API limitations, mixed emotions, and neutral default
predictions. Manual data collection allowed targeted selection of posts that
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tested the model’s capabilities.
In summary, this study highlights both the potential and limitations of

transformer-based models like BERT for social media emotion detection. Re-
sults show the importance of contextual depth in text for accurate emotion
recognition and suggest promising applications in digital mental health sup-
port. Future work may explore sarcasm detection to further enhance AI’s
ability to understand nuanced human emotions.
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Leveraging Multi-Agent AI Architectures and
Large Language Models for Stock Price

Prediction and Automated Trading∗

Poster Session
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Shepherd University

Shepherdstown, West Virgnia, USA

We present a prototype that investigates how multi-agent AI and Large
Language Models (LLMs) can support stock prediction and automated trading.
Our system coordinates specialized agents:

1. a sentiment agent that uses an LLM to distill market sentiment from
news, forums, and social media;

2. a prediction agent that evaluates price-only models (linear and polyno-
mial regression, decision tree, random forest, LSTM, and transformer)
on historical data; and

3. a decision agent that fuses signals to propose trades in a paper-trading
simulator.

Using public API to fetch available daily price data and a chosen set of
machine learning algorithms, we observe that simple, well-regularized linear
regression with rolling features outperforms more complex models for 1–5 day
forecasts on noisy equities such as AAPL, while polynomial regression and
tree-based models are sensitive to large swings, and LSTM/transformer vari-
ants tend to overfit on limited data. Incorporating the LLM sentiment score
modestly improves prediction consistency during news-heavy periods and re-
duces obvious false positives.
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Our results suggest that a modular multi-agent design combining lightweight
statistical models with LLM-based sentiment can yield clearer, more reliable
signals than complex deep models alone. We also discuss limitations and out-
line next steps, including richer feature engineering, broader asset coverage,
and live execution safeguards. This work presents a practical and extensible
framework for practicing AI programming, as well as teaching and learning
AI-driven trading concepts.
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Can virtual reality help people with mental
illness?: Improving mood and relieving stress∗

Poster Session

Bill Nguyen
Chestnut Hill College

Philadelphia, Pennsylvania, USA
nguyenb@chc.edu

This research study will investigate how virtual reality (VR) can serve as
an effective or complementary tool for mental health professionals alongside
their traditional methods in improving mental health, particularly those who
have experienced anxiety and depression. Due to recent technological advance-
ments in immersive technology, this study will evaluate the impact that virtual
reality-supported therapy can have as an effective method compared to tradi-
tional methodologies. By using mixed methods, the research will combine a
quantitative assessment with qualitative participant feedback to help under-
stand the efficacy, engagement, and overall value of a VR-based intervention.
This will incorporate participant surveys before and after the VR session to
obtain knowledge or insight into the participants’ mood changes and outlook.
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Evaluating LMS Usability and Accessibility for
Students and Instructors∗

Poster Session

Kenisha Thapa and Diya Adhikari
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Computer Science
Caldwell University
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{kthapa1, dadhikari, vveksler}@caldwell.edu

This human-centered study of Learning Management System (LMS) effec-
tiveness presents a multimethod approach involving surveys, heuristic evalua-
tion, Universal Design for Learning (UDL), and accessibility audits of widely
used LMS applications: Blackboard Learn, Blackboard Ultra, and Canvas.
Our goal was to examine effectiveness and accessibility from both student and
instructor perspectives, and to provide best practices for LMS design and de-
velopment.

We collected survey data capturing experiences of students (n = 45) and
instructors (n = 50) with Blackboard. Students generally found routine tasks
such as submitting assignments (M = 4.67, mean on a 1–5 scale) or posting
to discussion boards (M = 4.15) straightforward, though course layouts of-
ten caused navigational overload. Instructors reported greater challenges with
quiz creation (M = 3.20), gradebook management (M = 3.98), and module
organization (M = 3.48).

Heuristic evaluations confirmed these differences, showing that Blackboard
supported basic functions but became confusing for complex activities like grad-
ing and module organization. Canvas offered a cleaner, more structured inter-
face for students but introduced workflow inefficiencies for instructors. Accessi-
bility audits (WAVE, axe DevTools) revealed contrasting barriers: Blackboard
Ultra relied heavily on ARIA (Accessible Rich Internet Applications) attributes
instead of semantic HTML and included unlabeled buttons and missing alter-
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native text, while Canvas demonstrated stronger labeling and structure but
critical issues in grading and quiz features. UDL analysis highlighted gaps in
engagement and system feedback across both platforms.

Overall, Blackboard proved functional for repetitive student tasks, while
Canvas provided a streamlined student experience but required refinement for
instructor workflow and accessibility. This research underscores the impor-
tance of integrating usability, accessibility, and inclusivity into LMS develop-
ment. Future work will expand surveys and interviews and propose a combined
evaluation framework that institutions can adopt to assess and improve LMS
effectiveness.
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Using Static Application Security Testing;
Combining Security with Development∗

Poster Session
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Application security is increasingly becoming a point of focus for developers
who have security sensitive services. According to Verified Market Research,
the global DevSecOps market is projected to grow from USD 9.72 billion in
2024 to USD 22.72 billion by 2032, showing a compound annual growth rate
of over 13% [1]. Within this sphere one of the most popular tools is Static
Application Security Testing (SAST) which is predicted to grow from 0.64
billion dollars in 2024 to 1.24 billion dollars by 2034 [2]. More than 65% of
enterprises have already adopted SAST within their DevSecOps pipelines, and
cloud-based deployments account for 58% of current usage, underscoring a
clear industry trend toward scalable, automated solutions. This poster out-
lines the integration of SAST within the DevSecOps lifecycle and highlights
its benefits, challenges, and practical applications. Over the summer, I worked
with the CECOM Software Assurance Lab where Black Duck was leveraged for
projects. While specifics are classified, this poster demonstrates how Sonar-
Qube, an open-source SAST platform, can provide similar value in academic
settings. By embedding SonarQube scans into the development pipeline, devel-
opers receive immediate feedback on insecure coding practices, injection flaws,
and hardcoded secrets before software reaches production.

The benefits of this integration are significant. Organizations with mature
DevSecOps practices resolve vulnerabilities 11.5 times faster than less advanced
peers [3], while also reducing remediation costs by addressing flaws early in the
lifecycle. In addition, continuous scanning ensures that compliance require-
ments are consistently met, reducing the burden on security teams. Despite
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challenges such as false positives and the need for developer training, the tra-
jectory of adoption is clear: DevSecOps, powered by tools like SonarQube, is
rapidly becoming a standard in building resilient, trustworthy software. This
poster demonstrates how integrating SAST tools into development not only
strengthens security but also accelerates delivery and reinforces confidence in
modern IT infrastructure.
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Detecting Plagiarism through Visualization of
Coding Activity Logs∗

Poster Session
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Advisor: Vladislav D. Veksler1
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The advancement of AI-assisted coding tools has made plagiarism detection
in programming assignments increasingly challenging. Traditional plagiarism
detection approaches, which typically analyze only the final submitted code
(e.g., similarity metrics and classifiers), often fail to capture behavioral cues
embedded in edit logs. This project investigates visualization-based techniques
to expose these cues and assist plagiarism detection.

Using Python assignment logs collected via the LectureAssign VSCode ex-
tension, five types of visualizations were generated: (i) edit ratio plots, (ii) size
versus cursor position charts, (iii) burst and pause visualizations, (iv) timeline
heatmaps of editing activity, and (v) smoothed cumulative character count
series. Playback within VSCode confirmed that the observed patterns corre-
sponded to authentic coding behavior, with smoothing particularly enhancing
the interpretability of dense cumulative character count data.

Effectiveness was assessed through a survey of computer science students,
who ranked visualizations based on their usefulness for detecting plagiarism.
The size versus cursor position chart proved to be the most informative, as
cursor movement consistently indicated copied work. Timeline heatmaps and
smoothed cumulative character counts were also considered valuable, while
other approaches offered limited additional insight.
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These findings suggest that cursor-based interactions constitute key signals
for plagiarism detection. Future work will refine smoothing methods, extend
them to additional visualization types, and develop automated anomaly de-
tection tools capable of seamless integration into grading workflows, providing
scalable and transparent support for academic integrity.
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RAG-Based Privacy Policy Analysis for Mental
Health Apps∗

Poster Session
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Advisor: Yanxia Jia
Arcadia University

Glenside, Pennsylvania, USA
{mding_02, zkang@arcadia.edu, equ, jxu_02, jiay}@arcadia.edu

Privacy policies play a vital role in explaining how mobile apps collect, use,
store, and share user data. For mental health apps, safeguarding privacy is
especially critical due to the sensitivity of the information involved. However,
these policies are often lengthy and complex, making manual analysis both
time-consuming and error-prone for researchers and practitioners. Large Lan-
guage Models (LLMs) offer a promising avenue for automating policy analysis,
yet their reliability is limited by hallucination.

We developed a Retrieval-Augmented Generation (RAG)-based Question
Answering (QA) system, implemented with Haystack, to analyze privacy poli-
cies of mental health apps. The system extracts answers to privacy-related
questions from the privacy policy documents, for example, whether the app
collects user data, what kinds of data are collected, whether user data is shared
with third parties, and which third parties receives it. By integrating advanced
RAG techniques and evaluation methods with Haystack, our approach reduces
hallucination risks while improving the accuracy and trustworthiness of auto-
mated policy analysis.
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Tranquilify: Selective Sound Suppression with
Embedded Hardware∗

Poster Session

Katherine Connelly
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Moravian University
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{connellyk, bushj}@moravian.edu

This project aims to develop wearable technology specifically for assist-
ing individuals suffering from misophonia, a condition in which certain sounds
trigger intensely negative emotional, physiological, and behavioral responses.
There is limited research and minimal knowledge on this matter, and the preva-
lence of triggers like chewing, coughing, and sniffling presents continuous chal-
lenges for those affected. To address the current gap in effective coping strate-
gies, the intention is to create headphones that block all external sounds and
then reproduce filtered, trigger-free audio to the wearer

To suppress specific sounds, an embedded system will be used within the
headphones. Audio is collected with two electret microphones spaced for bin-
aural processing, filtered using machine learning on the embedded system, and
played back with standard earbuds. This method enables the headphones to
capture audio from their surroundings, eliminate trigger sounds, and provide
real-time playback to the user.

The objective is to design hardware suitable for running the algorithm with
minimal latency (50 milliseconds or less), which is crucial for the user’s ability
to engage normally with their environment. Additionally, emphasis will be
placed on gathering data to utilize in training the machine learning algorithm,
with a focus on versatility to make the headphones suitable for a range of
different sound triggers.
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Machine Learning Approach to Real-time
Selective Sound Suppression∗

Poster Session

Yousuf Kanan
Advisor: Jeffrey Bush
Moravian University

Bethlehem, Pennsylvania, USA
{kanany, bushj}@moravian.edu

This project aims to design and implement a real-time machine learning
model that filters out specific sound triggers associated with misophonia, such
as coughs and throat clearing, while allowing all other environmental sounds,
such as conversations, to pass through. Traditional noise-canceling systems
block entire frequency ranges or crude patterns, but using a machine learning
model trained to recognize and suppress only the sounds identified as triggers.
The software component of this project consists of separating sounds from the
environment into multiple sources using DUET, a sound separation algorithm
[1]. Then, running each individual sound through a machine learning model to
determine whether or not the sound is a trigger. The non-trigger noises will
then be reconstructed, allowing them to be played back to the user.

A major challenge in this project lies in hardware limitations; for the brain
to remain unaffected by lag, system latency must stay less than 50 ms due to
synchronization between audio and visual stimuli [2]. This constraint requires
balancing computational power with a compact form factor. This project is
seeking to create assistive technology that improves the quality of life for those
with misophonia and other auditory processing disorders, while advancing the
field of embedded machine learning.
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Monitoring Online Misinformation Using
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Poster Session

Sarah Ainani
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Kean University

Union, New Jersey, USA

The proliferation of misinformation on digital platforms has become a sig-
nificant concern for individuals seeking reliable information, particularly in
critical situations. Messages, broadcasts, weather reports, and government an-
nouncements could be manipulated, influencing the public’s perception. Social
media networks, with their evolving content reaching a broad user base, have
become common ground for the circulation of misleading narratives and ideas.
Regardless of intent, its consequences have proven severe, with disruption of
emergency responses and amplifying fear and division within society. Crisis
events such as wildfires highlight the importance of addressing misinformation.
During natural disasters, accurate and precise information is key to effective
public safety measures. False evacuation notices, false location, bold claims
with no proven evidence can move civilians into hazardous areas and delay
compliance with instructions given. Vosoughi, Roy, and Aral [1] demonstrated
that false news spreads rapidly on twitter and shows a broader reporting com-
pared to factual reporting, which is 70% more likely to be retweeted. This
further complicates the role of emergency services, senators, leaders, and pub-
lic figures.

Traditional misinformation detection models that use keyword-based filters
or logic classifiers, these models offer standard effectiveness when applied to the
Twitter content. These models tend to classify sarcastic or partial truths as not
high in confidence, meaning not likely to be factual. In contrast, transformer-
based Large Language Models such as RoBERTa offer context to their reason-
ing, which allows for interpretation and tests the model on its knowledge. This
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study evaluates whether such LLM models can detect fatal events such as the
California wildfires and examines the likelihood of misinformation from tweets.

This study highlights that a content aware LLM model on an annotated
wildfire Twitter dataset will significantly outperform traditional classifier mod-
els in detecting misinformation. The study further shows that misinformation
in critical events shows a linguistic pattern that the model picks up, such as con-
spiracy theories or exaggerated claims, which is captured by the transformer-
based classifier.

The foundation of this study was the gathering of tweets from the Califor-
nia wildfire timeline. Tweets were collected between January and April 2025,
covering political commentary, emergency news reports, and live updates. A
total of 156 tweets were chosen reflecting the general landscape of the twitter
website. Attention was given to balance the dataset by organizing them by
categories, opinion, news, and personal bias, to keep the data represented and
identified, rather than leaning on factual samples. For example, tweets includ-
ing verified updates like a Sky News report on wildfire containment numbers.
It was predicted that transformer based LLM models would achieve a higher
accuracy race compared to baseline classifiers. Results confirmed this hypoth-
esis, and the logistic regression classifier achieved a 68% accuracy on tweets
with truth but contain personal opinions, while the rule-based model scored
a 58%. The RoBERta base misinformation bot did deliver the best results as
predicted, giving a 85% confidence rate, with news article linked tweets were
screened as true, while heavily personal statements were caught at a higher
rate, where the other models remained neutral. Qualitative analysis shows
that the strengths of large language models are in handling complex emotions
versus factual statements. For example, one tweet from a user claims, “This is
how quickly the fire ran completely out of control. California Governor Gavin
Newsom and Mayor Karen Bass failed to ensure the state was prepared; even
worse, they cut funding.” This received a 0.19 confidence, making the like-
lihood of this being false, and the twitter user stated conspiracy theories or
stating broad claims.

These results confirm the predicted outcome they also support the find-
ings of Thorne [2], who emphasized that verification and context are essential
for misinformation detection. Similarly, Hussain [3], who discussed that the
transformer-based models outperform traditional models.

The broader societal relevance of this research, however, relies on its appli-
cation to public media forums during crisis events. In wildfire scenarios such
as the California Wildfires in early 2025, misinformation can cause residents to
panic or underestimate the risk. False claims about where the fire was started
or how many casualties have been reported create a rift in communication.
This also puts emergency responders at risk due to negligence or lack of reli-
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able information, creating a need to assist more people. A component of the
misinformation bot highlights a common critic of artificial intelligence models
and their black and white classifications. By providing justifications, clarifi-
cations, and context, this proves essential for public agents and social media
platforms to further the technology for detecting misinformation.

Beyond accuracy, the significance is in the ability of these models to de-
termine human attitudes and provide an explanation of the output. Future
work would include multilingual datasets and multimodal misinformation fea-
tures for videos. By highlighting the misinformation detection during extreme
crises, this study shows the potential of the LLM approach to give out clear
and correct information.
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Ricardo Urbaez
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The growth of user-generated text on digital platforms has produced an
immense amount of emotionally rich content. Understanding these emotions
is important for mental health research, human–computer interaction, conver-
sational systems, and digital well-being. Yet, emotion detection remains one
of the most difficult challenges in natural language processing because online
language is shaped by slang, sarcasm, mixed tones, and cultural nuance. This
project asks whether large language models (LLMs) can reliably capture how
people actually express emotions in everyday online communication.

To explore this question, we developed a reproducible pipeline in Python
consisting of four main tasks: collecting Reddit data via the official API, pre-
processing text to remove inconsistencies, applying LLMs for classification,
and mapping outputs to structured emotion labels. We used the GoEmotions
dataset, which defines twenty-seven fine-grained emotions, as the foundation
for classification and evaluation. From more than two thousand Reddit posts,
we created a benchmark of six hundred posts from mental health communities
such as r/depression and r/SuicideWatch. Each post was labeled with up to five
emotions by two annotators, with disagreements resolved through discussion
to ensure reliability.

Preliminary findings show that models captured frequent emotions such as
admiration, approval, and gratitude, reflecting the supportive tone of these
communities. However, rare emotions like pride and grief were harder to de-
tect. The models performed well on short, direct statements but struggled with
sarcasm, idiomatic expressions, and posts containing mixed emotional signals.
These limitations underscore the challenges of applying LLMs in real-world
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contexts. The next phase involves formal evaluation using precision, recall, F1
scores, and confusion matrices. We will also compare models such as Qwen,
Claude, and Gemini using the same benchmark. This work contributes a trans-
parent framework for testing and highlights both the potential and limitations
of LLMs in emotion detection.
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This research investigates user vulnerability to phishing attacks in academic
environments and explores AI-powered strategies for prevention. It synthesizes
�ndings from behavioral and psychological studies to understand why students
and faculty remain susceptible to phishing attempts, even with existing training
and technical defenses. Special attention is given to the role of generative AI,
which enables adversaries to craft realistic and adaptive phishing emails that
evade traditional detection mechanisms.

The project evaluates current technological defenses and highlights their
limitations against AI- generated phishing. To address these challenges, it
proposes a dual strategy: (1) tailored, interactive educational interventions
that account for diverse learning styles and promote a culture of proactive
reporting, and (2) an AI-based phishing detection model built using a Naive
Bayes classi�er with TF-IDF features and heuristic checks.

The expected poster will illustrate the problem of phishing in academia, the
added risks posed by AI-driven attacks, and proposed multi-layered solutions
combining human and technological defenses. Future directions include re�ning
detection accuracy, expanding phishing datasets with AI-generated samples,
and developing gami�ed cybersecurity training modules.

*Copyright is held by the author/owner.
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The U.S. Zip Codes Database offers a rich and diverse collection of demo-
graphic, economic, and social data spanning 41,561 zip codes and 86 variables.
This study explores how this dataset can serve as a powerful educational tool
for teaching students the fundamentals of data analytics and data mining. By
working with real-world big data, students gain hands-on experience in data
preprocessing, exploratory data analysis (EDA), and data mining techniques,
equipping them with industry-relevant skills.

A core component of this study involves demonstrating how to write SQL
queries to extract, transform, and load (ETL) data from large tables into struc-
tured datasets suitable for analysis. Students will learn how to filter and aggre-
gate data, join tables efficiently, and apply various transformation techniques
to prepare data for visualization and statistical modeling. Through practical
exercises, they will develop a deeper understanding of data wrangling, query
optimization, and database management.

Furthermore, this study introduces students to key data mining techniques,
including clustering, correlation analysis, outlier detection, and predictive mod-
eling. By applying these methods, students will uncover meaningful patterns
and trends within demographic and socioeconomic data, gaining insights into
income disparities, population distributions, housing characteristics, and other
critical factors. The integration of visualization tools will enable students to
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present their findings through interactive charts, maps, and dashboards, rein-
forcing their ability to communicate data-driven insights effectively.

By leveraging real-world data and hands-on learning, this approach en-
hances students’ analytical thinking, problem-solving abilities, and technical
proficiency. The study highlights the effectiveness of experiential learning in
data science education, demonstrating how structured engagement with large-
scale datasets can prepare students for careers in data-driven industries such
as business intelligence, urban planning, and public policy.

Keywords: Big Data Analytics, Demographic Analysis, Correlation, Cluster-
ing, Outlier, Data Mining
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Generative AI tools are rapidly transforming teaching approaches and the
learning experience in computer science education. This poster examines how
generative AI can be integrated into teaching methods, including programming
instruction, homework feedback, and personalized learning support, aiming to
improve both teaching quality and learning effectiveness.
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In the 1980s, the concept of information literacy, the need for workers to
effectively use information resources, was widespread in the educational ecosys-
tem. Organizations like the American Library Association and UNESCO have
significantly promoted its importance in education and society. Information
literacy is the precursor to other concepts that demand literacy. For example,
we have seen digital and/or media literacy programs in the European Union
(EU) and the United Kingdom.

In 2025, the absence of global standards for measuring artificial intelli-
gence (AI) literacy could lead to a significant gap in understanding and using
AI responsibly. AI literacy is the knowledge, skills, and mindset required to
understand, interact with, and critically evaluate AI systems. It enables indi-
viduals to use AI responsibly, assess its impact, and make informed decisions
in an AI-driven world. The EU AI Act, the world’s first comprehensive AI reg-
ulation, has provisions related to AI literacy, but does not mandate programs.
Several countries have developed AI education for all school levels, and offer
programs for workers and the public. In the US, several states have added AI
literacy to their curriculum standards but there are no federal mandates.

These global disparities highlight the need for consistent global standards.

∗Copyright is held by the author/owner.
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We investigate whether English-based programming languages cause chal-
lenges for non-English speaking learners and possible ways to help and support
learners. In particular, we focus our attention on native Spanish speakers.

Through this investigation, we first identified challenges for non-English
speakers to learn English-based programming languages. These challenges in-
clude (1) inconsistent translations of keywords and programming patterns, (2)
limited translations of higher level concepts, and (3) incompatible grammar
structures. Secondly, we surveyed programming languages and libraries that
are Spanish-based such as JaibaScript, Latino, PseuToPy, and Tango. All of
these languages have faced some degree of difficulty when it comes to adop-
tion. We propose that adoption could be improved with (a) eliminating the
need to download a new compiler or runtime environment, (b) implementing
better compatibility with English-based languages including standardization of
keywords, patterns, and conversions, and (c) establishing English and Spanish
descriptions of all keywords, patterns, and programming concepts.

Finally, we initiated a multipronged attempt to enable and support future
projects that benefit Spanish speaking learners of web development technolo-
gies including HTML and JavaScript. In particular, we developed a lightweight
JavaScript-based library called HabloCode that supports automatic translation
of HTML tags, attributes, and special values. This library allows for the cre-
ation of web-based language variants that will run in web browsers without the
need to download any compiler, plugin, or runtime environment. Furthermore,
we carefully listed official JavaScript keywords, global functions, standard built-
in methods, and properties from W3C and ECMAScript documentation. We
then began translating these technical terms from English to Spanish. Along
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with each translation, we include a description in both English and Spanish.
We hope to make these translations available to the public with the ability for
developers to propose improvements and collaborate on standardization across
English and Spanish languages.
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This study explores the public discourse surrounding the July Uprising of
Bangladesh as represented on Reddit, a global social media platform known
for its open, user-driven conversations. The uprising, marked by widespread
protests, civic unrest, and government responses, sparked significant attention
both within Bangladesh and among the international community. By analyz-
ing user-generated content—including comments, posts, and discussions from
relevant subreddits such as r/Bangladesh—this research investigates the evolv-
ing sentiment, key narratives, potential misinformation, and broader global
perceptions associated with the event.

Employing a combination of natural language processing (NLP) techniques,
sentiment analysis, and topic modeling, the study reveals how digital commu-
nities construct and disseminate meaning around politically charged events.
Special attention is paid to the temporal dynamics of discourse, the influence
of diaspora voices, the spread of factual versus misleading information, and the
framing of protest-related content.

This research contributes to the fields of digital political sociology, compu-
tational social science, and media studies by demonstrating how global plat-
forms like Reddit function as transnational spaces for activism, solidarity, and
information exchange. It further underscores the importance of computational
methods in capturing the nuances of public opinion and collective memory
formation in the age of digital protest.
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Real-time audiovisual labeling systems are an unrealized need for cost ef-
fective video annotation of human activity. In an educational setting, this
labeling is used in classrooms to collect information about engagement and
activities while performing classroom tasks. Audiovisual labeling is typically
done on pre-recorded video rather than during the activity, and the extra over-
head of labeling the video often leaves many recordings without annotation.
Recent advances of self labeling during recordings of a single person are not
adequate for annotation in a group setting, and advances in labeling multi-
person recordings use off site labelers requiring high bandwidth networking.
A cost effective recording tool for more natural settings should allow multiple
people to perform real time labeling independently during the recording. This
requires timing synchronization across devices to ensure accuracy in resource-
constrained environments.

We propose a novel method for real-time video labeling systems that lever-
ages QR codes displayed on mobile devices to add context to labels sent over
Bluetooth LE to achieve time synchronization with minimal drift. This ap-
proach departs from traditional clock synchronization protocols and addresses
the limitations of resource-constrained environments. Additionally, we discuss
the data annotation process in educational settings, utilizing Android and iOS
devices as BLE beacons to send annotations to the central server recording
the video. We demonstrate the efficacy of our proposed system by achieving
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accurate synchronization strategies that have between 0.2 seconds and 2.0 sec-
onds of drift, enhancing the efficacy and accuracy of real-time video labeling
for a variety of user activities and using labelers. In addition to describing the
time synchronization of a data collection tool, we illustrate this audiovisual
labeling system as a research platform where computer science students can
explore user interface design, usability, message encoding, and audio and video
processing techniques.
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The health impact of microplastics has raised growing concerns recently. A
significant portion of the microplastic issue consists of plastic bags and films.
Each year, up to one trillion plastic shopping bags are produced globally, ac-
cording to an article published by the United Nations Environment Programme
in December 2021. To encourage plastic bag recycling, it is essential to de-
velop technology that helps the public identify recyclable bags correctly and
efficiently.

It is challenging to automate plastic bag recognition, though. Plastic bags
often lack resin identification codes or symbols, such as type 2 (HDPE) or 4
(LDPE), making it difficult to determine if they are recyclable. Visual fea-
tures, such as shape and color, even though important in object recognition,
are not sufficient to correctly recognize the categories of plastic bags and films.
Bags and films can be transparent and have various and changeable shapes.
The objects enclosed in transparent bags and films could be recognized instead.

In this research, we

• Investigated the current AI tools’ capability to recognize plastic bags and
wraps from images with and without text prompts;
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• Proposed a new AI-based approach for recyclable plastic bag and film
recognition, which integrates textual context information into computer
vision to focus the recognition on bags rather than their contents or other
objects in the same images; and

• Developed a software application of this approach and tested it on 44
images of samples of shopping bags and produce bags, achieving 80%
overall accuracy.
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Service learning, despite its benefits, is challenging for first-year comput-
ing students to take advantage of. Traditionally part of a curriculum, it is
usually not offered at the first-year level. First-year students, as newcomers
in computing communities, have fewer connections, compared with established
community members, and thus have limited access to extracurricular service
opportunities in computing. First-year commuter students face additional chal-
lenges, such as longer travel time to campus, longer work hours, or extra family
obligations. To motivate and engage first-year commuter students through ser-
vice learning, it is crucial to create service opportunities that are flexible and
appropriate to their knowledge and skill.

We implemented an extracurricular service-learning program with easy en-
try and a minimum, flexible time commitment for the first-year computing
students on our urban commuter campus. We used the following strategies:

1. Creating roles with easy entry by:

• Choosing technical skills that first-year students can quickly learn to
assist others, such as the “Teachable Machine,” an online platform
that enables users to quickly program a machine learning model and
experiment with images for classification.

• Assigning first-year students as workshop facilitators for high school
outreach and providing upper-level students experienced in outreach
activities as peer mentors and team leads.
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2. Make the experience:

• Valuable. We selected a high-demand topic for students to be trained
to serve, and incorporated observing and interacting with upper-
class students.

• Fun. We provided refreshments, festival decorations, and souvenirs
at both our training and service events.

• Convenient. We arranged training at students’ convenience and pro-
vided asynchronous training with videos to accommodate students’
busy schedules.

Our preliminary data show that the program increased the first-year students’
engagement and motivate them to pursue their majors. The students reported
that the activities were “engaging,” “fun,” “eye-opening,” “helpful,” and moti-
vating.
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The evolving landscape of AI, including Generative AI, Large Language
Models (LLMs), and autonomous Agentic AI, offers transformative potential
for cybersecurity education and workforce development from high school, com-
munity college, to four-year college levels. AI agents, leveraging LLMs as their
core reasoning engine, perceive environments, set goals, and execute multi-
step actions through reflection, planning, tool use, and multi-agent collabo-
ration. These technologies enhance learning and training by enabling hyper-
personalized learning experiences with dynamic curricula, real-time threat in-
telligence, and code vulnerability detection. Agentic AI serves as an intelligent,
personalized tutor, offering real-time feedback on critical skills like coding, se-
curity, incident response, and digital forensics. Multi-agent systems provide
realistic cybersecurity simulations and consistent automated assessment, such
as multi agent automated essay scoring, demonstrating improved consistency
over stand-alone LLMs. They can also detect plagiarism and monitor student
achievement.

However, significant challenges persist. A critical AI literacy gap among
educators is prevalent, with 40% identifying as beginners. Ethical concerns
include algorithmic bias, data privacy, student over-reliance leading to cogni-
tive offloading and uncritical reproduction of AI-generated content, and dual-
use risks (AI for offensive cyberattacks). The advent of quantum computing
also necessitates quantum-resilient defense strategies against emerging crypto-
graphic threats.
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Successful integration demands strategic, human-centered implementation,
prioritizing well-balanced curriculum design, comprehensive faculty training,
and community outreach. All these efforts will together cultivate a highly
skilled, adaptive, and ethically conscious cybersecurity talent pipeline. This
poster presents the outcomes and experiences of our investigation.
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In the aftermath of natural disasters, conventional communication infras-
tructure often fails, making Delay-Tolerant Networks (DTNs) a critical al-
ternative for enabling connectivity in disrupted environments. DTNs use a
store-carry-forward approach to overcome intermittent connectivity, but their
performance is influenced by both routing protocols and buffer size. While
prior studies have suggested that buffer size has a greater impact on message
delivery success than routing strategy, these findings have largely been based
on comparisons between similar flooding-based protocols. This study investi-
gates whether buffer size or routing protocol selection has a greater effect on
data delivery success in post-disaster DTNs. Using realistic firefighter mobility
traces from wildfire scenarios and the Opportunistic Networking Environment
(ONE) simulator, we found that routing protocol choice also have a signifi-
cant impact on delivery probability compared with buffer size. Our findings
underscore the importance of protocol design in resource-constrained DTNs.
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Phishing attacks represent a critical threat to academic communities, ex-

ploiting user vulnerabilities and undermining cybersecurity measures. This

literature review investigates users' susceptibility to phishing schemes, partic-

ularly in the context of AI-driven attacks. It examines the psychological and

behavioral factors contributing to user exploitation and the emerging trend

of AI-based phishing tactics. Furthermore, the review highlights prevention

strategies, including AI-enhanced cybersecurity awareness training and ad-

vanced detection mechanisms. This review outlines the current landscape by

synthesizing recent �ndings in user behavior, phishing methodologies, and de-

fensive frameworks. It identi�es essential avenues for future research to bolster

cybersecurity in academic settings.
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Most modern AI assistants rely on cloud infrastructure to function, which
raises significant concerns for institutions that require regulatory compliance,
privacy, and local data sovereignty. This project introduces Cassie, a fully of-
fline AI assistant designed to operate entirely without internet access while pre-
serving long-term memory using a structured, queryable local database. Cassie
is deployed through a hybrid setup: a LLaMA-based language model runs on a
2020 MacBook Air for all AI inference, while a Wi-Fi tethered Samsung S23+
Android smartphone handles the user interface and structured memory via
SQLite. All conversations, preferences, and contextual state are stored locally,
persist across reboots, and are never transmitted to external servers. Through
weeks of live testing, Cassie demonstrated consistent memory recall, contex-
tual adaptation, and reliable operation across sessions in a fully air-gapped
environment. Her architecture enables deployment in sectors where cloud-
based AI is not permitted, such as education, healthcare, defense, and finance.
Cassie was developed under the Solace AI llc Student Research Division, using
a method licensed from Solace AI llc. This paper describes the student-led
implementation and testing of Cassie, an AI system built under that license.
All development and write-up were conducted by students within the Student
Research Division. To our knowledge, no existing system integrates fully offline
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inference, persistent user-specific memory, cross-device modularity, and com-
plete network isolation using consumer hardware. This project demonstrates
that ethical, secure, and practical AI deployment is achievable without relying
on cloud services or surveillance-based infrastructure.
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This paper explores the integration of machine learning with domainspe-
cific knowledge to enhance the accuracy and reliability of epidemic prediction
models. Traditional models predominantly rely on historical case data, of-
ten overlooking critical contextual factors such as government interventions,
symptom correlations, and disease transmission patterns. To address this lim-
itation, we plan to construct a knowledge graph using Neo4j that will link
key entities, including diseases, locations, symptoms, and preventive measures.
Although the knowledge graph is yet to be implemented, it represents a signif-
icant component of our ongoing work and is expected to contribute structured,
semantically rich features to future predictive models. In the current phase
of the study, we focused on collecting and analyzing public sentiment data
from Reddit. Using custom Python scripts, we curated a high-quality dataset
by extracting posts containing epidemic-related terms. Sentiment analysis was
then applied to assess public emotional responses and perceived coping capacity
during outbreaks. Preliminary findings suggest that integrating contextual sig-
nals—such as public sentiment—can improve the interpretability and potential
performance of epidemic forecasting models. This work lays the groundwork for
future enhancements through knowledge based feature engineering and high-
lights the value of contextual information in data-driven epidemic modeling.
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Abstract

Despite the growing recognition of the importance of interdisciplinary
AI education, most existing curricula remain narrowly focused on com-
puter science related disciplines, leaving students from non-technical
fields under-prepared to engage with AI (and particularly generative AI
given its transformative impacts and broad social relevance). This work
makes several key contributions to fill this gap. First, we define the con-
cept of generative AI literacy and propose an intersectional course frame-
work that integrates essential technical knowledge with domain-specific
applications and societal implications. Second, we present a fully im-
plemented course design that balances foundational concepts with prac-
tical, hands-on experiences using accessible tools. Third, our approach
emphasizes ethical, legal, security, and social dimensions of generative
AI, aligning with the principles of liberal arts education while preparing
students for real-world challenges. We also detail the strategies used to
overcome key implementation challenges, offering a replicable model for
institutions seeking to integrate similar initiatives.

1 Introduction

Despite the growing need and interest in interdisciplinary AI education [7],
there remains a significant gap in delivering AI literacy to students across all
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copy without fee all or part of this material is granted provided that the copies are not made
or distributed for direct commercial advantage, the CCSC copyright notice and the title of
the publication and its date appear, and notice is given that copying is by permission of the
Consortium for Computing Sciences in Colleges. To copy otherwise, or to republish, requires
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majors, including healthcare, business, education, the arts, and beyond. In
higher education, AI curricula have traditionally been developed primarily for
computer-related disciplines [1], often requiring a strong technical background.
The recent rise of generative AI, however, has fundamentally removed the tech-
nical entry barrier by enabling non-experts to interact meaningfully with AI
systems through natural language and intuitive interfaces. Most university
curricula have not kept pace with this shift, leaving students under-prepared
to critically and effectively use AI in their respective fields. This work aims at
filling this gap and presenting an AI course design for all majors. The novel
and unique features of our course design include the following. First, we adopt
a technology-informed approach that introduces key technical foundations at a
conceptual, just-enough level to deliver essential understanding without over-
whelming details. Second, among the broad fields of AI, our design centers
on generative AI models and related foundational concepts (e.g., neural net-
works), given their accessibility and far-reaching impact across all academic
disciplines. Third, we provide a balanced integration of theoretical founda-
tions and practical applications, enabling students to develop a well-rounded
and applicable understanding of AI. Fourth, our design offers an integrated
exploration of the AI landscape, with particular emphasis on cross-disciplinary
considerations such as the ethical, legal, security, safety, and societal implica-
tions of AI. Ultimately, this course equips students to be AI-ready for academic
pursuits, and prepares them to thrive in the workforce. To the best of our
knowledge, this work represents the first initiative in the literature to adopt a
generative-AI-centered approach for AI literacy education.

The rest of this paper is organized as follows. Section 2 summarizes the
related literature on AI literacy. Section 3 formally elaborates the concept of
Generative AI literacy. In Section 4, we present the detailed course implemen-
tation design. In Section 5, we present the major implementation challenges
and resolving strategies. Finally, Section 6 concludes this paper.

2 AI Literacy

AI literacy is commonly defined as a collection of AI-relevant competencies.
The authors of [8] conducted an exploratory review to identify key competen-
cies that enable individuals to “critically evaluate AI technologies, communicate
and collaborate effectively with AI”, and use AI as a tool in different settings.
However, despite the concreteness and comprehensiveness of this definition,
many of the identified competencies extend beyond the technical background
typically held by students outside of computer science disciplines. The au-
thors of [12] investigated a core AI competencies framework tailored for non-
computer science undergraduate students based on semi-structured interviews
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with professionals working at the intersection of AI and other disciplines. Due
to the diverse backgrounds and the limited pool of the interviewees, however,
the resulting competencies lack a high degree of “consensus” and may not fully
represent the perspectives of professionals from other fields, such as biology and
chemistry. The work by the authors of [11] explored AI literacy for broader
audiences beyond higher education, incorporating recent advancements in gen-
erative AI through a comprehensive literature synthesis. The authors identified
key pillars of AI literacy with knowledge sets that can be tailored to different
audiences ranging from K-12 students to the general public.

We classify and generalize the methodologies for AI literacy across all ma-
jors from the literature into three main categories. The first category is the
discipline-tailored approach, which involves creating customized curricula for
each discipline to address AI-relevant topics within that field. For example, the
authors of [7] proposed a 36-credit interdisciplinary AI learning module con-
sisting of 13 courses, specifically designed for students from eight disciplines:
Computer Science, Law, Education, Humanities, Social Science, Information
Systems, Biomedicine, and Nursing Sciences. Second, the technical-focused
major-oblivious approach emphasizes the technical experience and understand-
ing of AI processes, irrespective of the student’s major. For instance, the
authors of [6] presented an experience report on an introductory AI course
designed for students from various disciplines. The course covered technical
topics, such as analyzing AI applications, machine learning and big data, com-
puter vision, and natural language processing. Additionally, students engaged
in hands-on AI practices, including training machine learning algorithms and
developing smart assistants through coding. This approach aimed to convey AI
literacy through direct technical engagement and hands-on experience with AI
processes, complemented by stimulated discussions based on these experiences.
Third, the brute-force approach spans AI topics across various interdisciplinary
fields. The works mentioned above ([8], [12], and [11]) fit into this category, as
they attempt to identify a union of the set of skills necessary for AI literacy.

Our work in this study distinguishes itself from the existing literature in
several key aspects. First, we propose an intersectional approach that con-
centrates on the core nexus of technical AI skills across disciplines. Second,
different from most existing approaches in the pre-generative AI era, we focus
on Generative AI literacy (among broad fields of AI) given its relevance and im-
pact. Third, in alignment with the spirit of liberal arts education, we maintain
a balanced coverage of technical details and real-life impacts across different
disciplines (e.g., legislation and healthcare), resulting in a technology-informed
approach. Finally, unlike most of the existing literature that primarily focuses
on theoretical definitions of AI literacy, we adopt a define-and-build approach
with a detailed course implementation design.
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Table 1: Generative AI Proficiencies
Proficiencies Details

Technical Foundations A conceptual grasp of techniques
that power generative systems.

Practical Proficiency Select and engage generative AI models/tools
for general or domain-specific applications.

Human-Centered Use Critically assess, verify, and interpret AI outputs
with human oversight in decision-making.

Impact Awareness Awareness on ethical, legal, security, safety, societal
and other implications of generative AI.

3 Generative AI Literacy: Definition and Proficiencies

Generative AI literacy aims to equip students with the core skills and crit-
ical awareness essential across all disciplines, preparing them for success in
academic pursuits, personal life, and future careers. For the first time, we
formally define Generative AI literacy as follows in Definition 1.

Definition 1: Generative AI Literacy refers to the interdisciplinary
knowledge and skills that encompass both technical proficiency and an informed
awareness of the ethical, legal, security, safety, social, and economic implica-
tions necessary to effectively and responsibly evaluate and engage with gen-
erative AI technologies across diverse domains. Based on this definition, we
identify four key proficiencies including Technical Foundations, Practical Pro-
ficiency, Human-Centered Use, and Impact Awareness as presented in Table
1. These proficiencies generalize the principles of co-intelligence as articulated
in the book by Mollick [9]: to work effectively alongside AI systems, individ-
uals require a “working understanding” of foundational AI concepts as cap-
tured in the Technical Foundations proficiency; Mollick emphasizes that the
most effective way to learn about AI is through direct interaction: “talking” to
models, experimenting with their capabilities, and uncovering their strengths
and limitations, underpinning the Practical Proficiency; the philosophy of a
co-intelligence partnership in which humans critically interpret and filter AI-
generated outputs before making decisions is embedded in the Human-Centered
Use proficiency; the concerns raised in the book regarding the implications of
generative AI are broadened in the Impact Awareness proficiency.

4 The Course Implementation Design

In this section, we present the detailed course design.
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4.1 Background and Course Learning Objectives

As an urban liberal arts institution, our student body includes majors from
Humanities, Natural Sciences, Social Sciences, Business, Nursing and Health
Sciences, and Education. Over 50% of our university’s undergraduate students
come from underrepresented ethnic groups, and students taking this course
typically have little or no prior experience in technical subjects. Based on
these considerations, we propose four course learning objectives (CLOs) that
embed the four proficiencies defined above, respectively. For each CLO, the
corresponding measurable learning outcomes (MLOs) are also elaborated.

CLO 1: Understand AI Fundamentals

MLO: Explain the basic concepts of data, artificial intelligence, ma-
chine learning, neural networks, and large language models.
MLO: Explain the differences between traditional AI and generative
AI.

CLO 2: Apply AI Systems Effectively

MLO: Understand the choices of AI models based on the task.
MLO: Develop effective prompting strategies to optimize AI-generated
outputs.
MLO: Utilize AI for different applications, such as research, presen-
tations, and major-relevant tasks.

CLO 3: Analyze AI Systems Critically

MLO: Understand the issues related to AI output, such as bias,
misinformation, data privacy, ethical issues, intellectual property,
and legal issues.
MLO: Apply critical thinking to assess and validate the accuracy
and correctness of AI-generated responses.
MLO: Establish an ethical code for the use of AI tools.

CLO 4: Assess AI Impacts

MLO: Understand the typical security exploits related to generative
AI, such as AI jail-breaking and social engineering.
MLO: Analyze and evaluate the ethical, legal, and other social im-
pacts of generative AI.
MLO: Analyze and evaluate the impacts of generative AI on respec-
tive majors.
MLO: Understand possible solutions to mitigate negative conse-
quences.
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4.2 Module 1: From Turing Test to Generative AI - AI Introduction

This module is associated with CLOs 1, 2, and 3, which introduces the historical
development of artificial intelligence from a human-centered perspective. We
begin with the Turing Test, proposed by Alan Turing in 1950, which evaluates
a machine’s ability to exhibit intelligent behavior indistinguishable from that
of a human. The discussion then traces major milestones in AI evolution
including expert systems, machine learning, and deep learning, leading up to
the transformative rise of generative AI.

Additionally, this module aims to provide non-technical answers to founda-
tional questions, such as: What is AI? What is not AI? What are the major
sub-fields of AI? It also addresses and corrects common misconceptions, such
as the assumption that AI systems reason like humans. These discussions col-
lectively help students develop a more accurate and grounded understanding
of AI’s true capabilities and limitations. As part of this introduction, we fur-
ther distinguish between traditional AI and generative AI, elaborating on the
unique ethical considerations posed by generative technologies. In this con-
text, we establish a class-wide code for the ethical use of AI tools. Students
are expected to disclose any AI-assisted work, include prompting logs with their
submissions, and explain how the outputs are interpreted and validated. By
addressing these issues in the first module, we lay a foundation for responsible,
transparent, and reflective engagement with AI throughout the course.

This module includes two hands-on projects, summarized in Table 2. In
the first project, students conduct a Turing Test on ChatGPT and Gemini,
evaluating each model’s responses to questions involving personal experiences,
emotional reactions, humor, moral dilemmas, and linguistic play. By scoring
and comparing these responses, students assess the extent to which each AI
can mimic human-like behavior. The second project introduces role-playing
techniques with generative AI tools. Each student engages with ChatGPT by
assigning it a role aligned with their academic major. For instance, a criminal
justice major may prompt it to act as a legal advisor. Students are encouraged
to experiment with different queries and identify limitations in the AI’s output
through discipline-specific queries.

4.3 Module 2: Data and Models - How Does AI Work?

This module supports CLO 1 and serves as the only technology-focused com-
ponent of the course. It adopts a hands-on approach to introduce students to
the foundational elements underlying generative language models. To provide
students with a “what you see is what you get” experience, we rely on visualiza-
tions, demonstrations, and user-friendly block-based programming projects. To
explain the mechanism of neural networks, we demonstrate the process of train-
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ing a neural network model on the MNIST dataset, a widely used collection of
grayscale images of handwritten digits, in Google Colab [3]. A pre-configured
code template and visual tools from [14] are also provided to students to elim-
inate technical barriers, enabling students to focus on experimentation rather
than syntax. Students can adjust key training parameters, such as learning
rate, number of layers, activation functions, and training epochs, to observe
their effects on model performance. This hands-on activity offers an accessible
entry point into core AI concepts like data-driven learning, model evaluation,
and model optimization, all within a cloud-based environment that requires
no software installation. To further demystify the structure of large language
models, we introduce the visualization tool [13] to conceptually illustrate the
transformer architecture, which is the innovation that enables modern language
models to scale efficiently and understand contextual relationships within text.

Figure 1: Model Testing in [10]

Figure 2: Training a LM in [10]
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Table 2: List of Projects
Project Name Details Module

Turing Test Perform and compare Turing Tests 1
on ChatGPT and Gemini

Simulated Expert Prompt ChatGPT to simulate a domain 1
System expert role from respective majors

Training a Neural Use data to train a neural network 2
Network Model model for recognizing cats and dogs
A LM-based Train a LM 2

Assistant to implement a chatbot assistant
Prompt Engineering Perform tasks using basic 3

Basics prompt engineering skills
Advanced Prompt Perform tasks with advanced 3

Engineering techniques or using reasoning models
AI Misuse and Explore jail-breaking techniques 4
Exploitation and perform case studies on AI misuse

AI Applications Apply and identify AI tools in 5
study, personal life and work

Recent Advancements Explore recent AI advancements/impacts, 6
and Impacts and present findings using AI tools

Additionally, we incorporate two hands-on projects to provide realistic ex-
periences and stimulate students’ interest in AI models, as detailed in Table 2.
In the third project, students develop a cat/dog image classifier using a pro-
vided code-free template [10]. This project allows students to interact with key
concepts in training and testing models by modifying the dataset and tuning
parameters through an intuitive interface. After model training is complete,
students can test their models using hand-drawn images (see Fig. 1) and fur-
ther extend the project by importing the model into Scratch to build a simple
application. Scratch is a block-based visual programming language that is
particularly well-suited for beginners as its drag-and-drop interface resembles
snapping together LEGO blocks to form programs. In the fourth project, stu-
dents are guided to train and interact with a language model (LM) that can
be customized in multiple settings (see Fig. 2). The trained LM can respond
to prompts and provide domain-specific support, such as suggestions relevant
to a nursing major. This model can also be imported into Scratch (as in Fig.
3) to create an interactive virtual assistant, further enhanced with voice com-
mands by integrating a pre-trained machine learning model for speech-to-text
conversion.
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Figure 3: A Virtual Chatbot Application Developed at [10]

4.4 Module 3: Prompting and Model Selections - How to Interact?

This module aligns with CLO 2 and CLO 3 by introducing the principles of
prompt engineering and developing essential skills for interacting effectively
with AI systems. Students learn techniques for input design, prompt formu-
lation, and result interpretation to optimize AI outputs. The module also
explores distinctions among different types of generative AI models including
image, video, and text generators, as well as reasoning and non-reasoning mod-
els, which prepare students with the ability to evaluate and select appropriate
AI tools for tasks relevant to their academic disciplines or professional goals.

We include two hands-on projects in this module, as outlined in Table
2. The fifth project introduces foundational prompt engineering techniques,
including providing context, incorporating logical structure, using role play,
specifying output formats, chaining prompts step-by-step, prompting AI to
refine its own outputs, and adjusting creativity through temperature control.
These practices equip students with a structured methodology for interacting
effectively with generative AI systems. The sixth project builds upon this
foundation by introducing advanced strategies, such as few-shot prompting,
chain-of-thought prompting, self-consistency prompting, step-back prompting,
analogical prompting, multi-persona prompting, and least-to-most prompting.
Students also investigate the differences between reasoning-oriented and non-
reasoning models, and learn to evaluate and select tools based on the complex-
ity and requirements of specific tasks.

4.5 Module 4: AI Misuse and Exploitation

This module is aligned with CLOs 3 and 4, and focuses on AI misuse and ex-
ploitation of generative AI, with a primary emphasis on cybersecurity concerns,
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such as data privacy, misuse, and social engineering threats. Additional topics
include AI-relevant intellectual property challenges, information bias, deepfake
technologies, misinformation risks, and the difficulties in monitoring and regu-
lating AI-generated content. Through case studies and interactive discussions,
students critically examine how these technical risks affect real-world systems,
and consider the broader implications (to set up the stage for later modules).

The project in this module (outlined in Table 2) explores AI jail-breaking
techniques from the perspective of prompt engineering and conducts case stud-
ies on the misuse of generative AI. Students investigate real-world incidents,
such as the widely publicized case of a lawyer who unknowingly cited non-
existent legal cases generated by an AI tool [5], a ChatGPT data leakage
incident [2], and the use of deepfake technology to impersonate a company
executive in a bank fraud scheme [4]. Through these investigations, students
critically examine how generative AI systems can be manipulated or exploited
due to technical limitations, poor oversight, or malicious intent. This project
aims to raise awareness of the ethical and security risks associated with gener-
ative AI and promotes responsible use.

4.6 Module 5: AI Applications in Academic Study, Personal Life,
and Workforce

This module is aligned with CLO 2 and explores the practical applications of
generative AI across three core contexts: academic study, personal life, and the
workforce. Students are guided to examine how AI can support academic writ-
ing, enhance research, facilitate communication and collaboration, and foster
digital creativity across diverse disciplines. The module emphasizes the re-
sponsible and effective use of AI tools in real-world tasks and promotes critical
engagement with AI in research, creativity, and problem solving. Tailored case
studies from sectors such as healthcare, business, education, the arts, and law,
are adopted to illustrate the versatility of AI and its growing impact across
professions. Additionally, students are involved in discussions on how AI is
reshaping job roles and the skills required in an AI-augmented workforce.

The project in this module (outlined in Table 2) provides students with
hands-on experience using a variety of generative AI tools in real-world con-
texts. Students explore AI-enhanced communication (e.g., Zoom’s AI meeting
features), AI-assisted presentation design (e.g., poster creation with Adobe
Express), AI-supported writing (e.g., Microsoft Copilot), and AI for digital
expression (e.g., music generation using Riffusion). Beyond these predefined
tools, students are also required to identify an AI tool relevant to their ma-
jor and design a practical use case scenario that demonstrates its application.
This project emphasizes experiential learning and critical reflection, prompting
students to assess the effectiveness, limitations, and ethical considerations of

10102



AI in discipline-specific and personal contexts.

4.7 Module 6: Impacts of AI and Recent Advancements

This module supports CLOs 1 and 4. It examines the impacts of generative
AI through multiple disciplinary lenses, fostering a broad, cross-disciplinary
understanding to students from diverse academic backgrounds. By expanding
upon students’ foundational grasp of technical concepts and prior engagement
with AI models, this module encourages deeper reflection on how generative
AI influences their respective fields and future professional roles. Key topics
of this module include human safety, environmental sustainability (e.g., the
energy consumption of large-scale models), legal frameworks, ethical dilemmas
(e.g., fairness, accountability, and algorithmic transparency), economic implica-
tions (e.g., workforce transformation and job displacement), educational equity,
access disparities, AI’s influence on public opinion and democratic processes,
and psychological effects (e.g., trust in AI and the evolving nature of human-AI
relationships).

In the project for this module (outlined in Table 2), students are tasked
to independently research and present recent generative AI developments, and
discuss the impacts through the different lens (e.g., ethical, legal, and fields
of their studies). Furthermore, they are required to creatively present their
findings using AI tools, such as incorporating images or videos created through
generative AI platforms. This project encourages students to explore the inter-
section of AI and multiple disciplines while developing their skills in utilizing
AI for communication and presentation.

4.8 Module 7: Semester Project

In this culminating module, students complete a semester project that demon-
strates their understanding and application of generative AI within the context
of their academic or professional interests. Students have the option to choose
between two tracks. First, a technical project (i.e., related to CLOs 1 and 2)
where they apply AI tools or models to address a relevant problem in their
major or area of interest, such as data analysis, content generation, or decision
support. Second, a research paper and presentation (i.e., related to CLOs 2, 3,
and 4) that systematically examines the impact of AI on their field, considering
ethical, economic, social, and disciplinary implications. For instance, students
can conduct a quantitative study to analyze and predict the impact of AI on job
sectors and roles relevant to their majors, utilizing AI-powered tools such
as ChatGPT’s Advanced Data Analysis. As a result, even though students
are not directly applying AI to solve a problem in this option, the research
paper and presentation are prepared with the application of AI tools. This
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module offers students the opportunity to synthesize course concepts, explore
domain-specific insights, and effectively communicate their understanding of
generative AI’s relevance to their disciplines.

5 Challenges and Strategies

Based on the experience of piloting some of the course modules in Spring 2025,
we summarize common challenges and related strategies in implementing a
Generative-AI literacy course.

5.1 Make AI Accessible

One of the major barriers in teaching AI is the lack of technical background
among students from non-technical majors, such as Humanities, Social Sci-
ences, or Nursing. These students often have little or no prior exposure to pro-
gramming, algorithms, or data science, which can create challenges in grasping
the technical foundations of AI models. To make AI accessible to students
with less technical background, we implement several strategies. First, we em-
phasize conceptual learning supported by visualizations, demonstrations and
interactive tools to make technical content more accessible. Particularly, we
design multiple projects that are friendly to novice programmers while still ex-
posing students to the AI processes and key technical concepts in cloud-based
platforms (i.e., see Table 2). Second, assessments are designed to prioritize un-
derstanding and real-world application over coding or algorithmic implemen-
tation. Third, we provide individualized support to address students’ specific
learning gaps and offer flexible options in the semester project, i.e., allowing
students to choose between technical and non-technical tracks based on their
background and interests. Additionally, it is important to acknowledge that
limited access to paid versions of AI applications can be another constraining
factor, especially for students and institutions with budget limitations. During
our implementation process, we test and validate a selection of tools that are
either entirely free or offer free credits sufficient for instructional use.

5.2 Proper Use of AI

In a course designed to promote AI literacy, students engage with AI both
explicitly as a central theme of the coursework and implicitly by using AI tools
to support and enhance their learning process (e.g., grammar check for their
reports). We are equally attentive to the risks of over-reliance and irresponsible
use of AI tools in student coursework. To address these concerns, our course
design incorporates the following practices. First, we highlight the limitations
of AI, such as misinformation and hallucinations, and engage students in case
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studies examining real-world misuse. Second, we promote a co-intelligence ap-
proach, emphasizing the importance of human oversight complemented by AI
assistance. Third, we embed assessments with tasks that require students to
critique AI-generated content and justify their own interpretations. In each
project, for example, students are required to justify their choice of tools,
datasets, and prompts, demonstrating that these selections are not only tech-
nically appropriate but also safe and ethically responsible. Fourth, we establish
clear guidelines for acceptable and ethical AI use at the first module. Fifth, we
incorporate oral presentations, reflective writing, and source-labeled outputs
to encourage accountability and originality. Finally, as part of the assessment
process, students are asked to maintain and submit AI-use logs, documenting
how they interact with AI tools and evaluate the responses. More detailed as-
sessment design and resulting student performance and MLOs will be reported
in our future work.

5.3 Rapidly Evolving AI Technologies

Another key challenge in teaching AI literacy is the rapid pace of change in the
field, with new tools, policies, and breakthroughs emerging continuously. To
address this, we incorporate several course features aimed at building adapt-
ability and resilience. First, our technical content emphasizes foundational con-
cepts and transferable skills that remain relevant regardless of specific tools.
Second, we periodically include a “What’s New in AI” quick update during the
beginning of the lecture, fostering curiosity and up-to-date awareness. Third,
we incorporate extensive discussions in Module 6 to explore major advance-
ments in AI, structured as a student-led panel discussion featuring diverse dis-
ciplinary perspectives (after independent research in the project). Additionally,
being aware of the rapid AI tool updates, we have intentionally designed project
tasks to be exploratory and open-ended, encouraging students to experiment,
iterate, and develop creative solutions. This approach mirrors real-world prob-
lem solving and reinforces critical thinking and human oversight.

5.4 Interdisciplinary Relevance

Many existing approaches in the literature adopt a comprehensive or “brute-
force” strategy, attempting to assemble a wide array of AI-related topics across
multiple disciplines altogether. While this method is comprehensive, it is not
well-suited to the constraints of a one-semester course or the diverse back-
grounds of our student population. As discussed earlier, we instead adopt an
intersectional and focused approach, aiming to deliver meaningful AI literacy
that is accessible and relevant to students from various majors. To make this
approach viable, we employ several key strategies. First, from a technical per-
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spective, we frame AI primarily as a tool for creativity, communication, and
problem solving, focusing on valuable skills across all disciplines. Second, we
incorporate case studies drawn from fields, such as healthcare, arts, law, busi-
ness, and education, to demonstrate real-world interdisciplinary applications
and implications. Third, we include a semester project that allows students to
explore the impact or use of AI within the context of their own academic or
professional interests, promoting both personalization and deeper engagement.

6 Conclusion and Future Work

Different from existing approaches to AI literacy, which fall into categories
of being discipline-specific, technology-intensive, or broadly integrative, this
work presents our intersectional model for delivering Generative AI literacy.
By concentrating on the core competencies that are shared across disciplines,
our framework provides a unified foundation for Generative AI literacy that
is both technically meaningful and socially relevant, and it bridges theoretical
understanding and real-world application, offering students from all majors an
accessible, and responsible way to engage with AI. In Spring 2025, we piloted
multiple modules of this design in the healthcare informatics course for nursing
majors. In Summer 2025, we delivered the design as a condensed single-day
workshop session. For future work, we plan to evaluate the effectiveness of
our approach through longitudinal studies, refine curriculum modules based on
student assessment, feedback and learning outcomes, and explore other scalable
implementations across different institutional contexts (e.g., as an outreach
workshop, as a 1-credit seminar or as CS0/CS1 courses).
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Abstract
Despite increasing efforts to improve diversity in Computer Science

(CS), under-represented groups continue to face barriers to inclusion,
confidence, and persistence. This study builds on previous research to ex-
plore how undergraduate CS students experience belonging, confidence,
and representation at a small liberal arts institution. Through a new
survey incorporating updated and more inclusive questions, we aim to
understand students’ perceptions of their classroom experiences, mentor-
ship opportunities, and how those perceptions may have changed over the
last 7 years. Key focus areas include the role of gender, racial represen-
tation, and intersectionality of student experiences in shaping their sense
of belonging. By analyzing survey responses through statistical methods,
we seek to identify trends in students’ comfort levels, feelings of being
seen and valued, and confidence in their aspirations. Our findings inform
recommendations for fostering a more inclusive and supportive learning
environment for our CS program and hopefully other programs similar
to ours.

1 Introduction

The gender gap in the field of CS and fields alike has been a continuous prob-
lem for many decades despite increased awareness and institutional efforts to

∗Copyright ©2025 by the Consortium for Computing Sciences in Colleges. Permission to
copy without fee all or part of this material is granted provided that the copies are not made
or distributed for direct commercial advantage, the CCSC copyright notice and the title of
the publication and its date appear, and notice is given that copying is by permission of the
Consortium for Computing Sciences in Colleges. To copy otherwise, or to republish, requires
a fee and/or specific permission.
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address and discuss it. The National Center for Education Statistics reported
20% and 22.6% of CS bachelor’s degrees conferred in 2018 and 2022 were to
women, respectively [6]. In comparison, 57.3% (2018) and 58.5% (2022) of all
bachelor’s degrees conferred were to women.

While some progress has been made in the most recent years in larger
institutions [10, 7], the cultural and structural barriers that contribute to this
gap remain embedded in many academic environments [3]. Furthermore, issues
such as imposter syndrome, which is a mindset of feeling like a fraud despite
clear accomplishments, disproportionately affect under-represented students
and compound their sense of exclusion [4].

Racial disparities in CS education remain a persistent and under-examined
barrier to equity in STEM. Students from under-represented racial backgrounds,
including Black, Latino/Hispanic, Indigenous, and some Asian and Middle
Eastern groups, often encounter cultural isolation [1, 9], lower access to men-
torship, and reduced visibility in classrooms [8]. These students may struggle
with a lack of role models and face microaggressions or biases that undermine
their sense of belonging. Research shows that predominantly White institutions
frequently fail to address these systemic issues, leading to higher attrition rates
among students of color in CS programs [2].

This work dives deeper into the current climate within the CS Department
at a small liberal arts institution, with a focus on understanding the student
experience related to gender and diversity. By updating and expanding on a
survey conducted in 2018, this research seeks to evaluate whether perceptions
of inclusion, equity, and support have shifted over time at our institution.

Through quantitative methods, this study investigates the key themes such
as gender and expression, self and CS perceptions, access to resources, men-
torship, community belonging, and experiences with bias. In hopes of doing
so, it highlights both progress and remaining obstacles within the department
and suggests areas for improvement.

2 Background

The foundation for this research stems from a survey conducted in 2018 as part
of an independent study examining gender disparities and student experiences
within our CS Department at a small liberal arts institution. That study fo-
cused primarily on quantitative data centered around students’ perceptions of
gender inclusivity, mentorships, confidence in programming abilities, and over-
all satisfaction within the major. While it provided valuable insight into the
barriers faced by minorities, the scope was limited in terms of the range of iden-
tities considered and the depth of qualitative feedback collected.We expanded
the original 2018 survey to include more identities, mentorship experiences,
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and racial perspectives to assess shifts in inclusion and support. This work
seeks to answer the following overarching research questions:

• How do students perceive their experience in CS classes across different
genders and racial backgrounds? Has their perception changed from 2018
to 2025?

• How do CS majors versus non-CS majors at a small liberal arts college
feel about their experience in their CS classes?

• How do students across different genders/racial backgrounds feel about
their mentorships? Has their perception changed from 2018 to 2025.

Upon expanding the original 2018 survey, the study introduced several new
questions aimed to capture a broader range of student experiences and identi-
ties in the department. New questions included race and ethnicity in relation
to mentorship comfort level and expanded gender options. These questions
were designed to address gaps identified in the original research to reflect un-
derstandings of identity, mentorship, and academic culture within the liberal
arts CS department.

3 Methods

Data was collected using an anonymous IRB approved Qualtrics survey dis-
tributed to students at our institution who had taken or were currently enrolled
in our introductory CS for non-majors and/or CS1 courses. The survey was
distributed via email and announcements over one week in Spring 2025. The
2018 survey had been distributed in the same way.

The 2025 survey consisted of multiple blocks of questions designed to ex-
plore students’ perceptions of identity, classroom experiences, mentorship, and
feelings of belonging in the classroom. Many questions were adopted from
the original 2018 survey, while others were changed to better capture inter-
sectional identity data and student support systems. Specifically, we updated
gender terminology in the 2025 survey. For the remainder of this paper, we
will use the 2025 terminology referring to three genders: women, men, and stu-
dents identifying as another identity as one group labeled as other/non-binary.
Identities included in the third group are non-binary and transgender people.
The updated survey included Likert scale items, multiple choice questions, and
open-ended prompts. To track change over time within the CS Department,
key questions from the 2018 and 2025 surveys were mostly the same. Where ex-
act phrasing and/or structure differed slightly, items were normalized to allow
for cross year comparison.
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A total of 142 responses were received for 2025. The 2018 survey had
191 responses. Before analysis, both datasets was cleaned to ensure accuracy
and consistency of data for analysis. Incomplete responses were removed and
textual responses for open-ended questions were reviewed for clarity when ap-
propriate. We also removed responses where the participant indicated they
did not wish for their responses to be included in the research. For questions
allowing multiple selections (race and gender), responses were encoded to allow
intersectional analysis. In the end, there were 125 responses for analysis from
the 2025 survey and 150 from the 2018 survey.

4 Data Analysis and Results

Of the 125 survey respondents in the 2025 survey, 59% were CS majors and
41% were non-CS majors. In comparison, the 2018 survey had 150 respondents
with an equal split of CS majors and non-majors. Table 1 shows a breakdown
of gender demographics by major for both 2018 and 2025. For the 2025 survey,
58% of the CS majors were men, 31% women, and 11% non-binary. Of the
non-CS majors, 31% were men, 57% women and 12% non-binary.

Table 1: 2018 vs. 2025 Distributions of Majors by Gender

Men Women Other
2018 2025 2018 2025 2018 2025

Computer Science 37.7% 34% 11.9% 18% 0% 6%
Other Majors 10.6% 13% 39.1% 23% 0.7% 5%

Using a Chi-Square test, which checks for connections between categories,
we found a statistically significant relationship with a X2(2) = 9.42, and P-
value = 0.009, where gender is related to whether a student majored in CS or
not.

Table 2: Distributions of Majors by Race & Ethnicity

White under-represented Groups

Computer Science 40.8% 18.4%
Other Majors 26.4% 14.4%

For the 2025 survey, we collected race and ethnicity information. Table
2 shows a breakdown of these demographics. The responses were grouped
into two categories for analysis given the low number of students who identify

4 111



with an under-represented group. Race and ethnicity included in the category
are Asian, Black/African American, Latino/Hispanic, Indigenous, and Middle
Eastern/North African. Similar to the test performed on gender by major,
we tested race by major by conducting a Chi-Square test. The test revealed
no statistically significant association between race and major choice with a
X2(2) = 14.48, and P-value = 0.673. This suggests that students from under-
represented racial backgrounds were neither more or less likely than White
students to major in CS.

4.1 What is a Typical Computer Scientist?

One of the core questions in both the 2018 and 2025 surveys asked students to
rate their perception of a typical computer scientist on a scale from masculine
to feminine. In the 2025 survey, the scale included a middle ground option
for those who might think a typical computer scientist is neither masculine or
feminine.

In Figure 1 (2018), most responses clustered around the midpoint of the
10 point scale, especially at rating 5. However, there was a slight skew toward
the masculine end of the spectrum, suggesting that respondents perceived a
typical computer scientist as somewhat masculine. Both men and women rated
a typical computer scientist as moderately masculine (3 to 5 range). There were
very few non-binary respondents and did not shift the trend significantly.

In contrast, Figure 2 (2025), utilized a condensed 5 point scale but showed
a notable shift. A notable amount of students, especially men, selected the
neutral option. More students, especially women and non-binary people rated
the typical computer scientist closer to the masculine end. This suggests that
while neutral images are becoming more common, the stereotypical association
of computer scientists with masculinity still persists.

In order to explore how gender and major intersect and influence students’

Figure 1: Perceived Typical
Computer Scientist by Gender
(2018)

Figure 2: Perceived Typical
Computer Scientist by Gender
(2025)
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perceptions of a typical computer scientist, a Kruskal-Wallis test was conducted
to compare the four groups (men in CS, women in CS, men in other majors,
and women in other majors).

The test did not reveal statistical significance, X2(3) = 7.43, P-value =
0.062. However, a trend can be noticed when looking at the group means. The
group that rated the typical computer scientist the most masculine was the
women in CS (M = 2.26), followed by women in other majors (M = 2.41), then
men in CS (M = 2.58), and men in other majors (M = 2.81). Similar trends
are found when looking solely at gender groups.

A Mann-Whitney U test was conducted solely on gender groups and their
perceptions of a typical computer scientist regardless of major. The test did
show statistical significance, W = 1160, P-value 0.017. This suggests that men
(M = 2.64) typically rated the typical computer scientist more masculine than
women (M = 2.35).

Taken together, these findings suggest that women internalize more rigid
gender norms than men, while men seem to have more flexible views of what a
typical computer scientist looks like. Gender differences in perception appear
to be present in general, although the more detailed breakdown by gender and
major did not reach statistical significance, but followed similar trends.

4.2 Sense of Belonging

Perceptions of belonging within the classroom are critical indicators of student
satisfaction and long term retention, particularly for under-represented groups
in the STEM field. In both the 2018 and 2025 surveys, students were asked
to rate their sense of belonging in their CS class(es) on a 6 point Likert scale,
ranging from 1, they feel as if they do not belong, to 6, they feel they do belong.

In Figure 3 (2018), the majority of respondents, specifically the men, are
clustered around rating 5 indicating a strong sense of class belonging. Women
respondents also reported relatively high belonging with most responses falling
in the 4 to 5 range. Fewer women selected the higher scores for sense of
belonging in the classroom compared to men, but overall the distribution leaned
positively.

By contrast, Figure 4 (2025) shows a more mixed distribution across all
gender groups. While some students still selected high class belonging re-
sponses, a significant number of women and non-binary people selected lower
ratings. Men continued to report higher levels of belonging, but the responses
were less concentrated at the top of the scale when compared to the 2018 sur-
vey results. To test the significance of this, we used the Kruskal-Wallis test
for significance due to the data not being normally distributed. We checked
for normality by doing a Levene’s test which showed the variances were equal
but not normally distributed. The Kruskal-Wallis test resulted in an X2(2)

6 113



Figure 3: Perceived Class Be-
longing by Gender (2018)

Figure 4: Perceived Class Be-
longing by Gender (2025)

value of 18.5 and P-value < 0.001 which is highly significant, suggesting that
gender plays a major role in how included or connected students feel in class.

Figure 5: Perceived Class Belonging by
Race/Ethnicity

Gathering race information for
the 2025 survey allowed for the anal-
ysis of perceived classroom belong-
ing by race. This breakdown helps
understand how students from dif-
ferent racial backgrounds experience
the CS classroom environment. In
Figure 5, White students selected
"Agree" or "Strongly Agree" more
frequently in regards to belonging in
class, while under-represented stu-
dents were more evenly distributed
across the lower end of the scale.

We wanted to further examine whether race influenced students’ class be-
longing. A Kruskal-Wallis test was used due to the non-normalized distribu-
tion. This test revealed a statistically significant difference in class belonging
across racial groups with a X2(2) = 6.64, and P-value = 0.036. On average,
White students reported higher class belonging than under-represented stu-
dents. This indicates that race does impact a students’ comfort within CS
classrooms.

4.3 Perceived Class Performance

We asked students to rate how confident they felt about their overall per-
formance in their CS classes using a Likert scale in both the 2018 and 2025
surveys. This question is critical for understanding academic confidence in CS
across genders.

7114



In 2018, men generally reported the highest perceived performance, with
median scores near the upper end of the scale. The interquartile range (IQR)
for men was also more compressed, suggesting a more consistent level of confi-
dence across this group. Women reported lower overall confidence, with greater
spread in responses and lower median scores. This indicates more variability
in how women perceive their academic performance. The non-binary category
had minimal responses, but showed lower perceived performance and variabil-
ity, likely due to the small sample size.

In 2025, there is some evidence of convergence in perceived performance
across genders. Men still reported a slightly higher confidence and median
score than women and the confidence of non-binary students increased com-
pared to 2018. In particular, the IQR for women shifted upward, suggesting
that a higher perceived performance rating was observed in their CS classes.
Non-binary students showed a wider range of responses, indicating a greater
presence in the dataset and more diverse experiences.

To assess whether perceived class performance differed by gender, we used
the Kruskal-Wallis test on both the 2018 and 2025 data. The 2018 test revealed
a statistically significant difference with a X2(2) = 15.131, and P-value =
0.00052. As for the 2025 survey, the results showed a significance with a X2(2)
= 10.206, and P-value = 0.006. Our results mirror those found in [5], from the
same institution. These results suggest that gender based confidence gaps in
CS have persisted over time.

In addition to analyzing gender-based differences in class performance, we
also analyzed performance by race for the 2025 survey. Participants’ responses
were grouped into four categories for visualization, with higher values indicat-
ing stronger academic confidence. Responses were again, divided between stu-
dents who identified as White and those from under-represented racial groups.

Figure 6: Perceived Class Perfor-
mance by Race/Ethnicity

In Figure 6, there is a notable racial
disparity in perceived academic perfor-
mance. White students were concen-
trated in the two highest confidence bins.
In contrast, under-represented students
were more evenly distributed, with more
responses appearing in the lower two
bins compared to their White peers. A
Kruskal-Wallis test was conducted and
the results indicated a statistically signif-
icant difference in perceived performance between the two groups, with a X2

= 7.638, and P-value = 0.0057. These findings suggest that race is associated
with differences in how students perceive their performance in CS courses.
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4.4 Mentorship Comfort Level

Mentorship is a key factor influencing retention and success in any STEM
field, particularly for women and gender diverse students. Access to mentors,
especially those who share one’s identity can help foster confidence, belonging,
and long term engagement in academic and professional communities. This
mentorship could come from faculty, but also from upper-level CS students.
Both the 2018 and 2025 surveys included a question asking students whether
they have a mentor within CS and about their comfort level with their mentor.
The mentor questions asked specifically about someone related to CS, but not
about that person’s particular role. When answering, students may have had
a faculty member or a more experienced CS student in mind.

In 2018, 49.3% percent of women reported having found a mentor compared
to 46.1% of men. Notably, no students who identified as non-binary reported
having found a mentor. By 2025, mentorship access improved slightly for
women with 55.8% which indicates that they found a mentor. The percentage
of men who found a mentor have decreased slightly to 42.4%. Most significantly,
35.7% of students who identified as non-binary reported having found a mentor.

Figures 7 and 8 compare students’ comfort levels with mentors of the same
gender in 2018 and 2025. In both years, students across all gender identi-
ties reported generally high levels of comfort. To examine how comfort with
same-gender mentors varied by gender over time, the Kruskal-Wallis test was
conducted for both the 2018 and 2025 survey results. In 2018, no significant
difference was found across genders with a X2 = 0.009, and P-value = 0.924.
The 2025 test results showed that there is also no significant difference with a
X2(2) = 5.0374, and P-value = 0.08. These test results suggest that comfort
with same-gender mentors remained consistent and broadly positive over time.

Figure 7: Comfort With Same-
Gender Mentor (2018)

Figure 8: Comfort With Same-
Gender Mentor (2025)

Figures 9 and 10 show students’ comfort with mentors of a different gender.
In 2018, women were less likely than men to report strong comfort, and selected
mid-to-low scale responses. In 2025, the figure shows a more even distribution
across gender groups, with higher levels of comfort overall.
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Figure 9: Comfort With
Different-Gender Mentor
(2018)

Figure 10: Comfort With
Different-Gender Mentor
(2025)

In 2018’s survey results, gender was significantly associated with students’
comfort levels with a X2 = 4.1014, and P-value = 0.043, which suggests that
certain groups, possibly women or gender minorities felt less comfortable with
mentors of a different gender. In contrast, the 2025 data showed no signifi-
cant difference in comfort with different-gender mentors across genders. This
can suggest that there is potential progress in fostering a more inclusive and
supportive mentorship environment.

Mentorship in relation to race was an addition to the 2025 survey. We
had a small number of respondents from under-represented races and ethnic
backgrounds compared to White respondents. This likely stems from the com-
position of our CS Department. Our department has 241 declared CS students
as of 2025, 53% are White and 47% are from under-represented races. In 2025,
48.5% of White students reported having found a mentor, compared to 42.9%
of students from under-represented racial groups.

Figure 11 displays students’ comfort levels with mentors who share their
racial background. The majority of White students expressed high comfort
levels with their mentors, with most selecting "Strongly Agree" or "Agree" in
this question. In contrast, students in the under-represented group category
reported lower overall comfort and were more evenly distributed across the
Likert scale. Although some selected "Agree", none marked "Strongly Agree".
Responses were more limited in volume, suggesting lower representation and
potentially fewer same race mentorship opportunities.

Figure 12 displays students’ comfort levels with mentors who do not share
their racial background. Most White students reported they "Strongly Agree"
that they feel comfortable with their mentor who does not share the same
racial background. However, no students from under-represented racial groups
selected "Strongly Agree". These students were slightly more likely to report
that they "Disagree", suggesting that for some, race still plays a meaningful
role in establishing trust or relatability in mentorship. While mentorship access
and support have improved overall, the 2025 survey responses show that race
and ethnicity continue to influence how students experience these relationships.
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A one-way ANOVA and Kruskal-Wallis test revealed significant differences
in comfort for both the same-race and different-race mentors between White
students and students from under-represented racial groups. For same-race
mentor comfort, ANOVA P-value = 0.014 and Kruskal-Wallis P-value = 0.017,
with a X2 = 5.695. For different-race mentor comfort, ANOVA P-value =
0.040 and Kruskal-Wallis P-value = 0.029, with a X2 = 4.7764. These results
highlight meaningful disparities in mentorship experiences across racial groups
and support the takeaways displayed in Figures 13 and 14.

Figure 11: Comfort With
Same-Race Mentor

Figure 12: Comfort With
Different-Race Mentor

5 Discussion

Despite the department having a higher percentage of women than the national
percentage, it is not representative of the overall university percentage. In 2018,
demographic data from the university states 24% of CS majors were women
and it increased to 27% in 2025. The university as a whole was 64% women in
2018 and 65% in 2025. This gender gap does not go unnoticed as stated by one
man within the CS major, "There were almost always less than three female
students in any given class, regardless of how large the class was". With respect
to race, the CS department and the university have similar distributions. Both
the department and the university have increased diversity from 2018 to 2025.

How students perceive a typical computer scientist may reflect persistent
societal stereotypes that associate technical expertise with masculinity, espe-
cially in male-dominated fields like CS. The decreased distribution toward the
feminine side in 2025 is noteworthy. Interestingly, in 2025, CS women respon-
dents were more likely to rate the typical computer scientist as highly masculine
compared to the men. This could indicate that women continue to see the field
as not reflecting their own identities, which could impact the feeling of belong-
ing and retention. The noticeable presence of more responses from individuals
who identify as non-binary in the 2025 data also showcases the growing visi-

11118



bility of gender diverse students in the CS classrooms. These students had a
similar distribution to women where they tended to rate a typical computer
scientist as more masculine. This further displays the underlining importance
of analyzing representation and stereotype perceptions in nuanced ways.

Some students described how early gendered experiences with CS discour-
aged their participation altogether. One non-binary student majoring in En-
glish and CS shared, “In high school, the CS students were all boys who had
been doing CS or robotics for years. Later, I had an ex studying CS who made
me feel like my lack of foundational knowledge meant I would be unable to
succeed.” These comments point to the long lasting impact of gender norms
and exclusionary culture on self-perception and participation in CS, well before
students reach the classroom.

Our findings from 2018 to 2025 show women have consistently felt a lower
sense of belonging than men. We acknowledge the pandemic that occurred be-
tween the two surveys could have affected students’ sense of belonging. Most
of our participants entered the institution Fall 2021 or later when almost all
restrictions had been removed. Even if belonging decreased across all students,
we still see a difference across genders and races. These findings also suggest
that, over time, perceptions of belonging in CS classrooms may have become
more divided. These survey findings are echoed in students’ open-ended re-
sponses.

At the same time some students feel supported and included, others report
a weaker sense of community and connection in academic spaces. The broader
spread of responses among non-binary and gender diverse students in 2025 also
emphasizes the importance of designing environments where all identities and
students feel seen, valued, and integrated.

As discussed in our results, the responses show a noticeable contrast in
perceived belonging between racial groups. White students overwhelmingly
reported high levels of class belonging, with the most common response being
agree, and a strong showing in somewhat and strongly agree; very few White
students selected responses on the lower end of the scale. By contrast, students
from the under-represented racial groups exhibited more variability in their
responses, with fewer marking "Agree" or "Strongly Agree", and a greater
portion selecting "Somewhat Disagree" or "Disagree". Although some under-
represented students also reported a strong sense of belonging, the distribution
indicates a less consistent experience compared to their White peers.

While many students of color did not report overt discrimination, one de-
scribed a persistent pressure to prove their place within the major. One latino
student in the CS major in 2025 shared, "I have never felt discriminated against
or targeted due to my race... but I do remember feeling like I had something to
prove". This student’s reflection illustrates how a lack of belonging can create
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an internalized burden to succeed.
Our study suggests progress in bridging the gender gap in relation to per-

ceived academic performance. The upward trend in median scores of women
and non-binary students between 2018 and 2025 may reflect greater academic
support, improved classroom dynamics, or enhanced self confidence due to cul-
tural and institutional shifts. However, men continue to report the highest
perceived performance overall.

Our results also show a notable racial disparity in perceived academic per-
formance. White students were concentrated in the two highest confidence
bins, in contrast, under-represented students were more evenly distributed,
with more responses appearing in the lower two bins compared to their White
peers. The persistence of gendered and racial differences in self assessment
highlights the need for continued focus on confidence building and mentorship,
especially for students who could still feel marginalized or underestimated in
technical spaces.

The results related to mentorship by gender suggest subtle but important
shifts over time. In 2018, students across all genders reported similar levels of
comfort with same-gender mentors. However, in 2025, while overall comfort
levels remained statistically insignificant, we observed an increase in mentor-
ship access among women and students identifying as non-binary or a third
gender. This shift may reflect expanding faculty awareness or improved out-
reach efforts. In 2018, the CS department had 7 full-time faculty, 3 women
and 4 men, all White. By 2025, we increased to 10 full-time faculty, 3 women
and 7 men. Two faculty members are from under-represented races and all
others are White. In 2023, the department reinstated and increased our peer
tutor support that has continued each semester. Students can connect with
upper-level for help and this could turn into mentorship. While the 2018 test
results were significant for comfort levels with different-gender mentors, the
2025 results were not. These results may suggest that modest progress toward
more inclusive and effective mentorship relationships has occurred over time.

Our results suggest that race influences both access to mentorship and com-
fort within those relationships. Students who identify as White were more likely
to report feeling comfortable with mentors of the same race, while students of
under-represented racial groups reported slightly lower levels of comfort and
had more variability in their responses. This difference may be a reflection of
the lack of same-race mentors available within the department.

The disparities greatly emphasize the importance of continued efforts to
retain a diverse student body and faculty in CS. By expanding access to cul-
turally responsive mentorship and representation, the CS department can help
close equity gaps and foster a more inclusive academic environment.

The findings of this study highlight both continuity and change in the ex-
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perience of students within the CS Department over the past 7 years. While
there are some students reporting increased access to resources and mentor-
ship, others continue to experience feelings of isolation or implicit bias as we
saw in the survey free response question.

6 Conclusions & Future Work

This study reveals that while there has been progress in addressing gender
and racial disparities in CS at our institution, substantial gaps remain. The
data highlights that students identifying as women or belonging to under-
represented racial groups continue to report lower levels of classroom belonging,
mentorship comfort, and confidence in their academic performance compared
to their peers who identify as White men. These differences persist despite
growing awareness of diversity and inclusion and suggest that institutional ef-
forts must be more deliberate and sustained to yield meaningful change.

A consistent theme across the 2025 data is the persistence of gender and
race based differences in how students experience the CS classroom. Adding
unconscious bias and diversity-related issues as required content in early major
courses, as our department has done, could impact student experiences. Pro-
moting opportunities such as independent studies and tutors from upper-level
courses may increase the likelihood students will find a mentor thus increas-
ing their confidence in the field. After supporting our students in attending a
regional diversity-focused conference, students formed a diversity-focused club
that holds events to raise awareness and support students thus further increas-
ing mentorship and relationship opportunities.

While this study offers important insights into the student experience within
a small liberal arts college’s CS department, it is inherently limited in scope
to a single institution. In future research, we hope to implement the survey at
other institutions of differing sizes and demographics for comparative analysis.
A broader study would require more time but allow for richer analysis. Such
expansion would help determine whether the challenges and support identified
at this small liberal arts college are unique to its departmental culture or
indicative of broader trends in CS education. Additionally, collecting data
from different institutions with different levels of diversity, program sizes, and
support structures could provide a more nuanced understanding of the systemic
factors contributing to the gender gap in CS. Despite the challenges, we see
progress through our participants. One woman majoring in CS shared, "Being
a woman in Computer Science definitely has its challenges, but my favorite
thing about being a woman in Computer Science is having that community
that constantly supports me and knowing I have people I can relate to what I
experience".
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Abstract

This paper describes a potential solution for an easily configurable, se-
cure, and rapidly deployable red team infrastructure through automating
the deployment into the cloud using Infrastructure as Code (IaC). It was
believed that such an automated deployment process could be valuable to
any organization, especially those with limited financial, experience, or
human capital resources, such as Small and Medium Businesses (SMBs),
in addressing their cybersecurity risks. Combining declarative and im-
perative code solutions was assessed, the Terraform and Ansible products
respectively, to complement each other for consistent deployments. Se-
curity best practices were implemented such as segmented subnetting,
system hardening, automated key pair creation, and more. The pro-
posed solution is viewed as proof-of-concept that red team infrastructure
for engagements could be deployed to the cloud in a secure, predictable,
and customizable manner while saving time and money.
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1 Introduction

Deploying secure and scalable red team infrastructure for cybersecurity assess-
ments has become increasingly critical as threats evolve and organizations seek
to assess their defensive capabilities. Manual processes can be time-consuming,
prone to inconsistencies, and populated with configuration errors that persist,
compromise security, and hinder effective red team resource utilization. Fur-
thermore, it can impede red team efficiency, create avoidable security risks,
and make rapid scalability difficult in dynamic operational environments.

Automating red team infrastructure deployment could be a solution to ad-
dress some of these challenges. Today, this might include utilizing cloud com-
puting and virtualization in conjunction with Infrastructure as Code (IaC).
Red team operators could then rapidly deploy, scale, and take down their spe-
cific infrastructure while requiring limited local computing resources and time.
Moreover, this automated process could reduce the operational load on person-
nel, limit human error, increase security posture, and allow the opportunity for
running realistic and intricate emulation of Advanced Persistent Threat (APT)
Tactics, Techniques, and Procedures (TTPs).

Development of a proof-of-concept for automating infrastructure deploy-
ment was a major aspect of this project. It explored the intersection of red
team infrastructure, cybersecurity assessment tools, cloud computing, and au-
tomation for the potential to amplify the efficiency and effectiveness of red
team engagements. Based on research and development, automation could
streamline operations and increase the agility and readiness of cybersecurity
red teams while minimizing costs and wasted time. It was also seen as a viable
option for SMBs who may be required to perform vulnerability assessments
periodically in compliance with industry standards.

2 Related Works

Limited work was found related to the intersection of red team infrastructure,
cloud computing, and automation. However, related work and adjacent re-
search were integrated into the solution. Pinto et al. [11] focused on using
IaC to rapidly iterate through scenarios and exercises for training purposes
and used automation to quickly deploy cyber ranges for running through de-
fined scenarios. They used automation and virtualization to reduce physical
hardware requirements, allowing for rapid deployment of resources and the
capability to generate a wide range and scale of resources elastically.

Nair et al. [9] completed work and provided code for deploying red team
infrastructure from the cloud using automation tools. They deployed cloud in-
frastructure with Terraform, downloaded repositories for tools using Ansible,
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and created a Bourne-Again Shell (BASH) script to connect to the remotely
deployed infrastructure. Landauer et al. [7] researched red team tools and soft-
ware, covering nine open-source tools, including MITRE Caldera, Metasploit,
and other common adversary emulation tools.

Chaplinska [2] discussed an approach to cloud environments for penetra-
tion testing, while Decraene et al. [4] discussed an “automated vulnerability
assessment” scoring system using cloud deployed infrastructure. Butt et al. [1]
discussed setting up phishing attacks using cloud computing.

3 Methodology

The objective was to develop a proof-of-concept automated solution for deploy-
ing red team infrastructure using cloud resources and allowing customization of
the tools to fit operator preferences. The approach included the use of a cloud
provider, automation tools such as Terraform and Ansible, code editors, and
an example red team tool packages. Scripts, images, and configurations were
leveraged for deployments that could be customized to include the required
tools per operation.

3.1 Use Case

The work focused on an automated framework that could be configured and
deployed on the desired infrastructure for offensive security assessment opera-
tions. The resources deployed were to be provisioned using cloud computing,
while configuration files and logs were to be stored locally. With cloud provider
terms of service restrictions preventing engagements against hosted systems,
the intended primary actors were the red team administrators and operators
deploying the infrastructure. Secondary users were defined as new red team
operators and cloud service providers. The purpose was to propose a platform
for a variety of red team exercises that could be used to assess the defenses of
a target system under evaluation.

3.2 User Stories

The Agile methodology and Scrum development framework were used [13].
User stories were utilized to define requirements. The initial epic user story
was, “as a red team operator, I want an automated method for deploying
and securing red team infrastructure using cloud providers so that I can save
time, reduce manual errors, and ensure consistency in my configurations.” Ten
additional detailed user stories were written to consider the needs of a variety
of red team roles and positions. User stories for blue team defenders were also
written to assist with the assessment of risks a red team using cloud deployed
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resources may face while taking on these blue team defenders, as well as to
define features and functionality that a red team may want to implement for
countering defenses.

4 Project Phases

4.1 Phase I - Research

The initial research phase focused on investigating established methods for
deploying red team infrastructure to understand industry standards and best
practices. This included identifying the typical components needed such as
website redirectors, servers, client operating systems, software tools, and addi-
tional red team components. Additionally, it involved selecting an appropriate
cloud provider and studying its service offerings to determine the most suit-
able solutions for the infrastructure deployment. AWS was chosen as the cloud
provider due to its initial free tier offering for early development at nearly
zero cost, support for scaling resources vertically for greater performance, wide
service offerings, and robust documentation. Containerization, a light-weight
software deployment method that shares host resources, was considered but
ultimately deferred for later research. Virtual Machines offered rapid flexi-
bility and reconfigurations due to the freedom of selecting operating systems,
software, and the lack of required compiling compared to containers [5]. Cus-
tomization was one of the main criteria in this decision. The phase also high-
lighted exploring tools like Terraform and Ansible for streamlining and au-
tomating the deployment process. Finally, attention was given to researching
security best practices to harden against potential threats or counter-hacking.

4.2 Phase II - Design Foundation

Research and planning for the deployment of the red team infrastructure fo-
cused on using cloud resources and automation, allowing for rapid, consistent,
and secure configurations for deployment, customizable for any red team. The
design phase focused on creating the foundational architecture design and plan-
ning for the deployment of the red team infrastructure using AWS. This phase
involved designing the infrastructure architecture to ensure it was scalable, effi-
cient, and secure. A comprehensive list was defined for the expected Terraform
modules and Ansible playbooks that would need to be developed to automate
the deployment and installation of typical red team tools. The phase also in-
cluded defining the variables and inputs that would facilitate flexibility and
consistency. The deployment workflow and processes were planned to ensure
streamlined execution, while a security strategy was designed to protect the
infrastructure from potential threats.
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4.3 Phase III - Design Implementation

Hashicorp [6] documentation was excellent for leveraging AWS through Ter-
raform code. Ansible playbooks were called using Terraform provisioners to
automate the installation of the Command and Control (C2) server, Hyper-
text Transfer Protocol (HTTP) Redirector, and other tools. Another design
requirement was to deploy the infrastructure quickly, specifically within 15
minutes. This was accomplished by upgrading the cloud infrastructure from
the initial free tier offerings to more powerful instances, depending on each
resource’s loads and recommended specifications. The following describes the
main non-functional requirements: security, separation of resources, obfusca-
tion of persistent infrastructure, automated generation of key pairs using Ter-
raform, and SIEM implementation.

This phase involved testing portions of the design and creating scripts au-
tomating the deployment. Terraform modules were created for deploying re-
sources on AWS. Ansible playbooks were developed to handle the installation of
software on the deployed resources. The scripts streamlined the setup process
so that results were consistent, repeatable, and easily modifiable. Modules and
playbooks were automated using a BASH script. This helped reduce the po-
tential for errors and improved the time to engagement. Security best practices
were integrated, such as creating AWS security policies and firewall rules that
limited potential exposure of the infrastructure while allowing operators to be
flexible. The Phase II architecture was also modified with the intent of making
it faster and easier to deploy. Component and unit testing confirmed that the
deployment scripts worked and identified discrepancies to be addressed.

4.4 Phase IV - Design Testing and Optimization

This phase shifted focus to refining and finalizing the deployment solution and
final architecture design, displayed in Figure 1. This phase began by optimizing
the deployment scripts based on insights gathered from previous testing. Error
handling and logging mechanisms were implemented to improve troubleshoot-
ing and enhance the system’s robustness. Comprehensive documentation in the
form of setup documentation guiding potential red team operators in utilizing
and maintaining the deployment solution was created. Full-scale deployment
tests were conducted in AWS, validating the solution and ensuring consistently
successful deployments. Lastly, testing verified execution times, fulfilling tim-
ing requirements, and discrepancies were identified and resolved.
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Figure 1: Final Cloud Architecture Design.

5 Results

To address the challenges of developing a consistent and repeatable red team
infrastructure, the technical approach consisted of defining and iterating the
architecture design, implementing security strategies, and balancing optimiza-
tion of costs while ensuring timing requirements were met.

5.1 Infrastructure Architecture Design

The infrastructure architecture design included some typical red team tools
that might compose a red team deployment: a bastion host, C2 server running
either Havoc or Sliver, HTTP-Redirector, RedELK Security Information and
Event Management (SIEM), and optionally a phishing server, mail server, and
web server. This infrastructure implemented several tools that red teams com-
monly use. The decision to include certain tools was not intended to represent
the only tools that could be used, and many other red team tools could be
leveraged in this type of cloud deployment. At the beginning of the infrastruc-
ture deployment, the bastion host was created by Terraform to improve the
security of a system by creating a secure entry point to the infrastructure.

The C2 server was the next component created, allowing for creation and
control of exploits, beacons, and more. Havoc and Sliver frameworks were
selected as the two of the options to deploy because both are open source, with
Havoc offering a GUI interface while Sliver functioned as a Command Line
Interface tool [3]. Another important part of the infrastructure was a SIEM.
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RedELK was selected for this purpose since it was open source and optimized
for red team use [10]. RedELK monitors and detects whether the blue team is
probing or if counter-hacking is detected on the red team systems.

The HTTP Redirector acted as a pipeline between the C2 server and the
target. The web server that runs the HTTP redirector in the infrastructure was
created with Apache, an open-source HTTP server. Additionally, Apache was
used because of its configurability, modularity, and integration with RedELK
and C2 servers. Gophish was selected as a part of the phishing framework of
the red team infrastructure. Phishing campaigns could be launched using this
tool, as well as tracking and reporting results. A website cloner was imple-
mented to mimic the functions this type of server could enable, such as phish-
ing campaigns, credential harvesting, malware distribution, content delivery,
and more. Lastly, Evilginx was chosen for its man-in-the-middle reverse-proxy
attack framework used for phishing account credentials and session cookies.

5.2 Deployment Workflow and Processes

The proposed approach began with a BASH script and launched into a ter-
minal window menu. This script created a configuration JavaScript Object
Notation (JSON) file for red team operators. It then created a log file with a
date and timestamp in the log files folder on the local machine. This log file
included any Terraform commands and actions, configuration changes, details
from Ansible playbooks, Terraform destroy activity, and quitting actions at the
time of running the BASH script.

The script allowed servers to be selected before deployment. Local variables
were additionally pulled from a variables file, which included the region, AMI
variables, and local key locations. Each tool’s Terraform module had its own
variables file and output files. In these module files, the directories, configura-
tion files, and user accounts were set up depending on the tool. The modules
then called their respective Ansible playbooks.

After deployment was finished, a secure connection could be established via
SSH into the bastion host. From there, further connections could be established
with the other resources within the infrastructure. Additionally, the Internet
Protocol (IP) addresses for the servers could be found from the outputs to the
terminal and on the AWS account dashboard in the EC2 instances section. It
is important to note that the public IP addresses assigned to this infrastructure
were provided by the AWS public IP address pool.

After the exercise was finished, the operator could go back into the main
BASH script menu and run the Terraform destroy command. This allowed
for the termination of all cloud resources launched by Terraform. All EC2
instances appeared to show as “Terminated” on the account for up to two
hours, but the resource could not be recovered or connected to after being
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terminated. The same happened for the NAT Gateway, Elastic IP, and Virtual
Private Cloud (VPC), but remnants of these components tended to purge in
less time. Ultimately, after the terminated instances disappeared from the
AWS console, there appeared to no longer be remnants of any resources. The
tools and servers were also destroyed during this process as the machines they
were installed on no longer existed, preventing further AWS charges.

5.3 Design a Security Strategy

Several key security measures were integrated into the infrastructure. Origi-
nally, the deployment required creating and downloading key pairs from AWS,
manually copying key pairs from the local machine into Windows Subsystem
for Linux (WSL) and adding the key hashes into the list of known hosts. This
process was made obsolete as the Terraform modules were redesigned to auto-
matically generate keys at runtime and then be destroyed during the Terraform
destroy function.

AWS Identity and Access Management (IAM) user roles were also imple-
mented. Credentials would be created by the admin account on AWS. These
credentials would be for a child account of the root AWS account, otherwise
known as an IAM user. IAM users can have different permissions, such as
being able to terminate certain instances, create new ones, or view and modify
billing details. In case an AWS account was compromised, it would enforce
the principle of least privilege. Unique IAM user accounts were also created
for programatic users. For example, Terraform needed different privileges, like
blocking AWS console access since Terraform only uses AWS API integration.

The infrastructure was designed to deploy Minimal Ubuntu, which was
a pre-hardened, lightweight operating system that includes minimal packages
[15]. In addition, the infrastructure included the red team SIEM, RedELK,
which could help with security by logging and detecting incidents in real time.
Finally, firewall rules were implemented to allow SSH connections to deployed
servers on the private subnet only from the bastion host in the public subnet.

5.4 Logging in and Using AWS

The initial step was creating an AWS account and logging in using the root
user account. The Root user was the account manager. This account had full
access and permissions to all features, tools, and services within AWS.

AWS IAM user accounts implemented unique login credentials for different
users who need access to interact with AWS. Using unique login credentials
enforced non-repudiation and the principle of least privilege. Permissions were
assigned to each account for the actions that needed to be performed, such as
enabling viewing of billing details, launching EC2 instances, creating other IAM
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users, accessing the AWS console or CLI, and more. IAM user groups could
also be made to quickly assign permissions to users. AWS had preconfigured
roles for common job functions and custom job functions could also be created
for unique roles within an organization.

Users outside of a red team may need access to systems during an exer-
cise, such as white teams overseeing the security testing to ensure compliance
with legal and policy requirements. This user role was assigned to the fac-
ulty overseeing this work. The ability to give read-only access to certain users
helped ensure transparency and accountability while mitigating the potential
for undetected misconfigurations and unexpected costs.

Unique IAM user accounts were created for each user’s third-party tools
that needed access. This allowed for the tracking of actions back to the user
who performed them, as well as separating manual selection changes from those
made by software or code. This configuration allowed for faster identification
and debugging of programmatic errors with the code.

5.5 Setup and Configuration

User account configuration was necessary before deploying the IaC to AWS.
The IAM User Accounts that were created for both human and programmatic
operators needed roles to be assigned. While EC2 keys were generated with
each run, account access keys needed to be generated for third-party applica-
tions, such as Terraform, so it could interact with AWS resources using the
appropriate account.

A major benefit to using IaC for deployments was the limited number of
software tools needed to deploy locally and the lightweight nature of those
tools. At a minimum, only Terraform and Python need to be installed on the
local host. Python was only required due to some of the Terraform provisioners
implemented but was not necessarily essential for Terraform to function in all
potential use cases. Additional local tools were needed to modify and fully
leverage the code, such as Visual Studio Code, Ansible, and WSL.

5.6 Cloud Security and Compliance

For third-party applications to interact with AWS, access keys needed to be
generated. Third-party applications like Terraform interacted with AWS using
Application Programming Interface (API) calls and used these access keys to
authenticate with the platform. The keys for the infrastructure were generated
manually and did not expire. These access keys were stored locally in a shared
configuration file outside of the code directories. This gave the advantage
of allowing unique credentials and running the same code as other operators
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without having to modify the code. It also followed a security best practice of
not hard coding access keys into the code.

The initial manual creation of EC2 key pairs within the AWS console in-
troduced concerns regarding key expiration, rotation, leaked keys, and key
management. One solution to this problem was to have Terraform create the
key pairs at runtime, save the key locally to the host machine, and assign it
to the infrastructure as it deployed. The key pair was then destroyed during
the tear-down of the infrastructure. This had the advantage of creating new,
unique key pairs during each deployment that could be automatically saved
locally and to the cloud at runtime. This enforced non-repudiation and further
assisted with debugging as discrepancies with the deployed infrastructure were
identified.

To enforce non-repudiation, third-party applications were given unique ac-
cess keys to separate IAM user accounts. Additionally, IAM user accounts for
Terraform were restricted from accessing the AWS web browser console. This
further hardened the account from misuse if programmatic access credentials
were compromised due to enforcing principle of least privilege. Finally, multi-
ple Terraform IAM user accounts were created so that interactions with AWS
could also be traced back to the human user that ran the scripts, for example,
Operator A’s Terraform account, Operator B’s Terraform account, etc. This
assisted with conducting audits of deployments and understanding log activity
to differentiate the actions made by a human user directly versus those made
by the user’s running of automated scripts.

AWS Config and Security Hub were enabled to verify hardening efforts
against the NIST SP 800-53 Rev. 5 standard. Initial scans indicated a 28%
security score with 4 critical, 19 high, 65 medium, and 11 low security find-
ings. All critical and high findings were remediated through manual changes to
account-wide console settings, Terraform and Ansible code modification, and
by enabling AWS native services such as Amazon Macie, CloudTrail, Guard-
Duty, Inspector, and others. Some medium and low findings were accepted due
to functionality constraints, software limitations, or other operational consid-
erations. As a result, a final security score of 92% was achieved.

5.7 Optimizing Cost and Performance

By default, AWS billing details were only visible to the root user. Since it
was a security best practice to perform the least number of actions as the root
user, additional IAM users were given access to any billing details. Human
user accounts were able to monitor costs and receive billing threshold alerts.

The Cost Summary report in the Billing and Cost Management console
assisted in identification of potential configuration issues by comparing antic-
ipated costs to recorded use. Additionally, types of instances deployed, total
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run time in hours per instance type, data throughput, and other key metrics
were available, including current and estimated total costs for the month. The
average costs for the first and continuing months is shown in Table 1.

Category First Month ($) Additional Months ($)

Compute Instances (EC2) 38.40 38.40
Networking & Data Transfer 13.44 13.44
Domain Registration & DNS 18.40 1.40

Total Cost 70.24 53.24

Table 1: Average Monthly AWS Infrastructure Costs

5.8 Timing

To evaluate the performance of launching the red team infrastructure, trials
were run to determine the average time of deploying every tool and server in
this red team infrastructure. It took on average between 12 and 13 minutes
for Terraform to fully deploy during these tests. Destroying all resources took
under five minutes for the entire infrastructure. Table 1 shows the timings for
three deployments of the VPC, bastion host, RedELK, Evilginx, webserver,
Gophish, Havoc as the C2 server, and an HTTP redirector. It is important to
note that Sliver took less time to deploy than Havoc, but lacked a GUI for user
interaction. On average, a Sliver deployment took between 7 and 8 minutes in
total.

Run Apply Destroy

1 11 min 59 sec 4 min 29 sec
2 11 min 53 sec 4 min 47 sec
3 13 min 32 sec 4 min 55 sec

Table 2: Terraform Execution Times with Havoc as C2

6 Implications for Small Businesses

According to the Small Business Administration (SBA) [14], a small business is
one that employs 500 or fewer employees. SMBs, sometimes referred to as Small
and Medium-sized Enterprises (SME), compose 99.7% of private companies in
the United States, employ 45.9% of private sector employees, and as of June
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2023 are responsible for over 60% of new jobs created since 1995 [14]. As
much as 43.5% of gross domestic product is the result of SMBs. With the
significant portion of the private sector market that SMBs take, as well as the
large impact SMBs have on supply chains, it is surprising that nearly half of
SMBs fail within five years, and only around a quarter make it to fifteen years.
As high as 66% of SMBs report at least one cyberattack over a two-year period,
and as many as 60% of SMBs who fall victim to an attack are out of business
within six months [12].

Cybersecurity incidents are one of the leading risks to businesses in the
United States [12]. Cybersecurity risks exist across all sizes of business, but
often SMBs may not be able to address these concerns like a larger company
would. SMBs may lack the experience and expertise to recognize these risks,
funding to assess and resolve them, or the general awareness to begin looking
for them [8]. These smaller organizations are in a unique position where many
lack the funds to both prepare for and respond to a cyberattack [12].

Cyberattacks are disproportionately affecting SMBs over larger organiza-
tions, all while having fewer resources and capabilities for preparing for and
responding to them. For these reasons, it could be helpful for SMBs to have
economical methods for self-assessing, identifying, and addressing cybersecurity
risks within their organization not just in terms of finances, but also regarding
resources such as equipment and time. Any efforts that can be taken to harden
organizations against cyber threats and patch open avenues for cyberattacks
should be taken to lessen the potential impact on the business’s operations.

6.1 Benefits for Small and Medium Businesses

The initial focus was on exploring a potential solution for overextended red
teams and other cybersecurity professionals that may lack the necessary re-
sources to research and experiment with tools for conducting regular red team
assessments. This could also be important for SMBs whose limited finances and
staffing could be a limiting factor in the capability of performing vulnerability
and other assessments on a smaller organization’s infrastructure, particularly
if in a larger supply chain. Use of automation tools like the ones explored here
may provide opportunities for SMBs to begin addressing the cybersecurity risks
they are exposed to while saving valuable and limited resources such as time,
money, and equipment. Automated solutions for vulnerability assessments or
red team operations could allow for a single or small number of IT staff to
conduct some testing and self-assessments of infrastructure that would begin
to increase the resilience of their networks.
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7 Conclusion

The goal was to develop a proof-of-concept for an automated method for de-
ploying a typical red team infrastructure using cloud resources quickly in a
consistent, repeatable, and secure manner. The researchers accomplished this
by using Terraform to deploy AWS cloud resources, automating the installa-
tion and deployment of the infrastructure using Terraform and Ansible, and
continuously testing and optimizing the code to run in under 15 minutes.

The ease of deployment for a similar red team infrastructure could help
both government and private sector industries, contractors, and agencies. It
might be especially useful when facing shortages of resources to address cyber-
security risks, such as a lack of funds and staffing many SMBs face. This could
increase their security and readiness while reducing overhead in running secu-
rity assessments and red team exercises, ultimately increasing the effectiveness
and insights gained to increase cybersecurity defensive postures.

7.1 Future Work

Additional opportunities to further this research have been considered. Future
work could expand on the software and code. Allocating resources to fine tune
and enhance the proposed solution may lead to a more refined and capable
solution. The tools selected were examples of what could be used, but not
intended to be an all-inclusive list of what might be deployed. Additional au-
tomation solutions could be investigated. For example, methods that would
allow a SIEM to trigger tainting and replacement of certain resources if blue
team activity was suspected. Identifying areas to optimize and decrease de-
ployment times and manual triggers may decrease time to engagement if using
similar automation tools for much larger-scale deployments.

Research to explore different operator hardware and creating physical pro-
totype tools could be studied. The solution proposed relied on cloud providers
to do the heavy lifting, ultimately offering lightweight local requirements for
running the IaC. There could be an opportunity to explore using the developed
ideas as a portable solution for a red team. Hardware could be identified for
attempting to reduce the footprint of the host machine by running the code on
a variety of devices, such as phones, tablets, or single-board computers. This
could create interesting opportunities to research solutions for red teams trying
to remain mobile, or for clandestine environments.

Another opportunity could be to explore containerization. This was de-
ferred due to the complexity it may introduce. It could prove difficult to
rebuild containers with repeated or regular changes, or the failure of a con-
tainer affecting other containers [5]. Additionally, it takes more effort to secure
containers versus Virtual Machines which may be time consuming [5], whereas
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virtual machines operate more similarly to traditional hardware. Research into
how any overhead or complexity with container image layers might be reduced
could provide alternatives and introduce other benefits that could be helpful
to red teams.

Finally, research could be performed to automate a penetration testing and
vulnerability assessment platform for teams needing to do broader assessments
or that may lack the resources to dedicate teams to full emulated engagement
exercises. This could be especially useful for smaller or less experienced teams.
Penetration testing and vulnerability scanning could result in a higher number
of vulnerabilities being detected, and save time versus running full emulated
engagements.

In summary, there are numerous avenues for expanding and refining the
project. From enhancing the code, to exploring portable hardware solutions,
future work could significantly broaden its applicability or take it from proof-
of-concept to functional tool. By investigating these possibilities, researchers
could further develop adaptable, efficient tools that meet the evolving needs of
red teams and cybersecurity professionals across a variety of environments and
industries.
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Abstract

This study examines the performance of today’s open-source, locally
hosted large-language models (LLMs) in handling complex competitive
programming tasks with extended problem descriptions and contexts.
Building on the original Framework for AI-driven Code Generation Eval-
uation (FACE), the authors retrofit the pipeline to work entirely offline
through the Ollama runtime, collapsing FACE’s sprawling per-problem
directory tree into a handful of consolidated JSON files, and adding
robust checkpointing so multi-day runs can resume after failures. The
enhanced framework generates, submits, and records solutions for the full
Kattis corpus of 3,589 problems across eight code-oriented models ranging
from 6.7 billion to 9 billion parameters. The submission results show
that the overall pass@1 accuracy is modest for the local models, with the
best models performing at approximately half the acceptance rate of the
proprietary models, Gemini 1.5 and ChatGPT-4. These findings expose
a persistent gap between private, cost-controlled LLM deployments and
state-of-the-art proprietary services, yet also highlight the rapid progress
of open models and the practical benefits of an evaluation workflow that
organizations can replicate on in-house hardware.
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or distributed for direct commercial advantage, the CCSC copyright notice and the title of
the publication and its date appear, and notice is given that copying is by permission of the
Consortium for Computing Sciences in Colleges. To copy otherwise, or to republish, requires
a fee and/or specific permission.
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1 Introduction

Advances in Artificial Intelligence (AI) have led to the creation of some highly
sophisticated large language models (LLMs). An LLM is an AI-based model
that generates human-like text to perform various language-related tasks. Some
of them, including the family of ChatGPT models and Gemini, are known to
excel in code generation. These models have demonstrated the potential to
automate certain software development tasks [1, 2, 3, 4]. However, their cloud-
based and proprietary nature raises concerns such as data privacy, latency, and
cost. Token quotas and rate limits hinder large-scale experiments, and usage
fees can skyrocket when benchmarking thousands of problems. To avoid these
issues, organizations now deploy open-source models locally. Yet, evaluations
of their performance on complex coding tasks remain scarce.

Cloud-based models have been extensively benchmarked using competitive
programming platforms [5, 6, 7, 8] and real-world tasks [9, 10]. The performance
of local models has not yet been rigorously evaluated in similar contexts. In
cases where local models have been evaluated [11, 12, 13], problem datasets
typically lack quantity and variety. As a result, it becomes difficult to assess
the models’ full problem-solving potential. This study evaluates several locally
hosted LLMs through the Ollama platform [14] on Kattis’ extensive collection
of programming challenges [15]. Kattis is a publicly available platform with
more than 3,500 coding problems of varying difficulty and is widely used to
evaluate programming proficiency.

In this study, we build on the work of [6] by extending the Framework for
AI-driven Code Generation Evaluation (FACE) and applying it to the same
comprehensive set of Kattis problems. Whereas [16] evaluated proprietary
ChatGPT-4 and Gemini 1.5, we focus exclusively on locally hosted LLMs.
By comparing our results with previous work, we aim to emphasize both the
improvements and limitations of local LLMs in complex code generation tasks.
This comparative analysis informs future research and industry practice about
the trade-offs between local and cloud-based LLM solutions. To the best of our
knowledge, no research has evaluated the performance of code generated by
such a large number of open-source LLMs on a high volume of complex coding
problems.

The paper is structured as follows. Section 2 reviews prior work. Section 3
details our FACE framework extension. Section 4 describes the experimental
setup. Section 5 presents the results. Section 6 concludes and outlines future
directions.
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2 Related Work

Several studies have examined both local and proprietary LLMs on code-related
tasks: performance on coding platforms [6, 8, 11, 16, 17], security of their
suggestions [18, 19, 20], and bugs in generated code [21]. For example, Coignion
et al. [11] conducted an extensive evaluation of 18 code-oriented LLMs using a
dataset of 204 Leetcode problems. Their experiments generated over 210,120
solutions—with GitHub Copilot contributing 2,040 solutions and eight open-
source models yielding 12,240 each. Of the top three models, StarCoder achieved
a pass@1 of 0.095 and a pass@10 of 0.132. CodeLlama scored 0.093 on pass@1
and 0.201 on pass@10, and GitHub Copilot followed closely with scores of
0.092 and 0.196, respectively. The pass@k metrics represent the probability
that at least one of k solution attempts will succeed. The results indicate that
open-source LLMs are capable of competitive performance. In some cases, their
performance is comparable to industry-leading solutions such as Copilot when
solving programming problems.

One of the limitations of these studies is that their problem sets often
come from popular coding challenge sources such as LeetCode or Codeforces.
This means that the problems’ descriptions and corresponding solutions are
well-known and often publicly discussed. On LeetCode, every problem includes
a discussion tab, and solutions are often mirrored to GitHub and analyzed in
blog posts. Codeforces publishes official solutions within hours or days, and
these are widely shared outside the site. In contrast, Kattis prohibits sharing
solutions and routinely checks for plagiarism. As a result, solutions are scarce
online, making them underrepresented in training data [22]. Large LLMs excel
at questions based on widely available knowledge, but struggle with long-tail
information [23]. To our knowledge, only [16, 24] have evaluated online LLMs
such as Gemini and ChatGPT using a small subset of Kattis problems and
their built-in evaluation system.

Ngo et al. [6] introduce FACE (Framework for AI-driven Coding Gener-
ation Evaluation), a three-stage pipeline (Miner, Generator, Submitter) that
automates end-to-end benchmarking of code-generation models on Kattis. In
this work, we leverage and extend FACE to utilize local LLMs to generate
solutions for more than 3,500 Kattis problems. This allows us to address the
limitation noted above and extensively study how effective local LLMs are at
solving complex competitive programming challenges.

3 Framework Extension

In extending the original FACE architecture [6] for our study, we improved
the system’s data organization, added support of locally hosted LLMs, and
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altered the submission process to Kattis for a more scalable and fault-tolerant
approach. This section outlines how our modifications enable the evaluation of
over 3,500 coding problems.

3.1 FACE Architecture

FACE [6] automates collecting thousands of programming problems from a
coding-challenge platform, querying an AI service for solutions, and submitting
those solutions back for evaluation. Figure 1 represents the original FACE
framework.

Figure 1: Original FACE architecture, with numbers indicating each step in the process.

3.2 Change in Data Organization

Table 1 summarizes both FACE’s original structure and our new JSON-based
implementation. FACE’s original architecture stored each problem in its own
directory, with subfolders for metadata, problem statements, test cases, and
submission logs. Although straightforward, this doesn’t scale: processing more
than 3,500 problems across just two models produced over 25,000 individual
.txt/.py files plus a similar number of folders. To address this, we adopted
a JSON-based design that consolidates all problem data, model outputs, and
submission results into just 17 JSON files. There is one file for the problem data
and two files per model—one for outputs and one for the submission results.
This reduced the file count by roughly 99.9%, even as we scaled from two to eight
models. Consolidating into a handful of JSON files simplifies maintainability
and version control, improves performance, and increases portability.
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3.3 Integration of Locally Hosted Models

Our extension departs from the original FACE framework by integrating locally
run LLMs, rather than relying on cloud-based APIs. The enhanced “Gener-
ator” component was modified to accommodate locally hosted models via a
standardized interface. In this phase, each model receives a standard JSON
payload (kattis_problems.json) containing problem descriptions and test
cases extracted using FACE. The responses for each model were stored in
separate JSON files.

Original FACE Structure JSON–Based Implementation

One directory per problem:

• metadata file

• problem text (.txt)

• test cases (.txt)

• results (logs)

• submissions (code)

Two JSON files per model:

• kattis_problems.json: all metadata,
statements, and test cases

• solutions_<model name>.json: full
responses + code

• submissions_<model name>.json:
solution statuses from Kattis

Table 1: Comparison of the original FACE directory structure with our consolidated JSON-based
implementation.

3.4 Improvements in the Submission Process

To transition from solution generation to evaluation, we extended the “Submitter”
component of the FACE architecture. This new submission process emphasizes
consistency and recoverability. Key aspects of our enhancements include:
• Atomic Submission and Results Storage: For each problem, the generated

Python solution is written to a temporary file and submitted via the official
Kattis API. The system uses atomic file operations: The temporary results
file is flushed and synced to disk before being renamed to its final JSON
output. This careful writing procedure minimizes data loss by ensuring that
each submission’s result is reliably stored.

• Checkpointing: Because submissions for each model took several days to
complete, there was a risk of data corruption during the process. To address
this overhead, we implemented a checkpoint mechanism. A designated
checkpoint file maintains the identifier of the last successfully processed
problem. Upon interruption, the process reads the checkpoint to resume from
where it left off. This prevents reprocessing problems that have already been
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evaluated. This checkpointing strategy greatly enhances the framework’s
resilience to any disruptions.

4 Experimentation

In this section, we detail the experimental setup used to benchmark eight
locally hosted LLMs on more than 3,500 Kattis problems using our extended
FACE pipeline. We begin by describing the selected models and summarizing
their training characteristics. Next, we outline the computing environment and
hardware configuration. Finally, we explain how the solutions were generated,
submitted, and collected for evaluation.

4.1 Model Descriptions

We selected models with 6.7–9 billion parameters so that they could run on
small-scale servers. Although we conducted experiments on a departmental
GPU server, we also tested on the authors’ machines with consumer-grade GPUs
(8 GB VRAM) and observed only negligible slowdowns in solution generation.
Our choices were based on models available on the Ollama platform. Table 2
summarizes the eight local LLMs chosen in our study.

Model Params (B) Size (GB) Pre-training Context (K)

CodeLlama [25] 7.0 3.8 500 B 16
CodeQwen [26] 7.0 4.2 90 B 64
DeepSeek-Coder [27] 6.7 3.8 2 T 16
DolphinCoder [28] 7.0 4.2 — 16
Granite-Code [29] 8.0 4.6 4.5 T 125
Llama 3.1 [30] 8.0 4.9 15.6 T 128
Qwen2.5-Coder [31] 7.0 4.7 5.2 T 32
Yi-Coder [32] 9.0 5.0 3.1 T 128

Table 2: Summary of local LLMs: parameter count (in billions of parameters), model size (in
gigabytes), total pre-training (in tokens), and context window size (in thousands of tokens).

To understand their design choices, it is helpful to know which models
are built on existing foundations versus those trained entirely from scratch.
CodeLlama was initialized with Llama 2 weights and fine-tuned on 500 B code
tokens using an infilling objective. Llama 3.1 belongs to the newer Llama 3
family, pre-trained on 15.6 T multilingual tokens and further aligned through
supervised fine-tuning and direct preference optimization. CodeQwen continues
pre-training of the original Qwen base model on 90 B mixed text–code tokens,
optimized for code generation with Flash Attention [33]. Qwen2.5-Coder builds
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on the Qwen 2.5 architecture and is further pre-trained on a 5.2 T token mix of
70% code, 20% text–code grounding data, and 10% math data. DolphinCoder
extends StarCoder2 [34] and is trained on the LeetCode Rosetta dataset [35]
for competitive programming. DeepSeek-Coder and Granite-Code are trained
from scratch: DeepSeek-Coder on 2 T tokens (87% code, 10% English code
text, 3% Chinese) and Granite-Code on 4.5 T tokens (8% code, 20% natural
language). Finally, Yi-Coder was trained from scratch on a 3.1 T token bilingual
(English/Chinese) web crawl with extensive filtering and deduplication.

4.2 Running the Experiments

The experiment was carried out on the department’s GPU server, which runs
Ubuntu 22.04 LTS. The server consists of dual Intel Xeon 6426Y CPUs (64
cores total; 56 available), dual NVIDIA L4 GPUs, each with 24 GB of memory,
256 GB of RAM, and 23 TB of SSD storage. To interact with the LLMs, we
used Ollama version 0.3.4 and CUDA version 12.8.

In the first phase of the experiments, the modified FACE platform contacted
an external Ollama server and instructed it to load a specific LLM. Next, it
used the loaded model to generate solutions for all Kattis problems. Lastly,
FACE gradually submitted them to Kattis and collected the results. The total
runtime for these experiments exceeded three weeks.

5 Performance Evaluation

This section presents a detailed evaluation of model performance across three
dimensions: solution generation speed, correctness (Accepted status), and
failure types (e.g., Wrong Answer, Run Time Error). We analyzed results
across problem difficulties (Easy, Medium, and Hard) to uncover trends and
limitations of locally hosted LLMs.

5.1 Generation Time Comparison

To assess efficiency, we measured response generation times for all 3,589 problems.
Table 3 presents summary statistics, Figure 2 shows generation time histograms
per model, and Figure 3 shows the corresponding cumulative distribution
functions (CDF).

5.2 Outliers

A small fraction of model–problem pairs exhibited exceptionally large generation
times (see Table 3). To prevent these rare spikes from dominating our future
histograms and CDFs (Figs. 2 and 3), we applied the conventional box plot rule
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Table 3: Response generation time (in seconds) for each model on the full dataset, ordered by
parameter size. Models with the two highest acceptance rates are shown in bold.

Model Name Mean (s) Median (s) Std (s) Min (s) Max (s)

DeepSeek-Coder 15.71 12.89 62.48 1.38 2163.78
CodeLlama 16.11 10.84 77.94 0.82 1815.62
CodeQwen 10.48 8.38 50.09 0.70 1738.14
DolphinCoder 20.02 10.59 117.78 0.59 1775.38
Qwen2.5-Coder 14.82 14.00 31.70 2.24 1890.25
Granite-Code 8.35 7.39 6.21 0.26 216.92
Llama3.1 12.53 11.64 4.88 3.08 58.62
Yi-Coder 14.64 12.72 50.59 1.41 2149.67

and discarded any outliers.

For each model’s response times, we computed the first and third quartiles (Q1,
Q3), to form the interquartile range:

IQR = Q3 −Q1,

and labeled any value outside the range given by the 1.5 IQR Rule:
[
Q1 − 1.5 IQR, Q3 + 1.5 IQR

]

as an outlier. The number of excluded outliers per model is reported in Table 4.

Table 4: Number of generation-time outliers excluded per model, sorted from highest to lowest.
Models with the two highest acceptance rates are shown in bold

Model Name # Outliers

Llama3.1 149
DolphinCoder 147
CodeLlama 127
Granite-Code 117
DeepSeek-Coder 114
CodeQwen 113
Yi-Coder 76
Qwen2.5-Coder 65

Although Llama3.1 has the lowest maximum generation time (58.62 s;
Table 3), it exhibits the most outliers (149; Table 4). This occurs because its
response times are tightly clustered, as shown by a low standard deviation.
This yields a small interquartile range. As a result, even modest spikes exceed
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the outlier threshold. In contrast, Yi-Coder and Qwen2.5-Coder—the two
best-performing models by acceptance rate—had the fewest outliers, 76 and 65,
respectively.

Figure 2: Histograms of generation times (log-scale frequency) for each model.

Figure 3: CDF comparison of generation time across models.

Figure 3 illustrates the Cumulative Distribution Function (CDF) for the
generation times of different models. Each curve represents the CDF of a
specific model, showing the proportion of solutions generated within a given
time threshold. The x-axis corresponds to the generation time (in seconds),
while the y-axis represents the CDF, ranging from 0–1, where 1 indicates that
all solutions were generated within that time.

From the plot, it is evident that models such as Qwen2.5-Coder, DeepSeek-
Coder, and Yi-Coder exhibited the slowest solution generation times, with their
CDF curves increasing more gradually and extending further along the x-axis.
Despite their slower speeds, these models performed the best, with average
acceptance rates of 5.7%, 2.9%, and 5.4%, respectively, as shown in Table 8.
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This comparison underscores the trade-off between computational efficiency
and generation speed in these models.

5.3 Correctness and Failure Analysis

First, we assessed how each model’s submissions performed in terms of cor-
rectness and common failure modes. For every problem difficulty level (Easy,
Medium, and Hard), we counted the number of submissions that resulted in an
accepted solution, as well as those that failed due to compilation errors, wrong
answers, run-time errors, time-out, or time/memory limits. This breakdown
helped us identify not only which models could solve a given fraction of prob-
lems, but also the types of mistakes they most frequently made. Tables 5–7
summarize these counts for each model across the three difficulty tiers.

Table 5: Outcome counts per difficulty by model (Easy), ordered by model size. The two top-
performing models are shown in bold.

Problem Difficulty: Easy
Status deepseek codellama codeqwen dolphin qwen2.5 granite llama3.1 yi-coder
Accepted 90 16 49 21 157 14 91 139
Compile Error 27 210 21 92 2 28 8 20
Wrong Answer 381 245 326 370 323 485 318 368
Run Time Error 114 145 209 127 120 82 185 82
Time Limit Exceeded 8 4 8 6 17 2 18 10
Memory Limit Exceeded 0 0 0 0 1 0 0 1
Total 620 620 613 616 620 611 620 620

Table 6: Outcome counts per difficulty by model (Medium), ordered by model size. The two
top-performing models are shown in bold.

Problem Difficulty: Medium
Status deepseek codellama codeqwen dolphin qwen2.5 granite llama3.1 yi-coder
Accepted 15 1 5 1 47 4 8 52
Compile Error 72 392 59 216 12 70 17 37
Wrong Answer 770 506 543 717 719 993 645 819
Run Time Error 375 362 608 311 422 184 549 300
Time Limit Exceeded 38 17 48 25 74 10 55 58
Memory Limit Exceeded 8 0 4 1 4 2 4 12
Total 1278 1278 1267 1271 1278 1263 1278 1278

Table 7: Outcome counts per difficulty by model (Hard), ordered by model size.

Problem Difficulty: Hard
Status deepseek codellama codeqwen dolphin qwen2.5 granite llama3.1 yi-coder
Accepted 0 0 0 0 0 0 1 1
Compile Error 128 475 95 291 18 85 35 80
Wrong Answer 985 719 646 853 924 1279 833 1096
Run Time Error 512 478 870 511 615 290 773 418
Time Limit Exceeded 48 16 60 28 120 15 43 75
Memory Limit Exceeded 11 0 6 1 12 2 5 18
Total 1684 1688 1677 1684 1689 1671 1690 1688
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Note: Some difficulty totals differ from the full problem set size because we
filtered out any statuses outside the six tracked categories (Accepted, Compile
Error, Memory Limit Exceeded, Run Time Error, Time Limit Exceeded, Wrong
Answer).

For Easy problems, all models performed modestly, with Qwen2.5-coder
and Yi-Coder obtaining the highest number of accepted submissions, with 157
and 139, respectively. However, even at this level, the majority of attempts
resulted in Wrong Answers or Run Time Errors, suggesting difficulty in reliably
solving even simpler problems.

As difficulty increased, performance deteriorated significantly. For Medium
problems, most models achieved fewer than 10 accepted solutions; only Yi-
Coder and Qwen2.5-coder showed slight improvements, 52 and 47, respectively.
Wrong Answer and Run Time Error rates were consistently high across all
models, indicating challenges in handling intermediate problem complexity.

On Hard problems, no models could reliably generate correct solutions.
Only Yi-Coder and Llama3.1 managed to produce even a single accepted
response. This result underscores a significant performance ceiling for current
local LLMs in high-difficulty settings.

5.4 Comparison with Cloud-Based Models

Before presenting the acceptance rates of our local models, we recap the cloud-
based benchmarks reported by Ngo et al. [6]. In their evaluation of 1,981
Kattis problems, Gemini 1.5 achieved an acceptance rate of 10.9% (217/1,981)
and ChatGPT-4 achieved 10.7% (211/1,981). When these results are broken
down by problem difficulty (on a 1.0–10.0 scale), they found that among the 95
problems rated 1.0–2.0, 68% (65/95) were accepted. This fell to 21% (48/225)
in the 2.0–4.0 range, and acceptance was effectively zero beyond the 4.0 rating.
Their findings illustrate how performance drops off rapidly as problem difficulty
increases.
The acceptance rates reported in Table 8 correspond to our pass@1 metric,
i.e., the probability that a single generated solution for a problem is correct.
Formally, for any k ≥ 1,

pass@k = EProblems

[
1 −

(
n−c
k

)
(
n
k

)
]

(1)

where

• EProblems denotes the expectation taken over the distribution of problems

• n is the total number of samples generated per problem
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Table 8: Acceptance rates for cloud-based and local models, sorted from highest to lowest.

Model AC Rate (%)

Cloud-based (n = 1,981)

Gemini 1.5 10.9
ChatGPT-4 10.7

Local models (n = 3, 589)

Qwen2.5-Coder 5.7
Yi-Coder 5.4
DeepSeek-Coder 2.9
Llama3.1 2.8
CodeQwen 1.5
DolphinCoder 0.6
CodeLlama 0.5
Granite-Code 0.5

• c is the number of those samples that pass all tests

• k is the number of samples considered

In the special case k = 1, equation (1) simplifies to

pass@1 = EProblems

[
c
n

]
,

so Table 8’s acceptance rates measure the average fraction of problems for which
the model’s first attempt succeeded.

6 Conclusion

In this study, we evaluated eight open-source LLMs against more than 3,500
programming problems. We extended the FACE framework to work with Ollama,
consolidated all data into JSON files, and added a checkpointing system. This
infrastructure enabled large-scale testing and direct comparison with previous
cloud-based results. The local models with the highest performance, Qwen2.5-
Coder and Yi-Coder, achieved pass@1 rates of 5.7% and 5.4%, approximately
half the pass@1 rates of ChatGPT and Gemini. The trade-off here is that local
models can be run an unlimited number of times compared with the token
limitation or the monetary cost of the proprietary LLM solution.

Our findings underscore both the promise and the current limitations of
locally hosted LLMs for complex code generation. Going forward, we will
look at fine-tuning these models on task-specific datasets, combining local and
cloud-based inference in hybrid workflows, and using smarter prompt designs or
built-in debugging steps to improve the correct submission rate. As the open-
source model landscape continues to grow, benchmarks become increasingly
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vital. Large and thorough evaluations guide model improvements and inform
deployment decisions. This is especially important in settings where data
privacy or limited computing resources are key concerns.

Beyond the raw accuracy numbers, our findings carry direct weight for
educators seeking to modernize assessment. Local code-centric LLMs can power
explain-as-you-grade autograders that return step-wise diagnostics instead of the
usual binary pass/fail, while keeping student data safely on campus hardware.
Lightweight Ollama deployments lower the cost threshold for in-IDE tutoring
agents that gently assist novice programmers without handing them the full
solution. Instructors gain the freedom to iterate rubrics rapidly, run large-batch
regrading overnight, and even spin up model variants tuned to specific curricula.
Taken together, the results point toward a future where scalable private feedback
loops complement traditional office hours rather than replace them.
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Abstract
This work describes a systematic approach to refactoring and re-

designing container-based infrastructure blueprints to support various
courses including full-stack web development, machine learning/AI, cloud
computing, parallel and distributed computing, and big data engineer-
ing. Leveraging Docker Compose and Docker Swarm, these blueprints
can be deployed on personal computers or public clouds. In the absence
of adequate on-site computing resources, these blueprints will provide
students and instructors with portable and reproducible computing en-
vironments inside and outside of the classroom. The usability of these
blueprints is demonstrated in several different courses taught at an R2
regional public university.

1 Introduction

The growing diversity and complexity of computing courses call for flexible and
scalable infrastructures for instruction. At institutions with limited technical

∗Copyright ©2025 by the Consortium for Computing Sciences in Colleges. Permission to
copy without fee all or part of this material is granted provided that the copies are not made
or distributed for direct commercial advantage, the CCSC copyright notice and the title of
the publication and its date appear, and notice is given that copying is by permission of the
Consortium for Computing Sciences in Colleges. To copy otherwise, or to republish, requires
a fee and/or specific permission.
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staff and inconsistent access to centralized computing resources, delivering a
uniform student experience across such diverse domains remains a challenge.
While commercial cloud platforms offer one solution, the recurring costs, steep
learning curves, and administrative overhead can be prohibitive for smaller
programs.

This paper presents a generalized infrastructure framework based on con-
tainerization, extending the ideas in existing literature on portable computing
resources for parallel and distributed computing education into a modular ar-
chitecture adaptable across different course contexts. We demonstrate how a
single Docker Compose YAML specification template file can be expanded to
describe the deployment of both frontend learning tools (e.g., Jupyter, VSCode,
etc.) and backend computing services (e.g., MPI, Spark, MongoDB, Ollama,
etc.) tailored to each course. By encapsulating lecture content, toolchains, and
runtime dependencies, this approach provides a reproducible environment that
instructors can customize and students can deploy across personal laptops or
cloud servers.

Through course case studies and real-world usage, we show how this unified
infrastructure template has enabled instructional scalability while lowering the
barrier of entry for both faculty and students. The long-term goal is to support
a sustainable and portable computing ecosystem for education that adapts to
evolving curricular needs without imposing excessive operational complexity.

The remainder of the paper is organized as follows. Section 2 reviews ex-
isting portable/containerized computing environments for education. Section
3 discusses our past teaching experience and highlights limitations of previous
approaches. Section 4 describes the generalized multi-container framework,
and section 5 demonstrates how this framework can be adapted to different
courses. Section 6 discusses the technical issues encountered throughout our
own adaptation process, lesson learned, and future design approach. Section 7
concludes the paper.

2 Background

Portable laboratories have gradually replaced institution-hosted clusters in sys-
tems and data-centric courses. Earlier solutions used virtual images, such as
the SEED Lab for computer security education [4]. One of the limitations of
SEED Lab is the large memory and storage requirements. At the time, 12G
of storage was not trivial given the limitations of computer hardware available
at that time. In [13], the authors proposed the idea of BYOD, bring-your-
own-device, where collections of virtual images that can support multiple core
CS courses were made available to students to download and set up in lieu of
centralized infrastructure.
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The rise in popularity of container solutions, Docker in particular, led to
the emergence of container-based solutions for portable laboratories. A sig-
nificant advantage of containers over traditional virtual images is the lower
computational overhead, as demonstrated in the work of [12] in evaluating the
scaling capability of Docker-based autograding against the sandboxed VM or
chroot setups. An earlier example of a container-based laboratory solution is
Labtainers, a container-based framework for the development, deployment and
assessment of Linux-based cyber-security lab exercises [5]. In [16], a collec-
tion of container-based distributed system assignments was made available to
students to deploy on their own computers and observe parallel executions.
A solution to support launching a multi-container Spark cluster for big data
engineering education was shown in [10].

Extending from these previous works, this paper presents a general template
for developing multi-container frameworks that can support topics that require
complex large-scale computing infrastructure environments.

3 Analysis of Original Development

The motivation for the creation of this common template framework came
from the authors’ experience in teaching Modern Web Application, Parallel
and Distributed Computing, and Big Data Engineering.

In Modern Web Application, students learned about developing web appli-
cations using NodeJS, MongoDB, and Mongoose. This is a popular web ap-
plication development stack with continuous contributions and updates from
the open source community. This also leads to the issue of version drift, where
the library dependencies can quickly change, impacting code development [15].
From an educational perspective, this means that students installing the latest
versions of these software components on their computers will run into po-
tential version mismatches and other minor technical issues, hindering their
learning process.

In Parallel and Distributed Computing, while thread programming can be
demonstrated easily in modern computers with multiple cores, MPI program-
ming, parallel distributed file systems, and high performance computing cluster
can be best represented with actual distributed components. Federal computa-
tional resources can be leveraged here, but they are limited in availability, and
inexperienced students can easily consume all allocated service units through
inefficient resource requests. Dynamically provisioned cloud resources can be
used, but they need to be taken down and refreshed periodically and students
lose access after the course finished [11].

The primary framework for Big Data Engineering is Spark [17]. Rely-
ing on popular data science platforms such as Microsoft Azure, Google Co-
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lab, and Kaggle, it is possible to manually download and setup a stand-alone
Spark cluster on the notebook-running virtual machines provided by these
platforms. This solution works for smaller datasets (less than 1GB). For larger
ones (10GB+), the online platform resources take a long time to run and if
students shut down their laptop, the resource allocation is terminated. It was
possible to deploy Spark directly on students’ computers, but this required ex-
tensive environmental configurations. For Windows machines, this process is
non-trivial and often leads to minor technical issues with students. To address
this issue, a multi-container framework was developed specifically to: 1) take
advantage of students’ laptop and desktop resources, and 2) provide a similar
Spark computing environment across all computers and operating systems [10].

4 A Common Multi-Container Framework

Based on our experience developing and deploying multi-container frameworks,
we have come up with a common architecture for these frameworks, from which
customized designs for new courses and research projects can be developed [14].
This architecture is shown in Figure 1.

A core component of this framework is a base image, in which relevant
common software dependencies for individual courses’ contents are installed
and configured. From this base image, multiple images can be built as needed.
At a minimum, separate images can be built for student and instructor use
cases. The student image contains everything installed in base, and front-end
services necessary such as the VSCode server and Jupyter Notebook to work
with course materials. The instructor’s image includes extra dependencies to
compile lecture materials. Installing dependencies and setting up services for
each image is managed by the external scripts placed under the same directory
as the Dockerfile of each image, which is copied into the container environment
and run during the build process. Additionally, both head images copy an
entrypoint script that will run during deployment.

The directory structure for each image (base, instructor, student ...) include
a Dockerfile, an install.sh script, an entrypoint.sh script, and any other relevant
files and directories that are necessary for the building process. The Dockerfile
is simplified and only includes information about the starting-point image of the
build, any necessary ports to be exposed, and the specific user account that
is activated for the running container. The entire image directory is copied
into the image, used during the build process, and deleted after everything
is completed. All installation steps are specified in the install.sh script. The
entrypoint.sh is setup as a default runtime when a container is spawned from
the image. The runtime includes launching of services (SSH, MySQL, Postgres,
etc) and servers (Jupyter, Code, etc). The last launch is set as a foreground
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Figure 1: Architecture of a common container framework

process to ensure the container will stay up indefinitely.
The organization of building and deploying the framework as multiple con-

tainers is managed by a docker_compose YAML file. Users are instructed
to follow an ordered build procedure using the docker compose command.
The framework can be extended to accommodate different course requirements
by installing more software dependencies on the base image or modifying the
docker_compose YAML file to set up an environment suitable for the course
contents.

5 Adaptation Study

The following courses and research projects have adapted the multi-container
framework in teaching and research activities.
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5.1 Modern Web Application

The customization starts with changing the starting image of ‘base‘ to the im-
age of NodeJS 22.11.0:slim . This is a Debian-based Linux distribution. The
additional software stack includes nginx, Mongoose, Python, and Code server.
The software nginx is included so that students can learn how to deploy web
applications onto a web server in addition to the common all-in-one develop-
ment setup. Mongoose is for interaction with a MongoDB server. Four ports,
8080, 8000, 3000, and 4000, are exposed to support Code server and three web
port options accordingly. The head-master node will have additional Python
mkdocs packages to help with lecture material development.

As the course does not cover load balancing, there is no need for additional
worker-type images. However, an external MongoDB image is included in the
‘docker_compose‘ YAML file. This gives students the illusion of interacting
with an isolated and remote database server (MongoDB in this case). Their
JavaScript code will specify mongodb as a hostname rather than using the
localhost name. The adaptation of this framework is shown in Figure 2. The
repository for this framework can be found at [6].

Figure 2: Multi-container framework for CSC418
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Figure 3: Multi-container platform for parallel and distribute computing

5.2 Parallel and Distributed Computing

The base image is built on top of a RockyLinux 9.3 image layer and contains
common HPC tools and libraries such as basic gcc/g++ compilers, OpenMPI,
Python, and SSH server. The installation and configuration of the software
packages is automated through an external script, which is copied into the
image and run during build time. The compilers, Python, and SSH are installed
via RockyLinux package manager, while OpenMPI is manually compiled from
source and installed into a custom location. A user account called student is
created. Pre-generated SSH keys and configuration, extensions, and password
for code server, meant to be placed into /home/student/ are copied into the
base image, as shown in Figure 3.
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Figure 4: Multi-container platform for Big Data Engineering

The master images for instructor and student are built upon a layer of base
image. In both versions, the master image contains Code (code-server) and
libraries to enable faculty to edit and build interactive lectures using jupyter-
book [2]. An entrypoint.sh script is added to /usr/local/bin and set up as an
entrypoint for the master container. The Docker Compose YAML file specifies
the subdirectories containing the relevant Dockerfiles and additional support
files as well as the tags for the images. Additional configuration includes the
ability to change the number of computing cores for the compute containers.
The repository for this framework can be found at [7].
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5.3 Big Data Engineering

In the infrastructure intended for the Big Data Engineering course, our work
builds on a pre-built Spark 3.5.2 image with Java 17 and Python 3 and addi-
tionally includes essential data science libraries such as Jupyter, Flask, NumPy,
Pandas, NLTK, Matplotlib, and scikit-learn. Our approach utilizes the opti-
mized Spark distribution while also ensuring that all necessary Python packages
for data analysis and machine learning workflows are available.

The master versions are built from the base image, with the master-instructor
image contains Code server and additional libraries to support lecture develop-
ments, in addition to the Jupyter server. The master-student only contains the
Jupyter server. The worker containers are launched directly from the base im-
age. In the docker_compose.yaml file, each worker service has CPU cores and
memory that are changeable, which allows the adjustment of the cluster and
its resources based on their specific needs. The repository for this framework
can be found at [8].

6 Discussion

As the platforms did not change the content of course materials and specifically
how the courses were taught, we did not carry out a student survey. Rather,
we evaluated the effectiveness of these platforms via technical issues raised by
the students. Through this experience, we also began working on an even more
common containerized deployment schema for all courses.

6.1 Adaptation Issues

Each of the courses (CSC418, CSC466, and CSC467) has its own Discord server
setup with a channel dedicated for technical troubleshooting. Below are the
issues that have been raised by one or several students in these courses.

CSC418: The biggest issue that many students encountered at the be-
ginning of the course after the environment has been built and launched is how
to access localhost:3000. The Code server, in trying to be helpful, actually con-
fused the students by suggesting an alternative path of localhost:8088/proxy/3000.
Furthermore, sometimes students will use app.listen(port, ’localhost’) which
prevents access from outside the container. The lecture notes need to be up-
dated to give students very specific instructions on how to setup the NodeJS
apps.

CSC466: Students in this course encountered several issues. The most
critical one is the inability to read and write to the home directory for platform
launched inside Windows machines. This is due to students downloading and
building the images from inside OneDrive, Google Driver, or any other online
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sharing location. The sharing managers go through the repository and update
the status and permission of the mounted home directory, disabling the default
permission of the platforms. We address this issue in the latest version of the
repository, which turn /home/ into a Docker volume instead. Another issue,
this time with Mac, is that MacOS sometimes placed Docker daemon processes
into list of untrusted processes. There is an instruction from Apple HelpDesk
on how to address in manually, but this remains an annoying nuisance. We
anticipate stepping away from Docker Dekstop on Mac with Apple’s latest
announcement on their own OCI-compliant container engine. One minor issue
is when students are unable to build the Docker images on Windows due to
install.sh is modified with CRLF ending character in Windows environment.
This is addressed by adding instructions to the setup process to ensure that the
repository is cloned on Windows as is. Another minor issue is the un-reliablity
of performance measurement for MPI processes running on low-end laptop.

CSC467: For this course, there are two common issues. The first is when
students working on projects with custom Python libraries. In this case, they
will have to modify the base image and rebuild everything to ensure that these
libraries are available across the entire Spark cluster. The second issue is the
difficulty in leveraging Spark’s WebUI for individual jobs and tasks. This is
because Spark cluster assigns random ports for these services and these ports
cannot be exposed and mapped during run time. Debugging has to rely on
experience and command line interfaces.

The issues shown above are solvable either immediately within the class
session or one or two days after. None of the issues is complex enough that
cause students to have to abandon the usage of the platform.

6.2 Preliminaries Future Work

As the presented platform has been formally adapted into three listed courses
above, we are in the process of customizing the platform to support another
class, Introduction to Operating Systems, which utilizes materials from Oper-
ating Systems: Three Easy Pieces [1] and XV6 [3]. The inclusion of this course
created an interesting observation that the master image of Distributed and
Parallel Computing can be quickly customized to support ‘qemu‘ and ‘xv6-risc‘
libraries. This brings up an interesting question about whether we can truly
integrate all different platforms through one single base image and minimal
customization. We have taken a first step and listed all libraries included in
different classes’s platforms, as shown in Table 1.

These common libraries provide the basic recipe to create a base image for
all courses. Next, this base image can be used to support additional courses.
Partially common libaries (support some but not all) are taken into account in
the build process so that the amount of shared layers are maximized among all
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Table 1: A review of common libraries across course platforms

CSC418 CSC331 CSC466 CSC467

Base image node:22.11.0-slim
(Debian) ubuntu:24.04 rocklylinux:9.3-minimal spark:3.5.2-java17-python3

(Debian)
local account x x
OpenSSH x x x
sudo x x
epel-release x
git x x
wget x x x x
sssd x
sssd-tools x
authselect x
openssl x
curl x x x x
python3 x x x
python3-pip x x x
python3-devel/libpython3-dev x x
tar x x x
perl x x
zlib-devel/zlib1g-dev x x
build-essential/gcc x x
gdb x
valgrind x
qemu-system-misc x
gcc-riscv64-unknown-elf x
java x
spark x
nodejs x
openmpi x
mkdocs plugins x x x x
code server x x x x

final images. This approach will have the potential to simplify the customiza-
tion process and minimize image storage size for multiple courses. Potential
technical hurdles include conversion of Linux base image. For exapmle, the
base image for CSC466 needs to be changed from Rocky Linux to Ubuntu.
This means that installation procedure for libraries such as epel-release and
python3-devel needs to be changed. An example initial working repository can
be found at [9].

7 Conclusion and Future Work

This work demonstrates the design and deployment of a modular, multi-container
infrastructure framework aimed at supporting diverse computing courses across
various instructional contexts. By leveraging Docker and the Docker Compose
YAML specification, we developed reproducible environments that encapsulate
front-end tools, backend services, and course materials in a scalable manner.
Our framework has been successfully adapted for modern web development,
parallel and distributed computing, and big data engineering courses, showing
significant improvements in deployment reliability and cross-platform consis-
tency with minimal technical overhead for students.

While our results are promising, several opportunities exist for future work.
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First, we plan to broaden the scope of course integrations to include cyberse-
curity, embedded systems, and AI model training with hardware acceleration.
Second, while anecdotal and technical feedback from students has been largely
positive, a more systematic evaluation through surveys and learning outcome
assessments will be conducted to quantify the impact of this approach on stu-
dents’ learning experience and performance.

Finally, we aim to release a public repository with template YAML files and
documentation to encourage adoption across institutions. By fostering a com-
munity around portable, container-based pedagogy, we hope to further reduce
barriers for institutions with limited infrastructure and promote reproducibility
and equity in computing education.
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Abstract
This paper examines the comparisons made by students between code

they wrote versus code generated by AI. The analysis reveals that while
AI can generate code that is functional, humans, if paradigm-literate, can
write code that is more nuanced and produce code that is inherent to
human cognition. The analysis also reveals that the AI code is efficient in
certain instances, for example, for beginner programmers learning syntax
and structure. Our findings advocate for a balanced integration of human
and AI-aided code, rather than relying solely on AI to replace human
expertise.

1 Introduction

An analysis of a comparative program assignment was conducted in an upper-
level Computer Science - Programming Languages – class, a course taken by

∗Copyright ©2025 by the Consortium for Computing Sciences in Colleges. Permission to
copy without fee all or part of this material is granted provided that the copies are not made
or distributed for direct commercial advantage, the CCSC copyright notice and the title of
the publication and its date appear, and notice is given that copying is by permission of the
Consortium for Computing Sciences in Colleges. To copy otherwise, or to republish, requires
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CS majors after Data Structures. Traditionally, students are allowed to select
a programming language of their choice, and the same was implemented for
this experiment. The main purposes of doing so are to: (1) give students the
liberty to select a language if they have a favorite, and (2) vary the languages
shared in class.

Over the course of about 10 weeks, students developed a moderately com-
plex program designed to illustrate the core paradigms and features of that
language. As part of this task, students also delivered an in-class presenta-
tion to explain their language’s design philosophy and demonstrate its prac-
tical applications. Following this, students were tasked with a supplementary
assessment in which they used generative artificial intelligence (AI) tools to
produce code that fulfilled the same objectives as their original program. They
were then asked to critically evaluate and compare the AI-generated code with
their own, focusing on aspects such as paradigm fidelity, readability, and design
choices. Paradigm fidelity refers to how well a piece of code aligns with the
core principles and idioms of the language it is written in. Due to each student
investigating a different programming language, the evaluation performed by
each was unique to that student.

This paper outlines the structure of the assignment, synthesizes the key
findings and conclusions drawn from the students’ comparative analyses and
dovetails with our earlier paper[3] which views the use of AI as the weaving of
assignment prompts with code to create the base for literate coding. As with
Rose et al.[1], we strived to integrate AI into pedagogy, especially in helping
students understand how AI can help generate code (or not).

2 Assignment Set-up

The assignment was administered after students had been introduced to dif-
fering programming paradigms – imperative, functional, logical, and object-
oriented; acquired foundational knowledge of their selected programming lan-
guage; and had the opportunity to develop a substantive program that lever-
aged the language’s core paradigm. The range of languages chosen by students
included: Ada, C#, Clojure, COBOL, D, Dart, Delphi, Elixir, Erlang, F#,
Fortran, Go, Groovy, Haskell, Julia, Kotlin, Lua, ML, Perl, Ruby, Rust, Scala,
and Scratch. A total of 33 students, distributed across two sections of the
course, participated in the assignment, providing a sufficient dataset for draw-
ing meaningful conclusions. The prompt provided for the assignment is shown
below.
Comparing Human-Written and AI-Generated Code
Objective: The goal of this assignment is to help students understand how
programming paradigms (functional, object-oriented, logic, or hybrid) are ap-
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plied by humans versus AI in code creation. By comparing AI-generated code
with their own work, students will analyze programming styles, accuracy, op-
timization, and readability.
Instructions:

1. Examine your program from your Language Project:

• You have written a program (not taken from another source) in
the programming language you were researching (functional, object-
oriented, logical, or hybrid). In doing so, you should have ensured
your program demonstrates the core paradigm features of the lan-
guage.

• Document your design choices and implementation process.
• If your program is long or complex, select a portion of your code

that demonstrates the paradigm(s) best.

2. Generate AI code:

• Read up on how to best generate effective prompts like such as
"Effective Prompts for AI: The Essentials".

• Use an AI tool (such as Copilot, OpenAI, ChatGPT, etc.) to gener-
ate code for the same program you’ve written. Record what prompt
you used to generate this code. Ensure the AI-generated code solves
the same problem or performs the same task as your own program.
Keep a screenshot of this prompt.

• Document the AI’s design choices.

3. Compare and analyze:

• Compare your program with the AI-generated code in terms of:
• Programming paradigm - Code is true to the paradigm. For ex-

ample, how "functional" is the AI-generated functional code, how
"object-oriented" is the AI-generated object-oriented code, etc.

• Code readability - Code is easy to understand, maintain, and modify.
Key features include consistent formatting, meaningful names for
variables and functions, and clear, concise logic.

• Document your observations and comparisons. Address the strengths
and weaknesses of both sets of code, and provide insights into how
humans and AI approach coding differently.

The assignment tasked the students to respond to seven entries:
Question 1 - Give the name of your programming language and its paradigm(s).
Question 2 - Indicate which AI you used to generate the AI code.
Question 3 - Indicate the purpose of the code, the problem it solves or the task
it performs.
Question 4 - Provide a screenshot of the AI and the prompt you used.
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Question 5 - Give both sets of code: (1) your own code and (2) AI-generated
code. Be sure to label each one clearly.
Question 6 - In 200-300 words, compare your program with the AI-
generated code based on whether it is true to the programming
paradigm and on code readability. Be specific, pull examples from the
actual sets of code to support your comparisons. Disregard minor differences
such as formatting, spacing, or the choice of variable names.
Question 7 - In 200-300 words, discuss which version you feel is better and
why, providing specific examples from each version. Address the strengths
and weaknesses of both sets of code, and provide insights into how
humans and AI approach coding differently. Disregard minor differences
such as formatting, spacing, or the choice of variable names.

3 Analysis of Student Responses

Analyses of student responses are broken down into three areas, detailed below,
based on the responses gathered from Questions 6 and 7.

3.1 Human vs. AI Coding Approaches

The contrast between human and AI-generated code reveals fundamental dif-
ferences in how each approaches problem-solving, creativity, and structure.
Several students commented on how their code was written with a sense of
narrative and purpose, often shaped by their understanding of the problem
domain, their experience with the language, and their personal coding style.
This results in code that is not only functional but also expressive—often re-
flecting the coder’s intent, priorities, and even personality[3]. For example,
several students commented that a human might choose to write a simple,
readable function that prioritizes clarity over performance, especially if the
code is meant for future collaboration. Humans also tend to anticipate edge
cases, comment their logic, and structure their programs in ways that align
with their mental models of the task

In contrast, AI-generated code is typically more literal and prompt-driven,
as many students noticed. It excels at producing syntactically correct, well-
formatted code that adheres to common patterns and best practices—at least
as they are statistically inferred from its training data. However, AI often
lacks the contextual awareness to make nuanced decisions. It may generate
verbose or overly generic solutions, include unnecessary complexity, or miss
subtle bugs or inefficiencies. In several student reflections, students noted
that AI-generated code used constructs that were technically correct but not
idiomatic to the language, such as using object-oriented patterns in functional
languages or misapplying language-specific features like metaprogramming.
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As an example, one student who explored Elixir and implemented code
to add two matrices. The human-written code, see Listing 1, is contrasted
with the ChatGPT-generated code, see Listing 2. The student observes that
his code is longer than the AI’s; he also notes: “The AI did exactly what it
needed to with little extra, but I was able to showcase more features from the
Elixir programming language. Overall, the AI approached the problem with the
most to-the-point effective solution, which used the most powerful part of the
programming language that it could find to generate the solution. On the other
hand, I looked for the solution that best fit my needs to showcase what the
language could do, even if it was not the best solution.” The student makes a
marked conclusion that his code showcases Elixir features rather than simply
producing a solution.

Listing 1: Human-written Elixir code to add two matrices
defmodule MyMatrixAddition do

de f a +++ b , do : MyMatrixAddition . add_matric ies ( a , b )

# r e c u r s i v e going through the matrix rows
de f add_matric ies ( [ a_head | a_ta i l ] , [ b_head | b_tai l ] ) do

[ add_matrix_columns (a_head , b_head) | \
add_matric ies ( a_tai l , b_ta i l ) ]

end

# base case
de f add_matric ies ( [ ] , [ ] ) do

[ ]
end

# r e cu r s i v e going through the matrix columns
defp add_matrix_columns ( [ col_a_head | co l_a_tai l ] , \ [ col_b_head | col_b_tai l ] ) do

# Spawn proce s s
parent = s e l f ( )
spawn_link ( fn −> send ( parent , {col_a_head , \
col_b_head , col_a_head + col_b_head }) end )

temp_tail = add_matrix_columns ( col_a_tai l , co l_b_tai l ) \
# r e c u r s i v e c a l l

# get va lue f o r head
temp_head = r e c e i v e do

{^col_a_head , ^col_b_head , va lue } −>
value

end
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[ temp_head | temp_tail ]
end

# base case
defp add_matrix_columns ( [ ] , [ ] ) do

[ ]
end

end
}

Listing 2: ChatGPT-written Elixir code to add two matrices
defmodule Matrix do

@doc """
Adds two matr i ce s toge the r .

## Examples
iex> Matrix . add ( [ [ 1 , 2 ] , [ 3 , 4 ] ] , [ [ 5 , 6 ] , [ 7 , 8 ] ] )
[ [ 6 , 8 ] , [ 1 0 , 1 2 ] ]

"""
de f add ( matrix1 , matrix2 ) when length ( matrix1 ) == \
length ( matrix2 ) do

Enum. z ip ( matrix1 , matrix2 )
|> Enum.map( fn {row1 , row2} −> add_rows ( row1 , row2 ) end )

end

defp add_rows ( row1 , row2 ) when length ( row1 ) == \
length ( row2 ) do

Enum. z ip ( row1 , row2 )
|> Enum.map( fn {a , b} −> a + b end )

end
end

3.2 Paradigm Fidelity

One of the most insightful aspects of this assignment was observing how both human
and AI-generated code adhered to—or diverged from—the intended programming
paradigms of each language. This includes not just syntax, but also the philosophi-
cal and structural approaches that define a language’s identity. For example, Ruby
encourages expressive object-oriented and metaprogramming techniques, Haskell em-
phasizes pure functional programming, and Ada is known for its strong typing and
support for concurrent systems. As we stressed earlier[1], the rise of AI-assisted
code generation necessitates a renewed focus on programmer literacy to ensure that
students maintain a deep understanding of the code they write and review.
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One student wrote a Ruby program to code generators to randomized cards in the
form of card packs, and adds it to a vector of cards titled "deck". The user can then
open as many packs as they wish, and view their deck in the order of adding cards.
He approached the problem by modularizing his code which the AI-generated code
did not do. He remarks: “The end product is nearly identical, which hurts my feelings
a little bit, but the way it was implemented is very different. The main difference
between our scripts is how I utilized modules, and the AI didn’t. Everything the AI
wrote is in main.rs, while I utilized a separate card_manger.rs script. Modules are
made to make code easier to read and follow, which is why all my card logic is in a
separate file. The AI didn’t do it this way, and instead put everything in the main file,
making it harder to follow. My version of the script’s use of modules also shows off
the ownership system, which may have overcomplicated things a bit, but was a good
way to show the class how variables can be passed and ownership can be changed.”

Similar observations were made by another student who explored C++: “The
strength of my code is that it showcases more of what the programming language can
offer. It shows off threads, recursion, anonymous functions and operator overloading.
My code overloads the "+++" operator. It uses recursion with a base case to navigate
through the lists comprising the matrices. It uses threads to do the actual addition,
and that thread is told what to do with an anonymous function which is passed to it.
. . .The AI did exactly what it needed to with little extra, but I was able to showcase
more features from the Elixir programming language. Overall, the AI approached the
problem with the most to-the-point effective solution, which used the most powerful
part of the programming language that it could find to generate the solution. On
the other hand, I looked for the solution that best fit my needs to showcase what the
language could do, even if it was not the best solution.”

As suspected, human-written code often demonstrated a deeper awareness of the
paradigm and language features. Students were intentionally asked to craft their
programs to showcase the strengths of their chosen languages. As a result, the AI-
generated code sometimes missed the mark. AI-generated code tends to produce
functional code but used generic or imperative patterns. As we had underscored[3],
the rise of AI-assisted code generation necessitates a renewed focus on programmer
literacy to ensure that students maintain a deep understanding of the code they write
and review.

3.3 Educational Value

The educational value of comparing human and AI coding approaches lies not only in
understanding how each operates but also in how this understanding can be leveraged
to enhance learning, teaching, and professional development in computer science.
This experimental assignment sought to open students’ eyes to the pros and cons of
using AI to generate code.

This is observed by a student who wrote: It’s fascinating to think about how
a human and AI create code. The AI is doing exactly as it’s told, with very few
interpretations. ... A human, however, slowly builds upon their idea, and over time,
adds new features and ideas. . . . At the end of the day, if you are looking for a result
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that works exactly how you want it, without caring much about utilizing the language
perfectly, you’ll choose AI. But if you want someone to think through a problem, build
upon it, and write it efficiently, you go for a human.”

As AI becomes increasingly integrated into development environments, its role as
both a tool and a tutor re-shapes the landscape of programming education. Ma, Wu
and Koedinger[2] explore the dynamics of human-AI collaboration in programming,
finding that AI-assisted pair programming can offer comparable benefits to traditional
human-human pairing, particularly in terms of efficiency and support for novice de-
velopers. This highlights the fact that AI could offer much support for beginners
rather than advanced programmers. The key is maintaining a balance between using
AI as a catalyst for understanding syntax and structure, rather than using it as a
shortcut to write complex code as had been pointed out by Valový et al.[4]

Another student concludes: This exercise [sic] allowed me greater insight into
how the AI looks at things from the objective, and it takes into account things that
humans will overlook. Human code can be messier, and it can be imperfect, but that
learning process is integral when it comes to making things more and more complex.”
which confirms that AI-generated code may be used to supplement one’s learning and
is not a replacement especially when tasked with building more complex software.

4 Conclusion

One of the goals of this assignment was to demonstrate to students that AI is not
always the answer. Of the 33 students, 22 or 67% favored their own code. The
take away from this project is that human and AI coding approaches each offer
distinct advantages that, when combined, can significantly enhance software devel-
opment. Humans contribute creativity, contextual awareness, and ethical reasoning,
while AI brings speed, consistency, and the ability to process vast datasets. Although
AI tools assist with code generation and debugging, they lack deep comprehension
and nuanced judgment. In terms of paradigm fidelity, humans can deliberately ap-
ply and switch between programming paradigms, whereas AI, though versatile, may
not always follow best practices. Their strengths and weaknesses are complemen-
tary—humans may be slower and prone to fatigue, while AI can produce errors due
to limited understanding. Educationally, AI supports learning through feedback and
exposure to diverse coding styles, but over reliance can hinder critical thinking. A
balanced integration of both human insight and AI capabilities fosters innovation,
deeper learning, and more effective development outcomes.

References

[1] B. Marshall K. Rose V. Massey and P. Cardon. “IS professors’ Perspectives
on AI-assisted Programming”. In: Issues in Information Systems. Vol. 24.
2. 2023, pp. 178–190. doi: 10.48009/2_iis_2023_115.

8 173



[2] T. Wu Q. Ma and K. Koedinger. Is AI the better programming part-
ner? Human-Human Pair Programming vs. Human-AI pAIr Program-
ming. https://arxiv.org/pdf/2306.05153.

[3] Joel A. Rosiene and Carolyn Pe Rosiene. “WIP: Focusing on Programmer
Literacy in the Time of AI-Aided Code Generation”. In: IEEE Frontiers
in Education Conference (FIE). Washington, DC, USA, 2024. doi: 10.
1109/FIE61694.2024.10893329.

[4] M. Valový and A. Buchalcevova. “"The psychological effects of AI-assisted
programming on students and professionals"”. In: IEEE International Con-
ference on Software Maintenance and Evolution (ICSME). Bogotá, Colom-
bia, 2023, pp. 385–390. doi: 10.1109/ICSME58846.2023.00050.

9174



On Teaching a General Education Course in
Artificial Intelligence∗

Donald Braxton1 and John Wright2

1Philosophy and Religious Studies
Juniata College

Huntingdon, PA 16652
braxton@juniata.edu

2Information Technology and Computer Science
Juniata College

Huntingdon, PA 16652
wrightj@juniata.edu

Abstract

The teaching of Artificial Intelligence (AI) is important for technol-
ogy majors but, with the growing use of AI in all disciplines and in daily
life, it is also important for non-majors. This paper reports the experi-
ence of a team-taught, general education course at a small, liberal arts
college. We call the course “Living with AI”. Our aim is to reflect on
the interdisciplinary nature of AI, the topics, tools, and resources used in
the course, and the importance of teaching AI to non-majors in a general
education course.

1 Introduction

Artificial Intelligence (AI) is the hot topic today with applications of generative
AI dominating the news. Reactions run from celebration to vilification, from
predictions of utopia to fears of catastrophe. Sensational headlines rarely serve

∗Copyright ©2025 by the Consortium for Computing Sciences in Colleges. Permission to
copy without fee all or part of this material is granted provided that the copies are not made
or distributed for direct commercial advantage, the CCSC copyright notice and the title of
the publication and its date appear, and notice is given that copying is by permission of the
Consortium for Computing Sciences in Colleges. To copy otherwise, or to republish, requires
a fee and/or specific permission.
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the general public well even if they generate clicks. Non-major courses are
one way that we can help guide students to a deeper understanding of topics
such as this. Past publications on non-major courses in computing often focus
on computational thinking or are used to attract students to the computing
fields. A more inspirational example comes from Richard Stockton University
with their course Artificial Intelligence in Society [2]. The first three objectives
of their course are ones that inspire us as well: to introduce AI as an inter-
disciplinary field, to engage students from across disciplines, and to encourage
students to see the applications of AI in their own fields. We in computer
science education should be more explicit about offering non-major courses to
help build better, well-informed citizens and to help students in their chosen
fields. One tenet of the ACM Code of Ethics is to “foster public awareness and
understanding of computing, related technologies, and their consequences.”[3]
News headlines and social media posts have created much awareness of AI,
but awareness is not understanding. At Juniata College, we have decided to
address the need for a deeper understanding of AI through a new, team taught
course titled Living with AI.

Juniata College is a small, primarily undergraduate, liberal arts college
in Huntingdon, Pennsylvania. In rank order according to major, the most
enrolled programs are biology and health sciences, business, environmental sci-
ence, psychology, and computer science. All students are required to complete
a sequence of general education courses including an interdisciplinary course in
their third year. This course is required to be team taught in order to view a
topic from different disciplinary lenses. Living with AI fulfills this requirement.

The Living with AI course is a 15 week, 4 credit course that was taught for
the first time in spring 2023 and a second time in spring 2025. Although the
instructors were from Computer Science and the Humanities, attention was
given to the typical reasoning styles of various disciplines. AI transects the
domains of computing, politics, law, philosophy, economics, ethics, neurology,
music and art, to name just the areas engaged by this course. The course
description and much more information on the course can be found on the
course syllabus[1] and in section 2 below.

The course includes a wide range of topics organized to introduce students
to AI and the ethical and societal issues surrounding it. Main topics include
the history of AI, video games, image recognition, natural language processing,
surveillance, policing and military applications, transportation, employment,
creativity, and artificial general intelligence (AGI). Each of these topics are
encompassed by in- and out-of-class activities, reading and viewing of other
forms of media, homework assignments, and reflection papers. Badges are
given for certain achievements to keep students motivated to try everything
and turn in assignments. The goal of each week is to provide the student with
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a realistic background from a computer science perspective and the ethical,
societal, and legal issues surrounding the topic from the humanities and social
sciences perspectives. An effort was made to help students to think critically
in order to more accurately understand the topics and the ramifications on
people and society.

Figure 1: Sample assignment badges. Zumi is a registered trademark of
Robolink, Inc.[7]. Badges created with the assistance of AI.

Assignments and grading follow from these learning outcomes. Attendance
and participation as well as the writing of reflection journals on the assigned
material are included to help encourage students to be informed and engaged
in each class period. Discussions in class and written reflections on the various
topics are a large portion of the grade. Students also are asked to do assign-
ments to gain experience with expert systems, neural networks, generative AI,
and programming an autonomous robot. In the initial offering of the course,
we used the Zumi by RoboLink[7] for the hands on programming assignments.
In the second offering, we moved to the mBot2 coding robot by Makeblock[5].

The 25 students in the course in spring 2023 and 27 in spring 2025 included
a mix of technology majors and non-majors. These included Computer Science
(12), Information Technology (3), Business (13), Biology and Environmental
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Science (9), History and Museum Studies (4), Art (3), English (2), Mathematics
(2), and one each from Data Science, Physics, Psychology, and Neuroscience.
Of the 35 males, 16 females, and 1 non-binary student, 44 were white, 4 were
black or African American, and 4 were Asian. This is reflective of the college’s
racial demographics but not of the gender demographics. The breakdown of
disciplines indicates that just under a third of the students had a significant
background with computer programming coming into the course. None of the
students had taken any other machine learning or artificial intelligence courses
prior to this course.

2 Execution

The course is taught in two, two-hour blocks each week. Each block tends to
be subdivided into one-hour units. The first hour is an introduction to the
topic. The second is a hands-on learning experience such as experimenting
with neural network hyperparameters or programming the robots. The third
and fourth hours are typically an ethical discussion of the topic, either in the
form of a case study or a philosophical debate on the consequences of AI for
human self-understanding, societal evolution, or changing definitions of work,
risk, creativity, autonomy, national security, and globalization.

Each week, students are expected to review the material for class and write a
reflection based on the material. After the class discussions that week, students
are expected to go back and respond to themselves, adding to their reflections.
These are graded simply on a 0, 1, 2 scale with 0 meaning that the student
did not turn it in and 2 meaning that the student addressed what was asked
in the reflection prompt. A 1 is reserved for the student who does not address
the topic or reports what was done in class and does not reflect on the topic.

The topics covered during the course, by week, include:

1. Introduction - What is Intelligence, the context of ethics and AI, the
Alignment Problem
Resources: Exerpts from The Alignment Problem by Christian, Crash
Course AI Episode 1
Assignments: Reading/Browsing resources (to do every week), written
reflection (to do every week), prepare for discussion (to do every week)

2. Symbolic AI, Expert Systems, Intro to Ethics/Ethical Frameworks
Resources: Expert Systems 2.0 (towardsdatascience.com expert-systems-
2-0), Crash Course AI Episode 10, Putting Expert Systems to Work (Har-
vard Business Review, March 1988), Crash Course Philosophy, What are
Ethical Frameworks (Penn State Department of Agricultural Economics,
Sociology, and Education)
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Assignments: Create a decision tree on Expert Systems Builder
(http://www.mcgoo.com.au/esbuilder/index.php)

3. History of AI in Games - Finite State Machines to AI
Resources: Various AI in games sources, The AI of Alien: Isolation
(YouTube), AlphaGo - The Movie (YouTube), Discussion on why we
build AI that are better than humans
Assignments: Expert Systems assignment continued

4. The Perceptron and Introduction to Neural Networks
Resources: An Intelligent Piece of Paper (https://www.stem.org.uk),
Minimax, Monte Carlo Algorithms, 3Blue1Brown Videos - What’s a Neu-
ral Network, Gradient Descent (YouTube), Google Colab (MNIST, Fash-
ion MNIST, and Titanic data sets)
Assignments: Hyperparameter Experiments - Students play with differ-
ent hyperparameters to see impacts on performance, Build the Robot
(mostly done in class)

5. Image Recognition and Bias
Resources: quickdraw.withgoogle.com, Teachable Machines, Worries about
Predictive Analytics (HeinOnline), various sites/news on bias in facial
recognition
Assignments: Neural Network assignment continued
Notes: Build the mBot2 Robots

6. AI in Education Today and Employement Tomorrow
Resources: Princeton Dialogues on AI and Ethics Case Study 5, What
can history teach us about technology and jobs (McKinsey Global In-
stitute, February 2018), BLS Jobs at Risk from Automation and other
updates on AI impacts (2022-2025), How to Optimize Your Resume for
ATS, Prompt engineering, Using Generative AI appropriately
Assignments: mBot2 Drives (make it move and sense the world)

7. Natural Language Processing and Smart Devices
Resources: Princeton Dialogues on AI and Ethics Case Study 2, Audac-
ity/Audio, AI and Cultural Appropriation (Fake Drake, AI generated
music)
Assignments: Normal weekly reflection including playing with sites like
Udio, Speechify, etc.

8. Surveillance, Data and Privacy
Resources: Frontline: In the Age of AI excerpts, Princeton Case Study 1,
Teaching Privacy: There’s No Anonymity, Simple Demographics Often
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Identify People Uniquely (Sweeney, CMU)
Assignments: mBot2 Decides (if statement, sensors, actuators)

9. Policing and Military Applications
Resources: Pros and Cons of Autonomous Weapons Systems (Etzioni and
Etzioni, Army University Press, May-June 2017), autonomousweapons.org,
ICRC position on autonomous weapon systems, Princeton Case Study 4
Assignments: mBot2 Minesweeps (Drive and use sensors to detect "mines")

10. Transportation, Autonomous Vehicles and Smart Cities
Resources: Consumer Reports on the AI already in vehicles, The Two Fu-
tures of Driverless Cars (YouTube, Cleo Abram), nhtsa.gov autonomous
vehicle safety, smart cities (Shea and Burns, techtarget.com), Connected
Vehicles in Smart Cities (Fourtané, interestingengineering.com)
Assignments: mBot2 Minesweeps continued

11. Making Art and Writing Papers, GANS, Transformers, Generative AI,
Copyright Law
Resources: What are GANs? (YouTube, IBM), Transformers, explained
(YouTube, Google Cloud Tech), Do These AI Generated Fake People
Look Real? (NYTimes), this-person-does-not-exist.com, U.S. Copyright
Office Rules A.I. Art Can’t Be Copyrighted (Recher, Smithsonian Mag-
azine, March 2022), U.S. Copyright Office Copyright and Artificial Intel-
ligence (copyright.gov), The REAL Fight Over AI Art (YouTube, Cleo
Abram)
Assignments: AI Creativity (use AI to write and illustrate a story)

12. AGI, The Ethics of Handling Emergent Superintelligence
Resources: "Godfather of artificial intelligence" weighs in on the past
and potential of AI (CBSNews.com), The Three Laws of Robotics (Asi-
mov, I, Robot, page 27), Ray Kurzweil on StarTalk (YouTube, StarTalk),
Problems of AI (energy, water, noise pollution, greenhouse gas emissions,
space/locations, jobs, e-waste, AI-sweatshops), The Ethics of Artificial
Intelligence (Bostrom and Yudkowsky, 2011), The moral standing of AIs
Assignments: mBot2 Learns (Training, Teachable Machines)

13. Student Choice of Topics: Fooling AI, International Politics and AI
Resources: Glaze Image Cloaking (glaze.cs.uchicago.edu), How to Fool
Artificial Intelligence (Wang, Medium, January 2021), Fooling LIDAR,
The Global Politics of Artificial Intelligence, chapter 2, Governance of
Artificial Intelligence (Ulnicane et. al., 2022), The state of AI (McKinsey
Survey) Assignments: mBot2 Hits the Highway (Traverse a map/Line
follow, React to Road Signs)
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14. Conclusion and Wrap up
Assignments: Signature Assignment - Final Course Reflection, mBot2
assignment continued

Because the course is intended for a general audience, one fourth of our
time was dedicated to reviewing basic ideas of computing in general, the his-
tory of machine learning, and primers in how neural networks operate. Some
programming was required for operating the robot in both hard-coded and au-
tonomous modes, but the learning curve was kept lower through the use of a
block-coding IDE included with the robots. More advanced students could opt
for programming in Python, but only 2 students chose to do so. Most students,
including the technology majors, chose to use the block language.

The course was called Living with AI because students are encouraged to
think about AI in specific parts of their current and future lives and the larger
world around them. Reflection exercises and writing were an important facet of
the course. For those who were unaware of AI, this meant pointing out just how
ubiquitous AI is already. For those who were aware, this meant introducing
them to the profound break-throughs of the last couple of years. All were urged
to abandon the more science fictional versions of AI in favor of submerging
themselves in current real-world deployments. Therefore, case studies of AI in
healthcare, sound and image identification, natural language processing, law
enforcement and military applications, hiring, games, autonomous vehicles and
smart cities, and art and creativity. Just as important as mastering the reality
of current manifestations of AI, the course also emphasizes how significantly
the creation of intelligences of our own making challenge traditional notions of
person-hood, autonomy, human creativity, the economic, societal, and political
future, and fundamental assumptions about the meaning of life. It is important
to note that the goal of this stage was not to arrive at concrete answers but
to live with the questions AI raises. That is what living intelligently with AI
means.

3 Results

Anecdotally, the students enjoyed the course, the topics presented, and the
activities required both in and out of class. We as instructors are satisfied
with the course and the outcomes for the students. As is becoming too typical,
only 16% of the students in 2023 and 17% of students in 2025 filled out the
course evaluation at the end of the semester. Of those evaluations, all were
overwhelmingly positive with the only score below a 4 out of 5 being, “The
workload for this course seemed appropriate to the level of the course”, with a
score of 3.75. This was in 2023. Four of the evaluation questions garnered a 5
out of 5 rating, two of which were primary goals for the course: “The instructor
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raised challenging questions and encouraged me to think” and “The instructor
was open to students’ questions and encouraged free exchange”. Overall, ratings
for spring 2025, given the equal but low number of responses, were better
than spring 2023. Classes have different personalities, but this is encouraging
that small changes made between the two offerings have helped. The primary
changes included more frequent but less involved reflection assignments and a
change of robotics platform.

A view of the course results can be found from the final reflective piece that
students were asked to write. While not the best analysis of the complete course
and only inclusive of the submissions from spring 2023, Table 1 represents a
list of the primary student learning outcomes from the course syllabus with
a percent of the final reflection papers that demonstrate that outcome. It
is important to note that many of the low percentages are explained by the
prompt provided for the final reflection which asked students to focus on public
misconceptions on AI. Those areas with lower values are addressed in other
assignments not included in this analysis. While not a complete analysis of all
learning outcomes for the course, we did learn that almost 80% of the papers
met outcomes that were asked for in the prompt, but also that many of the
other outcomes were represented in student reflections as well. Top among
these were a fluency in the ethics of AI, an awareness of the ubiquity of it,
and an appreciation of the interdisciplinary nature of the topic. The numbers
produced in the qualitative coding process were also affected by the language of
the learning outcomes, for example, the interpretations of fluency or conceptual
mastery on a topic and how that is judged during the encoding. Although
covered by a few of the other learning outcomes in combination, this evaluation
also revealed that we may want to add a specific learning outcome of providing
the student with a realistic view of artificial intelligence and understanding
public misconceptions about the topic. 100% of the papers addressed this
concern, which was asked for in the prompt and is an important outcome of
the course.

To add a fun element to the course while attempting to encourage all stu-
dents to try everything, we offered non-credentialed badges through Moodle
for achievements in certain assignments. Sadly, due to the change of robotics
platform, badges were not used in spring 2025, so the results below are only
from spring 2023. Table 2 lists the assignments and numbers awarded for each
badge and abridged descriptions of the badges. Badges were awarded by the
instructors if a student made a good-faith attempt at the assignment at their
level of technological ability. Students that were not awarded the badge either
did not submit the assignment on time or the submission was incomplete or
substandard. Overall, 19 of the 25 students kept up enough to earn the major-
ity of the badges. It is important to note that these numbers represent badges
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Table 1: Learning Outcomes
Outcome Demonstrated in

Final Reflections
(2023 only)

An awareness of current ubiquity and potential fu-
ture deployments of AI

58%

A conceptual mastery of the processes underlying
the current state of machine learning

25%

A history of the evolution of the field 25%

An appreciation of the interdisciplinary nature of
machine learning

46%

An awareness of the legal contexts in which AI op-
erates

29%

A fluency in the ethics of AI such as bias, neutrality,
privacy, paternalism, transparency, freedom, deter-
minism, agency, and democracy

54%

A mental nuance in the understanding and articu-
lation of the limits of AI including verification and
reproduction

79%

Introductory skills in both the software and hard-
ware employed in AI

13%

An engagement with topical issues of the day such
as facial recognition, NLP, chatbots, public and pri-
vate surveillance, loan and employment screening,
automation and unemployment

79%
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awarded and not number of students that submitted the assignment, which was
almost always higher. In the end, 14 students achieved a grade in the A range,
3 with B, 2 with C, 4 with D, and 2 with F. Two of the D’s and one of the F’s
were technology majors, so the course worked for the majority of majors and
non-majors alike. Out of 28 meeting periods, the average attendance was 24
and the median was 25. Attendance generally correlated to final grades with
some exceptions.

Although badges were not used in spring 2025, we see similar grade, assign-
ment submission, and attendance results, showing that badges are probably not
necessary beyond just being fun. Out of the 27 students that completed the
course in 2025, 19 students achieved a grade in the A range, 4 with B, 2 with
C, 2 with D, and 0 with F. In this case, all of the technology majors did well
and again the course worked for the majority of majors and non-majors alike.
Out of 28 meeting periods, the average attendance was 25 and the median was
26. As expected, attendance again generally correlated to final grades.

Beyond the numbers, we know the majority of students were engaged in this
course. A few examples of discussions with students that stand out involved
AI in games, autonomous vehicles, and AI and employment. The section on AI
in games allowed us to take something that students were already interested
in and use it to show the shift from symbolic AI to machine learning and
algorithms from decision trees, to minimax, and Monte Carlo methods. This
provided the link to neural networks and proved to be a bridge to the rest of
the topics in the course. The section on autonomous vehicles was important
in that it allowed students to see that AI is already being built into vehicles
that they use everyday and to consider the vast numbers of problems that need
to be solved for vehicles to be truly autonomous. For example, the decisions
that need to be made about when a vehicle should stop if it is unsure if it
sees something and then how society might change when individuals know
they can step out in front of a vehicle and not be harmed allowed for much
deeper considerations on the topic beyond the excitement or fear you may
get when hearing about the topic more generally. Although we are speaking
anecdotally, these levels of critical thinking did appear in students reflections on
this topic and throughout the course. The final example of student engagement
demonstrates the importance of teaching AI to non-majors and occurred during
the discussion of employment issues and loss of jobs due to automation. Placing
AI into a history of technological change and its effects on jobs over time was
important for students to have a realistic expectation that AI will change,
eliminate, and create jobs over the next decade. An important realization for
students of all majors is that AI will be changing or eliminating jobs in the
areas they are currently studying and that they need to pay attention to AI
and work on skills to help improve their employability in a changing future.
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Table 2: Assignment Badges (spring 2023)
Name Description

Decision
Trees
24/25

the student has learned about the history of machine learning, discussed
expert systems and decision trees and their role in machine learning, and
implemented a simple decision tree utilizing an online site or programming
language.

Neural
Networks
17/25

the student has learned about the history of machine learning, discussed
neural networks, how they work and their role in machine learning, and
experimented with the model attributes of a pre-built neural network
to investigate the performance and reflect on the limits and benefits of
neural networks in artificial intelligence.

Zumi
Build
25/25

the student has learned to build the Zumi robot from Robolink, Inc.,
including the connecting of motors, sensors, camera, the motor controller
board, and the Raspberry Pi Zero.

Zumi
Drives
21/25

the student has learned to write a simple program to make their Zumi
robot drive around a flat surface.

Zumi
Mine-
sweeper
21/25

the student has learned to write a program to make their Zumi robot
drive around a simulated mine field and flag where the mines are located
by using the Zumi’s IR sensors.

Zumi
Training
21/25

the student has learned to write a program to train their Zumi robot drive
around a surface and recognize different colors from training through a
machine learning algorithm.

Zumi
Navigates
19/25

the student has learned to write a program using the training provided to
their Zumi robot to drive, avoid obstacles, and navigate a simple maze
to get from the entrance to the exit. Students have been learning about
autonomous vehicles and smart cities.

Zumi
Delivers
20/25

the student has learned to write a program using the training provided
to their Zumi robot to drive, avoid obstacles, and recognize colors to
navigate a simple maze and deliver goods from a source location to a
destination and return back to the original spot. Students have been
learning about autonomous vehicles and smart cities.

Zumi
Expert
21/25

the student has earned 5 of the 6 Zumi badges and has become a Zumi
Expert.

AI Writer
19/21

the student has learned about how AI can learn to write and has experi-
ence creating writings with AI generated text and chatbots like chatGPT.
The student has also discussed the moral and ethical issues surrounding
AI’s ability to write.

AI Artist
19/21

the student has learned about how AI can learn to create art and has
experience creating images using AI generated art tools such as DALL-
E and Stable Diffusion. The student has also discussed the moral and
ethical issues surrounding the generation of images including employment
and copyright issues.
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The somber reaction of students to this is the impetus for this paper and to
encourage the computer science education community to broaden the scope of
AI education.

4 Conclusion and Future Work

We found the experience of teaching this class to be satisfying. Indeed, the
first run of the course was unusually successful and we feel the same about
the outcomes in the second run. We certainly derived some benefit in stu-
dent interest from the release of ChatGPT[6] to the public at the end of the
prior semester and the ongoing media coverage ever since. Overall, we feel we
achieved our principal learning objectives and student engagement and enthu-
siasm were high. Future work will involve rewriting learning outcomes to make
them more assessable, mapping how the learning outcomes are covered by the
variety of assignments, setting aside class time to increase participation in the
course evaluation survey, and using all of this to perform an assessment of the
course.

Although more successful during the second offering, the course had rough
spots. Often we were revising readings and assignments on the fly based on
class progress and advancements in the technology. Between the first and
second offering of the course, resources became dated and new resources became
available. Course preparations entailed our collection of an array of potential
resources for the class with decisions on which specific resources were to be used
only being definitively chosen during a weekly meeting of the instructors. We
thought this choice was prudent given the fact that we were uncertain what
level of academic challenge this class would exhibit with its heterogeneous
population and that breaking news in the field was happening quite frequently.

Perhaps the most significant issue we faced was with the hands-on com-
ponent, particularly with the Zumi robots in spring 2023. Both instructors
felt that actual technological engagement was important to student develop-
ment and the Zumi robots were an affordable solution. By requiring a small
course fee, each student received a Zumi that they could keep and use during
the course. The abilities and quality of these robots are limited. Mechanical
failures were common. Some of the difficulties were due to a few mechani-
cally disinclined students handling delecate parts. Some were due to missing
or faulty parts. This may have been due to rush delivery as the product was
back-ordered, possibly by supply chain issues and shipments from overseas.
Other issues arose from the limited techniques available to train the robot.
The Zumi is a toy for younger students and is limited and not flexible enough
for use beyond the built-in features, although there are benefits in this for non-
majors. The robot could not handle neural networks and would only enable
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specific KNN models for color and hand gesture recognition. All computing
on the Zumi is done on the Raspberry Pi Zero on a locked-down micro SD
card and, to our knowledge, processing could not be offloaded to the cloud.
Additionally, even with the option of block programming, some of our students
had difficulty with the logical arguments required for good programming. All
of that being said, we feel that the Zumi was fun for the students, affordable,
and demonstrated the difficulties of developing autonomous vehicles.

Over the summer of 2024, 2 undergraduate students researched using the
NVIDIA Jetson Nano for this course. They specifically chose to investigate
Duckietown and the DuckieBot (DB-J) robotics platform [4]. We ultimately
decided that this platform is great for upper-level Computer Science majors
but using it in a general education course would require too much training and
the complexity would require extensive use of class time and lab assistance to
help students navigate the robotics environment and GitHub, and learn to use
the Robot Operating System and Python programming.

For spring 2025, we decided to use the mBot2 by Makeblock. The mBot2 is
also powered by a Raspberry Pi Zero, but allows for processing in the cloud so
that the IDE can use AI extensions for an ability to train on images or audio.
Using the Makeblock IDE with a Teachable Machines extension, we were able
to do what we wanted for the final assignment, which was to get the robot to
follow a map or a track and to react to a variety of road signs. The students
were able to train the robot to recognize the signs and to call functions to
change the behavior of the robot. The major limitation of the mBot2 in this
regard is that is does not have a camera on the standard build and the Smart
Camera add-on pack is pre-programmed with things that can be recognized.
To get around this, students used the webcam on their laptops to represent
the robot "seeing" the images. While not ideal, we feel this is better than the
alternatives and meets our learning goals for the course. For future iterations
of the course, we plan to continue to use the mBot2 robots, but will continue
to search for other robotics platforms at a cost-effective price point that may
be better suited to our needs.

Lastly, it is not difficult to imagine that this course, the resources used,
and the topics covered will continually need to be refreshed as the field, the
applications, and societal, political, legal, and ethical thoughts on AI continue
to change at a steady pace. With all of this change happening in the field,
we see great value in teaching Living with AI to all students and feel it is
important in creating citizens that are more well-informed on the topic. We
encourage others to offer similar courses and it is hoped that our experience is
a helpful starting point to that end.
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Abstract

Quantum computing’s transformative potential in cryptography, ma-
terial science, and machine learning is clear as the field advances. Yet,
integrating it into computer science curricula is challenging due to quan-
tum mechanics’ steep learning curve and physics reliance. We propose an
accessible approach for computer science students, emphasizing linear al-
gebra over physics. This paper outlines nine key linear algebra concepts
critical for quantum computing, reinterprets the four quantum mechan-
ics postulates through this lens, and offers practical, adaptable resources
for educators. By lowering entry barriers, we aim to equip students and
educators for this emerging technology.

1 Introduction and Background

Quantum computing harnesses quantum mechanics principles like superposi-
tion and entanglement to process information differently from classical systems
(see [11]). Recent advances underscore its potential: Alphabet’s Willow chip
(December 2024) solves problems in minutes that classical computers cannot,
and IBM’s latest quantum systems (November 2024) hint at breakthroughs
in cryptography, material science, and machine learning. Industry investment

∗Copyright ©2025 by the Consortium for Computing Sciences in Colleges. Permission to
copy without fee all or part of this material is granted provided that the copies are not made
or distributed for direct commercial advantage, the CCSC copyright notice and the title of
the publication and its date appear, and notice is given that copying is by permission of the
Consortium for Computing Sciences in Colleges. To copy otherwise, or to republish, requires
a fee and/or specific permission.
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reflects a shift from theory to practice, making quantum education urgent [13,
5]. Yet, integration into computer science curricula lags [5, 8, 6], hindered by
quantum mechanics’ complexity and physics prerequisites (e.g., electron spin,
wave-particle duality), which challenge students without such backgrounds.

Recent educational efforts offer solutions. Modular, scaffolded frameworks
ease students into quantum concepts, linking them to classical principles [12,
3]. Hands-on platforms like IBM Q and Microsoft Quantum Development Kit
reinforce theory with practice [4, 10], while game-based learning boosts engage-
ment [15, 2]. Interdisciplinary approaches unite physics, math, and computer
science [8, 9], and equity initiatives target underrepresented groups via out-
reach [7]. These strategies inform our goal: making quantum computing acces-
sible for computer science students by minimizing physics reliance. This paper
presents key concepts and adaptable resources to lower barriers, empowering
educators and broadening quantum education’s reach.

2 Pedagogical Approach and Essential Concepts

Traditional quantum courses use physics-based examples (e.g., photon polariza-
tion) requiring unfamiliar concepts like electromagnetic waves [14]. Instead, we
adopt a linear algebra-based approach, familiar to computer science students,
framing quantum computing as an extension of probabilistic computing [12].
Superposition and entanglement become properties of Hilbert space vectors,
and gates are simple operations, reducing physics and complex math demands.

Our approach prioritizes accessibility and practicality. We identify nine core
linear algebra concepts underpinning quantum computing and express the four
quantum postulates using them, creating a simplified, adaptable framework.
Unlike quantum programming-focused courses, we emphasize computational
theory, highlighting parallels between classical and quantum models [21, 17, 19,
18, 20]. This builds a robust theoretical base, requiring minimal math initially
and progressing gradually. Educators and students with limited experience can
readily adapt these materials.

2.1 Linear Algebra

1. Complex Numbers

Let R and C denote the set of real numbers and the set of complex
numbers, respectively. A complex number c ∈ C is written in its standard
form as

c = a+ bi,

where a, b ∈ R, and i is the imaginary unit satisfying i2 = −1.
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The conjugate of c is denoted by c∗ and is given by

c∗ = a− bi,

The magnitude or length or modulus of c ∈ C is

|c| =
√
c · c∗ =

√
a2 + b2

2. Complex Vectors

Complex vectors shall be crucial since they represent quantum states
(more details are discussed in section 3.2). Let |ψ⟩ ∈ Cd denote a complex
(column) vector :

|ψ⟩ =




ψ1

ψ2

...
ψd


 ,

where each entry ψi ∈ C for i = 1, 2, . . . , d.

The notation |·⟩ is referred to as Dirac notation, and is read as “ket".
The dual representation of |ψ⟩, denoted as ⟨ψ| and read as "bra," is the
conjugate transpose (Hermitian conjugate) of |ψ⟩. It is represented as a
row vector:

⟨ψ| = (ψ∗
1 , ψ

∗
2 , . . . , ψ

∗
d).

Exercise 2.1 Given |ψ⟩ =
(
1
i

)
, what is ⟨ψ|?

Solution: The conjugate of 1 is 1∗ = 1, and the conjugate of i is i∗ = −i.
Therefore, ⟨ψ| =

(
1 −i

)
.

3. Matrix Operations

Since we require some essential matrix operations, let us review them
briefly. Let A be a matrix, and A(i, j) represent the entry of A in the
i-th row and j-th column. The following operations are defined as:

• Conjugate of A: A∗(i, j) = (A(i, j))
∗.

• Transpose of A: AT (i, j) = A(j, i).

• Adjoint (also called conjugate transpose, Hermitian conjugate, or
dagger) of A: A† = (A∗)T .
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Let A and B be two matrices. The dot product (multiplication) of A and
B is given by

A ·B(i, j) =
d∑

k=1

A(i, k) ·B(k, j).

Example 2.1 Let

A =

(
1 2
3 4

)
, B =

(
4 3
2 1

)
,

then
A ·B =

(
1 · 4 + 2 · 2 1 · 3 + 2 · 1
3 · 4 + 4 · 2 3 · 3 + 4 · 1

)
=

(
8 5
20 13

)
.

4. Inner Product
Given two vectors |ψ⟩ and |ϕ⟩, the inner product of them is denoted by
⟨ψ|ϕ⟩, and is defined as

⟨ψ|ϕ⟩ =
d∑

i=1

ψ∗
i · ϕi.

The inner product measures the "overlap" (or similarity) between the two
vectors. If ⟨ψ|ϕ⟩ = 0, then the vectors are orthogonal, and if ⟨ψ|ϕ⟩ = 1,
then the vectors are aligned in the same direction.

Exercise 2.2 Let |ψ⟩ =

(
1
i

)
and |ϕ⟩ =

(
2
3i

)
. Compute their inner

product.

Solution:

⟨ψ|ϕ⟩ =
(
1− i

)
·
(
2
3i

)
= 1 · 2 + (−i) · (3i) = 2 + 3 = 5.

Note that the inner product returns a scalar, and we have

(⟨ψ|ϕ⟩)∗ = ⟨ϕ|ψ⟩.

5. Euclidean Norm
The Euclidean norm (2-norm) of a vector |ψ⟩ is denoted by ∥|ψ⟩∥2, and
is given by

∥|ψ⟩∥2 =
√
⟨ψ|ψ⟩ =

√√√√
d∑

i=1

ψ∗
i ψi =

√√√√
d∑

i=1

|ψi|2.
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Exercise 2.3 Let |ψ⟩ =
(
3 + 4i
1− i

)
. Compute its Euclidean norm.

Solution:

∥|ψ⟩∥2 =
√

(3 + 4i)∗(3 + 4i) + (1− i)∗(1− i) = 3
√
3.

6. Outer Product

For two vectors |ψ⟩, |ϕ⟩ ∈ Cd, the outer product |ψ⟩⟨ϕ| yields a d × d
matrix.

Example 2.2 Let |0⟩ =
(
1
0

)
and |1⟩ =

(
0
1

)
.

|0⟩⟨0| =
(
1
0

)(
1 0

)
=

(
1 0
0 0

)

|1⟩⟨0| =
(
0
1

)(
1 0

)
=

(
0 0
1 0

)

7. Linear Operators

A linear operator A is a d × d matrix that maps Cd → Cd with the
following linear property:

A

(∑

i

ai|ψi⟩
)

=
∑

i

aiA|ψi⟩,

where ai ∈ C and |ψi⟩ ∈ Cd.

The matrix element is a scalar quantity that provides information about
how the operator A acts on the state |ψ⟩ and how the resulting state
overlaps with the state |ϕ⟩.

⟨ϕ|A|ψ⟩ = ⟨ϕ|(A|ψ⟩) =
∑

i,j

ϕ∗i (A(i, j)ψj),

where ϕ∗i is the complex conjugate of the i-th component of |ϕ⟩, A(i, j)
is the (i, j)-th entry of the operator A, and ψj is the j-th component of
|ψ⟩.
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Example 2.3 Given |ψ⟩ =
(
1
0

)
, |ϕ⟩ =

(
0
1

)
, A =

(
2 3
1 4

)
,

⟨ϕ|A|ψ⟩ = ⟨ϕ|
(
2 3
1 4

)(
1
0

)
=
(
0 1

)(2
1

)
= 1.

Thus, ⟨ϕ|A|ψ⟩ = 1.

8. Orthonormal Bases
A set of vectors {|ψi⟩} ⊆ Cd is said to be orthogonal if for all i ̸= j,
⟨ψi|ψj⟩ = 0. The set is orthonormal if

⟨ψi|ψj⟩ =
{
0, if i ̸= j,

1, if i = j.

Hence, each vector satisfies ∥|ψi⟩∥2 = 1, and every distinct pair of vectors
is orthogonal.
For every vector in Cd, it can be expressed as a linear combination of
an orthonormal basis. For example, in C2, the most common basis is

|0⟩ =
(
1
0

)
and |1⟩ =

(
0
1

)
. Any vector |ψ⟩ ∈ C2 can be written as

|ψ⟩ = α|0⟩+ β|1⟩,
where α, β ∈ C. We say that |ψ⟩ is normalized if ∥|ψ⟩∥2 = 1, which is
equivalent to

|α|2 + |β|2 = 1.

9. Eigenvalues and Eigenvectors
Given a matrix A, an eigenvector |ψ⟩ is a non-zero vector that satisfies
the equation

A · |ψ⟩ = λ|ψ⟩
for some scalar λ ∈ C. We call λ the corresponding eigenvalue of A.

Example 2.4 Show that |+⟩ = 1√
2
(|0⟩+ |1⟩) is an eigenvector of A =(

0 1
1 0

)
.

A|+⟩ =
(
0 1
1 0

)
1√
2
(|1⟩+ |0⟩) = 1√

2

(
0 1
1 0

)(
1
1

)

=
1√
2

(
1
1

)
= |+⟩

Thus, |+⟩ is an eigenvector of A with eigenvalue λ = 1.
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2.2 Quantum Mechanics

With linear algebra at hand, the four postulates of quantum mechanics can be
stated, addressing the following questions: How to represent a single quantum
system, how to perform operations on a quantum system, how to describe
multiple quantum systems, and how to measure classical information from a
quantum system.

2.2.1 Postulate 1: Individual Quantum Systems

In classical computing, a bit is either 0 or 1. In quantum computing, a qubit
can be both simultaneously. We encode 0 and 1 as orthonormal basis vectors
|0⟩ and |1⟩ in C2. A qubit in both states, called a superposition, is written
|0⟩+ |1⟩. Generally, a qubit state is:

|ψ⟩ = α|0⟩+ β|1⟩,

where α, β ∈ C are amplitudes, and normalization requires:

|α|2 + |β|2 = 1.

Thus, any unit vector in C2 represents a qubit state.

Example 2.5 |+⟩ = 1√
2
(|0⟩+ |1⟩) and |−⟩ = 1√

2
(|0⟩ − |1⟩) are two widely

mentioned single-qubit states.

2.2.2 Postulate 2: Quantum Operations

Recall that a linear operator acts on the state vector and is represented by a
matrix. The matrix must be with dimensions d × d to operate on a state in
Cd. A quantum operation is represented by a linear operator, which must be
a unitary matrix. A matrix U is unitary if it satisfies the condition

UU† = U†U = I,

where U† is the Hermitian conjugate (or adjoint) of U , and I is the identity
matrix. Therefore, U† is the inverse of U .

Example 2.6 Pauli-X gate:

X =

(
0 1
1 0

)

X† =

(
0 1
1 0

)
, XX† = X†X =

(
1 0
0 1

)
.

7 195



Pauli-Y gate:

Y =

(
0 −i
i 0

)

Pauli-Z gate:

Z =

(
1 0
0 −1

)

Hadamard gate:

H =
1√
2

(
1 1
1 −1

)

Exercise 2.4

X|0⟩ =
(
0 1
1 0

)(
1
0

)
=

(
0
1

)
= |1⟩,

X|1⟩ =
(
0 1
1 0

)(
0
1

)
=

(
1
0

)
= |0⟩.

Hence, X is also called the quantum OR gate.

H|−⟩ = H

(
1√
2
(|0⟩ − |1⟩)

)
=

1√
2
(H|0⟩ −H|1⟩)

=
1√
2

(
1√
2
(|0⟩+ |1⟩)− 1√

2
(|0⟩ − |1⟩)

)
= |1⟩.

2.2.3 Postulate 3: Composite Quantum Systems

To perform complex computations, we combine multiple qubits using the tensor
product, denoted ⊗. For vectors |ψ⟩, |ϕ⟩ ∈ C2, |ψ⟩⊗|ϕ⟩ ∈ C4 with (|ψ⟩⊗|ϕ⟩)ij =
ψiϕj .

Example 2.7

|0⟩ ⊗ |0⟩ =




1
0
0
0


 , |0⟩ ⊗ |1⟩ =




0
1
0
0




A 2-qubit system can be in a superposition of 4 basis states, and an n-qubit sys-
tem in 2n states. Superposition and entanglement potentially enable quantum
computers to outperform classical ones.

8196



Consider the Bell state:

|Φ+⟩ = 1√
2
(|00⟩+ |11⟩) = 1√

2




1
0
0
1




This state is entangled, meaning it cannot be written as |ψ1⟩⊗|ψ2⟩. Measuring
|Φ+⟩ yields either |00⟩ or |11⟩.

Other Bell states are:

|Φ−⟩ = 1√
2
(|00⟩ − |11⟩), |Ψ+⟩ = 1√

2
(|01⟩+ |10⟩), |Ψ−⟩ = 1√

2
(|01⟩ − |10⟩)

For an n-qubit system, quantum gates are 2n × 2n unitary matrices. For
2-qubit gates ( 4× 4 matrices), examples include tensor products like:

X ⊗ Z =




0 0 1 0
0 0 0 −1
1 0 0 0
0 −1 0 0




and genuinely 2-qubit gates like the CNOT gate:

CNOT =




1 0 0 0
0 1 0 0
0 0 0 1
0 0 1 0




It flips the target qubit if the control is |1⟩:

CNOT |10⟩ = |11⟩, CNOT |11⟩ = |10⟩

We can prepare |Φ+⟩ from |00⟩:

CNOT (H ⊗ I)|00⟩ = 1√
2
(|00⟩+ |11⟩) = |Φ+⟩

Exercise 2.5 Use |01⟩, |10⟩, and |11⟩ with the same gates to construct other
Bell states.

2.2.4 Postulate 4: Measurement

The measurement of a quantum state involves three classes of linear oper-
ators: Hermitian operators, positive semi-definite operators, and orthogonal
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projection operators. Readers can decide whether to cover these topics in their
courses depending on the depth and audience of the course.

Without mentioning these operators, the measurement can be simplified as
follows:

For a single-qubit state α|0⟩+β|1⟩, the probability of measuring the outcome
|0⟩ is |α|2, and the probability of measuring the outcome |1⟩ is |β|2. After the
measurement, the state collapses to the measured basis state, either |0⟩ or |1⟩.

For a two-qubit system in the state

|ψ⟩ = α|00⟩+ β|01⟩+ γ|10⟩+ δ|11⟩,

the probabilities of measuring the outcomes |00⟩, |01⟩, |10⟩, and |11⟩ are |α|2,
|β|2, |γ|2, and |δ|2, respectively. Upon measurement, the state collapses to the
measured basis state corresponding to the outcome.

In general, for an n-qubit quantum system, the measurement outcomes
are determined by the probabilities associated with the amplitudes of each
computational basis state. These probabilities always sum to 1, ensuring the
state is properly normalized.

3 Challenges and Solutions

With Sections 2.1 and 2.2, we reduce mathematics and physics barriers, helping
students grasp quantum computing and explore its algorithms. A key challenge
is that single concepts have multiple names—e.g., for a complex number c,
|c|is termed length, magnitude, or modulus—while distinct concepts like dot,
inner, outer, and tensor products have similar names. Confusion grows when
materials, like ChatGPT, incorrectly equate outer and tensor products. We
counter this with consistent, distinct naming, plus examples and exercises,
enabling students to understand and progress confidently.

3.1 Circuit Diagrams

Understanding quantum circuit diagrams can confuse students, despite their
similarity to classical ones. We clarify this using quantum teleportation (see [1]).
In these diagrams:

1. A single wire represents a qubit state.

2. A wire with no gate applies the identity matrix I.

3. Multiple wires denote the tensor product of single-qubit states.

4. A double wire after measurement indicates a classical bit string output.
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Quantum teleportation transfers a qubit |ψ⟩ = α|0⟩+ β|1⟩ (with unknown
α, β) using an entangled Bell state:

|Φ+⟩ = 1√
2
(|00⟩+ |11⟩).

The process starts with the combined state:

|ψ⟩⊗|Φ+⟩ = (α|0⟩+β|1⟩)⊗ 1√
2
(|00⟩+|11⟩) = 1√

2
(α|000⟩+α|011⟩+β|100⟩+β|111⟩).

Figure 1: Quantum teleportation circuit.

First, apply a CNOT gate (first qubit as control, second as target):
1√
2
(α|000⟩+ α|011⟩+ β|110⟩+ β|101⟩).

Next, apply an H gate to the first qubit:
1√
2

(
α(H|0⟩)|00⟩+ α(H|0⟩)|11⟩+ β(H|1⟩)|10⟩+ β(H|1⟩)|01⟩

)
,

where H|0⟩ = 1√
2
(|0⟩+ |1⟩) and H|1⟩ = 1√

2
(|0⟩ − |1⟩). This becomes:

1

2

(
α(|0⟩+ |1⟩)|00⟩+ α(|0⟩+ |1⟩)|11⟩+ β(|0⟩ − |1⟩)|10⟩+ β(|0⟩ − |1⟩)|01⟩

)
.

Rearranging:
1

2

(
|00⟩(α|0⟩+ β|1⟩) + |01⟩(α|1⟩+ β|0⟩) + |10⟩(α|0⟩ − β|1⟩) + |11⟩(α|1⟩ − β|0⟩)

)
.

Measuring the first two qubits (each outcome with probability ( 12 )
2 = 25%)

determines the third qubit’s state. Your friend applies:

1. Nothing if |00⟩: α|0⟩+ β|1⟩ = |ψ⟩,
2. X if |01⟩: X(α|1⟩+ β|0⟩) = |ψ⟩,
3. Z if |10⟩: Z(α|0⟩ − β|1⟩) = |ψ⟩,
4. ZX if |11⟩: ZX(α|1⟩ − β|0⟩) = |ψ⟩.

Your measurement, sent classically, enables your friend to reconstruct |ψ⟩,
regardless of distance.
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3.2 Algebraic Rules

The final challenge addressed in this paper is the unfamiliarity with many
algebraic rules used in quantum computing for students. As a result, even
simple computations can cause hesitation.

To address this, we summarize some fundamental algebraic rules in quan-
tum computing and demonstrate their simplicity and utility through a proof
of the famous no-cloning theorem.

Let A, B, C, D be matrices and |a⟩, |b⟩, |c⟩, |d⟩ be vectors.

(AB)† = B†A† (1)

(AB)T = BTAT (2)
⟨(α|0⟩+ β|1⟩)| = α∗⟨0|+ β∗⟨1| (3)
(|a⟩+ |b⟩)⊗ |c⟩ = |a⟩ ⊗ |c⟩+ |b⟩ ⊗ |c⟩ (4)
|a⟩ ⊗ (|b⟩+ |c⟩) = |a⟩ ⊗ |b⟩+ |a⟩ ⊗ |c⟩ (5)

α(|a⟩ ⊗ |b⟩) = (α|a⟩)⊗ |b⟩ = |a⟩ ⊗ (α|b⟩) (6)

(|a⟩ ⊗ |b⟩)† = |a⟩† ⊗ |b⟩† = ⟨a| ⊗ ⟨b| (7)
(⟨a| ⊗ ⟨c|)(|b⟩ ⊗ |d⟩) = ⟨a|b⟩⟨c|d⟩ (8)

(A⊗B)(C ⊗D) = (AC)⊗ (BD) (9)
Tr(A⊗B) = Tr(A) Tr(B) (10)

where Tr represents the trace of a matrix.
With these rules at hand, let us prove the no-cloning theorem for quantum

states.

Theorem 3.1 [16] Given an arbitrary quantum state |ψ⟩ ∈ C2, there is no
quantum circuit capable of creating an exact copy of |ψ⟩.

Proof : Suppose there exists a unitary operator U of dimension 2×2 such that
for any quantum state |ψ⟩ ∈ C2, U maps |ψ⟩ ⊗ |0⟩ to |ψ⟩ ⊗ |ψ⟩, i.e., U creates
a copy of |ψ⟩.

Then, for two arbitrary states |ψ1⟩, |ψ2⟩ in C2, we have:

|ϕ⟩ = U(|ψ1⟩ ⊗ |0⟩) = |ψ1⟩ ⊗ |ψ1⟩

|ϕ′⟩ = U(|ψ2⟩ ⊗ |0⟩) = |ψ2⟩ ⊗ |ψ2⟩
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Now, consider the inner product ⟨ϕ|ϕ′⟩:

⟨ϕ|ϕ′⟩ = (|ϕ⟩)†|ϕ′⟩
= (U(|ψ1⟩ ⊗ |0⟩))† U(|ψ2⟩ ⊗ |0⟩)
= (|ψ1⟩ ⊗ |0⟩)†U†U(|ψ2⟩ ⊗ |0⟩)
= (⟨ψ1| ⊗ ⟨0|)(|ψ2⟩ ⊗ |0⟩)
= ⟨ψ1|ψ2⟩⟨0|0⟩
= ⟨ψ1|ψ2⟩

Also,
⟨ϕ|ϕ′⟩ = (|ψ1⟩ ⊗ |ψ1⟩)†(|ψ2⟩ ⊗ |ψ2⟩)

= (⟨ψ1| ⊗ ⟨ψ1|)(|ψ2⟩ ⊗ |ψ2⟩)
= ⟨ψ1|ψ2⟩⟨ψ1|ψ2⟩
= ⟨ψ1|ψ2⟩2.

This implies ⟨ψ1|ψ2⟩ = ⟨ψ1|ψ2⟩2. Hence, ⟨ψ1|ψ2⟩ is either 0 or 1.
Therefore, |ψ1⟩ and |ψ2⟩ are either orthogonal or in the same direction.

This leads to a contradiction.

4 Evaluation and Conclusion

In this paper, we introduced an approach to teaching introductory quantum
computing from a computer science perspective, aiming to lower the mathe-
matical and physical barriers for students. In Section 3, we summarized nine
key concepts in linear algebra and reformulated the four postulates of quan-
tum mechanics using linear algebra, making the material more accessible for
computer science students. While the course has not yet been offered, and its
evaluation and analysis remain as future work, the framework presented here
provides a practical and adaptable starting point. We hope that educators can
use this approach to initiate their own efforts in quantum computing education,
fostering broader accessibility and interest in this emerging field.
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Abstract
The international maritime shipping industry, responsible for over

90% of global trade, faces critical challenges in ensuring safety and secu-
rity in the transport of goods. The integration of blockchain technology
in maritime ship freight supply management presents a transformative
approach to tracking temperature-sensitive cargo with enhanced trans-
parency, efficiency, and security [7]. This study explores the applica-
tion of decentralized ledgers, smart contracts, and IoT-enabled sensors
to improve cargo integrity and reduce logistical inefficiencies. By ana-
lyzing industry case studies, conducting expert interviews, and exam-
ining empirical data, the research evaluates blockchain’s capability to
ensure real-time tracking, reduce fraudulent activities, and maintain op-
timal temperature conditions throughout shipping. The findings high-
light blockchain’s potential to streamline operations, enhance regulatory
compliance, and provide an immutable record of cargo conditions, ulti-
mately improving reliability in maritime supply chains. However, chal-
lenges such as regulatory disparities, scalability concerns, and imple-
mentation costs pose barriers to widespread adoption. This paper offers
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or distributed for direct commercial advantage, the CCSC copyright notice and the title of
the publication and its date appear, and notice is given that copying is by permission of the
Consortium for Computing Sciences in Colleges. To copy otherwise, or to republish, requires
a fee and/or specific permission.

1204



insights into blockchain’s impact on maritime logistics, addressing both
its opportunities and limitations while proposing strategies for effective
integration in temperature- sensitive cargo tracking systems.

1 Introduction

The maritime industry, the backbone of global trade, faces significant chal-
lenges in managing the complex supply chain. Paper-based processes, lack
of transparency, and data silos result in inefficiencies, delays, and increased
costs. Some of the most common causes of supply chain disruptions are nat-
ural disasters, man-made disasters, supplier issues, transportation issues, de-
mand volatility, inventory shortages, regulatory changes, and cyber attacks [9].
For instance, in July of 2021 the ocean carrier Evergreen ran aground in the
Suez Canal and it took six days for it to be dislodged. Days after the vessel
was freed, hundreds of container ships were still waiting to get through the
canal as a result of the backlog created by the blockage. Even with improving
canal crossing conditions, logistics managers experienced capacity challenges
and delayed shipments worldwide. Another example of supply chain disruption
occurred with semiconductors (chips). The global chip shortage was sparked in
early 2020 due to the COVID-19 pandemic and it has still not fully dissipated,
and there’s no clear answer on when it will end. These issues underscore the
urgent need for innovative solutions. Blockchain technology, with its inherent
features of decentralization, transparency, and immutability, offers a promis-
ing avenue to address these challenges. This research investigates the potential
of blockchain technology to revolutionize maritime ship freight supply man-
agement. By examining key functionalities and their applications, we aim to
assess the benefits and challenges of blockchain adoption [12]. This study will
contribute to the development of a strategy for successful blockchain imple-
mentation, ultimately enhancing the efficiency, security, and sustainability of
the global maritime industry.

This paper explores the potential of blockchain technology to address the
aforementioned challenges and improve maritime ship freight supply manage-
ment. We will delve into the key functionalities of blockchain and their specific
applications within this domain. Furthermore, we will analyze the potential
benefits of blockchain adoption, including enhanced transparency, increased
efficiency, and improved security.

The research also acknowledges potential challenges hindering widespread
blockchain implementation in the maritime industry. These may include scal-
ability concerns, regulatory hurdles, and the need for industry-wide collabora-
tion. By examining the opportunities and challenges associated with blockchain
technology, this study aims to contribute to a more efficient, transparent, and
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secure future for the global marine merchant industry [6].

2 Background

The global maritime freight industry serves as the backbone of international
trade, transporting vast quantities of goods across oceans with precision and
efficiency. Among these shipments, temperature-sensitive cargo, such as phar-
maceuticals, perishable foods, and chemical compounds, requires rigorous mon-
itoring to ensure product integrity and prevent financial losses. Traditional
supply chain tracking systems often suffer from limited transparency, inefficien-
cies, and susceptibility to fraudulent activity, resulting in compromised cargo
conditions. These tracking systems rely on manual processes, limited visibility,
and reactive management to monitor goods as they move through the supply
chain. Many traditional systems depend on physical documentation such as
invoices, shipping manifests, and inventory logs. Data is manually entered into
spreadsheets or databases, increasing the risk of human error and inefficiencies.
Traditional tracking often relies on periodic updates from logistics providers,
meaning businesses receive delayed information about shipments. This lack of
real- time tracking makes it difficult to respond quickly to disruptions. Many
logistics companies still rely on phone calls and emails to track shipments,
leading to slow response times and miscommunication. This method lacks
automation and fails to provide instant updates. These methods are being
replaced by modern digital solutions, such as blockchain, IoT-enabled sensors,
and AI-driven predictive analytics, which offer real-time tracking, enhanced
security, and automated data management [11].

Blockchain is append-only, which means that data can only be added to the
blockchain in time-ordered sequential order. This property implies that once
data is added to the blockchain, it is almost impossible to change that data and
can be considered practically immutable. Blockchain is a distributed ledger,
which simply means that a ledger is spread across the network among all peers
in the network, and each peer holds a copy of the complete ledger. This ledger
is cryptographically- secure, which means that cryptography has been used to
provide security services which make this ledger secure against tampering and
misuse. The most critical attribute of a blockchain is that it is updateable only
via consensus. The consensus mechanism is a protocol that ensures all nodes
(participants) in a decentralized network agree on the validity of transactions
and the state of the ledger. It prevents double-spending and maintains security
without relying on a central authority [4]. Examples of consensus mechanisms:
PoW (Proof of Work), PoA (Proof of Authority), PoS (Proof of Stake), PoH
(Proof of History), and BFT (Byzantine Fault Tolerance). Figure 1 shows the
diagram of a blockchain network that integrates sensor data tracking into the
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blockchain network, illustrating how temperature-sensitive cargo is monitored.

Figure 1: Diagram Blockchain Network.

Figure 2: Diagram of a Blockchain.

The locks represent the cryptographic security mechanisms in the blockchain
network. These ensure that blocks are tamper-resistant and transactions are
validated before being added to the chain. The one marked with a dashed rect-
angle indicates a pending block that contains real-time temperature readings
awaiting validation before storage which is the requirement in some blockchain
networks, such as Hyperledger Fabric, transactions go through an endorsement
and ordering process before final commitment to the ledger. Figure 2 shows
the diagram of a blockchain in the blockchain network. The first block is called

4 207



the Genesis block that has no previous hash (000). Each block’s hash is derived
from its contents (cryptographically linked to the previous block). Thus, Pre-
vHash in Block 2 points to Block 1’s hash (ABC), forming the "chain". Merkle
Root is a hash summarizing all transactions in the block (for efficiency), and
Nonce is a random number used in mining (PoW) to find a valid hash.

Blockchain technology has emerged as a transformative solution to the chal-
lenges of the supply chain businesses, providing secure, immutable, and de-
centralized ledgers for tracking shipments in real time. By integrating smart
contracts - the business logic, IoT-enabled sensors, and digital authentication
mechanisms, blockchain enables precise temperature monitoring, enhances data
security, and mitigates operational risks in maritime logistics. Despite its po-
tential, adoption within the industry faces significant barriers, including regu-
latory complexities, high implementation costs, and scalability concerns [3].

This paper examines the role of blockchain technology in maritime ship
freight supply management, focusing specifically on its ability to track and
safeguard temperature-sensitive cargo, such as pharmaceuticals, perishables,
and chemicals. The shipment of these materials requires stringent temperature
control throughout the supply chain. Through empirical research, we evaluate
the technology’s advantages, limitations, and future applications. The findings
offer insights into how blockchain can revolutionize supply chain transparency
while addressing key challenges that impact global logistics [1].

3 Methodology

The main fields of marine shipping business within which blockchain technology
is currently being tested or already implemented are identified as: contracting
and documentation flow (e.g. Bill of Lading), smart contracts, container/-
cargo track-and-trace, marine insurance, ship register system, bunker tracking
system, and crew certification system.

This research proposes a practical, experimental methodology for imple-
menting and evaluating a blockchain-based system for tracking temperature-
sensitive cargo in maritime ship freight. The core of this methodology lies
in integrating IoT temperature sensors with a Hyperledger Fabric blockchain
network, leveraging smart contracts for automated data management, and de-
veloping a user- friendly dashboard for real-time visualization and alert gen-
eration. It follows a phased approach, starting with the system architecture
design, followed by hardware and software development, and culminating in
testing and evaluation using synthetic data. This approach allows for direct
observation of the system’s performance, identification of challenges, and vali-
dation of the proposed solution.

The system architecture, figure 3, is comprised of the following key compo-
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nents:
(i) Temperature Sensors: Industrially robust, low-power temperature sensors
with wireless communication capabilities (e.g., Bluetooth Low Energy,LoRaWAN)
are the source of core data (temperature readings along with timestamps and
location data). These sensors are assumed to be installed within ship contain-
ers and are capable of continuous temperature logging at pre-defined intervals.
(ii) Gateway Devices: Each container or a cluster of containers are equipped
with a gateway device (e.g., Raspberry Pi with cellular/satellite modem) re-
sponsible for collecting data from the sensors and transmitting it to the blockchain
network.
(iii) Hyperledger Fabric Network: A private, permissioned blockchain network
based on Hyperledger Fabric that can be deployed on a cloud platform (e.g.,
AWS, Azure) or a local server infrastructure. This provides a secure, im-
mutable, and transparent ledger for temperature data. The network consists
of multiple peer nodes representing different stakeholders (e.g., shipping com-
pany, cargo owner, port authority).
(iv) Smart Contracts (Chaincode): Smart contracts, written in GoLang, are
developed and deployed on the Hyperledger Fabric network. These contracts
govern the logic of data recording, threshold monitoring, and alert generation.
These alerts can be sent via email, SMS, or push notifications to designated
stakeholders.
(vi) Web-Based Dashboard: A user-friendly web interface is developed to vi-
sualize temperature data, display cargo location, and manage alerts.

First, we generate a synthetic dataset, a csv (comma separated values)
file, figure 4 is an excerpt, of 100 readings by running a Python program that
randomly produces a reading from one of the three containers: CNT-001, CNT-
002, CNT-003, every 10 minutes. We set thresholds as >25°C for high, <-10°C
for low so alerts can be produced. Each reading is submitted as a transaction
to the blockchain.Now we can use for example a Python program to query the
blockchain for alerts and container history and we get the following output
shown in figure 5.

By implementing a blockchain-based solution for temperature-sensitive cargo,
the maritime industry can track temperature data in real-time thus enabling
timely interventions, guarantees data integrity and prevents tampering, pro-
vides transparency to all stakeholders involved in the supply chain, and min-
imizes the risk of product damage or spoilage. In summary, blockchain tech-
nology enhances supply chain efficiency, reduces risks, and improves customer
satisfaction [13].
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Figure 3: Blockchain System Architecture.

4 Smart Contract Development and Deployment

We need to build a smart contract that will be deployed to a blockchain.
First we need to define the data structure for temperature records on the
blockchain, including fields for cargoID, timestamp, temperatureReading, unit
(e.g., Celsius, Fahrenheit), locationData (latitude, longitude), sensorID, and
containerID. We also need to set the temperature threshold for various types
of temperature- sensitive cargo (e.g., pharmaceuticals, fresh produce, frozen
goods). These thresholds will be configurable within the smart contract or via
an initialization transaction. The smart contract has also some core functions
such as: (i) RecordTemperature (cargoID, timestamp, temperatureReading,
unit, locationData, sensorID, containerID). This function records new temper-
ature readings on the blockchain, and it is invoked by the gateway devices. (ii)
CheckAlerts(cargoID, temperatureReading). It is the logic that compares the
temperatureReading against pre-defined thresholds and returns all ALERT-

7210



Figure 4: Synthetic Data (excerpt).

Figure 5: Blockchain Query Output.

status readings. This triggers the notification service.
(iv) GetTemperatureHistory(cargoID). It retrieves all temperature records

for a specific cargo. Now we have to package the chaincode and deploy it into
every node of the network. In Hyperledger Fabric, packaging chaincode refers
to bundling the smart contract (chaincode) into a deployable format that can
be installed on peers across the blockchain network. This ensures consistency,
security, and ease of distribution [10].
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5 Results

The proposed blockchain-based temperature monitoring system was imple-
mented and tested to evaluate its performance, reliability, and alerting accu-
racy. The system success- fully generated a synthetic dataset, enforced temper-
ature thresholds, and triggered alerts while maintaining an immutable ledger.

A user interface, web-based dashboard, is developed using HTML markup
language, Javascript, Python, and running on a Flask server. Flask server is
built-in development server for testing (not suitable for production). It routes
URLs to Python functions. The dashboard interacts with the Hyperledger
Fabric network via a client application or via a SDK to query temperature
data and smart contract events. Figure 4 below shows a test run of the system
analyzing the reading of three containers (CTN-001, CTN-002, CTN-003), the
interface default.html, the python file app.py.

Figure 6: Blockchain Query Output.

Figure 6 shows the seamless integration between different components (e.g.,
sensor to gateway, gateway to blockchain, blockchain to dashboard). 100% of
readings were successfully recorded on the blockchain. 12 out of 100 readings
triggered alerts (8 high-temperature, 4 low-temperature). Sensor status auto-
updated in real-time (e.g., OK → ALERT: High Temperature). We also did
a performance testing of our network to ensure the system can handle real-
world demands, such as high transaction volumes, sensor data ingestion, and
compliance checks. We used Hyperledger Caliper that benchmarks transaction
per second (TPS), latency, and resource usage.

Figures 7, 8, and 9 show the output of the performance testing of the
proposed system.

System maintained consistent throughput between 12.8-16.1 TPS, the av-
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Figure 7: Performance Testing-Scenario.

Figure 8: Performance Summary.

erage latency remained below 2s for 5/6 cycles, 5 total failures (0.6% of total
transactions) and all failures were timeouts from container_3 during peak load.
The Hyperledger Fabric network demonstrated a reliable performance (99.4%
success rate) for periodic temperature monitoring, a consistent throughput
(14.2 TPS average) suitable for the use case, and with generally low latency
(1.6s average) for critical temperature alerts [8].
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Figure 9: Resource Utilization.

6 Conclusion

The Hyperledger Fabric blockchain network successfully demonstrated real-
time temperature monitoring with automated alerts, secure data logging, and
stakeholder transparency. Through this study, we simulated a Hyperledger
Fabric-based blockchain network that successfully processed synthetic temper-
ature data from three IoT-equipped containers, each transmitting 100 tempera-
ture readings every ten minutes via a gateway to the blockchain. For long-term
historical data, we need to consider integrating with a cold-storage database
which stores data that is infrequently accessed. CheckAlerts should use in-
dexes from CouchDB, which is is an open-source document-oriented NoSQL
database, for production-scaledeployments [2]. Future work should focus on
scaling the network and optimizing query performance for industrial deploy-
ments, and also it should explore AI-driven predictive analytics and cross-
border blockchain interoperability to further enhance this system [5].
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Abstract

Many computer science students feel unprepared for technical inter-
views, particularly when explaining their academic projects in profes-
sional settings. This paper presents a pedagogical approach that builds
mock interview practice directly into CS courses, using existing program-
ming assignments as the basis for developing professional communication
skills. We implemented mock interview assignments across two course
levels, CS1 and senior-level software engineering. Students practiced ex-
plaining their technical work through both written responses and video-
recorded interviews using the Big Interview platform. This method
connects coursework students already know well with authentic career
preparation, giving them meaningful opportunities to practice profes-
sional communication. We collected data from 102 students over three
semesters and found positive responses across multiple measures. More
than half (52.9%) reported greater confidence when discussing their cod-
ing projects professionally, 55.9% saw improvements in their interview
skills, and nearly two-thirds (61.8%) felt better prepared for future job
interviews. These results demonstrate that embedding interview prac-
tice within existing technical courses can effectively develop students’
professional communication abilities without requiring major curriculum
changes. This approach offers CS programs a practical way to address
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copy without fee all or part of this material is granted provided that the copies are not made
or distributed for direct commercial advantage, the CCSC copyright notice and the title of
the publication and its date appear, and notice is given that copying is by permission of the
Consortium for Computing Sciences in Colleges. To copy otherwise, or to republish, requires
a fee and/or specific permission.
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the gap between academic achievement and career readiness while main-
taining focus on core technical content.

Keywords: Career Preparation, CS1, Software Engineering

1 Introduction

Computer science education faces a challenge in preparing students for the
transition from academic coursework to professional careers. While students
develop strong technical skills through programming assignments and course-
work, many struggle to effectively communicate these experiences in profes-
sional settings, particularly during job interviews. The technical interview
process in computer science requires students to demonstrate coding compe-
tency, articulate their problem-solving approaches, reflect on their development
experiences, and connect their academic work to real-world applications. How-
ever, traditional CS curricula often provide limited opportunities for students
to practice essential interview communication skills in authentic professional
contexts.

Students may excel at completing technical programming assignments while
still feeling unprepared to discuss their work confidently with potential em-
ployers, so a gap can exist between what students can do and what they can
effectively communicate about their abilities. This gap not only affects indi-
vidual student career outcomes but can also reflect poorly on CS programs’
ability to prepare work-ready graduates.

Research in CS education has long recognized the importance of communi-
cation skills for career success. Still, many programs struggle to find effective
ways to integrate professional communication practice within already content-
dense technical courses. The result is that students often report feeling anxious
and unprepared when facing their first technical interviews despite having com-
pleted rigorous academic programs.

Fortunately, recent advances in educational technology have created new
opportunities to address this challenge through innovative pedagogical ap-
proaches. Mock interview platforms can be used to provide authentic practice
experiences that can be seamlessly integrated into existing coursework. Rather
than requiring separate career preparation courses, these technologies enable
educators to connect existing academic work with professional communication
skill development.

This paper presents a pedagogical innovation addressing the academic-to-
professional communication gap by directly integrating structured mock in-
terview practice into computer science coursework. Our approach leverages
students’ existing programming assignments as the foundation for develop-
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ing professional communication skills and creates authentic practice oppor-
tunities within the familiar context of their technical work. By connecting
course projects to interview-style reflection and communication practice, we
aim to help students develop confidence in articulating their technical experi-
ences while reinforcing their understanding of the underlying computer science
concepts.

Our research addresses how mock interview practice using students’ course
projects impacts their confidence and preparedness for professional interviews.
The interview practice assignments were implemented across two distinct course
levels, a CS1 course and a senior-level software engineering course, allowing
us to examine the effectiveness with students at different stages of their aca-
demic development. Through evaluation of this pedagogical approach with 102
students across three semesters, we provide evidence that integrating career
preparation activities within existing technical coursework is effective, offer-
ing a model for CS educators seeking to enhance their students’ professional
readiness without requiring significant curricular restructuring.

2 Background Research

Higher education institutions face growing demands to better prepare students
for the job market through enhanced career services, programs aligned with
regional employment needs, and practical skills that help students secure in-
ternships and entry-level positions [4]. Interview skills are a known determinant
of employment offers [3]. Research has shown that traditional interview situa-
tions are often viewed as stressful by students and that realistic and supportive
preparatory activities can make students feel more confident [1]. Additionally,
experts believe that career-readiness skills are best integrated into discipline-
specific coursework [4].

While traditional interview preparation methods exist, recent technological
advances have expanded the possibilities for scalable interview practice. Ad-
vances in artificial intelligence have created interest in using AI tools to allow
students to practice interview skills [2, 6, 7]. These tools can increase students’
confidence and preparedness for job interviews but may not include features
to customize questions for specific courses across the CS curriculum and may
have limited abilities to provide personalized feedback for students.

Kapoor & Gardner-Muccune [5] explored the efficacy of integrating mock
interview activities in a data structures course at an R1 university. In their
course, TAs were trained to act as interviewers. The students in the course
were required to participate in pairs in a mock interview where they were asked
data structures-related questions that are common in coding interviews. In this
course, 91% of the students reported a positive experience. Most students who
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viewed the experience positively reported feeling more confident and prepared
for interviews. They also stated that the assignment increased their appreci-
ation for how their coursework transferred to entry-level job skills. However,
some students noted that the exercises were stressful and time-consuming and
suggested improvements, including providing explicit question lists and reduc-
ing time requirements. Building on this foundation, our research extends mock
interview integration to multiple course levels while focusing on developing
professional communication competencies rather than solely technical question
practice. We also address the time and stress concerns by connecting the inter-
view activities to existing assignments and providing opportunities to prepare
and refine responses.

3 Mock Interview Assignment Approach

The foundation of our pedagogical innovation rests on the principle that stu-
dents can most effectively develop professional communication skills when prac-
ticing with familiar, meaningful content. Rather than asking students to dis-
cuss hypothetical projects or generic programming scenarios during mock inter-
views, our approach leverages the programming assignments they have already
completed in their coursework. This design choice serves multiple pedagogi-
cal purposes: it reduces cognitive load by eliminating the need to learn new
technical content, provides authentic material that students genuinely under-
stand, and creates natural opportunities for reflection on their own learning
and problem-solving processes.

The innovation addresses a fundamental disconnect in traditional CS edu-
cation, where students complete assignments for grades and course credit but
rarely engage in the type of reflective communication employers value. By
repositioning completed assignments as professional portfolio pieces worthy of
discussion and explanation, we help students recognize the career relevance of
their academic work while developing essential communication competencies.

Our primary learning objective focuses on helping students articulate their
technical work in ways that highlight skills and experiences valuable to po-
tential employers. For example, students should be able to explain technical
concepts to different audiences, connect academic projects to real-world appli-
cations, reflect on problem-solving approaches and learning experiences, and
discuss technical work confidently in professional settings. Students were ex-
plicitly told they would practice discussions similar to those in internship or
entry-level job interviews, making the connection between classroom learning
and career preparation transparent and intentional.

A critical component of our assignment design involves structured instruc-
tor feedback focused on communication effectiveness and professional presen-
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tation. Unlike automated feedback systems, instructor evaluation addresses
clarity of explanation, appropriate use of technical terminology, connection
between academic work and professional contexts, and overall confidence in
presentation. This instructor feedback serves as a crucial bridge between aca-
demic and professional communication standards, emphasizing how students
can better highlight transferable skills and present their work in professionally
relevant ways.

Our assignment approach integrates seamlessly into existing CS curric-
ula without requiring additional course content or separate career preparation
modules. Using assignments students are already completing adds professional
communication practice without increasing workload or requiring curriculum
restructuring. Instructors can adapt specific interview questions to align with
their particular assignments, from basic programming exercises in CS1 to com-
plex software engineering projects, while maintaining the core principle of con-
necting academic work to professional communication practice, making the
approach broadly applicable across CS curricula.

4 Mock Interview Assignment Implementation

To examine the effectiveness of this approach with students at different stages
of their academic development, we integrated mock interview assignments into
a CS1 course and a senior-level software engineering course. The CS1 course
included five short projects evenly spaced throughout the semester, with each
project covering a typical course topic like loops, string processing, or basic
object-oriented design. The software engineering course included a semester-
long project creating custom software for an external client; this project in-
cluded different phases. including gathering requirements, planning project
sprints, implementing new features into an existing code base, and delivering
the completed software to the client.

While the technical projects assigned in the two courses had different com-
plexity levels, we maintained consistent pedagogical goals and a similar struc-
ture to the mock interview integration across the two courses. While assess-
ment methods differed by course level (completion-based for CS1, letter grades
for the senior course), the learning objective remained constant across both
courses: developing the ability to communicate technical work in ways that
highlight skills and experiences valuable to employers. Students completed
their regular programming assignments and then received interview questions
related to those projects. Students recorded video responses using Big Inter-
view, an online mock interview platform. This tool allowed students to practice
the spontaneous communication skills required in interview settings. Within
the tool, students are shown a video clip of an interviewer asking them a ques-
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tion. Each student films and uploads a video response to the question. In
both courses, students were allowed to record responses multiple times if de-
sired so that the final submissions represented their best effort at professional
communication. Instructors in both courses provided feedback focused on com-
munication effectiveness rather than technical correctness since the technical
work had already been evaluated through the original assignment grading.

4.1 CS1 Course Assignment Differences

While most of the mock interview integration was consistent across the two
courses, there were a few differences, particularly in the last semester of data
collection in CS1. In earlier iterations of the assignment, the instructor noted
that CS1 students’ responses to the mock interview questions lacked context
and details that would allow employers to understand the work done by the
students. In the most recent semester of the course, students were provided
instruction in the STAR method [8] of responding to interview questions before
responding to mock interview questions. The STAR method coaches students
to describe the Situation, Task, Action, and Result in their response to inter-
view questions. Students in the most recent semester were also given more
frequent opportunities for practice and were provided with opportunities to
answer the questions in different modalities, first through written responses to
interview questions and later as video responses in Big Interview. CS1 stu-
dents received instructor feedback about the clarity and effectiveness of their
responses while receiving an assignment score of complete or incomplete.

Interview questions for CS1 students focused on articulating their project
approach: “Describe one error you encountered during your most recent devel-
opment process. How did you locate and correct the error?”; “Tell me about a
coding project that you finished recently and why you’re confident that the fi-
nal solution is correct.”; and “What is the most challenging project that you’ve
worked on?”

4.2 Senior Course Assignment Differences

In the senior-level course, students were required to respond to mock inter-
view questions exclusively in video format through Big Interview, reflecting
their advanced status as they approached graduation. This shift in assign-
ment implementation emphasized more sophisticated professional communica-
tion standards. Following their learning on gathering requirements, students
applied this knowledge to their current project with a nonprofit, where they
collaborated in teams on a web database project. The interview questions they
addressed were designed to mimic real software engineering interview questions,
including prompts such as: “How would you gather customer requirements for

6 221



a new project?”; “Tell me about a time when you had to explain a complex
technical idea to someone with little technical background.”; and “Describe
a time when you were assigned a project without clear direction. What did
you do?” The assessment in this course involved letter-grade evaluations with
heightened expectations for the quality of professional presentation, technical
depth, and articulation of software engineering principles.

5 Methodology

This study assesses the pedagogical effectiveness of integrating mock inter-
view practice within existing computer science coursework. The evaluation
was conducted across three consecutive semesters at the University of Mary
Washington, allowing us to refine the implementation and gather data on stu-
dent experiences and perceived learning outcomes.

Over the three-semester implementation period, 102 students participated
in the study, 50 from the CS1 course and 52 from the senior software engi-
neering course. At the end of the course, a survey was used to collect data on
student experiences. The courses enrolled 186 total students, so the 102 survey
responses represent a 54.8% response rate. The response rate was about equal
between the two courses: 56.6% response rate for the senior level course and
53.2% for the CS1 course. The survey was designed to capture multiple di-
mensions of the pedagogical experience, including perceived skill development,
confidence changes, user experience satisfaction, and likelihood of continued
engagement with professional preparation activities.

The survey included seven required Likert-scale response questions focused
on three key areas of pedagogical impact: confidence in communicating about
software projects, improvement in interview skills, and preparedness for future
professional interviews. The survey also included three optional open-ended
questions that solicited student suggestions for assignment improvements, ad-
ditional feedback on their experience, and ideas for implementing similar ap-
proaches in other computer science courses. The survey questions were:

1. Which course did you complete a required Big Interview assignment for?

2. Big Interview helped me to improve my confidence in communicating
about a software project.

3. Big Interview helped me to improve my interview skills.

4. After using Big Interview, I feel more prepared for interviews I might
have in the future.

5. How would you rate your overall experience using the Big Interview plat-
form for practicing interview-like questions and scenarios?
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6. Now that you know that Big Interview exists, do you plan to return to
complete practice activities outside of class requirements?

7. How user-friendly did you find the Big Interview platform?

8. Do you have any improvements to suggest related to this Big Interview
assignment?

9. Do you have any additional feedback on using Big Interview for this
assignment?

10. Are there additional computer science related assignments where you can
imagine using Big Interview?

6 Results

The 102 survey responses provide insights into how the mock interview as-
signments affected their confidence, skills, and career preparation. Responses
came equally from both courses, with 49% from CS1 and 51% from the senior
software engineering course.

More than half of the students (52.9%) felt the assignments helped them
communicate more confidently about their programming projects, while only
6.9% disagreed and 40.2% were neutral (Figure 1). The large majority who
saw improvements suggests that practicing with familiar coursework does help
students feel more comfortable explaining their technical work.

Figure 1: Summary of responses related to confidence and interview prepara-
tion.

Students had similar positive reactions when asked about their interview
abilities. Most (55.9%) reported that their skills improved, with only 9.8%
disagreeing and about one-third remaining neutral (Figure 1). This pattern
indicates that using course projects as interview content helps students develop
professional communication abilities.

The strongest positive response came when students considered their readi-
ness for actual job interviews. Nearly two-thirds (61.8%) felt better prepared
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after completing the assignments, compared to just 10.8% who disagreed (Fig-
ure 1). This response shows that students understood the practical value of
the mock interview assignment for their career preparation.

Figure 2: How would you rate your overall experience using the Big Interview
platform for practicing interview-like questions and scenarios?

Students were generally satisfied with the overall experience, with 72.6%
rating it positively and fewer than 4% expressing dissatisfaction (Figure 2).
The Big Interview platform worked well for most students; 96.1% found it
user-friendly, with 61.4% calling it very user-friendly (Figure 3). This high
usability suggests that the technology did not create barriers to learning.

Figure 3: How user-friendly did you find the Big Interview platform?

Student feedback included a mixture of positive experiences and construc-
tive suggestions for improvement. Students reported that they appreciated the
flexibility of recording multiple attempts for answers, reducing the pressure
often felt in live interviews. However, students consistently asked for better
upfront guidance on interview techniques. We addressed this in the latest CS1
semester by teaching the STAR method, but senior students could benefit from
similar instruction.
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Figure 4: Now that you know that Big Interview exists, do you plan to return
to complete practice activities outside of class requirements?

Students also wanted the interview questions to feel more relevant to com-
puter science careers. Some found the existing questions too metaphorical or
unrelated and suggested adding technical coding problems, randomizing ques-
tions to create spontaneity, and including company-specific questions for places
like Google or Amazon. They also requested video examples showing both good
and poor interview responses.

Looking beyond this assignment, students saw potential applications in
data structures courses, project reflection exercises, and presentation practice
throughout the curriculum. Despite their suggestions for improvement, stu-
dents recognized the value of the experience, with one noting it was “useful for
practicing communication, especially when explaining technical projects.”

7 Discussion

Integrating mock interview practice connected to course projects proved espe-
cially effective because students were already familiar with the material and
could focus entirely on presentation skills. Students clearly valued instructor
feedback, frequently asking for more guidance and concrete examples of ef-
fective responses. This human element made a significant difference. While
peer interviews or automated systems can provide practice opportunities, in-
structors offered the kind of nuanced coaching that helped students understand
professional communication expectations. Students needed someone who could
bridge academic and workplace communication styles, something that requires
judgment and experience. The positive outcomes across multiple measures
suggest that connecting familiar course content to professional communication
practice creates meaningful learning experiences for computer science students.
When students can practice with material they genuinely understand and care
about, they engage more meaningfully with the communication challenge itself.
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7.1 Student Experience Insights

The mixed response regarding students’ likelihood for continued independent
practice (51% likely vs. 49% unlikely) reveals important insights about student
motivation and the nature of skill development. While students recognized the
assignment’s value within the course context, the reluctance to pursue addi-
tional practice independently suggests that structured, curriculum-integrated
approaches may be more effective than expecting students to seek career prepa-
ration activities independently. This finding supports experts’ recommenda-
tions that career readiness skills be embedded within discipline-specific course-
work rather than relegated to separate career services programming.

7.2 Comparison with Prior Work

Our results show more modest positive responses than Kapoor & Gardner-
McCune’s [7] 91.9% positive experience rate, reflecting important method-
ological and contextual differences. Their study focused primarily on tech-
nical problem-solving practice with data structures questions, while our ap-
proach emphasized professional communication skills development across dif-
ferent course levels. The difference in student perception may reflect the in-
herent challenge of communication skill development compared to technical
practice. While students can more readily assess their ability to solve coding
problems, evaluating communication effectiveness requires developing metacog-
nitive awareness that may take longer to achieve. Our substantial neutral
responses (23.5-40.2% across measures) suggest that some students may need
additional time or practice to recognize their communication skill development.
Additionally, the Kapoor & Gardner-McCune assessment relied on qualitative
feedback about the overall experience, while our survey measured different skill
development areas.

7.3 Implementation Considerations

Student feedback provides valuable guidance for educators considering similar
implementations. The consistent request for more computer science-specific
content suggests that while using familiar course projects is pedagogically
sound, students also value exposure to industry-standard technical interview
questions. Future implementations might benefit from a hybrid approach that
combines course-specific reflection with broader technical communication prac-
tice.

Students consistently asked for better preparation before tackling the in-
terview questions, which tells us they need direct teaching about professional
communication strategies. When we introduced the STAR method to CS1
students in later semesters, we saw noticeably better responses, confirming
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that students benefit from learning specific frameworks for structuring their
answers. Students also repeatedly requested video demonstrations of strong
interview responses, showing they learn well from concrete examples of effec-
tive communication.

We successfully used this approach in both introductory and advanced
courses, which shows its flexibility. However, earned letter grades. The dif-
ferent grading methods suggest that expectations should align with proximity
to career entry.

7.4 Limitations and Scope

Several limitations influence the generalizability of these findings. The study
was conducted at a single institution with a specific student population, and
results may vary across different student demographics. The reliance on self-
reported perceptions of skill development, while pedagogically meaningful, does
not provide objective measures of communication improvement or actual in-
terview performance. The three-semester time frame, while allowing for im-
plementation refinement, limits our understanding of longer-term impacts on
student career outcomes.

7.5 Implications for CS Education Practice

The findings suggest that CS programs can meaningfully address the academic-
to-professional communication gap without requiring significant curricular re-
structuring. Rather than adding new courses or requirements, departments
can build career preparation into classes students already take. This approach
helps programs respond to pressure about graduate job readiness while keeping
their focus on teaching core technical content.

The strong student response to instructor feedback reveals something im-
portant about learning professional communication skills. Even as educational
technology becomes more sophisticated, students still benefit enormously from
human coaching. AI-powered practice tools certainly have their place and can
reach many students efficiently. However, instructors bring something differ-
ent to the table; they can provide personalized, context-sensitive guidance that
helps students really understand how to present themselves professionally.

The success across different course levels suggests that professional com-
munication development should be viewed as a progressive skill that can be
scaffolded throughout the undergraduate experience rather than confined to
capstone courses or career services programming.
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8 Conclusion

Our work shows that computer science programs can effectively bridge the gap
between academic learning and professional communication skills by build-
ing interview practice directly into existing courses. Using existing program-
ming assignments as the basis for mock interviews worked well because stu-
dents could focus on explaining work that they already understood rather than
learning new material. The positive outcomes across 102 students and three
semesters, with 61.8% feeling more prepared for future interviews, provide evi-
dence that career preparation can be meaningfully embedded within technical
coursework without requiring additional curriculum content or separate career-
focused courses.

The approach offers particular value for CS programs facing increasing pres-
sure to demonstrate graduate employability and career readiness. Rather than
designing new courses, relying solely on external career services, or expecting
students to pursue interview preparation independently, our model integrates
professional skill development into the existing curriculum. The instructors’
feedback proved particularly valuable; students clearly benefited from having
someone who could help them understand professional communication expec-
tations in a personal manner.

While student feedback revealed opportunities for enhancement, requesting
more computer science-specific interview questions and better initial guidance
on interview techniques, the positive response and learning outcomes indicate
that this approach offers a workable framework for other CS educators. The
successful implementation across different course levels, from introductory CS1
to senior software engineering, shows flexibility across different student pop-
ulations and potential for broader adoption. As computer science education
continues adapting to serve both academic and career preparation goals, inte-
grating communication practice with technical coursework offers real promise.
This approach helps develop graduates who can not only solve technical prob-
lems but also explain their work effectively, a combination that serves them
well in their careers and reflects positively on their academic programs.
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Abstract

Academic advising is essential for student success, but remains resource-
intensive and difficult to scale. This paper presents a domain-specific
implementation of an AI-powered advising chatbot based on a Retrieval-
Augmented Generation (RAG) architecture. The system combines vector-
based document retrieval with a large language model (LLM) to deliver
context-aware responses to course planning and policy-related queries.
We evaluated the chatbot using 22 representative advising questions,
rated by expert reviewers across four dimensions: Accuracy, Complete-
ness, Clarity, and Policy Adherence. The system demonstrated strong
performance in Clarity and Policy Adherence but struggled with com-
plex scenarios that required prerequisite logic and multi-step reasoning.
Reviewer feedback revealed common failure modes, including missing
course dependencies and policy misalignment. These results highlight
the potential and limitations of lightweight RAG-based advising tools,
pointing to future improvements, including multi-agent designs, struc-
tured knowledge integration, and policy-aware reasoning.
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1 Introduction

In higher education, effective academic advising plays a crucial role in sup-
porting student success by guiding learners through complex degree pathways,
assisting with course selection, and ensuring timely progress toward gradua-
tion [2, 6]. Beyond logistical support, advisors also influence how students
define and pursue academic success, particularly when they acknowledge and
validate diverse goals and experiences [27]. However, the advising process is
often labor-intensive and time-constrained, especially for students with non-
traditional academic trajectories, such as transfer students or those returning
after a long break. One of the most time-consuming tasks is transcript analysis,
where advisors must evaluate prior coursework for equivalency, prerequisite ful-
fillment, and curriculum alignment [3]. While degree audit systems offer some
automation, their limited contextual understanding restricts their ability to
provide nuanced, personalized recommendations, leaving advisors to manually
interpret and validate each case.

Recent advancements in Artificial Intelligence (AI), particularly the emer-
gence of Large Language Models (LLMs) like ChatGPT, present new oppor-
tunities to automate and enhance academic advising. One promising method
is Retrieval-Augmented Generation (RAG), which combines vector-based docu-
ment retrieval with generative language models to generate contextually grounded
responses [8]. This method has the potential for creating chatbots that can
provide personalized, context-aware guidance in real-time, offering students
greater access to timely information while reducing the administrative work-
load on human advisors [1, 14, 24].

This paper introduces an AI-driven advising chatbot that utilizes RAG
technology to analyze academic transcripts, assess curriculum requirements,
and generate course recommendations based on institutional policy, which stu-
dents and advisors can use. Our approach employs a ‘naïve’ RAG setup,
one that avoids advanced reranking or answer filtering mechanisms, to assess
the baseline effectiveness of this technology when integrated with institutional
knowledge bases.

We present lessons learned from the system’s design and deployment in
a real-world academic setting, along with a rubric-based evaluation of its re-
sponses. The results offer insight into the feasibility, limitations, and potential
enhancements for AI-driven advising systems tailored to specific institutional
needs.
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2 Background and Related Work

2.1 RAG in AI Chatbots

Traditional chatbots developed before the emergence of generative AI relied
on rule-based logic or simple retrieval methods. These systems responded
to predefined inputs using static scripts or keyword matching, which limited
their flexibility and rendered them ineffective for nuanced, context-dependent
queries. While large language models (LLMs) have introduced the ability to
generate fluent, human-like responses, standalone generative models are prone
to hallucinations, confidently producing information that is incorrect or fabri-
cated [13].

Retrieval-Augmented Generation (RAG) addresses this limitation by com-
bining the generative capabilities of LLMs with external retrieval mechanisms
[13]. In this architecture, the system first retrieves relevant documents from
a knowledge base, then uses this retrieved content to ground and inform the
generated response. This hybrid model enhances factual accuracy, contextual
relevance, and user trust, making it especially effective in knowledge-intensive
applications such as education, healthcare, and customer support [8, 22].

The RAG workflow begins with an indexing phase. The system retrieves
structured and unstructured data from various sources, including institutional
databases, websites, and other digital documents. These sources are converted
into plain text and segmented into smaller, coherent units, known as chunks.
Chunking enhances retrieval efficiency and helps preserve contextual integrity.
The chunks are then tokenized, a process that breaks the text into subword
units and assigns unique identifiers to them based on a predefined vocabulary.
This representation allows the language model to process the text effectively
and capture syntactic and semantic patterns during generation [13].

Next, embedding models convert these tokenized chunks into high-dimensional
vectors that capture their semantic content. These vectors are stored in a vec-
tor database, allowing for rapid similarity-based searches. When a user submits
a query, the retrieval phase, the system embeds the query in the same vec-
tor space and retrieves the most semantically relevant chunks using similarity
metrics such as cosine similarity [12].

In the generation phase, the retrieved documents serve as a grounding
context for the LLM. The model synthesizes a response that integrates its pre-
trained knowledge with the retrieved content, generating output that is both
fluent and factually supported [8, 19, 22, 25, 29]. This dual-stage approach
enables RAG-based chatbots to provide more informed, context-aware, and
precise responses than either retrieval-based or generative models alone.

Despite its strengths, RAG is not without challenges. The effectiveness
of RAG is closely tied to the completeness, relevance, and timeliness of the
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underlying document corpus; outdated or incomplete sources can lead to erro-
neous or insufficient responses [25]. Additionally, limitations in the indexing
process, such as suboptimal chunking strategies, can further impair retrieval
quality, reducing the accuracy of generated answers. While RAG frameworks
substantially reduce hallucinations compared to standalone generative models,
they do not eliminate them entirely, especially when the retrieved context is
sparse or ambiguous [13, 19, 29]. The architectural integration of retrieval
and generation components also introduces increased computational overhead
and latency, necessitating careful system optimization to balance performance,
accuracy, and responsiveness [14, 26].

While advanced RAG systems may incorporate reranking mechanisms, hy-
brid retrieval strategies, or iterative feedback loops to refine their outputs, the
present study adopts a naïve RAG approach. This simplified implementation
uses a single-step vector search and a basic context injection method, with-
out post-retrieval filtering or reranking, to evaluate the baseline feasibility of
domain-specific advising support in a real-world academic setting.

The following section examines how RAG and LLM technologies have been
applied in academic advising, highlighting emerging patterns, system architec-
tures, and practical challenges in student-facing educational services.

2.2 AI in Academic Advising

AI applications in academic advising have evolved from rigid, rule-based sys-
tems to dynamic, context-aware models capable of handling complex student
inquiries. Early systems were typically designed to match predefined inputs
with scripted outputs. While effective for answering frequently asked questions,
these models lacked the capacity to adapt to nuanced academic scenarios such
as curriculum transitions, transcript evaluations, and policy interpretation [2,
6].

The rise of LLMs has expanded the scope of advising automation. Models
like GPT-3.5 and GPT-4 enable fluid, conversational interactions and can in-
terpret open-ended questions. However, without grounding in external sources,
even the most advanced LLMs are prone to hallucination, confidently generat-
ing incorrect or misleading information [13, 19]. This is particularly problem-
atic in academic contexts, where misinformation can negatively impact student
decisions.

RAG has emerged as a promising architecture for mitigating hallucinations
while enhancing accuracy. RAG models retrieve relevant information from
curated sources, which is then used to inform the LLM’s response. This de-
sign allows for contextual alignment with institutional documents and policies,
making RAG particularly suitable for academic advising [4, 11, 13].

Several recent projects have explored the integration of LLMs and RAG
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into advising tools. For example, the URAG architecture employs a two-layer
retrieval mechanism, FAQ-based followed by vector search, yielding superior
accuracy and engagement compared to general-purpose LLMs like GPT-3.5 and
GPT-4o [17]. Another implementation, the AI advisor presented in [4], a lay-
ered RAG framework with multi-step context enrichment and safety filtering,
evaluated using metrics such as context relevance and answer accuracy. Other
innovations include Gaita [28], which creates personalized learning paths from
open courseware, and AskYourTranscript [1], a system that parses transcripts
and policies to provide grounded, document-based advising. One project that is
worth mentioning is EDUC8EU [7], which combines fuzzy logic, ontology-based
modeling, and a personality matching tool based on the RIASEC framework
for career counseling and vocational psychology [16] to guide students across
academic and career pathways. While effective in enhancing user experience,
its precision in complex recommendations remains limited.

Despite these advancements, many current systems rely on complex infras-
tructures, centralized hosting, or limited access to internal policy documents.
In contrast, this study focuses on a simple, domain-specific RAG-based chat-
bot built with lightweight tools and grounded entirely in publicly accessible
institutional documents. Our approach emphasizes transparency, adaptability,
and alignment with the real needs of a specific college environment.

Compared to prior work, our study takes a different focus. Iatrellis et al.
[11] presented EDUC8EU, which integrates rule-based reasoning with LLMs
for sustainable advising in European universities. Maryamah et al. [14] de-
veloped a RAG-based advising chatbot that leveraged GPT-3.5 with Ada em-
beddings and evaluated outputs using BLEU and ROUGE. Nguyen and Quan
[17] proposed the Unified RAG (URAG) framework, which combines FAQ-
based retrieval with RAG and adds validation layers to improve precision in
admission advising. Similarly, Wangwiwattana and Jantarick [26] introduced
an LLM-driven FAQ extraction approach for student services in Thai univer-
sities, evaluated with context relevance, answer relevance, and groundedness.
Our work differs by presenting a baseline naïve RAG implementation tailored
to a U.S. community college context, emphasizing transparency, ease of de-
ployment with lightweight tools, and practical utility in resource-constrained
advising settings.

3 Methodology

Our Academic Advisement Bot is designed to provide customized guidance in
course planning to both students and advisors at our program and college. The
chatbot is intended to assist both students and academic advisors with course
planning by leveraging a curated knowledge base of institutional documents.
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These include course catalogs, curriculum guides, transcript policies, course
equivalencies, and other materials related to academic advising.

3.1 System Design

Our Naïve RAG-based chatbot was implemented using the LangChain frame-
work [15]. Our system operates through three phases, as illustrated in Figure
1.

• Indexing Phase: Institutional documents (e.g., curriculum guides, course
catalogs, advising policies) are preprocessed, embedded, and stored in a
FAISS (Facebook AI Similarity Search) vector database [5].

• Retrieval Phase: The user query is embedded using Google’s Genera-
tive AI Embeddings [9] and compared to the indexed documents in the
FAISS vector database. The system retrieves the most semantically rele-
vant results based on the approximate nearest neighbor search, typically
using inner product or Euclidean distance.

• Generation Phase: The system prompt is passed to an LLM (GPT-4o)
[10], which synthesizes responses based on both institutional knowledge
and its pre-trained capabilities.

Figure 1: The system architecture for our Academic Advisement Bot.

This architecture is designed to generate responses that are both accurate
and relevant to the context. When a user submits a query, the system generates
a vector of embeddings that are used to search the vector database (knowledge
base) for pertinent academic advising information related to the query. This
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information, referred to as the context, is integrated with the user’s query
and the instructions to form a system prompt. The instructions direct the
LLM to function as an advisor, using the expanded prompt and leveraging
the retrieved context to provide a well-rounded and relevant response, while
reducing the likelihood of hallucinations. Ultimately, the chatbot presents this
AI-generated response to the user, ensuring that students receive dependable
and tailored academic guidance.

While implementing a robust architecture for our chatbot was important,
it was also equally important to provide a simplified user experience. For this
reason, we created a generic chatbot interface that displayed user queries as
sent messages and chatbot responses as received messages . The History com-
ponent of our system served two purposes: i) it allowed us to display previously
sent and received messages within the interface as though a conversation were
occurring between the user and the bot, and ii) to provide another source of
contextual information to the LLM, further reducing hallucinations.

3.2 Experimental Setup

We constructed a test set of 22 advising queries, drawn from real student in-
quiries, and categorized them into three levels of complexity—Easy (7 ques-
tions), Medium (11 questions), and Hard (4 questions). Query dif-
ficulty was determined both by the inherent reasoning steps required and by
input from academic advisors.

• Easy: Basic queries requiring course recommendations based on semester
availability and prerequisites (e.g., “Which courses can I take in the first
semester?”).

• Medium: Queries requiring an understanding of prerequisite dependen-
cies (e.g., “I have completed COURSE 101, COURSE 102, and ENG 110.
What courses can I take next?”).

• Hard: Complex course planning scenarios involving forward-looking de-
gree planning (e.g., “If I want to graduate in six or seven semesters instead
of eight, how should I plan my courses?”).

This classification is context-dependent: a query considered “hard” for a new
student may be straightforward for a senior close to graduation. To support
reproducibility, the full set of 22 advising queries and evaluation scripts is
available in our project repository1.

1https://huggingface.co/spaces/sahsan/cet_advisement_bot
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3.3 Computational Similarity

To benchmark the chatbot’s performance, its responses were compared against
curated “expected” answers authored by academic advisors. Two automated
similarity metrics were used:

• Cosine Similarity [23], which measures lexical overlap between the
chatbot’s response and the expected answer.

• SBERT (Sentence-BERT) Similarity [20], which evaluates semantic
closeness between responses using dense embedding representations.

The Cosine Similarity metric calculates the angle between vectorized rep-
resentations of the expected and generated answers, yielding a value between 0
(completely dissimilar) and 1 (identical). Texts were tokenized and transformed
into numerical vectors using the CountVectorizer method [18]. Cosine similar-
ity scores were then computed between each query pair. In contrast, SBERT
Similarity evaluates responses at the semantic level. Both the expected and
generated answers were encoded using the Sentence-BERT function from the
all-MiniLM-L6-v2 model [21], which preserves contextual meaning. These met-
rics serve as an initial benchmark for linguistic and semantic alignment but do
not account for contextual accuracy or policy correctness, which are assessed
through human evaluation.

3.4 Rubric-Based Human Ratings

We also conducted a human-rated evaluation of each response generated by
the chatbot independently using a structured rubric. The evaluation rubric
consisted of four criteria: Accuracy, Completeness, Clarity, and Policy
Adherence. Each response was rated from 0 (Unacceptable) to 4 (Excellent).
A score of 3.0 or higher was considered passing. Definitions of the dimensions
were as follows:

• Accuracy: whether the information is factually correct (e.g., identifying
the correct prerequisite course).

• Completeness: inclusion of all relevant elements required for a satisfac-
tory response.

• Clarity: readability, fluency, and understandability of the response.
• Policy Adherence: alignment with institutional regulations, policies,

and program rules (e.g., restrictions on credit load or requirements spe-
cific to transfer).

Notably, Accuracy and Policy Adherence are related but distinct. A re-
sponse may be factually accurate but still misaligned with institutional pol-
icy. For example, the system may correctly state that “students can take four
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courses in the first semester,” which is accurate in general, but if a student
has additional obligations, such as part-time status (in other universities, they
might have other commitments, such as athletics or band), institutional policy
might recommend a lighter course load. In such cases, the answer is accurate
but not fully policy-adherent.

Each response was scored independently by reviewers on a 0–4 scale across
four dimensions: accuracy, completeness, clarity, and policy adherence. A score
of 3.0 or higher was considered passing. This rubric-based approach allowed
for structured evaluation of both factual and contextual quality in responses.

4 Results and Analysis

4.1 Computational Similarity-Based Evaluation

Table 1 summarizes the computed Cosine and SBERT Similarities between
the chatbot’s responses and expert-crafted reference answers for each of the 22
advising queries. These metrics allowed us to quantify both lexical overlap and
semantic alignment across different levels of query complexity.

Table 1: Similarity Metrics by Difficulty Level
Difficulty Level Cosine Similarity SBERT Similarity

Avg. StDev. Avg. StDev.

Easy 0.49 0.20 0.68 0.20
Medium 0.47 0.18 0.72 0.22
Hard 0.57 0.09 0.63 0.05

Medium-level queries achieved the highest average SBERT similar-
ity (0.72), suggesting that the chatbot captured the intended semantic content
well, even if surface wording differed from the expected answers. Hard-level
queries showed the highest average Cosine similarity (0.569), likely due
to their structured nature, such as explicit course plans, which increased word
overlap with the reference answers. Easy-level queries, surprisingly, had
lower similarity scores, particularly in cosine terms. This is likely because
the chatbot often elaborated beyond the concise expected answers, introducing
phrasing differences that reduced overlap despite being factually aligned.

These results reveal that SBERT similarity better captures semantic simi-
larity, particularly in cases where helpful responses differ in wording from the
reference, than Cosine similarity in capturing the quality of chatbot responses
for advising contexts, especially where variation in phrasing is common. The
divergence in similarity scores for Easy queries also highlights a limitation of
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surface-level metrics: even correct and helpful answers may score lower if they
include added detail or use different language from the reference.

These findings demonstrate that while automated metrics are helpful for
estimating alignment, they cannot fully replace human judgment, especially
for tasks such as academic advising, where clarity, policy nuance, and student
context are crucial.

4.2 Human-Rated Evaluation

Table 2: Average Evaluation Scores Grouped by Difficulty Level
Difficulty

Level Accuracy Completeness Clarity
Policy

Adherence
Avg SD Avg SD Avg SD Avg SD

Easy 3.36 0.83 3.54 0.64 3.75 0.36 3.57 0.60
Medium 2.98 0.57 3.01 0.67 3.32 0.80 3.38 0.84
Hard 2.58 0.89 2.69 0.80 3.67 0.54 3.58 0.65
Global 3.03 0.71 3.12 0.68 3.52 0.61 3.48 0.73

4.2.1 Pass Rate by Criterion

Table 2 shows the average evaluation scores grouped by difficulty level. In gen-
eral, scores declined with increasing query complexity, particularly in accuracy
and completeness for hard queries. Across all 22 queries, the chatbot achieved
the following average scores: Accuracy=3.03, Completeness=3.12, Clar-
ity=3.52, Policy Adherence=3.48. Clarity consistently received the highest
score, while accuracy and completeness indicated areas for improvement.

To further interpret performance, we calculated the proportion of responses
rated 3.0 or higher in each category: Accuracy: 68%, Completeness: 73%,
Clarity: 95%, Policy Adherence: 86%.

Figure 2 presents the distribution of the evaluation scores across the 22
advising questions, showing medians, quartiles, and outliers for each criteria.
This analysis highlights that while the chatbot’s responses were generally un-
derstandable and policy-aligned, their factual depth and thoroughness were
less reliable.

4.2.2 Performance by Query Difficulty

When grouped by difficulty level, scores showed a consistent decline in perfor-
mance: Easy Queries, have the highest scores across all dimensions ( 3.35–3.75).
Medium Queries have a moderate performance ( 3.0–3.4), and Hard Queries
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Figure 2: Distribution of evaluation scores (Accuracy, Completeness, Clarity,
and Policy Adherence) across the 22 advising queries, showing medians, quar-
tiles, and outliers.

Figure 3: Distribution of accuracy scores by difficulty level.
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present lower performance, particularly in accuracy and completeness (2.6–3.7),
as shown in Figure 3. The boxplots of accuracy by difficulty show broader
variability in the Hard category. The wider spread in accuracy scores for Hard
queries reflects both increased complexity and greater disagreement among re-
viewers.

4.2.3 Qualitative Analysis of Reviewer Comments

In addition to numerical scores, three of the reviewers provided structured
comments. These were coded and analyzed to extract common failure modes.
The most frequent themes included:

• Missing key courses or requirements (e.g., General Education, co-
requisites): 12 instances

• Inadequate prerequisite or sequencing logic: 8 instances
• Policy misalignment (e.g., overload, catalog year): 7 instances
• Factual inaccuracies: 5 instances
• Unclear or overly generic responses: 4 instances

For example:

• "Too generic; lacked specific course sequence and prerequisites for CET3615."
(Q10)

• "MATH1375 is missing. We should always push to complete math re-
quirements early." (Q5)

These qualitative patterns underscore the need for improved retrieval cov-
erage and logical reasoning in multi-constraint advising scenarios. These com-
ments support the rubric scores.

4.3 Summary of Insights

The chatbot performs well on routine advising tasks, offering high clarity and
solid alignment with institutional policies. However, performance declines on:
i) handling complex multi-semester planning, ii) integrating multiple policy
documents, and iii) addressing program transitions or exceptions.

A notable limitation observed in the evaluation is the relatively high stan-
dard deviations in Accuracy and Policy Adherence scores (Table 2). While
many responses were accurate and policy-aligned, some were inconsistent or
misleading, such as omitting required courses or providing factually correct
but policy-inconsistent advice. This variability underscores the importance of
safeguards and supports the need for policy-grounded validation mechanisms,
as proposed in hybrid frameworks such as URAG [17].
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These findings support future enhancements, including structured docu-
ment tagging, multi-agent workflows for policy validation, and integration of
policy-aware reasoning mechanisms.

5 Conclusion and Future Work

This study demonstrates that a Naïve RAG-based chatbot can effectively assist
in academic advising, particularly for routine course planning queries within a
domain-specific context. Through structured human evaluation using a multi-
criteria rubric and qualitative reviewer feedback, we found that the chatbot
excelled in Clarity and Policy Adherence but showed limitations in Accuracy
and Completeness, especially in complex advising scenarios.

By integrating retrieval mechanisms with large language models, the system
provides a scalable, low-cost solution for high-volume advising tasks. However,
its current implementation lacks the depth required for nuanced policy reason-
ing, multi-document synthesis, and complex sequencing logic. These challenges
highlight the need for enhancements in retrieval precision, contextual inference,
and institutional alignment.

Ethical and Privacy Considerations. While our focus was on technical
implementation and evaluation, ethical considerations must guide the future
development of AI-powered advising tools. Safeguarding student data privacy,
ensuring transparency in automated recommendations, and mitigating poten-
tial biases in retrieved content are critical for building trust and institutional
accountability. Future iterations of this system should incorporate robust pri-
vacy safeguards and clearly define the advisory boundaries between automated
responses and human support.

While the findings are encouraging, several limitations must be acknowl-
edged. First, the evaluation used only 22 queries and five academic advisors,
which limits generalizability. Second, variability in outputs was observed: some
responses were factually correct but misaligned with policy, highlighting the
need for stronger validation mechanisms. Third, reliance on GPT-4o intro-
duces operational costs, suggesting that open-source LLMs may be explored in
the future. Fourth, advising involves sensitive data, making FERPA-compliant
privacy safeguards essential.

Building on these findings, future work will focus on four key directions:

• Multi-Agent Architectures: Design hierarchical and sequential agents
that specialize in retrieval, prerequisite validation, and policy enforce-
ment before synthesis.

• Expand the Knowledge Base: Incorporate structured data sources
such as course databases, forms, departmental memos, and archived ad-
vising policies with catalog versioning.
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• Conduct User-Centered Evaluations: Implement usability testing
with students and advisors to assess trust, engagement, and perceived
usefulness.

• Integrate Policy Reasoning Modules: Combine symbolic or logic-
based components to handle institutional constraints, exceptions, and
compliance scenarios more robustly.

Together, these enhancements aim to evolve the prototype into a robust,
policy-aware advising assistant capable of delivering not only fluent responses
but also institutionally accurate and context-sensitive guidance.
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Abstract

Data science education is undergoing a significant transformation due
to the rapid advancements in Artificial Intelligence (AI). This paper ex-
amines the inherent challenges in data science education, such as the
evolving definition of a data scientist, the persistent skills gap, and the
lack of standardized pedagogical frameworks, all of which are further
compounded by the rise of AI. It analyzes how AI is reshaping the de-
mands and skillsets required for data scientists, necessitating a funda-
mental shift in curricula. The paper explores current adaptation strate-
gies by reviewing leading undergraduate data science programs and case
studies from universities like Carnegie Mellon, MIT, UC Berkeley, and
the University of Michigan. Key strategies for curriculum adaptation
are discussed, including the early integration of AI fundamentals, devel-
opment of specialized AI tracks, infusion of AI ethics and responsible
practices, incorporation of generative AI and prompt engineering skills,
and promotion of experiential learning opportunities. The paper con-
cludes by considering the future trajectory of data science education,
emphasizing the need for continuous curriculum updates, a strong focus
on ethical AI, and the cultivation of critical thinking and lifelong learning
to prepare graduates for an AI-driven world.
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1 Introduction

Data science has emerged as one of the most rapidly expanding fields due to its
inherent capacity to address complex analytical requirements. This burgeon-
ing demand, however, is juxtaposed with a persistent limitation in the supply
of qualified data scientists [5]. The field itself is both interdisciplinary and
multidisciplinary in nature, drawing from a diverse range of subjects. Con-
sequently, the curricula designed to train future data scientists are in a state
of continuous evolution, adapting to meet the ever-changing needs of society
[7, 8]. The sustained imbalance between the need for data scientists and their
limited availability underscores a fundamental challenge in scaling data science
education effectively. The inherent interdisciplinary nature of the field necessi-
tates careful consideration in curriculum design to ensure a balanced coverage
of its various foundational elements.

The landscape of data science education is further transformed by the rapid
advancements in artificial intelligence (AI). Progress in AI and related do-
mains is actively shaping the development of data science curricula [1]. While
AI and data science apparently originated as distinct domains, they have be-
come deeply intertwined, sharing core methodologies and practices. This deep
integration necessitates a significant shift in educational focus, as future data
scientists must possess the skills to work proficiently with AI technologies. The
swift progression of both data science and AI mandates a proactive and ongoing
approach to curriculum design and adaptation. This ensures that graduates
from data science programs are equipped with the most relevant knowledge
and skills, maintaining their competitiveness in an increasingly AI-driven pro-
fessional world.

In response to these dynamic forces, academic institutions must demon-
strate agility in adapting their programs to effectively meet the growing de-
mand for data scientists [9, 10, 13, 19]. This requires the creation of curricula
that are not only up-to-date but also competitive, reflecting the latest trends
and technologies in both data science and AI. The ultimate goal is to pre-
pare graduates who are well-equipped to navigate and contribute to a world
increasingly shaped by AI.

This paper aims to analyze the key challenges and issues currently facing
data science education, particularly in the context of the renewed prominence
of AI. It will also explore various strategies for adapting undergraduate data
science curricula to effectively address these challenges. Furthermore, the paper
will examine existing curricula from 18 leading undergraduate data science
programs [21], drawing examples and insights from their approaches. Finally,
it will incorporate case studies on undergraduate data science education to
provide real-world perspectives on the ongoing adaptations within the field.

This paper’s contribution lies in its synthesis of current challenges, a broad
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review of existing programmatic responses, and a forward-looking framework of
adaptation strategies derived from an analysis of literature, 18 leading under-
graduate data science programs, and illustrative case studies, all contextualized
by the rapid evolution of AI.

2 Foundational Challenges in Data Science Education:
Examining the Landscape Before the AI Renaissance

Even before the pervasive influence of the current AI revolution, data science
education faced several fundamental challenges. One significant issue revolved
around defining the precise profile of a data scientist. There has been a notable
lack of a universally accepted definition and a standardized set of skills that con-
stitute a data scientist. This ambiguity is further compounded by the diverse
educational backgrounds that students bring to data science programs, making
it difficult to implement a "one-size-fits-all" educational approach. The lack of
clarity surrounding the data scientist role, coupled with the heterogeneity of
student preparation, significantly complicates the development of standardized
and universally effective curricula.

Another critical challenge has been the persistent data science skill gap [20].
This refers to the evident mismatch between the high demand for data scientists
across various industries and the limited pool of available talent possessing
the necessary expertise. The field of data science is characterized by rapid
technological advancements, necessitating continuous updates and revisions to
educational curricula. Educational institutions often face difficulties in keeping
pace with the swift breakthroughs occurring in the industry, leading to a lag in
the skills imparted to graduates. The dynamic nature of data science, fueled
by constant technological progress, presents an ongoing challenge for academic
institutions striving to provide relevant and timely training that aligns with
industry needs [11].

Furthermore, the pedagogical practices employed in data science education
have not been extensively studied in the existing academic literature. This lack
of well-established pedagogical frameworks makes it challenging to identify and
disseminate best practices for teaching data science effectively [24]. Adding to
this complexity is the improbability of achieving a broad consensus on the
specific content that should be taught across all data science programs. The
body of knowledge related to data science appears to be widely dispersed across
the internet, including community question-answering platforms, making it not
readily accessible in a structured manner to learners. This lack of established
teaching methodologies and standardized content hinders the development of
robust and effective data science education.

Understanding what motivates students to learn data science has also been
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a challenge. Scholarly understanding of the factors that drive students’ inten-
tions to pursue data science has been limited [2]. Recognizing and uncovering
the salient factors that shape students’ motivations to learn data science is im-
perative for designing effective programs. Research suggests that a student’s
attitude toward learning data science and their perception of its usefulness are
positively related to their behavioral intentions to engage with the field [14].
Therefore, comprehending these motivations is crucial for educational institu-
tions to design engaging and relevant data science programs that can effectively
attract and retain students, ultimately addressing the existing skill gap.

3 The AI Renaissance: Reshaping the Demands of Data
Science

The advent of the AI revolution has profoundly reshaped the landscape of data
science, introducing new demands and expectations for both practitioners and
educators. As AI and related technologies advance, they are becoming central
to the ongoing evolution of data science curricula. Indeed, machine learning
has solidified its position as an integral component of modern data science [12].
Consequently, the integration of AI, particularly machine learning techniques,
is no longer an optional specialization but a fundamental requirement for data
scientists. This shift necessitates that data science education adapts its core
curriculum to adequately reflect the central role of AI.

Furthermore, AI-driven decision-making is becoming increasingly prevalent
across a wide spectrum of industries, further underscoring the need for data
scientists to possess a strong understanding of AI principles and applications.

The emergence of sophisticated AI technologies is rapidly transforming the
capabilities and expectations within data science. Generative AI, for instance,
is revolutionizing content creation, data analysis processes, and the automation
of various tasks. Large language models (LLMs) are redefining the traditional
data science pipeline, offering new ways to interact with and derive insights
from data [22]. Areas such as deep learning, computer vision, and natural
language processing have become crucial domains within data science, driven
by advancements in AI [4]. This proliferation of advanced AI technologies
demands that data science education evolves to equip students with the neces-
sary skills to not only understand and utilize but also critically evaluate these
significant advancements.

To thrive in this AI-centric era, data scientists require a broader and more
specialized set of skills. Proficiency in AI and machine learning algorithms,
along with familiarity with relevant tools and platforms, has become essen-
tial. Moreover, a deep understanding of AI ethics, potential biases within AI
systems, and the principles of responsible AI development are increasingly im-
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portant [18]. The ability to effectively interact with and guide generative AI
models through skillful prompt engineering is also becoming a critical skill for
data scientists.

Finally, with AI increasingly performing complex analyses, data scientists
must develop the capacity to critically evaluate and effectively manage the
insights and outputs generated by these automated systems. Therefore, the rise
of AI demands that data science education expand its scope, encompassing not
only technical AI expertise but also a strong emphasis on ethical considerations
and the ability to collaborate effectively with AI tools.

4 A Comparative Analysis of Leading Undergraduate Data
Science Curricula: Current State and AI Integration
Efforts

To understand how undergraduate data science education is adapting to the
AI era, a comparative analysis of approximately 18 leading programs was con-
ducted. It focused on curricula in the USA, drawing from the top ranked under-
graduate Data Science programs by US News & World Report. The method-
ology involved examining course requirements, available specializations, and
stated learning outcomes with a specific focus on elements related to AI. This
broad review sought to identify common trends in AI integration, the extent
of ethics inclusion, the emergence of generative AI topics, and the availability
of experiential learning, with the detailed case studies (presented in Section 6
and Table 1) serving as illustrative examples of these trends.

The analysis indicates that many leading undergraduate data science pro-
grams are beginning to integrate foundational AI concepts into their curricula.
This often manifests in the inclusion of core AI courses, such as "Introduction to
Artificial Intelligence" or "Machine Learning". Across the reviewed programs,
a common theme was the re-evaluation of introductory statistics and program-
ming courses to pave the way for earlier exposure to AI principles. In addition,
many programs incorporate machine learning topics either within dedicated
machine learning courses or as significant components of broader statistics or
computer science courses. For instance, Carnegie Mellon University’s curricu-
lum offers a strong emphasis on modern statistical and computational methods,
which naturally includes machine learning [23]. Similarly, MIT’s joint program
in Computer Science, Economics, and Data Science includes electives in ma-
chine learning [17]. While this trend suggests a growing recognition of AI’s
importance, the depth and breadth of this integration likely vary considerably
across different institutions.

In terms of more advanced AI topics, some programs offer specific courses
on areas like deep learning, neural networks, and computer vision. A notable
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portion of the analyzed programs are also developing specialized tracks or con-
centrations. Additionally, several universities have established specializations
or dedicated tracks focusing specifically on AI and machine learning within
their data science programs. While these specialized pathways offer in-depth
knowledge, the comprehensive integration of advanced AI topics across the core
data science curriculum may still be limited in many institutions.

The critical importance of AI ethics and its societal implications is also
gaining traction in undergraduate data science education. Some programs are
incorporating dedicated ethics courses or modules within their data science
or computer science offerings. Furthermore, some institutions are making ef-
forts to integrate ethical considerations directly into their technical AI-related
courses. For example, UC Berkeley’s data science program is known for em-
bedding human contexts and ethics directly into its core technical courses [3].
While the recognition of AI ethics is growing, the extent to which it is com-
prehensively integrated across all data science programs likely still varies.

The analysis reveals that the coverage of generative AI and the specific
skills of prompt engineering are still emerging trends within undergraduate
data science curricula [15]. Many programs, based on the initial review, do not
explicitly mention generative AI in their core course requirements. However,
these topics may be included within more advanced machine learning courses
or as part of special topics offerings. Notably, some universities are beginning
to introduce dedicated courses or initiatives specifically focused on generative
AI. This suggests that while the formal integration of generative AI into un-
dergraduate data science education is in its early stages, it is a growing area
of focus for curriculum development.

5 Strategies for Curriculum Adaptation: Bridging the
Gap to the AI Era

To effectively prepare undergraduate data science students for the demands
of the AI era, several strategic adaptations to existing curricula are necessary.
One key approach involves integrating AI fundamentals early in the curricu-
lum. This can be achieved by introducing basic AI concepts and terminology
within introductory data science courses, providing students with an initial
understanding of the field. Furthermore, the basics of machine learning can
be incorporated as a natural extension of traditional statistical modeling tech-
niques, demonstrating the evolution from classical statistical methods to more
advanced AI-driven approaches. Early exposure to these fundamental AI con-
cepts can build a stronger foundation for students, encouraging them to explore
more advanced and specialized topics as they progress through their studies.
Such early exposure can also enhance student motivation by demonstrating
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the immediate relevance and cutting-edge nature of the field, aligning with
students’ perceptions of data science’s usefulness.

Another effective strategy is the development of specialized AI tracks or
concentrations within undergraduate data science programs. Creating ded-
icated pathways allows students with a strong interest in AI to focus their
studies in this area. These specialized tracks can offer advanced coursework
in specific AI domains, such as natural language processing, computer vision,
and deep learning, providing students with in-depth knowledge and highly
sought-after skills. Several universities have already implemented AI-focused
concentrations, demonstrating the viability and growing importance of this
adaptation strategy. Given the increasing societal impact of AI, it is paramount
to infuse AI ethics and responsible practices throughout the data science cur-
riculum. This involves integrating ethical considerations into all AI-related
courses, ensuring that students understand the potential implications of their
work. Curricula should also include case studies and discussions that explore
the broader societal impact of AI technologies, encouraging students to think
critically about their development and deployment. Emphasizing the princi-
ples of fairness, transparency, and accountability in AI applications is crucial
for preparing responsible data science professionals. Embedding ethical con-
siderations across the curriculum, rather than treating them as isolated topics,
will help students develop a strong ethical compass to guide their future work
in the field.

As generative AI continues to evolve and its influence grows, data science
curricula must adapt to equip students with the skills to leverage these powerful
tools effectively. This includes introducing the core concepts and functionali-
ties of generative AI within relevant courses. Furthermore, teaching effective
prompt engineering techniques for various data science tasks, such as data aug-
mentation, code generation, and model refinement, will be essential. Curricula
should also explore both the potential benefits and the inherent limitations of
generative AI in the context of data analysis and modeling, fostering a balanced
understanding of its role in the field. The emerging trend of universities offer-
ing courses and workshops focused on generative AI underscores the growing
recognition of its importance in data science education.

Finally, promoting experiential learning opportunities with a focus on AI
is crucial for preparing students for the practical demands of the field. This
can be achieved by developing projects and case studies that require students
to apply AI techniques to address real-world problems. Encouraging the use
of various AI tools and platforms in data science projects will provide students
with hands-on experience. Additionally, facilitating collaborations with indus-
try partners on AI-driven initiatives can offer valuable real-world insights and
prepare students for the types of challenges they will encounter in their fu-
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ture careers. Experiential learning is a recognized best practice in data science
education, and its specific application to artificial intelligence is essential for
students to develop the practical skills needed to succeed in the AI era.
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6 Case Studies: Pioneering Approaches to AI-Integrated
Data Science Education

Several leading universities have already begun to implement innovative ap-
proaches to integrate artificial intelligence into their undergraduate data sci-
ence curricula. Examining these case studies provides valuable insights into
effective strategies and emerging best practices.

Carnegie Mellon University (CMU) stands out for its early recognition of
the importance of AI in undergraduate education [23]. It was the first university
in the US to offer a dedicated Bachelor of Science in Artificial Intelligence. Be-
yond this specialized program, CMU also maintains a strong focus on machine
learning and AI within its broader data science curriculum. The curriculum
is collaboratively delivered by faculty from computer science, statistics, and
other relevant departments, ensuring a comprehensive and interdisciplinary
approach. Furthermore, CMU places a significant emphasis on the ethical con-
siderations surrounding AI and actively promotes the development of AI for
social good. This proactive approach demonstrates a strong commitment to
preparing students for the multifaceted challenges and opportunities of the AI
era.

The Massachusetts Institute of Technology (MIT) offers a joint curricu-
lum in Computer Science, Economics, and Data Science (Course 6-14) that
incorporates a substantial AI component [17]. MIT students have the unique
opportunity to engage with the school’s renowned Computer Science and Ar-
tificial Intelligence Laboratory (CSAIL), a leading center for AI research and
development. The university integrates AI concepts across a wide range of
disciplines and fields of study, reflecting its reputation as a center of technical
excellence. MIT also offers specialized programs like the "Applied Data Science
Program: Leveraging AI for Effective Decision-Making," indicating a commit-
ment to practical AI applications. This interdisciplinary approach, coupled
with a strong research focus, provides MIT students with a thorough under-
standing of both the theoretical underpinnings and the practical applications
of AI in data science.

The University of California, Berkeley, has developed a robust Data Sci-
ence undergraduate program that places a significant emphasis on the human
contexts and ethical implications of data and artificial intelligence [3]. The uni-
versity has also integrated AI and machine learning concepts throughout its
data science curriculum. This commitment is further solidified by the launch
of the College of Computing, Data Science, and Society, signifying the growing
importance of these fields within the institution. Berkeley also offers special-
ized courses like "Generative Data Science," indicating an adaptation to the
latest advancements in AI. By emphasizing both the technical aspects and the
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broader societal and ethical considerations, Berkeley aims to provide its data
science students with a well-rounded and responsible education.

The University of Michigan offers an evolving Undergraduate Program in
Data Science that is increasingly integrating artificial intelligence concepts [16].
The university has introduced courses like "Advanced Artificial Intelligence"
that specifically cover large language models and generative AI. Notably, the
University of Michigan has taken a pioneering step by developing its own pro-
prietary AI model, known as U-M GPT, making it available to students and
faculty. This initiative, along with the university’s focus on both the theoret-
ical and practical applications of AI, demonstrates a strong commitment to
advancing AI education within its data science programs.

While the scale and resources of the above-mentioned universities may dif-
fer, the core principles behind their strategies, such as embedding real-world
applications, fostering collaboration across departments, and emphasizing eth-
ical and responsible data use, can be adapted to fit the context of smaller
institutions. By thoughtfully tailoring these strategies to their own constraints
and opportunities, smaller colleges can build robust and impactful data science
curricula that align with evolving industry and societal needs.

7 Navigating the Integration: Challenges and Opportu-
nities of AI in Data Science Pedagogy

Although pioneering approaches at leading universities provide valuable mod-
els, the widespread integration of AI into undergraduate data science pedagogy
presents a range of practical challenges. A primary hurdle is institutional and
faculty readiness. The rapid pace of advances in AI often outweighs educators’
ability to stay current, which is compounded by the lack of standardized AI
curricula tailored for data science programs. These issues can lead to incon-
sistencies across institutions and even within a single university, where data
science programs may be coordinated by various departments.

In the classroom, educators face the difficulty of teaching complex comput-
ing and AI concepts to students of various academic backgrounds with varied
levels of preparation. The rise of sophisticated generative AI tools also intro-
duces new challenges to academic integrity, making it harder to ensure that
students are engaging genuinely with the material. Furthermore, it is a criti-
cal pedagogical responsibility to equip students with the skills to identify and
mitigate the biases embedded in AI algorithms and the data they are trained
on, requiring a careful balance between teaching technical skills and instilling
a deep understanding of the ethical and societal implications of AI.

Despite these challenges, integrating AI into data science pedagogy offers
significant opportunities to enrich the learning experience. AI-powered tools
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can create personalized learning paths for students, adapting to their individual
needs and learning styles, while AI teaching assistants and chatbots can provide
immediate feedback and support. For educators, AI can automate repetitive
administrative tasks, freeing them to focus on direct student interaction, and
generative AI can be used to create enhanced educational content that makes
complex topics more accessible. Ultimately, the thoughtful integration of AI
can lead to more innovative assessment methods and has the potential to make
data science education more accessible to a broader and more diverse range of
students.

8 The Future Trajectory: Data Science Education in the
Continuous Evolution of AI

The field of data science education is poised for continued transformation as AI
continues to evolve at a rapid pace. The future impact on the profession will be
defined by the deepening integration of AI into the fundamental workflows of
data science, which will automate certain tasks while creating new, specialized
roles for human experts. The focus for data scientists will pivot from perform-
ing routine tasks to mastering higher-order skills that leverage and manage AI
systems effectively.

As automation handles more data cleaning, preprocessing, and even model
deployment, the data scientist’s value will shift. The demand for skilled pro-
fessionals with a strong grasp of AI principles is expected to remain high, but
their responsibilities will change. A critical aspect of this future role will be the
ability to critically evaluate, interpret, and manage the analyses generated by
AI systems. This requires a new emphasis on skills such as prompt engineering
to effectively interact with and guide complex models such as generative AIs.

Furthermore, emerging technical frontiers will shape educational and pro-
fessional demands[6]. The growing importance of real-time data processing and
the expansion of edge computing will require new specializations and skillsets.
Simultaneously, as AI’s capabilities expand, the need for human oversight in
ethical AI and responsible development will become paramount. Future data
scientists will be tasked with ensuring fairness, mitigating bias, and leading in-
terdisciplinary collaborations to address complex real-world challenges where
AI is applied. To prepare for this dynamic environment, the most essential at-
tribute for graduates will be a commitment to lifelong learning, enabling them
to adapt to the continuously evolving landscape of both data science and AI.
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9 Conclusion

The integration of AI into undergraduate data science education presents both
significant challenges and transformative opportunities. While institutions
must address issues like limited faculty expertise, the need for curriculum stan-
dardization, and concerns around academic integrity, the potential benefits of
using AI to create personalized learning experiences and enrich educational
content are substantial. This paper has synthesized these issues, presenting a
framework of adaptive strategies derived from a comprehensive review of lead-
ing undergraduate programs and illustrative case studies from universities like
Carnegie Mellon, MIT, Berkeley, and Michigan.

As data science evolves in tandem with AI, the job market will demand
a new generation of professionals with a broader skillset. To meet this need,
curricula must evolve to incorporate AI fundamentals and ethics early, de-
velop specialized tracks, integrate generative AI skills, and promote experi-
ential learning. Looking forward, a crucial step will be the development and
validation of a new, comprehensive pedagogical framework for data science
education. By emphasizing critical thinking, promoting interdisciplinary col-
laboration, and fostering a culture of lifelong learning, educational institutions
can empower their graduates not only to thrive in an AI-driven world but also
to shape their future trajectory responsibly and ethically.
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Abstract

This paper presents a comprehensive comparative analysis of two
dominant blockchain consensus mechanisms—Proof of Work (PoW) and
Proof of Stake (PoS)—evaluated across seven critical metrics: energy
use, security, transaction speed, scalability, centralization risk, environ-
mental impact, and transaction fees. Utilizing recent academic research
and real-world blockchain data, the study highlights that PoW offers
robust, time-tested security but suffers from high energy consumption,
slower throughput, and centralization through mining pools. In contrast,
PoS demonstrates improved scalability and efficiency, significantly re-
duced environmental impact, and more stable transaction fees; however,
it raises concerns over validator centralization and long-term security
maturity. The findings underscore the trade-offs inherent in each mecha-
nism and suggest hybrid designs may combine PoW’s security with PoS’s
efficiency and sustainability. The study aims to inform future blockchain
infrastructure development by striking a balance between decentraliza-
tion, performance, and ecological responsibility.

1 Introduction

Public discourse often reduces blockchain to speculation and cryptocurrency
schemes [19], obscuring its broader role as a decentralized infrastructure for

∗Copyright ©2025 by the Consortium for Computing Sciences in Colleges. Permission to
copy without fee all or part of this material is granted provided that the copies are not made
or distributed for direct commercial advantage, the CCSC copyright notice and the title of
the publication and its date appear, and notice is given that copying is by permission of the
Consortium for Computing Sciences in Colleges. To copy otherwise, or to republish, requires
a fee and/or specific permission.
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trustless collaboration. Blockchain technology functions as a distributed digi-
tal ledger maintained by a network of computers that reach consensus on every
update [29, 25]. This architecture enables transparent, trustless interaction
and supports applications beyond cryptocurrency, such as supply chain man-
agement [1], digital identity, and voting systems [24]. Blockchain represents a
foundational shift in digital trust by enabling value transfer, record verification,
and transaction execution without intermediaries.

Blockchain is often celebrated for its transparency and security, but it is
ultimately the consensus mechanism that determines whether those ideals are
truly achieved. A consensus mechanism is defined as the protocol through
which nodes reach agreement on the validity of transactions. The two most
widely adopted consensus mechanisms are Proof of Work (PoW) and Proof
of Stake (PoS), which currently power leading cryptocurrencies and support
a range of decentralized applications across industries [24, 1]. PoW and PoS
determine who writes the next page in the blockchain, the system’s overall
security [4, 18], and its associated energy costs [23, 30]. Comparing PoW and
PoS is essential for understanding blockchain’s broader societal, economic, and
environmental impacts [16]. This comparison demands academic rigor and
practical insight to capture the nuanced implications of each mechanism.

This study conducts a meta-analysis that compares the technical founda-
tions and real-world implications of PoW and PoS. It breaks down how each
mechanism functions, identifies major cryptocurrencies and platforms that rely
on them, and weighs their respective strengths and limitations. Furthermore,
the analysis examines the broader implications of each mechanism by assess-
ing who benefits, who is excluded, and how each mechanism shapes future
blockchain infrastructure in terms of energy consumption, decentralization,
and long-term viability [16, 24]. The specific contributions of this study are as
follows.

• A detailed comparative analysis of Proof of Work (PoW) and Proof
of Stake (PoS), highlighting their technical, economic, and environmen-
tal trade-offs.

• Quantitative evaluation of centralization risks across PoW and PoS
networks, including analysis of validator and mining pool concentra-
tion.

• Empirical evidence of PoW’s high energy consumption versus PoS’s
energy efficiency, with real-world examples (e.g., Bitcoin vs. Ethereum
post-Merge).

• Analysis of scalability limitations in PoW (slow throughput) versus
PoS (higher transaction speeds), supported by network data.
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• Evaluation of societal implications, including governance fairness, wealth
concentration in PoS, and environmental sustainability.

• Insights into future trends, such as hybrid consensus models, to balance
security, decentralization, and efficiency.

The remainder of this paper is organized as follows. Section 2 briefly dis-
cusses previous foundational technical work for blockchain technology and the
two consensus mechanisms, PoW and PoS. Section 3 describes our comparison
methodology. Section 4 presents the comparison and analyzes the implications.
In Section 5, we conclude the paper, identify limitations, and suggest future
work.

2 Literature Review

Blockchain networks rely on consensus mechanisms to verify transactions and
maintain decentralization. Proof of Work (PoW) and Proof of Stake (PoS) are
the two most studied models, each with trade-offs across energy use, security,
speed, scalability, centralization, environmental impact, and transaction fees.

Energy use is a defining distinction between PoW and PoS. PoW relies on
energy-intensive mining, with Bitcoin’s electricity consumption rivaling that of
entire nations [30, 28, 11]. This demand grows with network difficulty, raising
sustainability concerns [23]. PoS avoids mining altogether, runs on standard
infrastructure, and reduces energy use by over 99 percent, as seen in Ethereum
(post-Merge) [30].

Security in PoW derives from computational difficulty and cost, deterring
Sybil and 51 percent attacks through resource expenditure [4, 29, 11]. PoS
relies on financial penalties and stake-based selection, with mechanisms like
slashing used to enforce validator honesty [26, 7, 17].

Speed and throughput vary significantly. PoW networks like Bitcoin
process blocks slowly with limited transaction rates [4]. PoS systems, includ-
ing Ethereum (post-Merge) and Polkadot, offer faster confirmation and higher
throughput [18, 16].

Scalability is limited in PoW due to strict consensus requirements, often
addressed through external solutions. PoS integrates scalability more natively
through designs like Hydra and parachains [14, 6, 9].

Centralization risk emerges from different pressures. PoW networks see
mining pool dominance, often reflected in low Nakamoto Coefficient scores
[20, 8]. In PoS, wealth concentration and custodial staking services threaten
validator diversity, though some networks like Cardano demonstrate mitigation
efforts [5, 21].
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Environmental impact is significant in PoW due to electricity and e-
waste from mining hardware [12, 28]. PoS drastically lowers these costs by
design [30].

Transaction fees are often volatile in PoW during congestion due to fixed
block capacity [4, 15]. PoS networks typically implement adaptive fee models
to maintain fee stability and performance under load [13].

This review establishes the foundation for our comparative analysis. The
next section details the methodology used to evaluate PoW and PoS across
these seven metrics, followed by a results-driven comparison using current ex-
amples and empirical data.

3 Methodology

This study adopted an approach similar to meta-analysis to analyze the two
major blockchain consensus mechanisms: Proof of Work (PoW) and Proof of
Stake (PoS). We first discuss the fundamental designs of blockchain’s operations
and consensus mechanisms, then explain how these designs inform our choices
of comparative metrics.

3.1 Fundamental designs

Blockchain is a decentralized digital ledger that records transactions securely
and transparently across a distributed network of computers [29, 25]. As il-
lustrated in Figure 1, a transaction begins when a user broadcasts it to the
network. Next, network nodes verify the transaction’s validity, group it into a
block, and append it to the chain through a consensus mechanism [24, 1]. Each
block contains a cryptographic hash of the previous block, ensuring that the
data remains immutable [29]. The structure of blockchain eliminates the need
for centralized control, making it foundational to systems that require trust,
transparency, and resilience [27, 25].

The PoW consensus mechanism, shown in Figure 2, secures the blockchain
through computational competition [4]. Miners build candidate blocks from
pending transactions and repeatedly hash each block’s data with nonce values
until the resulting hash meets the network’s difficulty target [27, 11]. This
target regulates how often new blocks are added, adjusting automatically to
maintain a consistent block time, such as every 10 minutes in Bitcoin [11, 16].
The process is intentionally resource-intensive, making it difficult for any single
actor to manipulate the ledger [4].

The PoS consensus mechanism, shown in Figure 3, secures the blockchain
through stake-based validator selection. Validators are selected to propose new
blocks based on the amount of cryptocurrency they lock as collateral [2], with
weighted, pseudo-random algorithms favoring larger stakes [3]. This process is
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Figure 1: Overview of Blockchain Technology Flowchart

Figure 2: Proof of Work Flowchart

formalized in protocols such as Ouroboros [17] and evaluated in comparative
studies [16]. The selected validator assembles pending transactions into a block
and broadcasts it to the network, where other validators vote on its validity
[27]. If approved, the block is added and rewards are distributed in transaction
fees or new tokens [16]. To deter dishonest behavior, PoS networks enforce
slashing penalties that remove part of a validator’s stake for submitting invalid
or conflicting blocks [17, 2, 3, 27].

3.2 Metric Selections

As shown in Table 1, the analysis focused on several core evaluation metrics
commonly discussed in blockchain research.
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Figure 3: Proof of Stake Flowchart

4 Results

Our analysis compares Proof of Work (PoW) and Proof of Stake (PoS) using
key evaluation metrics, as summarized in Table 1. Each metric highlights a
different aspect of how consensus mechanisms shape blockchain systems and
their broader impact. The following subsections present the results for each
category in turn.

4.1 Energy Use

Energy use refers to the amount of electricity consumed by a blockchain net-
work to maintain consensus and secure the system. Proof of Work (PoW) con-
sumes significantly more energy than Proof of Stake (PoS) due to its reliance
on computational mining [11]. PoW requires miners to perform brute-force
computations to solve cryptographic puzzles, which consumes large amounts of
electricity [16]. Bitcoin mining alone consumes an estimated 100–150 terawatt-
hours per year [23], exceeding the annual energy consumption of countries such
as Norway [28, 12]. This level of demand raises substantial environmental and
economic concerns about the sustainability of PoW [30].

PoW’s design ties network security to resource expenditure, making it inher-
ently energy-intensive. Studies show that as mining difficulty increases, energy
use scales proportionally, compounding environmental impact [3, 11]. The de-
velopment of specialized mining hardware and large-scale mining operations
further intensifies carbon emissions and regional energy strain [30, 2].
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Table 1: Key Evaluation Metrics for Blockchain Consensus Mechanisms
Metric Description Papers

Energy Use Examines the computational and environmental costs
associated with each mechanism.

[2, 3, 11],
[16, 23, 12, 30, 28]

Security Assesses resilience against common attacks and
network vulnerabilities.

[26, 4, 7, 11, 16],
[17, 18, 6, 27]

Speed and
Throughput

Evaluates how quickly transactions are processed
and confirmed. [4, 16, 18, 6, 29]

Scalability Determines each mechanism’s ability to handle
increasing network demands.

[4, 6, 9],
[14, 16, 18, 29]

Centralization
Risk

Analyzes the extent of power concentration within a network,
using the Nakamoto Coefficient to quantify the number
of entities required to compromise consensus.

[25, 3, 2],
[4, 5, 8],
[10, 17, 18, 20, 27]

Environmental
Impact Reviews broader ecological effects beyond raw energy usage. [16, 15, 12, 28, 30]

Transaction Fees Considers how network congestion affects transaction costs. [16, 18, 13, 27, 15]

PoS eliminates the need for computational competition by selecting valida-
tors based on their stake in the network [16]. This model significantly reduces
energy consumption, as validators only maintain network connectivity and use
digital signatures to approve new blocks [23]. After Ethereum’s 2022 transition
to PoS, its energy use dropped to an estimated 0.01 terawatt-hours per year
[28]. Sustainability assessments confirm that PoS architectures consume dra-
matically less energy than PoW systems, often by several orders of magnitude
[23].

4.2 Security

Security refers to a blockchain network’s ability to resist attacks, maintain
data integrity, and ensure that only valid transactions are confirmed. Proof
of Work (PoW) and Proof of Stake (PoS) approach security through different
cost structures and deterrents.

In PoW, miners compete to solve cryptographic puzzles, with difficulty ad-
justed dynamically to maintain an average block time of around 10 minutes.
This prevents blocks from being created too quickly and keeps the network syn-
chronized [11]. The high computational and hardware costs required to control
a majority of the network’s hash power make 51 percent attacks economically
unfeasible at scale [29, 18]. PoW is also resistant to Sybil attacks, as creat-
ing many fake identities requires significant computational resources [4]. Over
time, PoW has demonstrated real-world robustness. Bitcoin, for instance, has
operated securely for over a decade without a successful consensus-level attack
[11, 18].
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PoS secures the network by selecting validators based on their stake in the
protocol [16]. Validators with greater holdings have more at stake, incentivizing
honest behavior [17]. Malicious actions such as signing conflicting blocks or
altering transaction data can result in slashing penalties that destroy a portion
of the validator’s stake [18]. This introduces direct financial penalties, aligning
network security with validator incentives.

However, PoS introduces different vulnerabilities. Because block production
is inexpensive, validators might attempt to sign multiple competing chains,
known as the Nothing-at-Stake problem [7]. Most PoS protocols counter this
with slashing and finality rules, but their long-term effectiveness continues to
be evaluated [26]. Another concern is stake centralization. If a small number
of participants accumulate most of the staked tokens, they could launch stake-
based 51 percent attacks or disproportionately influence governance decisions
[6].

Although platforms like Ethereum (post-Merge) and Cardano have adopted
PoS, it remains a relatively newer model. Its security relies more heavily on
economic assumptions and continues to be tested under real-world conditions.
In contrast, PoW is a mature and well-tested system that has demonstrated
resilience in hostile environments over time [17, 7].

4.3 Speed and Transaction Throughput

Speed and transaction throughput refer to the rate at which a blockchain can
process and confirm transactions over time. In Proof of Work (PoW) networks,
speed is constrained by computational mining and fixed block intervals. Bit-
coin produces blocks approximately every 10 minutes and supports an average
throughput of about seven transactions per second [4, 29]. Even in faster PoW
systems, confirmation delays and multi-block finality reduce effective through-
put [18, 16]. These structural limitations stem from the need to maintain
decentralized synchronization and secure consensus.

Proof of Stake (PoS) networks remove the computational burden of mining,
enabling shorter block times and higher transaction throughput. Platforms
such as Ethereum (post-Merge), Cardano, and Polkadot report transaction
rates ranging from 250 to over 1,000 per second, depending on their architecture
and scaling strategies [6, 16]. PoS networks also achieve faster finality, with
many confirming transactions within seconds. These characteristics make PoS
well-suited for high-volume applications like decentralized finance and real-time
smart contract execution [16, 18].

While PoW’s block intervals limit throughput, PoS achieves higher trans-
action rates through quicker finality and more efficient validation processes [16,
6].
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4.4 Scalability

Scalability refers to a blockchain’s ability to maintain performance as demand
increases. In Proof of Work (PoW), scalability is limited by protocol constraints
and the requirement for global consensus. These factors reduce throughput and
necessitate external solutions to handle increased demand [4, 29]. Bitcoin and
Dogecoin illustrate this challenge, processing approximately seven and thirty-
three transactions per second, respectively. These rates are insufficient for
large-scale applications without support from off-chain tools such as Layer 2
networks [6, 14].

Proof of Stake (PoS) enhances scalability by removing the need for energy-
intensive mining. Validators are selected based on stake rather than compu-
tation, which lowers overhead and enables more efficient coordination [16, 6].
This allows PoS networks to process higher transaction volumes without over-
whelming the system. Ethereum (post-Merge), for instance, aims to support
up to 100,000 transactions per second using scaling mechanisms such as shard-
ing and rollups [14, 9]. Sharding divides the blockchain into smaller segments,
or “shards,” that process transactions in parallel to increase overall system
throughput [9, 6]. Cardano employs Hydra, an off-chain transaction protocol
that reduces demand on the main layer [16]. Polkadot uses parachains, which
are independent blockchains running in parallel with the core network, allowing
the system to handle more transactions simultaneously [14, 6].

PoW’s architecture imposes inherent scalability limitations, requiring ex-
ternal solutions to maintain performance. PoS architectures often integrate
native features that support higher throughput [29, 18].

4.5 Centralization Risk

Centralization risk refers to the concentration of control within a small number
of entities capable of influencing or compromising consensus. In Proof of Work
(PoW), competitive mining often leads to the formation of large mining pools.
These pools aggregate computational power to improve reward probability but
concentrate control among a few dominant actors [27]. This increases the
likelihood of coordinated attacks, including 51 percent attacks, where entities
controlling most of the hash power can alter transactions or block new ones
from being added [4].

The Nakamoto Coefficient is a common measure of decentralization. It
estimates how many distinct entities must collude to disrupt consensus [25]. In
Bitcoin, this number is typically around 2 to 3, meaning just a few mining pools
could compromise the network [20]. Similar patterns are seen in Litecoin and
Dogecoin, which share infrastructure and exhibit comparable concentration [5].

PoW networks face centralization through mining pools. Proof of Stake
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(PoS) networks, in contrast, encounter distinct risks tied to stake distribution.
Validators with larger stakes are more likely to be selected to produce blocks,
giving disproportionate influence to high-stakes participants [18]. Many users
delegate tokens to third-party services such as Lido or centralized exchanges,
which operate validator nodes on their behalf [2]. These services often control
a significant share of the total stake and collect a commission from staking re-
wards [5]. Although delegation increases accessibility, it can centralize voting
power among a small number of platforms [26]. Some protocols attempt to
mitigate this. Cardano’s Ouroboros, for example, uses randomized leader se-
lection and stake distribution strategies to promote broader participation and
reduce wealth concentration [17].

In Ethereum (post-Merge), the Nakamoto Coefficient is also estimated at
2 to 3, reflecting stake concentration among validators [8]. In contrast, Car-
dano maintains a coefficient of about 25, indicating a more distributed set of
validators [10].

Overall, PoW is susceptible to mining pool consolidation, while PoS can suf-
fer from validator centralization driven by stake distribution. The Nakamoto
Coefficient offers a practical way to evaluate decentralization across both sys-
tems [25, 5].

4.6 Environmental Impact

Environmental impact refers to the ecological effects of running a blockchain
network, including energy consumption, hardware waste, and emissions. While
both Proof of Work (PoW) and Proof of Stake (PoS) secure decentralized
networks, their environmental footprints differ significantly in scale and nature.

PoW’s high energy use results from its reliance on computational mining.
Miners compete to solve cryptographic puzzles, consuming a significant amount
of electricity in the process. This is an intentional design feature that ties
security to resource expenditure [4, 17]. Bitcoin alone consumes an estimated
100–150 terawatt-hours annually, more than countries such as Argentina or
Norway [12, 15]. Specialized mining hardware like ASICs further intensifies
the impact, producing electronic waste and emissions due to short life cycles
and high power demands [30]. Environmental impacts vary based on regional
energy profiles. In areas with fossil-fuel-heavy energy grids, carbon intensity
is higher. In some cases, coal plants have been reactivated to meet mining
demand [28, 30]. Subsidized electricity in certain regions also contributes to
PoW’s environmental burden.

PoS significantly reduces energy use by replacing mining with stake-based
validation. Validators are selected based on the amount of cryptocurrency they
stake, eliminating the need for repetitive computation [16]. PoS networks run
on standard server infrastructure. Following Ethereum’s 2022 transition to
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PoS, energy consumption dropped by over 99 percent [23]. PoS also reduces
hardware turnover and electronic waste, which aligns better with renewable en-
ergy. Validator nodes can run efficiently in data centers or decentralized setups
powered by clean energy [30]. Although large custodial staking platforms may
increase overall energy use, the impact remains minimal compared to PoW and
can be mitigated through sustainable hosting practices.

4.7 Transaction Fees

Transaction fees refer to the costs users pay to have their transactions pro-
cessed, often rising during periods of network congestion. Fee structures vary
by consensus model, particularly between Proof of Work (PoW) and Proof of
Stake (PoS).

In PoW networks like Bitcoin, transaction fees incentivize miners alongside
block rewards [4, 18]. When activity increases and block space is limited, users
compete by offering higher fees, creating an auction-like model. This leads
to fee volatility, especially during market surges, where smaller transactions
may become impractical [16, 18]. These fluctuations reflect broader scalability
limitations in PoW systems, where block size and timing constraints reduce
throughput and increase congestion [27].

PoS networks typically offer more stable and predictable fee structures.
Because validators do not incur high energy costs, they rely less on transaction
fees as a primary incentive [16]. Some networks, such as Ethereum (post-
Merge), employ base fee models that adjust dynamically in response to network
demand, thereby helping to reduce volatility while managing congestion [15].
Analytical models based on queueing theory suggest PoS systems experience
less fee inflation under load due to faster finality and flexible confirmation
processes [13]. These efficiencies improve performance during peak usage and
support high-throughput applications such as decentralized finance.

Overall, PoW networks tend to have higher and more volatile fees due
to mining incentives and block constraints, while PoS networks use adaptive
models that help stabilize costs during congestion.

4.8 Final Results

Table 2 summarizes the comparative outcomes of PoW and PoS. These ratings
reflect the analysis across Sections 4.1–4.7.

PoW earns a high energy use rating due to its reliance on energy-intensive
mining, while PoS earns a low rating for removing the need for computational
competition. Both mechanisms earned strong security marks: PoW for its
decade-long operational resilience, PoS for enforcing economic penalties despite
shorter track records.
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Table 2: Comparison of PoW and PoS in terms of features

Feature PoW PoS

Energy Use High Low
Security Strong Strong
Speed Slow Fast
Scalability Limited Scalable
Centralization Risk High Moderate
Environmental Impact High Low
Transaction Fees Variable Stable

PoW was rated slow and limited in scalability due to fixed block intervals
and protocol rigidity. PoS earned fast and scalable ratings based on faster
finality and support for various optimization methods. PoW’s high centraliza-
tion risk stems from mining pool dominance, whereas PoS was rated moderate
due to validator stake concentration, with Cardano as a more decentralized
example.

PoW’s high environmental impact rating results from its energy demands
and hardware waste. PoS scored low for operating efficiently on standard
infrastructure. PoW’s fees were rated as variable due to congestion spikes,
while PoS achieved stable ratings for adaptive fee models and lower operational
costs.

5 Conclusion

This study compared Proof of Work (PoW) and Proof of Stake (PoS) across
seven metrics: energy use, security, speed, scalability, centralization risk, en-
vironmental impact, and transaction fees. PoW delivers proven security, but
incurs high energy costs, slower throughput, and centralized mining dynamics.
PoS improves efficiency and scalability while reducing energy use, though it
raises concerns about validator concentration and long-term resilience.

Neither mechanism fully meets all technical and structural requirements.
PoW is well-suited for systems that prioritize security and immutability, while
PoS aligns with applications emphasizing performance and sustainability. Both
involve trade-offs between decentralization, efficiency, and resilience.

Hybrid consensus models present a potential path forward by integrating
the robustness of PoW with the adaptability of PoS [26, 14, 3]. Nervos exempli-
fies a layered hybrid approach by using PoW for base security while enabling
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energy-efficient, PoS-driven smart contracts and scalability [22]. Future re-
search should explore validator equity, ecological sustainability, and governance
frameworks that maintain decentralized integrity at scale [30, 23]. While this
analysis aligns with current literature and reported data, it does not include
empirical testing and may generalize trends that differ across implementations.
Despite these limitations, the comparative framework remains a valuable tool
for guiding sustainable and equitable blockchain innovation.
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Abstract
Twoville is a platform for learning computer science with physical out-

put. Instead of printing text to a console, learners trace out 2D designs
and fabricate them into tangible and non-electronic objects using cutters
and plotters. The editor is bidirectional. Though text-based code is the
primary interface, a design’s parameters may also be directly manipu-
lated on the drawing canvas. Support for animation has recently been
added. In this paper, we discuss the new syntax and features of Twoville
that allow an animation to be programmed, directly manipulated, and
fabricated.

1 Introduction

Many first programs print “Hello, world!” to a text console. Rarely does this
greeting reach such a large audience. The programmer sees it and moves on to
the next lesson. Newer learn-to-code platforms replace the text console with a
canvas on which designs can be programmatically drawn and animated. Dig-
ital art arguably has greater visual appeal than text. However, if the output
of a program can only be experienced within the platform or on the computer,
it still hasn’t reached the world. Output that is merely virtual relegates com-
puter science to an imaginative realm disconnected from the physical world. It

∗Copyright ©2025 by the Consortium for Computing Sciences in Colleges. Permission to
copy without fee all or part of this material is granted provided that the copies are not made
or distributed for direct commercial advantage, the CCSC copyright notice and the title of
the publication and its date appear, and notice is given that copying is by permission of the
Consortium for Computing Sciences in Colleges. To copy otherwise, or to republish, requires
a fee and/or specific permission.

1276



reduces programming to disembodied cognition. We offer Twoville as a plat-
form for learning computer science by making physical objects that have a
life beyond the computer. Objects made in Twoville can be carried around in
one’s pocket, hung on one’s fridge, and freely shared with others in unplugged
settings.

Code can be a frustrating interface for design work because of its indirect
relationship with the output. To make a programmed object bigger, for exam-
ple, we must locate the size parameter in the source code and enter new values
through trial-and-error until we are satisfied with the result. The process can
be made less clumsy by supporting direct manipulation. Instead of editing
text, we operate directly on the output through drags and clicks. Twoville
supports both kinds of manipulation.

After several years of using Twoville to make tangible items like stickers,
cards, clothing, sculptures, and puzzles, we have recently added support for
animation. On the surface, animation doesn’t seem like an appropriate feature
for a tool used to design physical objects. Indeed, we initially added animation
simply because we have also been using Twoville to make non-physical assets
like figures for instructional materials, and we wanted some of these to be
animated. However, artists for centuries have been depicting motion in static
and physical works through superimposition, polyptychs of discrete panels,
and unstable composition. Accordingly, we have added several commands to
Twoville for exporting static designs that show the passage of time.

We examine Twoville and its animation and direct manipulation features
in this paper. In section 2, we examine others’ work on direct manipulation
and programmatic animation. In section 3, we discuss how we achieve direct
manipulation in Twoville. In section 4, we introduce Twoville’s syntax for
programmatic animation. In section 5, we explore how an animation can be
fabricated into a non-virtual object. In section 6, we reflect on our experiences
using Twoville with youth in our community and consider future work.

2 Related Work

Our design of Twoville is informed by two distinct areas of research: computa-
tional fabrication and animation programming. We discuss the work of others
in these areas and situate Twoville amongst their findings.

2.1 Computational Fabrication

Rode et al. [10] introduce the term computational making to describe computer-
assisted design and fabrication. They identify five elements that are key to
computational making activities: the output has an aesthetic component inde-
pendent of the functional, the activity presents an opportunity for creativity,
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physical construction skills are employed, makers must navigate between vir-
tual and physical representations, and successful making builds on and develops
knowledge of material properties. These elements are consistent with our own
experiences using Twoville with hundreds of students.

Ed-technologists have heralded personal fabrication as a democratizing force
that brings the knowledge and tools of physical production back to individuals.
Nevertheless, Halverson and Sheridan [4] point out that the maker education
movement has largely focused on robotics, electronics, and vehicles, activities
that have traditionally appealed to more boys than girls. Twoville’s output is
non-electronic, made of paper, vinyl, fabric, wood, or acrylic. We have observed
no disparity of attitudes across genders.

With the rise of affordable laser cutters and 3D printers, many small tools
for fabrication have been developed in the last two decades. Johnson [6] built
Flatlang, a Logo-like language for designing lasercut pieces. Turbak et al. [12]
present a similar work using a blocks language called TurtleBlocks. Efrat et
al. [2] propose introducing designers to algorithmic and parametric design tools
not with a computer, but with a catalog of patterns. The designer identifies a
desired pattern and then uses software to achieve it.

From an economic standpoint, personal fabrication is prudent only when
the products are fabricated for individuals rather than the mass market. But
the design itself should also be personal. Chytas et al. [1] enrolled 27 high
school students in a four-day workshop on making using programming tools.
In interviews, students favored creative ownership over consumption of others’
designs found in model repositories like Thingiverse. One subject said in an
interview, “Even when there is the same model online, I would prefer to design
it by myself. It is special to me this way.” Jacobs and Buechley [5] posit that
computation brings several benefits to making: precision, automation, genera-
tivity through randomness, and parameterization. Subjects in two studies used
the authors’ Codeable Objects system to design lamps and clothing. One sub-
ject felt like the tool masked the design process, feeling that they were choosing
among a narrow set of parameters rather than originating a plan. In Twoville,
we have thus far avoided providing a library of readymade but parameterized
templates. We aim to develop computation skills in its users as they aim to
develop physical artifacts.

2.2 Animation Programming

Kazi et al. [7] developed ChronoFab, a plugin for the 3D modeling program
Maya. The plugin allows artists to generate static 3D sculptures of animated
objects by adding extra geometry along the object’s trajectory. This extra
geometry may be motion lines tracking vertices, swept surfaces, stroboscopic
stamps of the entire model, or particles. In Twoville, we export static designs
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Figure 1: A cat’s head composed of two rounded polygons and two circles.
The cursor is placed on line 5, so only its handle appears in the canvas. When
dragged, the vertex will be updated in both the text editor and the canvas.
Since the polygon is mirrored, the reflected vertex will also be updated.

of animations using similar techniques inspired by art.
Several projects have explored the strengths and weaknesses of various pro-

gramming paradigms for animation. Elliot [3] observes, “Any language makes
some ideas easy to express and other ideas difficult,” and criticizes imperative
systems for obscuring an animator’s intent with too many low-level instruc-
tions. The author offers FRAN, a functional and domain-specific declarative
language for animation.

In an experiment conducted by Krämer et al. [8], subjects were given five an-
imation tasks to complete. They completed each twice, once with a declarative
animation system using keyframes or parametric equations and once with an
imperative procedural system that modified the object on each frame. Roughly
half the subjects favored the declarative system, and the other half favored a
hybrid, despite completing tasks 2.4 times faster with the declarative system.
The authors suggest that the subjects, who were programmers, may have been
biased toward imperative solutions. Twoville supports a similar declarative
syntax based on keyframes or time-parametric equations.

Raffaillac et al. [9] compared the animation interfaces found in Qt 5, Ap-
ple’s Core Animation, D3.js, JavaFX, Android, and GSAP. Responding to the
complexity of these frameworks, the authors suggested a simpler syntactic de-
vice: a delay operator that can be appended to a property assignment, as
in circle = 10 during 2s. A delayed assignment triggers an animation in-
stead of an immediate change. The interpolation scheme is polymorphically
determined by the property type. Their simpler syntax is compelling, but it
favors basic animations that are continuous, modify one property at a time,
and use linear interpolation. In Twoville, we offer a more expressive syntax
that organizes animation code around time rather than imperative execution.
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3 Direct Manipulation

Twoville is a domain-specific language for describing shapes. Elements are con-
figured by assigning values to their properties in a block immediately below the
shape command. Many drawing platforms use functions of high arity and po-
sitional parameters. Though Twoville’s explicit assignments are more verbose,
our users don’t have to guess at a value’s semantic meaning. When a Twoville
program is run, its output appears in the integrated drawing canvas.

Designs may be modified through two different kinds of user interaction:
direct manipulation [11] via the mouse or indirect manipulation via code. Tools
have historically supported just one of these interactions, but a growing num-
ber support both. Twoville supports both with its bidirectional editor. The
designer initiates a design by adding a new shape or curve to the program text.
There’s no button or menu for adding elements because we want the designer
to maintain agency and awareness of their code structure.

Once an element is rendered, the designer may make direct edits to its
lengths, angles, and positions by dragging on handles in the drawing canvas.
In Figure 1, a cat’s head has been programmed using a pentagon whose corners
have been rounded off. One handle currently appears in the drawing canvas.
When dragged, it will immediately change the program text and the design.

Direct manipulation requires significant runtime support. In particular, the
editor must be able to identify what source code contributed to the property
whose handle is being dragged. A new value for the property is computed
based on the mouse position and inserted into the text editor. However, we
don’t just replace the original expression with a new number. If the designer
crafted a more complex expression, like radius = 0.5 * diameter, we attempt
to preserve this structure. Our update algorithm classifies and updates the
expression according to the following categories:

• a, a literal value. The literal a is replaced by the new value derived from
the mouse.

• id , a variable name. The algorithm recurses to the most recent assign-
ment to id and updates its right-hand side.

• l + r, an invertible operation like addition or multiplication. One of l or
r is updated while the other is held constant. Literal values are given
update priority. If both expressions have the same priority, then the
rightmost operand is updated. The held value and the new value derived
from the mouse are combined to solve for the new value.

• (e), an operation that is locked. The parentheses act as a shield protect-
ing its contents from being updated. An offset is added to the original
expression to reach the new value derived from the mouse.

• f(x), where f is an uninvertible operation. This is treated just like a
locked expression.
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Figure 2: The animation timeline interface from the Unity game engine. This
animation spins a cube as it lifts and drops.

To classify an expression, we retain the abstract syntax tree representation of
the program in memory. Each manipulation handle has a link to its associated
tree node, and we query the node’s type in our update algorithm.

4 Time Syntax

The conventional graphical interface for keyframe animation is an interactive
timeline called a dopesheet, as shown in Figure 2. Animated properties are
listed along the vertical axis, and time spans the horizontal axis. The ani-
mator selects a particular frame—a keyframe—on the time axis and sets the
property to an appropriate value. They scrub to another keyframe and set the
property again. During playback, a property’s value is interpolated between
its surrounding keyframes.

In Twoville, we adopt a textual interface for animation. Text has some
advantages over a graphical interface: keyframes and property values can be
expressed programmatically, the animation can be reused and parameterized
by placing it within a function, and the animation logic has an explicit notation
that can be copied and pasted like any text. Text also has disadvantages: it
consumes more space, it requires more cognitive effort to read and write, and
it carries a stigma of being primitive and arcane. Since our goal is to develop
programming skills in our users, we consider the benefits of text to outweigh
its costs.

Many graphics programming systems do not offer any special syntax for
animation. A property is set at a particular keyframe using a standard method
call. To set a circle’s radius at frame 50 to 10, the animator might write the
statement circle.set(‘radius’, 50, 10). In Twoville, we provide special
animation syntax to reduce verbosity and support direct manipulation.
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Name Example Syntax Visual Semantic Meaning

before moment -> 50
radius = 10

as we near frame 50, ra-
dius is 10

after moment 50 ->
radius = 10

as we leave frame 50, ra-
dius is 10

around moment -> 50 ->
radius = 10

as we near and leave frame
50, radius is 10

between hold 50 -> 70
radius = 10

between frames 50 and 70,
radius is 10

before hold -> 50 -> 70
radius = 10

as we near frame 50 and
between frames 50 and 70,
radius is 10

after hold 50 -> 70 ->
radius = 10

between frames 50 and 70
and as we leave frame 70,
radius is 10

around hold -> 50 -> 70 ->
radius = 10

as we near frame 50, be-
tween frames 50 and 70
and as we leave frame 70,
radius is 10

Figure 3: The seven possible timeblock forms. The behavior before and after
a keyframe need not be continuous, leading to multiple forms. Moments set
a value at a particular keyframe, and holds set a constant value between two
keyframes.

Twoville’s text interface preserves the notion of assembling a timeline. A
timeline is assembled with a series of timeblocks, which consist of a header
and a body. Animators select a keyframe in the header and assign values to
the animated properties in the body. By itself, a keyframe is just an instant
in time, but animators want to specify behavior across larger spans of time.
Therefore, a timeblock specifies how the animation behaves around a keyframe
rather than at a keyframe.

To set properties as playback nears the keyframe, the animator uses a before
moment timeblock, as shown in Figure 3. The syntax is inspired by mathemat-
ical limits. An after moment timeblock is used to set properties as playback
leaves the keyframe. These two timeblocks alone are sufficient for assembling
any possible timeline. Writing one of these timeblocks is equivalent to dragging
a keyframe on an animation curve in a graphical interface.

Text is verbose compared to graphical timeline, and we offer several con-
veniences for keeping it contained. The around moment is syntactic sugar for
setting the before and after behavior for properties at a particular keyframe
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Figure 4: A screenshot of a Twoville program in which a circle paces left and
right. At keyframes 0 and 100, it is leftmost and blue. At keyframe 50 it is
rightmost and cornflower.

with C0 continuity. Holds are syntactic sugar for keeping properties constant
between two keyframes. The combination of before and after behavior across
moments and holds leads to the seven syntactic forms described in Figure 3. If
two timeblocks have the same body, as often happens in cyclical animations,
the blocks may be consolidated into a single block with multiple headers. The
circle in Figure 4 has its start and end state set with a single block. Because
properties are set in blocks rather than with individual method calls, multi-
ple properties can be set at a time. The circle’s center and color are set in
tandem.

When playback is between keyframes, the animation interpolates between
the two surrounding values. Twoville linearly interpolates by default. Other in-
terpolation schemes are available, like nearest-neighbor, polynomial, sinusoidal,
circular, and exponential. The circle in Figure 4 has its center’s interpolant
set to a cubic function using a special assignment operator. We use the tilde
because it looks like a curve.

Keyframe animation is suitable when the number of keyframes is sparse
and they can be blended together in a linear or nearly linear manner. Some
animations don’t fit these constraints. We may define such animations proce-
durally, with properties expressed as functions of time. In Twoville, the global
constant :frame represents the current frame index and :time represents the
current time. These can be referenced in property assignments. Figure 5 shows
a program that launches a projectile.

Animations are directly manipulated in the same way as static designs.
The designer scrubs to the desired keyframe and then drags on the handles to
change properties. The update algorithm extends to timeblocks without any
special treatment. Each manipulation handle is associated with a node in the
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let velocity = [3, 20]
circle

radius = 3
center = [

velocity.x * :time,
-4.9 * :time ^ 2 + velocity.y * :time

]

Figure 5: A procedural animation of a ball launched with projectile motion.
The center property is expressed not as an interpolation of keyframes but as
a function of the constant :time.

abstract syntax tree. The node may or may not be a child of a timeblock; the
context doesn’t alter the update algorithm.

5 Fabricating Time

The output of an Twoville program without animation is a vector graphics
file that can be sent to fabrication tools like vinyl cutters, laser cutters, pen
plotters, CNC routers, and embroidery machines. The design becomes the fab-
ricated object. When a design has animation, we must get creative and decide
how to represent time in the static physical output. Twoville can export the
animation in the following formats, with examples of each shown in Figure 6.

Strobe New frames are superimposed atop older frames, and older frames
are progressively faded out and clipped against newer frames. The result is
a single static image that can be fabricated with any fabrication tool. The
output should be colored in some way to indicate the age of each frame. If
many frames are included, the animation will present as motion blur.

Storyboard The frames are sampled infrequently and rendered in a paneled
display. The panels may be arranged in a grid or a strip and plotted on paper.
A grid reads like a comic book. A strip can be physically animated by forming
it into a circle and placing it inside a zoetrope, which is a spinning drum with
narrow viewing slots cut out opposite each frame. The viewer looks through
the slots as the drum spins around and reconstructs the animation in their
visual cortex.

Time Stack Each two-dimensional frame is plotted or cut separately, and
the frames are then bound in a stack along the third dimension. If plotted on
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(a) Lissajous strobe (b) Lissajous time stack

(c) Yin yang zoetrope

(d) Bird without fence (e) Bird with fence

Figure 6: Example static outputs of an animation. These outputs show the
frames of an animation without requiring a computer or Twoville.

paper and flipped through, the frames form a flipbook. If cut from acrylic or
plywood and glued together or 3D-printed, the output is an extrusion of time
into space.

Picket Fence Strips of each frame are rendered into a composite image in
an interleaved fashion. The image is printed and then placed under a physical
“fence” with periodic slits that reveal just a single frame of the composite
image. By pulling the image along under the fence, the viewer sees the frames
play back in sequence. The fence may also be programmed in Twoville and
fabricated using a laser or paper cutter.
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(a) (b)

Figure 7: Two animations written by university students. (a) is a recreation
of an optical illusion that requires an animated presentation. (b) is a montage
containing 9 samples of a 100-frame spinner animation.

6 Conclusion

We have presented Twoville, a platform for designing physical objects using
both code and a mouse. The code interface affords precision, parametric de-
composition, and reuse. The direct manipulation interface affords visceral ad-
justment and immediate visual feedback. The output is a vector graphics file
compatible with many fabrication tools. Twoville’s new animation system sup-
ports the creation of virtual and physical output that reveals the passage of
time.

For several years now, we have been using Twoville in outreach events
for middle school and high school youth in our community. These events in-
clude hour-long campus visits, semester-long weekly after-school programs, and
week-long summer camps. Each student leaves with at least one fabricated ob-
ject, like a vinyl sticker, an embroidered greeting card, a stenciled T-shirt, a
plywood mathematical knot, or an acrylic ornament. In informal followup sur-
veys, students regularly comment on the thrill of holding their designed object
in their hand and the creative ownership they feel.

We have found that students are mostly likely to achieve viable designs
when they start by drawing on graph paper. Only after they’ve measured
and labeled all relevant properties do we grant them access to a computer
and Twoville. Coding is treated as a separate step that follows design. In that
order, coding feels more like translation than synthesis. Students encounter far
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fewer errors when they do not try to design and code simultaneously. When
the output does not match their expectations, they tend to fix the problem
using direct manipulation instead of revisiting their measurement and logic.
We view this positively; making need not be pure cognition.

Animation is a relatively new feature. Its users so far have been university
students with whom we’ve been engaging in participatory design. They’ve
been making animations, and we’ve been developing the animation system to
support their needs. Figure 7 shows two animations from these students.

In the future, we expect to address several interaction challenges. De-
bugging is only weakly supported, largely because traditional debuggers are
used to pause execution of imperative programs. While Twoville has imper-
ative elements like loops and assignments, individual shapes are described in
a declarative manner that can’t be meaningfully broken down into sequential
steps. Additionally, the canvas is prone to crowding of direct manipulation
handles. To combat this, we show only the handle for the property selected by
the text cursor. But if that property is assigned within a loop, there may be
multiple and possibly many such handles.
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Abstract

The proliferation of Generative Artificial Intelligence (genAI) tools
has intensified the challenge of plagiarism in education, rendering tra-
ditional product-based detection methods increasingly ineffective and
AI-detection tools prone to inaccuracies. This paper introduces Lec-
tureAssign, a Visual Studio Code extension designed for process-based
plagiarism detection, offering instructors granular insights into students’
assignment creation behaviors. LectureAssign provides a comprehensive
behavioral fingerprint of student work, capturing detailed editing and
cursor movement events within designated assignment bundles (with no
tracking beyond assignment bundles). It features in-IDE analytics and
playback functionality, allowing instructors to easily review student work
process and product. Beyond qualitative analysis, we demonstrate the
application of machine learning to automatically flag potential plagia-
rism. Our simulations revealed that machine learning models can achieve
high accuracy and low false alarm rate when detecting plagiarism in Lec-
tureAssign submissions (XGBoost model achieving best results among
several models; F1 = 0.94, Acc = 0.96, FA = 0.03), effectively identify-
ing anomalous patterns indicative of academic dishonesty. Furthermore,
a longitudinal study revealed a significant deterrent effect. Requirement
of LectureAssign for take-home assignments correlated with improved
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copy without fee all or part of this material is granted provided that the copies are not made
or distributed for direct commercial advantage, the CCSC copyright notice and the title of
the publication and its date appear, and notice is given that copying is by permission of the
Consortium for Computing Sciences in Colleges. To copy otherwise, or to republish, requires
a fee and/or specific permission.
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student performance on in-class proctored examinations, suggesting en-
hanced engagement with course material. We conclude that process-
based plagiarism detection tools offer a potential solution for maintain-
ing academic integrity in the genAI era, not only by improving detection
capabilities but also by fostering a more genuine and effective learning
environment.

1 Introduction

Take-home assignments are an important part of course content in secondary
and post-secondary education. Not only are take-home assignments important
tools for assessment, they are also essential for overall learning and student
growth. Plagiarism in take-home assignments prevents fair assessment and
completely bypasses the learning process. The growing ease of plagiarism with
the evolving landscape of Generative Artificial Intelligence (genAI) tools such
as ChatGPT and Gemini has become a major challenge for today’s educators
[16, 21]. The use of these tools is extremely tempting for students because they
are fast, free to use (unlike contract cheating where students hire others to do
their work for them), and because they produce different results each time,
making plagiarism far more difficult to detect. In this paper we introduce
behavior tracking on take-home assignments as a method for giving insights to
instructors as to potential cases of plagiarism, provide insights into how such
methods enable instructors to quickly identify plagiarism, suggest statistical
methods for automatically flagging potential plagiarism, and examine how well
behavior tracking on take-home work might act as a deterrent by examining
grade improvements on in-class assessments.

Traditional plagiarism detection methods across all disciplines focus on ex-
trinsic1 plagiarism detection – comparing submitted student work (product) to
other known works [5]. Specifically in Computer Science (CS) there are many
popular tools such as JPLAG and MOSS that attempt to detect plagiarism by
comparing student product to other student products and to larger code-bases
with varying degrees of success [6, 13]. The rise of generative AI, however,
renders these traditional methods largely obsolete, irrespective of discipline.
Unlike plagiarism, generative AI does not produce verbatim copies that can
be directly compared to existing submissions or databases of known works.
To address these issues, numerous AI detection tools have emerged, using AI
to combat AI [12]. However, AI-detection tools have considerable limitations.
Their reliance on superficial stylistic and structural analysis makes them highly
susceptible to simple generative AI prompt manipulation. Consequently, they

1Some methods also focus on intrinsic stylometry, but these are limited in scope and
usage [5].
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remain a step behind in the dynamic arms race between AI generation and
detection. [12]. Perhaps most alarmingly, such tools produce too many false
positives, leading to dire consequences for students as well as to the institu-
tions of education (e.g., [24]). The issue with both the traditional and modern
AI-detection methods is that the focus is on analyzing product (what students
submit) rather than process (how students worked on their submissions).

Several attempts have been made in the past to help instructors identify
cheating on take-home assignments by recording/analyzing the submission-
generation process. The general consensus is that process-based plagiarism
detection provides instructors with insights that product-based alternatives
cannot provide, and is superior in detecting the use of genAI and contract
cheating [7, 11, 15, 17, 20]. In Computer Science assignments process recording
is usually done through keystroke-level logging via plugins for popular IDE’s
(Integrated Development Environments) such as ShowYourWork for PyCharm
[4, 7], Fluorite for Eclipse [23, 17], and PALG for IntelliJ [10, 11]; or via custom
save/compile event version tracking systems (e.g., [15]). There are also tools
for process tracking for essay assignments (rather than computer programming
assignments), including keyloggers like camdus.io [1, 20] and editing software
with version tracking like Google Docs. Many instructors/institutions have
begun to require that student assignment submissions must be shared links
to Google Docs (rather than standalone documents) because the shared Docs
include document version history by default, enabling a peek into the student
content-generation process, rather than the mere view of the final product (e.g.,
[3]). Google Docs version playback extensions that enable instructors to scrub
through the content-generation process have begun to gain popularity, with
extensions such as DraftBack, WriteHuman, Revision History, GPTZero, and
Passed.ai combining for over half a million installations [8].

Given the success of using IDE plugins for keystroke-level behavior tracking
for plagiarism detection, we found it surprising that such tools are not more
widely used in CS education. The issue, as we have come to learn, is that the
tools described above (ShowYourWork, Fluorite, PALG) are custom tools used
almost exclusively by their developers, with little documentation or in-IDE
analysis tooling. Additionally, since these tools make no distinction between
school assignments and private work, they are often viewed as unwanted spy-
ware by the students [19]. To combat these issues we developed a similar plugin
– LectureAssign [22] – that (1) is specifically aimed at educational assignment
creation and submission, (2) is focused on privacy and is completely inactive
outside of specific assignment folders generated by instructors, (3) enables in-
IDE analytics and playback of the submission development process, and (4)
works with the most popular IDE among our students – Microsoft Visual Stu-
dio Code (VSCode; one of the most popular IDE’s worldwide, second only to
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Microsoft Visual Studio, and still growing in popularity [2]).
The rest of this paper (1) outlines the LectureAssign extension for VSCode,

explaining its operational mechanisms and critical behavioral metrics which it
tracks, and the summarized analyses it offers to graders, (2) investigates how
Machine Learning can enhance plagiarism detection through the behavioral
data captured by LectureAssign, and (3) provides a longitudinal analysis of
proctored assessments to evaluate LectureAssign’s effectiveness in deterring
plagiarism, suggesting that the use of this tool for take-home assignments pos-
itively impacted student readiness for in-class examinations.

2 LectureAssign Process-Based Plagiarism Detection

The LectureAssign VSCode extension [22] is a platform that enables instruc-
tors to create single file assignment bundles that include various metadata (e.g.,
rich-text (markdown) assignment instructions and due dates) and optional files
and libraries, automatically unpacks these bundles for students as working fold-
ers, tracks student progress as they work on their assignments (creating and
editing files), creates single file submission bundles, unpacks submissions for
graders, and displays student product work along with analyses and playback
of student work process. This extension does not track any work done in VS-
Code outside of the specific assignment folder, and clearly indicates when it is
active and recording, aiming to avoid some of the privacy issues found in similar
plugins [19]. This extension is file type agnostic, allowing assignments/submis-
sions to include files of any type, and tracking student work for any text-based
files, including plain text, markup (e.g., markdown, LATEX), or any computer
programming code using any programming language.

From a student’s perspective, LectureAssign simplifies the process of cre-
ating and submitting assignments. Students can download the assignment
archive from the school’s preferred LMS (Learning Management System), click
to automatically open in a new VSCode workspace, work within their familiar
IDE, and generate a submission file with one click. Assignment title, due-date,
instructions, and attachments are all listed in the included manifest, allowing
students to remain in the IDE without having to log back in to the LMS to
view these details.

From the instructor’s perspective, the ability to create the entire assign-
ment in the IDE reduces some LMS-specific overhead, and enables one-click
unpacking of student multi-file submissions directly in the IDE. Most relevant
to the current work, this tool enables identification of potential plagiarism at
a glance. LectureAssign submissions include file modification metadata and
hidden log files that include several key behavioral metrics:

• Text change events: millisecond-level timestamps, location of change,
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number of deleted characters, and inserted characters
• Cursor movement events: millisecond-level timestamps, current line

number, current cursor index, current cell (if Jupyter notebook), num-
ber of characters in file, number of lines in file

• Periodic checksum to ensure log file integrity
These multi-faceted features, when combined, create a highly descriptive

behavioral fingerprint of each student’s work. For instance, a student who
copies and pastes a large block of code might exhibit a sudden, dramatic in-
crease in file size, followed by minimal subsequent keystrokes and very localized
cursor movements confined primarily to that newly pasted section. This con-
trasts sharply with the gradual, organic, and non-linear development typically
seen in original work. Similarly, a student typing out code from an external
source (rather than copy-pasting it) will display a consistent linear increase in
file size with few cursor movements or time lags that would be seen in natural
code development and debugging.

One of the primary views of student work in the LectureAssign extension
is a chart displaying file-size changes and cursor movements over time. Graphs
from sample students’ submissions may be seen in Figure 1, depicting various
file size growth and cursor movement patterns derived from LectureAssign logs.
Top-left subplot in Figure 1 displays a normal coding and debugging pattern,
where file size and cursor movements show no obvious pattern. Top-right is a
submission where a single copy-paste was followed by student edits (playback
revealed that in this case the student pasted the entire solution and then went
through it just to add comments). Bottom-left subplot is a Jupyter notebook
submission, where the student simply copy-pasted code into eight notebook
cells, one after the other, then moved their cursor between cells a few times,
and submitted the work with no further edits. Bottom-right depicts a student
who was aware that copy-pasting large blocks of text significantly increased
the risk of detection, so they copied code from an external source by typing it
out one character at a time.

These graphs provide graders with excellent insight, but it should be noted
that such data should be interpreted in context. For example, experienced
students doing simple coding assignments may end up having size/cursor charts
looking much like that in the bottom right of Figure 1 (though this is highly
unlikely for more complex assignments). Even large copy-pastes, such as that
depicted in the top-right of Figure 1 may not always be indicative of cheating,
as some assignments require students to start with non-empty files, or to copy
instructions or preambles into their files prior to start.

The most insightful feature of LectureAssign is playback of student work.
Instructors can effectively rewind and replay the entire student coding/writing
session. Playback offers invaluable insights into the student’s thought process,
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Figure 1: File size and cursor position over time in 4 submissions. The x-axis
for all plots indicates event number in time, and the y-axis is the character
number. Blue line indicates cursor position and green fill is the file size. Top-
left subplot is a normal coding and debugging pattern, the other three subplots
are suspected cheaters.

debugging attempts, and any suspicious patterns indicative of plagiarism.
Again, we want to underscore that neither the file-size/cursor charts nor

playback is fully indicative of whether a student is cheating or not. These
features provide instructors/graders with important information, but should
always be taken in context. Additionally, there are several features still missing
from LectureAssign that we believe would make it a better tool for plagiarism
detection and for assignment review in general. LectureAssign does not yet
provide any time-between-keystrokes or cross-assignment comparison analyses
(features in-progress), and does not capture run/compile events (these are very
difficult to capture in a consistent and non-invasive way).

One other feature that may make LectureAssign a more useful tool for
graders is automatic flagging of potentially plagiarized work. The following
section describes efforts in generating potential methods for automatically de-
tecting plagiarism from LectureAssign log files using Machine Learning.

3 Predicting Plagiarism via Machine Learning

Prior studies have demonstrated some promise in applying Machine Learning
(ML) to predict which assignments may include plagiarism based on the data
collected via the LectureAssign VSCode extension. Sharma and Veksler [18]
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utilized a Random Forest Classifier, achieving an overall accuracy of 0.88 and a
false alarm rate of 0.00 (meaning no original submissions were falsely flagged) in
identifying non-plagiarized work. While the hit rate (i.e., recall) for plagiarized
cases was only 0.67, this initial study effectively established a clear correlation
between high log activity (indicating engagement) and original work versus
notably lower activity in plagiarized assignments. Khatri, Khadka, and Vek-
sler [9] explored how Logistic Regression, Decision Tree, and Neural Network
models would fare in plagiarism detection. Their findings suggest that Neural
Networks can provide better results than the other tested methods, achieving
overall test accuracy of 0.96, a false alarm rate of 0.00, and a hit rate of 0.92.

To be clear, the studies above employed limited datasets (2 simpler assign-
ments, 86 submissions used in [18] and 133 in [9]), employed only a single rater
in each study, and were preliminary in nature. In the current work we use a
larger dataset (4 assignments varying in complexity, 453 total submissions),
with three of the four assignments having at least two human raters per sub-
mission for greater inter-rater reliability. While this dataset remains flawed due
to a heavy reliance on a single rater’s judgment regarding potential plagiarism,
we believe the results to be informative.

3.1 Methods

Current study utilized homework submissions which were completed in VS
Code with the LectureAssign extension turned on during the Fall 2024 intro-
ductory programming course (CS 195 Computer Programming I). There was
a total of 102 students in the class and 453 total submissions across 4 separate
assignments (N for each assignment was: 107, 94, 134, 118, respectively, resub-
missions allowed). The assignments chosen for this analysis were stand-alone
and did not rely on previous code.

3.1.1 Submission Ratings

A subset of submissions from this dataset was independently rated by three
trained raters. The objective of this rating process was to determine if each
submission could be classified as plagiarized. Raters made their judgments
based on the playback file generated by LectureAssign for each submission
and classified the submission as either ’good’, ’suspect’, or ’unsure’. Only
submissions with complete ratings of either ’good’ or ’suspect’ from all three
raters were included in the inter-rater reliability analysis (N = 94).

Inter-rater reliability was assessed using the Intraclass Correlation Coeffi-
cient (ICC). A two-way random effects model for absolute agreement, averaging
3 raters (ICC[2,3]) was selected, as raters were considered a random sample
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and the average of their scores would be used in subsequent analyses. All
calculations were performed using Python’s pingouin library (version 0.5.5).

The inter-rater reliability for the 94 submissions, assessed by 3 raters, was
good (ICC[2, 3] = 0.899, 95% CI [0.860, 0.930]), with the test for ICC signifi-
cantly differing from zero yielding F (93, 186) = 10.53, p < .001.

Since the ICC among the raters was reasonably good for the subset of
submissions that had ratings across all raters, we extended this to the entire
dataset to establish a robust set of ground truth labels to use in supervised
ML algorithms and statistical analysis. Recognizing that not all submissions
received ratings from every rater, a specific protocol was followed to derive a
definitive classification for each submission:

• If a submission was rated by only one rater, that rater’s determination was
adopted as the definitive classification.

• For submissions evaluated by multiple raters, a definitive classification was
reached through a majority vote; in cases of ties, the submission was classified
as ’unsure’.

Using the above approach, we had 259 submissions classified as ’good’, 138
submission classified as ’suspect’, and 56 marked as ’unsure’.

3.1.2 Feature Selection

To capture the nuances of student code development within LectureAssign, we
extracted a comprehensive set of behavioral metrics (features) directly from
raw log files comprised of text change events and cursor events. This feature
engineering process was specifically designed to distill complex behavioral pat-
terns into quantifiable inputs for each submission, ultimately enabling their use
in various ML algorithms for predictive modeling and insight.

The set of features extracted are presented in Table 1. Table columns
indicate which summary statistics were used for each feature. Value refers to
actual value for each submission, N refers to number of times the particular
feature occurred in each submission, and Summary Statistics included mean,
median, stdev, maximum value, and 90th, 95th, and 99th% percentile for the
feature. This resulted in 72 features for each submission, to be used as input
vectors for ML.

3.1.3 Models

We compared the following ML classifier performance on predicting when hu-
man graders might mark a potential cheating attempt: Logistic Regression,
Decision Tree, Random Forest, Deep Neural Networks, and XGBoost.2 For

2To replicate our simulations use Python with scikit-learn library for Logistic Regression,
Decision Tree, and Random Forest classifiers, xgboost library for XGBoost, and tensorflow
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Table 1: Full set of features extracted for ML. Summary Statistics include
Mean, Median, StdDev, Max, and 90th/95th/99th Percentiles.

Feature Value N Summary Statistics
File Size ✓
Duration ✓
Lines ✓
Cursor Events ✓
Text Change Events ✓
Multi-line additions ✓
Cursor Events at EOF ✓
Cursor Events at EOF % ✓
Time ∆ Text Change Events ✓ ✓
Time ∆ Cursor Events ✓ ✓
Cursor Moves Forward ✓ ✓
Cursor Moves Backward ✓ ✓
Line Moves Up ✓ ✓
Line Moves Down ✓ ✓
Insertions ✓ ✓
Deletions ✓ ✓

Deep Neural Networks we used a 4-layer (NN4; in-128-64-out), a 5-layer (NN5;
in-128-64-64-out), and a 6-layer (NN6; in-128-128-64-64-out) dense layer net-
works. For each model run, the model was trained on 75% of the submissions,
and then tested on the remaining 25% (stratified to ensure that proportional
numbers of signal remained in both train and test datasets). All reported Hit
Rates (HR), False Alarm rates (FA), overall Accuracy (Acc), and F1 scores
are calculated from test case predictions only.

Based on our reading of the literature (e.g., [14]) and some preliminary
simulations we found XGBoost to be the best overall classifier with very fast
run times. For this reason when it came to the task of selecting the ‘best’
features for classification we used a genetic algorithm (GA) with XGBoost F1
score as the fitness function.

We ran the GA (50 generations, 100 individuals per generation) twice –
once to identify 7 best features to produce the highest F1 scores, and once to
identify any best number of features (best set included 40 features).

3.2 Results

Classification prediction results are displayed in Table 2. Results revealed that
XGBoost has the best signal detection among all models when using just the 7
best features (F1 = 0.92, HR = 0.86, FA = 0.00, Acc = 0.95). Results improve
slightly when using the best 40 features (F1 = 0.94, HR = 0.94, FA = 0.03,
Acc = 0.96). When all 72 features are used, Logistic Regression outperforms
XGBoost (F1 = 0.82), but no model does as well as XGBoost across all simula-

for Deep Neural Networks. Use random seed 42 for precise duplication.

9 297



tions. For comparison, baseline performance (random classification) is always
50% (F1 = 0.41).

It is the case that since the GA optimized the best features for XGBoost,
this model has an unfair advantage over other models when using just the best
7 or best 40 features. Indeed, when we reran the GA using other classifiers in
the GA fitness functions, we found better F1 scores for those classifiers (NN6
was not included as it was prohibitively slow). When finding 7 best features,
Random Forest achieved the same F1 score (0.92) as XGBoost, all other scores
were lower. When finding any numbers of best features, no scores were as high
as XGBoost.

Table 2: ML Simulation Results

All Features Best 7 Features Best 40 Features

F1 HR FA Acc F1 HR FA Acc F1 HR FA Acc

XG 0.80 0.74 0.06 0.87 0.92 0.86 0.00 0.95 0.94 0.94 0.03 0.96
LR 0.82 0.71 0.02 0.89 0.69 0.54 0.02 0.83 0.82 0.71 0.02 0.89
RF 0.77 0.69 0.05 0.86 0.84 0.77 0.03 0.90 0.83 0.77 0.05 0.89
DT 0.74 0.69 0.09 0.83 0.82 0.80 0.08 0.88 0.76 0.77 0.14 0.83
NN4 0.70 0.69 0.15 0.79 0.82 0.77 0.06 0.88 0.74 0.69 0.09 0.83
NN5 0.72 0.69 0.12 0.81 0.81 0.74 0.05 0.88 0.77 0.71 0.08 0.85
NN6 0.69 0.69 0.17 0.78 0.84 0.74 0.02 0.90 0.75 0.71 0.11 0.83

4 Process-tracking as a Deterrent and Improved Student
Outcomes

Beyond its utility in flagging potential plagiarism, work-tracking tools like Lec-
tureAssign can serve as a deterrent to academic dishonesty, ultimately fostering
improved learning outcomes. The very knowledge among students that their
assignment work process is being recorded can subtly, yet profoundly, influ-
ence their behavior, leading to more time spent on take-home assignments,
better learning, and better grade outcomes on follow-up examinations. This
section presents compelling evidence for this hypothesis based on longitudinal
data from an introductory Computer Science course. Specifically, we examine
quiz, midterm, and final exam grade distributions from the last three consec-
utive years of all Computer Programming I sections taught by first author at
Caldwell University, demonstrating how the systematic use of LectureAssign
correlates with improved student performance on proctored examinations.

Each academic year presents a distinct pedagogical and technological con-
text. Fall 2022 (Baseline Year) serves as our pre-intervention baseline. It
represents the period prior to genAI’s widespread adoption on college cam-
puses (N = 47). In the Fall of 2023 (Cheating Year) genAI became widely
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accessible and was frequently utilized by college students (N = 70). Fall 2024
(LectureAssign Implementation Year) is the pivotal year where LectureAssign
was systematically integrated into the Computer Programming I course. Stu-
dents were explicitly informed at the outset of the semester that their coding
sessions on assignments submitted via the extension would be recorded and
potentially reviewed for academic integrity purposes (N = 102). Withdrawals
were not included in the analysis.

The overarching hypothesis was that if students were effectively deterred
from cheating on their take-home assignments, they would be compelled to
engage more deeply with the material, leading to a stronger conceptual un-
derstanding and, consequently, better performance on proctored examinations
where external aid was strictly prohibited.

Figure 2: Grades for Midterm Exam, Final Exam, and Quiz Average from
the Fall semester of the year prior to the advent of genAI (Baseline), the year
when genAI was popular for cheating, but before LectureAssign was introduced
(Cheat), and the year when LectureAssign was used.

Analysis of the aggregated grade distributions across these three years re-
veals a compelling trend (see Figure 2 and Table 3). Our findings indicate
that the quiz and exam scores in Fall 2024 were not only better than in the
‘cheating year’ of Fall 2023, but in some cases even surpassed the baseline per-
formance observed in Fall 2022. Grades on both the midterm and the quizzes
for Fall 2024 (when LectureAssign was used) were higher than those for Fall
2022 (Baseline) and far higher than those for Fall 2023 (Cheat).

These results suggest that the systematic use of LectureAssign may have
served as an effective deterrent, prompting students to invest genuine effort in
learning and problem-solving independently on their take-home assignments.
This deeper, authentic engagement, in turn, facilitated a more robust concep-
tual understanding of programming principles, which then directly translated
into superior performance on proctored examinations. This positive shift in
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Table 3: ANOVA and Post-hoc Tukey HSD Results for Multiple Dependent
Variables

Source df F-value p-valuea Mean Diff.
(95% CI)

Dependent Variable: Quiz Average
Year 2, 216 10.65 p < .001

Post-hoc Tukey HSD:
Baseline vs. Cheat p = 0.495 -3.78 (-11.66, 4.09)
Baseline vs. LectureAssign p < .05 8.46 (1.10, 15.82)
Cheat vs. LectureAssign p < .001 12.24 (5.76, 18.72)

Dependent Variable: Midterm Exam
Year 2, 215 6.91 p < .01

Post-hoc Tukey HSD:
Baseline vs. Cheat p < .01 -12.32 (-21.60, -3.03)
Baseline vs. LectureAssign p = 0.892 -1.67 (-10.33, 6.98)
Cheat vs. LectureAssign p < .01 10.65 (3.00, 18.30)

Dependent Variable: Final Exam
Year 2, 214 0.05 p = 0.948

No significant main effect, Tukey HSD not performed.
aFor post-hoc comparisons, p-values are adjusted using Tukey’s HSD method.

performance indicates that LectureAssign ultimately aided in improving over-
all learning outcomes in the course.

The observed improvement in proctored exam performance, following the
widespread availability of AI tools and then the strategic introduction of Lec-
tureAssign, provides compelling empirical evidence for its positive impact on
academic integrity and student learning. However, further controlled studies
and rigorous statistical validation are necessary to definitively establish causal-
ity. Although this course was taught by the same instructor using the same
course content in the same settings during all three semesters, there may be
many confounds that we did not consider.

5 Summary and Conclusions

The pervasive challenge of plagiarism, particularly exacerbated by the advent
of Generative Artificial Intelligence (genAI) tools like ChatGPT and Gemini,
necessitates innovative detection and deterrence mechanisms in educational set-
tings. Traditional product-based plagiarism detection methods, which compare
submitted work to other known works, are increasingly rendered obsolete by
genAI’s ability to produce unique outputs. Furthermore, modern AI-detection
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tools, while attempting to combat AI with AI, are often flawed, susceptible
to prompt manipulation, and prone to false positives, leading to potentially
severe consequences for students and institutions alike.

In response to these limitations, process-based plagiarism detection has
emerged as an alternative, offering instructors insights into the student’s sub-
mission generation process rather than just the final product. IDE plugins used
for recording work process (e.g., Show Your Work for PyCharm, Fluorite for
Eclipse, PALG for IntelliJ) have demonstrated their efficacy in detecting the
use of genAI and contract cheating. However, existing IDE plugins often suffer
from limitations such as limited documentation, lack of in-IDE analysis tools,
and privacy concerns due to their "spyware" perception among students.

To address these shortcomings, we developed LectureAssign, a VSCode
extension specifically designed for educational assignment creation and sub-
mission. LectureAssign prioritizes student privacy by being active only within
designated assignment folders and clearly indicating when it is recording. It
provides in-IDE analytics and playback of the submission development pro-
cess, offering a comprehensive behavioral fingerprint for each student’s work.
Key behavior metrics captured include text change events (timestamps, delet-
ed/inserted characters), cursor movement events (timestamps, detailed posi-
tion), and file size changes. LectureAssign provides charts displaying file-size
changes and cursor movements, enabling instructors to identify anomalous pat-
terns indicative of plagiarism, such as sudden, dramatic increases in file size
without corresponding keystrokes (copy-pasting) or consistent linear increases
with minimal deliberation time (typing from an external source) at a glance.
Additionally this tool enables granular playback of student work, allowing in-
structors to rewind and replay every text edit with millisecond-level precision,
thereby offering a powerful qualitative dimension to plagiarism detection. Im-
portantly – it is crucial to interpret process data within context, as even seem-
ingly suspicious patterns may have legitimate explanations.

Future enhancements to LectureAssign aim to further improve its utility.
These include capturing run/compile events to provide insights into student
thought processes and debugging attempts, displaying time-gap analyses be-
tween keystrokes to identify unusually consistent and rapid typing patterns,
and incorporating cross-submission comparisons for early flagging of similar
content and statistical distributions of various metrics.

Our research also explored the application of Machine Learning (ML) to
automatically flag potential plagiarism from LectureAssign log files. Our mod-
eling efforts compared Logistic Regression, Decision Tree, Random Forest,
Deep Neural Networks, and XGBoost classifiers. XGBoost consistently demon-
strated the best overall signal detection. Using the best features found by a
genetic algorithm, XGBoost achieved an F1 score of 0.94 (Acc = 0.96, FA =
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0.03, HR = 0.94).
Beyond plagiarism detection, LectureAssign also serves as a deterrent to

academic dishonesty and a catalyst for improved learning outcomes. Our lon-
gitudinal study in an introductory Computer Science course demonstrated a
compelling correlation between the systematic use of LectureAssign and en-
hanced student performance on proctored examinations. Grade distributions
for quizzes and midterm exams in Fall 2024 (LectureAssign implementation
year) were significantly higher than in Fall 2023 (genAI cheating year) and, in
some cases, even surpassed the Fall 2022 baseline (pre-genAI). This suggests
that the knowledge of being recorded compelled students to engage more deeply
with the course material, leading to a stronger conceptual understanding that
translated into better exam performance. While these findings are compelling,
further controlled studies and rigorous statistical validation are necessary to
definitively establish causality.

In conclusion, process-based plagiarism detection presents a robust and
promising approach to addressing the evolving challenges of plagiarism in edu-
cation, particularly in the age of genAI. By focusing on student behavioral pro-
cesses during assignment creation, providing intuitive visualization and play-
back tools for instructors, and offering the potential for automated detection
through machine learning, LectureAssign not only aids in identifying potential
academic dishonesty but also appears to foster a more authentic and engaged
learning environment, ultimately leading to improved student outcomes.
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