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Serving Interactions: A Social Robot Modeled
on Bartender Behavior®

Poster Abstract

Jackson Holt, Kenneth Moorman
Department of Computer Science
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Lexington, KY 40508
{jrholt26, kmoorman}@transy.edu

Human social interactions are inherently complex, relying on a combination
of verbal and nonverbal cues to convey and interpret emotional states. In ev-
eryday exchanges, subtle signals such as facial expressions and vocal tone allow
humans to recognize and respond to one another’s emotions with remarkable
nuance. The question becomes more challenging when attempting to equip
machines with similar capabilities. This projects goal was to study the effec-
tiveness of implementing emotion recognition systems with the Furhat robot
[1].

Facial emotion recognition was implemented using the DeepFace library
[2], which analyzes facial features through a multi-stage process including de-
tection, alignment, feature extraction, and emotion classification based on the
breakdown of the face[3]. In addition, speech sentiment was analyzed using the
Vader sentiment analyzer to classify conversational input as positive, negative,
or neutral. Combining visual and linguistic signals allowed the robot to form
a more robust assessment of a user’s emotional state.

To promote natural interaction, emotional responses were reduced to three
core states: positive, negative, and neutral. enabling smoother conversational
transitions. The system was modeled after brief, casual social exchanges, such
as those between a bartender and customers [4] emphasizing short but contex-
tually appropriate dialogue.

*Copyright is held by the author/owner.
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The Cohort Effect: Enhancing Support and
Sense of Belonging for Women of Color in
Computing*

Poster Abstract
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Undergraduate computing students from historically underrepresented
groups often report a low sense of belonging, which can negatively affect persis-
tence in technical programs [1, 2, 3]. Women in computing, especially women
of color, may face barriers due to limited representation and a perceived un-
welcoming culture in undergraduate computing programs [4, 5].

To address these challenges, the RISE in Computing Scholars program
is a semester-long, cohort-based initiative designed to broaden participation
and foster a sense of belonging for students from historically underrepresented
groups in computing. The program emphasizes improving the experiences and
outcomes of women in computing while promoting a more inclusive culture
through professional development workshops and structured mentoring.

Prior research from the program’s first year identified increased sense of
belonging among Black women participants through participation in the pro-
gram [6]. This study expands our focus to women of color across all four
program semesters from 2023 to 2025. We analyzed pre- and post-surveys of
102 women of color participants to address the following research question: To
what extent does the RISE in Computing Scholars program increase women of
color’s sense of belonging (SoB), and which support dimensions—departmental
climate, peer networks, or mentorship relationships—show the strongest gains?

*Copyright is held by the author/owner.
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Paired-samples t-tests revealed a statistically significant increase in partic-
ipants’ perceived sense of belonging, with post-program scores averaging 0.48
points higher than pre-program scores. Significant gains were also observed in
perceived mentor support (A = 0.88) and peer support (A = 0.51), suggesting
that interpersonal support systems play a critical role in fostering belonging
among women of color in computing. In contrast, perceived departmental
support exhibited a small but statistically significant decrease of 0.22 points,
highlighting persistent structural or climate-level challenges that may extend
beyond the scope of cohort-based interventions. Future work will further exam-
ine which components of support most strongly contribute to students’ sense
of belonging.
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Usage of Public Computers, Thin Clients &
Laptop Dock Stations in an Academic Library*

Poster Abstract

Yaukey, Suzanna K.
Albert S. Cook University Library
Towson University
Towson, MD 21252

syaukeyQtowson.edu

For decades, academic libraries have often housed the largest public com-
puter labs on campuses[1][2], but student expectations may be changing. Per
Stvilia and Gibradze, 59% of students choose to use the library for its informa-
tion and computer resources, second only to studying|[3]. Elkins et al. indicate
that nearly 60% of students used a campus computer at least once a week[4].
Chao et al. find that 74% of students claim that they always bring a laptop to
the library[5].

With more and more students bringing their own computers and laptops
to campus, virtualization can be one answer to stretching budget funds effec-
tively and sustainably, allowing students to access software solutions without
installing additional software applications. Thin clients are often more sus-
tainable than traditional hardware with preloaded software[6], but they rely
on servers for "processing power, memory, data storage and all sorts of appli-
cation software"[7].

This study includes a qualitative analysis of observation and interview data
conducted with students using technology on one floor of an academic library.
Contributing this knowledge, even if from a small subset of students and pa-
trons, could help many libraries, and even academic public computing labs,
consider different options in the future. Observations supported the group-
ing of three types of students: (1) the solitary student, (2) the collaborative
pair or trio, and (3) the social pair. Students used various types of software
on the library computers and completed academic, social, and personal ac-
tivities. During interviews, two further themes emerged: the importance of

*Copyright is held by the author/owner.
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ambiance to students when selecting study spaces and the helpfulness of tech-
nologies such as monitors, connection cables that charge, access to software,
etc. for students. Furthermore, unexpected affordability and communication
issues emerged during interview discussions.
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Computational Approaches using Machine

Learning to Predict Functional Impact of
SERPINA1 Missense Mutations®

Poster Abstract

Lucas Hasting!, Joseph Pope?,
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'Department of Computer Science and Information Systems
2Department of Mathematics
University of North Alabama
Florence, AL 35632

{lucashasting03, jpope20jr}@gmail.com

{clstenger, mterwilliger}Quna.edu

Alpha-1 antitrypsin (AAT) is a protease inhibitor made in the liver with
the goal of protecting the lungs from irritants. The lack of AAT in the lungs
may make them more easily damaged by smoking or through pollution and
dust in the air. An AAT deficiency is caused by mutations in the SERPINA1
gene, the gene that carries the instruction for making the AAT protein.

This study used bioinformatics and machine-learning approaches to inves-
tigate the pathogenic potential of missense variants in the SERPINA1 gene
associated with alpha-1 antitrypsin (AAT) deficiency. Specifically, we studied
whether pathogenicity can be predicted in variants associated with SERPINA1
and AAT.

Four models were developed and evaluated: a Multi-Layer Perceptron (MLP),
a Decision Tree, a Random Forest, and a K-Nearest Neighbor (K-NN) classifier.
These models achieved accuracies of 86%, 89%, 90%, and 85%, respectively,
in determining whether a given Variant of Uncertain Significance (VUS) was
benign or pathogenic.

*Copyright is held by the author/owner.
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Proactive Mental Health Assistance via Agentic
LLM Chatbots with Retrieval-Augmented
Generation®

Poster Abstract

Shaira Wajiha, Robin Ghosh
Department of Engineering and Computer Sciences
Arkansas Tech University
Russellville, AR 72801

{swajiha, rghoshl}@atu.edu

Mental health challenges such as anxiety and depression are widespread,
yet often remain unaddressed due to stigma, financial barriers, limited access
to professionals, or personal reluctance. To address this gap, we present
an accessible Al-powered chatbot that provides preliminary conversational
support with empathetic, context-aware responses. The chatbot is trained
and evaluated on two publicly available counseling conversation datasets from
Huggingface, enabling it to learn and maintain therapeutic dialogue patterns.
We compare three advanced LLMs, such as Llama3.1, Mistral 7b, and Qwen3,
evaluating them on relevance, empathy, conciseness, and contextual under-
standing, and all models demonstrate high response quality. Incorporation of a
Retrieval-Augmented Generation (RAG) pipeline with Facebook AT Similarity
Search (FAISS) enhances factual accuracy and contextual relevance while
reducing hallucinations. A key innovation is the integration of agentic Al,
empowering the chatbot to recognize extreme distress and, with user consent,
assist in scheduling appointments with mental health professionals. Overall,
our system demonstrates the potential to deliver reliable, empathetic, and
actionable conversational AI support for individuals experiencing early-stage
mental health distress.

Keywords: Mental health, Conversational AI, LLM, RAG, FAISS, Agentic
Al

*Copyright is held by the author/owner.
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TUI vs GUI: Impact of UI in CS1 Assignments*
Poster Abstract

Alexander Ayers, Jonathan Corley
School of Computing, Analytics, and Modeling
University of West Georgia
Carrollton, GA 30118

alexayers2000Q@gmail.com, jcorley@westga.edu

CS1 is practical and hands-on in nature with students typically completing
multiple coding assignments that put into practice the concepts learned during
the course. There are several common formats for CS1 coding assignments
with a distinction commonly drawn between assignments that use a graphical
user interface (GUI) and assignments with a text-based interface (TUI). Prior
studies have shown that graphical assignments are more engaging to students,
whereas console assignments provide a less complex structure [1].

This study examines the possible effect of assignment format on student
learning, examining concept comprehension, number and type of errors, and
assignment completion. The type of errors are categorized into syntactic errors
or logical errors, and learning outcomes are compared via a post-assignment
quiz. The study participants are students from an objects-first CS1 course in
Java. During the course workshops, students complete a coding assignment
during the first workshop day of the week followed by a conceptual quiz during
the following workshop day. There were 35 students in the TUI group and 29
students in the GUI group.

The best comparison to this study, subject-wise, is the work of Ball et al.
which focuses on evaluating a whole course with groups of students swapping
assignment types consistently throughout the semester [2]. The study focused
on student preference towards one format or the other. Surveys performed
by Ball et al. found that TUIs were preferred for the perceived simplicity
compared to the GUI alternatives [2]. Alphonce and Ventura note that GUIs
were preferred for type of project interface due to students’ familiarity with
GUIs in their day-to-day lives, as well as students’ desire to improve their

*Copyright is held by the author/owner.
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skills [1]. However, despite noting a similar GUI preference from students, Ball
et al. found that with TUI assignments students performed better, enjoyed the
assignment more, and spent less time on the assignment [2].

Our study results present a statistically significant increase in logical errors
when assignments include implementing a project using a GUI as opposed to
a TUI, but no difference in syntax errors or learning outcomes was observed.
Therefore, we recommend the simpler TUI interface unless instructors intend
for students to grapple with the more complex system structure of a GUI un-
derstanding this may increase the occurrence of logical errors. Future work
could replicate this study in a different context and examine if student percep-
tion of the assignment differs across assignment format (GUI v TUI). It would
also be of interest to study if our results hold when the assignment is offered as
a homework or project rather than during a time-constrained lab environment.
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Applying Black Box Specifications to Robotics
and Bare-Metal Systems®

Poster Abstract

Gabriel J. Ferrer
Department of Mathematics and Computer Science
Hendrix College
Conway, Arkansas 72032

ferrer@hendrix.edu

Harlan Mills introduced black box specifications to enable software engi-
neers to formally verify that every possible input scenario has a well-defined
response. We are studying black box specification for implementing robot con-
trollers using ROS2 in a robotics course and implementing bare-metal code in
an operating systems course.

Black box specifications model how a software artifact interacts with its
environment without explicitly representing its internal state. Each input from
the environment is termed a stimulus and each output is termed a response.
A history is a finite-length sequence of alternating stimuli and responses. A
well-formed black box specification is a function from the domain of the set of
history-stimulus pairs to the range of the set of responses.

In ROS2, each unit of robot control is termed a node. Each node sends
information and requests to other nodes by publishing messages and receives
information and requests from other nodes by subscribing to messages. Each
message received via subscription (or direct hardware input) is a stimulus and
each published message (or direct hardware output) is a response. By building
a black-box specification for a node in this manner, we can formally verify that
every message received produces the intended observable behavior.

The bare-metal environment in which our students develop software in the
operating systems course allows for keyboard input and output in the x86 VGA
buffer. Each keystroke constitutes a stimulus and each character displayed on
the monitor constitutes a response. Again, by building a black-box specifica-

*Copyright is held by the author/owner.
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tion for the application, we can formally verify that each keystroke received
produces the intended observable behavior.

Having formulated this approach, we plan to apply it in the coming aca-
demic year in these two courses and assess its utility in guiding students towards
producing software that matches their intentions in these domains.
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Data-Driven Energy Optimization in Smart
Steel Manufacturing Using PySpark*

Poster Abstract

Haiming Li, Kriti Chauhan
Department of Computer Science and Information Technology

Austin Peay State University
Clarksville, TN 37044

hli2@students.apsu.edu, chauhank@apsu.edu

Energy consumption represents a significant operational cost and environ-
mental footprint in heavy manufacturing, particularly within the steel industry.
As facilities transition to “smart” monitoring systems, the volume of sensor data
presents an opportunity to optimize usage through predictive modeling. This
study analyzed 35,040 instances of operational data from a South Korean steel
mill [1], sourced via the UCI Machine Learning Repository [2], using a PySpark
ML pipeline to forecast demand and identify consumption drivers.

Exploratory analysis revealed risk of data leakage via the derived met-
ric Carbon Dioxide (COs2), which was subsequently excluded to ensure model
robustness. The study formulated the hypothesis that inductive loads, repre-
sented by Lagging Current Reactive Power [3], serve as the dominant predictor
of active energy consumption (Usage kWh). The resulting Linear Regression
model achieved a Root Mean Squared Error (RMSE) of 9.99 kWh and an R?
of 0.91, validating the hypothesis.

Analysis of regression coefficients confirmed that Lagging Current Reactive
Power is the most significant variable (coefficient ~ 1.48), vastly outweighing
temporal features such as time-of-day. These findings suggest that energy op-
timization strategies in this context should prioritize hardware solutions, such
as the installation of capacitor banks to correct power factor inefficiencies [4].
This project demonstrates the efficacy of Spark for industrial data analysis and
provides actionable insights for manufacturing environments.

*Copyright is held by the author/owner.
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Quantum Computing is progressing from theory to practical application.
However, not all problems can be effectively adapted to quantum systems.
Navigating this disparity requires a deep understanding of the application areas
from experts in those fields who also have a sufficient understanding of quantum
systems.

The goal of this work is to provide practical guidance for designing Quan-
tum Computing education programs that reach a wider range of learners. Many
potential students do not have the same backgrounds as the Quantum Com-
puting experts they will be working alongside. Simply opening more seats
in traditional courses and using the same mathematically rigorous instruction
methods will not address this gap.

This poster presents an initial set of program design considerations, focus-
ing on when quantum topics should be introduced, who should be the focus,
and what topics should be taught. These considerations are based on prin-
ciples from curriculum design, interdisciplinary learning theory, and observed
challenges among non-STEM learners. The poster also provides suggestions,
tools, and resources to help educators develop curricula.
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Abstract

This paper presents a personal reflection on a classroom activity de-
veloped and used in an applied linear algebra course within a computer
science degree program to support early intuition-building around vector
spaces. Students typically encounter vector spaces through formal defi-
nitions and axiom verification, including properties such as closure under
vector addition and scalar multiplication, associativity and commutativ-
ity of addition, the existence of a zero vector and additive inverses, and
the distributive properties of scalar multiplication. Although this ap-
proach establishes correctness, it often leaves students with little sense
of why the axioms matter or what they imply about vector addition.
In this paper, we present an activity that uses 2 x 2 LEGO blocks as
tangible stand-ins for abstract vectors and is designed for use early in
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the publication and its date appear, and notice is given that copying is by permission of the
Consortium for Computing Sciences in Colleges. To copy otherwise, or to republish, requires
a fee and/or specific permission.
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the semester, before formal definitions are introduced. By working with
physical 2 x 2 LEGO blocks rather than arrows, the activity avoids rein-
forcing the assumption that vectors are inherently geometric and helps
prepare students to later interpret vectors as elements of diverse spaces,
including spaces of random variables, functions, and polynomials com-
monly encountered in computer science applications.

1 Introduction

Vector spaces and related linear algebraic structures are foundational in many
areas of computer science, underlying topics such as machine learning, data
analysis, and randomized algorithms (Derezinski & Mahoney, 2024; Kannan
& Vempala, 2017). In applied linear algebra courses for computer science and
related STEM students, however, students often encounter vector spaces pri-
marily through symbolic definitions and axioms (Dorier & Sierpinska, 2001;
Fernandez-Cézar et al., 2020). While this approach is mathematically sound,
it can leave students with little intuition for why vector addition is defined the
way it is, or how algebraic requirements such as closure and commutativity
constrain the structure of the objects being added. As a result, students may
treat vector space axioms as formal conditions to verify rather than as princi-
ples that shape representation and computation (Berman & Shvartsman, 2016;
Trigueros et al., 2024).

This paper presents a personal reflection on a classroom activity developed
and used in an applied linear algebra course for computer science students.
By working with physical 2 x 2 LEGO blocks rather than arrows, the activity
avoids reinforcing the assumption that vectors must be understood primarily as
geometric objects and helps prepare students to interpret vectors as elements
of more general spaces, such as spaces of functions, polynomials, or random
variables encountered in computer science applications.

Students work within a clearly specified collection of allowable LEGO ob-
jects: towers constructed by stacking copies of a 2 x 2 LEGO blocks block.
The number of stacked layers may vary, as shown in Figure 1. Students are
first asked to take two such objects and combine them in any way they choose,
without restrictions on how the pieces are joined. A constraint is then intro-
duced: the result of the combination must still belong to the original collection;
that is, when viewed from above, it must still appear as a single 2 x 2 LEGO
blocks block, although its height may increase or decrease. Under this con-
straint, only vertical stacking is admissible. This shift from unconstrained to
constrained combination focuses attention on which operations preserve mem-
bership in the collection, motivating the idea of closure before any formal def-
inition of addition is introduced.

The classroom activity is organized around two contrasting cases. In the

27
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Figure 1: Exploring closure through constrained combination. Viewed from
above, (a) shows the initial collection of identical 2 x 2 LEGO blocks. In (b)
and (c), students freely combine elements, producing structures that no longer
preserve the 2 x 2 footprint and thus fall outside the original collection. In (d),
imposing the constraint that combinations must preserve the 2 x 2 footprint
restricts admissible operations to vertical stacking, yielding a taller object that
remains within the collection.

first, all blocks are the same color. Here, students observe that vertical stacking
is the only way to combine towers while preserving membership in the set of
allowable objects. Moreover, stacking produces towers that are physically iden-
tical regardless of order: stacking two blocks on four yields the same structure
as stacking four on two. In this setting, the physical model aligns naturally with
the algebraic property of commutativity. In the second case, blocks of multi-
ple colors are introduced. Students observe that stacking four black blocks
followed by two blue blocks produces a visibly different tower than stacking
two blue blocks followed by four black blocks, despite the expectation that
these combinations should represent the same result if addition is commuta-
tive. This mismatch between physical representation and algebraic expectation
becomes a focal point for discussion. To resolve it, students must decide which
aspects of the LEGO structures are mathematically relevant and which can be
ignored. Re-describing towers in terms of quantities that do not depend on
physical arrangement, specifically the number of blocks of each color present,
leads naturally to a coordinate-based representation and motivates component-
wise addition. From this perspective, the familiar structure of R? emerges as
a consequence of enforcing closure and commutativity rather than as a pre-
defined algebraic model. By allowing students to experience both alignment
and conflict between representation and algebraic structure, the LEGO activ-
ity provides a tangible foundation for building intuition about vector spaces in
a computer science context.
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2 Related Work

Studies such as Stewart and Thomas, 2019 highlight that, while students may
reproduce or memorize formal results in linear algebra, they often struggle
to understand why those results hold or how proofs give them meaning. A
common obstacle is the disconnection between formal definitions and students’
intuitive or prior mathematical understanding (Dorier et al., 2000). Students
often enter with geometric intuitions that interpret vectors as arrows in R?
or R3, and they may struggle to reconcile these intuitions with the general
algebraic formulation of vectors as elements of an abstract space (Dorier, 2003).

Moreover, students may have difficulty moving beyond geometric interpre-
tations of vectors to non-standard vector spaces, such as function or matrix
spaces, where elements are no longer familiar geometric objects (Dorier, 2003).
This difficulty is compounded when instruction and assessment emphasize al-
gorithmic tasks, as students may succeed procedurally while still holding se-
vere misunderstandings about elementary concepts (Dorier et al., 2000). Such
misunderstandings can make it difficult for students to reason about proper-
ties such as closure or linear independence in unfamiliar contexts. Proof and
rigor further exacerbate these challenges. Many students struggle with verify-
ing mathematical properties, constructing justifications, and using counterex-
amples; more broadly, reasoning and proof tasks often require higher-order
thinking that students may not have developed through procedural or rote
approaches (Lessing & Ogbonnaya, 2025). In linear algebra, this difficulty
appears in the leap from algorithmic problem-solving to axiomatic reasoning,
such as proving that a proposed structure satisfies the properties required of a
vector space.

Recent research has focused on addressing these challenges through alter-
native teaching methods. One major trend is the shift from definition-first in-
struction to activity-based and inquiry-driven learning. Fernandez-Cézar et al.,
2020 implemented a problem-based learning (PBL) approach that introduced
vector spaces through real-world engineering scenarios. Students formulated
and solved systems of linear equations, which naturally led to the idea of so-
lution spaces. Compared to a control group receiving traditional instruction,
the PBL group exhibited reduced pressure and effort while achieving compa-
rable conceptual understanding, along with higher overall course achievement.
Cuevas-Vallejo et al., 2023 developed a five-task instructional sequence set in a
robotic arm simulation. Through structured exploration with GeoGebra-based
virtual interactive didactic scenarios, students transitioned from geometric rep-
resentations of vectors as arrows to algebraic representations as ordered pairs.
More than 70% of participants successfully conceptualized vectors both graph-
ically and algebraically. This work shows how dynamic digital environments
can support students in linking algebraic representations with geometric inter-
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pretation. Studies by Aytekin and Kiymaz, 2019 and Turgut et al., 2022 report
that visualization supports students’ reasoning about linear combinations and
span, helping them coordinate algebraic representations with geometric struc-
tures such as lines and planes.

Several researchers have explored the use of physical and embodied tools
to support linear algebra instruction. Beltran Meneu and Murillo Arcila, 2016
presented a color-based instructional model in which RGB color mixing is used
to introduce linear combinations, generating sets, bases, and convexity, with
GeoGebra supporting the visualization of these relationships. Cook, 2022 sim-
ilarly described LEGO-based stop-motion animations for topics such as matri-
ces, vectors, linear geometry, and linear transformations, showing how familiar
physical models can be used to make abstract linear algebra concepts more
accessible.

The LEGO-based closure-first activity developed in this paper offers a dis-
tinct pedagogical contribution. Unlike most innovations that begin with span
or linear combinations, our contribution emphasizes foundational axioms of
vector spaces particularly closure, commutativity, and identity before intro-
ducing bases or coordinates.

Students use colored LEGO bricks to model vectors, with stacking rep-
resenting vector addition. KEach color corresponds to a basis direction, and
stacking same-colored bricks enforces component-wise addition. This hands-on
approach lets students physically explore and test properties of vector spaces,
providing tangible counterexamples when axioms fail. By guiding students to
verify closure and other properties before introducing formal definitions, the
activity supports proof-readiness and reduces abstraction. The use of color to
encode basis elements is another unique feature. It enables students to discover
the concept of a minimal generating set through physical experimentation: re-
moving a color (basis vector) restricts what towers (vectors) can be built. This
provides a concrete experience of independence and span, helping students un-
derstand basis minimality and coordinate representation. Finally, the playful
and familiar nature of LEGO reduces student anxiety and encourages collabo-
rative exploration. Compared to other embodied methods, the LEGO activity
uniquely foregrounds the axiomatic structure of vector spaces through direct
manipulation, offering a novel and intuitive pathway to abstraction.

3 Activity Design and Classroom Implementation

We describe two closely related classroom activities designed to build intuition
for vector spaces by engaging students with the vector space axioms prior to
formal definition. Both activities use 2 x 2 LEGO blocks as manipulatives and
are structured around explicitly defined collections of allowable objects.
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In each activity, the collection consists of LEGO constructions whose top-
down footprint is a 2 X 2 square. No restrictions are placed on height, and no
rules for combining objects are given initially. This framing emphasizes that
students are working within a single, well-defined collection of objects that
are all of the same kind, differing only in the number of stacked layers. It
mirrors the mathematical setting of vector spaces, where the elements under
consideration must first belong to a common type, such as column vectors,
functions, polynomials, or random variables, before questions about how they
may be combined are meaningful.

The two activities differ only in the information carried by elements of
the collection. In the first activity, all blocks are the same black color, so
objects are distinguished solely by height. In the second activity, blocks may
be white, black, or blue, and objects may contain arbitrary numbers of each
color, making color counts salient. In both activities, students are asked to
take two objects from the relevant collection and combine them in any way
they choose, subject only to the requirement that the result still be an allowable
object in that activity. Through this process, students discover that preserving
the footprint constraint forces combinations to proceed by vertical stacking,
yielding an operation that satisfies closure and motivates later formal discussion
of vector addition.

3.1 Activity 1: A Single Generating Element

In the first activity, students are given a collection of identical black 2x 2 LEGO
blocks. The set of objects under consideration is defined as all configurations
whose top-down view is a 2 x 2 square, with height allowed to vary. Any
construction that violates this footprint constraint is excluded. Within this
setting, every object students construct consists of some number of copies of
the same block type.

As students explore the collection, they produce configurations of varying
heights, including configurations above the table and, by convention, configura-
tions below the table representing negative quantities. When asked to describe
these objects aloud, students naturally refer to them in terms of the number of
black blocks involved, such as “five black blocks,” “three black blocks,” or “one
black block.” Through this discussion, it becomes clear that all objects in the
collection are described using the same fundamental unit.

At this point, the instructor highlights that every admissible object in the
set is obtained by combining multiple copies of a single building block. If this
block is removed from consideration, there is no remaining way to describe or
generate the objects in the collection. In linear algebra language, this block
plays the role of a generating element: all objects in the set are constructed
from it, and none can be constructed without it. This mirrors the role of the
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number 1 on the number line, which serves as the reference unit from which
all integers are generated.

Because there is only one block type, questions of independence and mini-
mality are trivial in this activity. There are no alternative building blocks, and
every object in the set is generated by repeated stacking of the same element.
In this sense, the activity establishes a baseline: students experience a one-
dimensional setting in which physical structure, description, and generation
align naturally. This discussion prepares students to think about structure be-
fore operation: what it means for objects to belong to the same set, how they
are described, and what minimal information is required to generate them.

With this structure in place, students explore how two objects from the
collection can be combined while preserving the 2 x 2 footprint, without being
given an explicit rule for the operation. In this sense, addition is not introduced
as a rule but emerges as the unique operation compatible with the constraint.

Here, the height of an object is defined simply as the number of 2 x 2 LEGO
blocks stacked vertically, so a single block has height one. When an object
consisting of two black blocks is combined with one consisting of three black
blocks, the result is not the number five, but rather a new object consisting of
five black blocks. The numerical height provides a convenient description, but
closure requires that the result be expressed as an object of the same kind as
the inputs.

When objects of heights two, three, and one are combined, the final configu-
ration depends only on the total number of blocks and is visually indistinguish-
able regardless of the order or grouping of combination, as shown in Figure 2.
In this way, commutativity and associativity are experienced as properties of
combining objects within the set, rather than as properties of the numerical
heights used to describe them. The empty configuration functions as an ad-
ditive identity, while removing blocks provides an intuitive though informal
analogue of additive inverses. Scalar multiplication is interpreted as repeated
combination, reinforcing the idea of scaling without introducing numerical for-
malism.

This activity is intended to build intuition rather than to serve as a formal
demonstration that the collection constitutes a vector space. Because the phys-
ical constraints already enforce the axioms, students rarely question why the
operation behaves as it does in this setting. Instead, the activity establishes a
concrete reference point that can later be contrasted with situations in which
the axioms are not automatically satisfied and must be imposed explicitly.

3.2 Activity 2: Multiple Basis Elements

In the second activity, students are again given 2 x 2 LEGO blocks, but now
in multiple colors of black, blue, and white. The definition of the set of objects
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Figure 2: Commutativity, associativity, and scalar multiplication in the single-
color activity. In (a), three objects of heights two, three, and one are shown.
In (b), the same objects are arranged in a different order. Combining the
objects in any order or grouping yields the same final configuration, shown
in (c), allowing students to observe order- and grouping-independence of the
operation. In (d), scalar multiplication is visualized: combining four copies of
a height-one object produces a configuration above the table, while combining
four copies with reversed orientation produces a configuration below the table,
providing an intuitive model of positive and negative scalar multiples.

remains unchanged: admissible objects are configurations whose top-down view
is a 2 X 2 square, with height allowed to vary. What changes is the information
required to describe an object. A configuration is no longer characterized solely
by its height, but by the numbers of blocks of each color it contains.

As in the first activity, students are asked to build configurations and com-
bine them by stacking while preserving the footprint constraint. It quickly
becomes apparent that any object they construct consists of some number of
black blocks, some number of blue blocks, and some number of white blocks.
Students naturally describe their constructions using this shared vocabulary.
From this observation, it follows that these colored block types collectively
generate all possible objects that can be constructed. In linear algebra terms,
the set of colored blocks spans the space of admissible configurations.

To move from spanning to a basis, students are asked a deliberately simple
but revealing question: whether one block type can be constructed using com-
binations of the others. For example, they are invited to attempt to build a
white block using only blue and black blocks. Students correctly mention this
is impossible, not due to lack of creativity, but because the physical constraints
make such a construction impossible.

This failure becomes a pedagogical turning point. Students articulate that
each block color contributes something the others cannot replace. The instruc-
tor then makes this observation explicit: if one block type could be constructed
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from the others, it would be redundant and unnecessary. Because this is not
possible, each color represents an independent building block. At this point,
the term linear independence is introduced to name a constraint students have
already encountered through physical reasoning.

To emphasize that a basis should also be minimal, students are asked to
consider what happens if one block type is removed. For instance, if white
blocks are no longer available, certain configurations become impossible to
construct; the same is true if blue or black blocks are removed. From these
observations, students conclude that each block type is essential: removing any
one of them strictly reduces what can be built.

This discussion also provides a natural opportunity to address a common
misconception raised in the single-color activity: why not treat a larger object
(e.g., a configuration of four black blocks) together with a single black block as
a “basis”” Students observe that the larger object can itself be built from copies
of the single block, it is a scalar multiple of it, and therefore the two are linearly
dependent. Including a linearly dependent element creates redundancy: the set
still spans the same configurations, but it is no longer minimal. This ties linear
independence directly to decomposition: an element that can be expressed in
terms of the others contributes no new direction and must be excluded from
a basis. Removing the four-block configuration leaves the single black block
alone; a single nonzero element is linearly independent by definition, and since
it generates all single-color towers by scaling, it is also a minimal spanning set
and therefore a basis.

With the structure of the set and a candidate basis established, students are
then asked to define an operation for combining multicolor configurations. As
in the single-color case, closure continues to hold at the level of physical con-
struction: stacking two admissible objects produces another admissible object.
However, a new tension quickly emerges. When students compare configura-
tions such as one formed by stacking four blue blocks followed by two white
blocks and another formed by stacking two white blocks followed by four blue
blocks, they observe that the resulting objects are physically distinct, even
though addition is expected to be commutative.

This mismatch between physical appearance and algebraic expectation be-
comes a productive source of discussion. Some students attempt to carry over
the descriptive shortcut from the single-color activity by summarizing a result
with a single scalar (the total number of blocks). The instructor aligns this with
the earlier case by emphasizing that, even there, the result was not a number
but an object of the same kind (e.g., “nine black blocks” rather than “height
nine”). Students then ask whether an analogous single-scalar description can
serve as the result in the multicolor setting. They recognize that it cannot:
a single total discards the color information that is part of what defines the
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objects in this collection.

This moment sharpens the meaning of closure and representation simul-
taneously. Addition must take two objects from the collection and produce
another object of the same type, expressed using the same information used to
describe the elements of the set. In the multicolor setting, being an element of
the set requires retaining the counts of each color, not collapsing them into a
single total.

To resolve the conflict between representation and commutativity, students
are asked what features the two configurations have in common. Through dis-
cussion, they identify that the numbers of blocks of each color are the same
regardless of order. This observation motivates a refinement of representa-
tion. Rather than viewing an object as a physical stacking arrangement, it is
described by a triple (b, u,w) recording the number of black, blue, and white
blocks it contains. Once students accept that a configuration such as five white
blocks, two blue blocks, and one black block is an element of the set, a natu-
ral question arises: Since the individual blocks are themselves elements of the
same set, they must also be describable using the same basis used to describe
all other objects in the collection. This leads to an important identification.
A single black block is represented by (1,0, 0), a single blue block by (0, 1,0),
and a single white block by (0,0,1). In this way, the colored building blocks
are not merely generators of the space but are explicitly identified with basis
vectors in the coordinate representation. More complex configurations are then
understood as linear combinations of these basis vectors, with coefficients given
by the corresponding block counts.

With this representation in place, addition is no longer ambiguous. Com-
bining two objects corresponds to adding their coordinates component-wise,

(b17u17w1) + (b27u27w2) = (bl + b27 U1 +u27 w1 + U)Q),

producing a result that remains within the same set and is independent of
the order of combination. In this way, coordinate-wise vector addition is not
introduced as an arbitrary rule, but emerges as a necessary abstraction forced
by the requirement that results remain expressible in the same terms as the
objects being combined.

At this point, students are effectively working in R3: they are adding and
scaling vectors whose coordinates record contributions from each independent
basis element. The LEGO activity makes this transition tangible, allowing
students to see that once a collection of objects is recognized as a vector space
with a chosen basis, the same operations and structural reasoning apply re-
gardless of whether the objects are blocks, coordinate triples, polynomials, or
functions.

As in the single-color activity, the additive identity corresponds to the
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empty configuration. Additive inverses cannot be represented directly as neg-
ative block counts; instead, they are introduced through cancellation, using
the signed-count convention, where blocks above a reference level (such as a
table top) are assigned positive count and blocks below are assigned negative
count. The inverse of a configuration is the object that, when combined with
it, returns the empty configuration (0,0, 0); physically, this means balancing
each color count to zero, either by removing blocks or by adding their oppo-
sites across the reference level. To support visualization, a reference plane is
introduced: configurations above it are interpreted as having positive count,
while an equivalent configuration designated as below it is assigned a negative
count by convention. The reference plane itself, corresponding to zero blocks,
represents the empty configuration (0,0,0). Within this convention, negative
scalar multiplication is introduced conceptually rather than physically. Multi-
plying by —1 is described as producing a configuration that cancels the original,
reinforcing the idea that inverses operate component-wise.

(a) (b) () (d)

Figure 3: Multi-color activity depicting basis elements and representation. In
(a), students are given an assortment of black, blue, and white 2 x 2 LEGO
blocks. In (b), students construct a valid configuration that belongs to the set,
defined by having a 2 x 2 footprint when viewed from above, using a particular
ordering of colored blocks. In (c¢), combining the same colored blocks in a
different order yields a physically distinct configuration, revealing a tension
with commutativity despite closure holding at the level of construction. In (d),
this tension is resolved by representing configurations in terms of their color
counts: all admissible objects, including those in (b) and (c), are understood
as linear combinations of the same three basis elements corresponding to the
black, blue, and white blocks.
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4 Discussion and Reflections

This activity highlights a distinction that is often implicit in traditional in-
struction: the difference between algebraic structure and physical representa-
tion. In the single-color case, the physical model already satisfies the axioms,
and abstraction is minimal. In the multi-color case, abstraction becomes nec-
essary to reconcile physical appearance with algebraic requirements. Students
do not merely verify axioms; they experience why certain definitions are forced.
LEGO serves as an effective medium for this exploration because it supports
experimentation, makes failures visible, and encourages discussion.

4.1 Anticipating Questions of Rigor

A likely concern is whether the use of LEGO oversimplifies the mathematics
or obscures formal rigor. We emphasize that the activity is not intended as a
formal proof of the vector space axioms, but as a preparatory experience that
supports later formalization. The transition from physical configurations to co-
ordinate representations is made explicit throughout: students are consistently
guided to recognize that the LEGO constructions are concrete representations
that motivate the abstract structure, not the mathematical objects themselves.

A related concern involves the finiteness of the physical materials. In prac-
tice, students work with a finite collection of LEGO blocks, and once a block is
used in a particular construction it is temporarily unavailable for others. This
limitation is addressed explicitly in discussion. Students are reminded that the
mathematical setting being modeled is abstract and does not depend on the
availability of physical pieces: a block used in one configuration continues to
exist conceptually and may be reused in other combinations. When necessary,
additional blocks are introduced during the activity to reinforce this point.

A further limitation concerns scalar multiplication. In the LEGO setting,
scaling an object corresponds to repeated combination or cancellation, and is
therefore restricted to integer scalars, both positive and negative. Fractional
scalars, such as %, have no direct physical interpretation in this context: there is
no meaningful way to construct half of a block. This restriction is made explicit
to students. The instructor emphasizes that the formal definition of a vector
space requires scalars to belong to a field, typically R, and that the integers
Z do not form a field since they lack multiplicative inverses: for example,
% ¢ Z. The LEGO activity therefore serves as an intuitive entry point, with
the understanding that scalar multiplication over R is introduced later through
formal definitions and symbolic representations.

By making these distinctions explicit, students learn to separate the con-
straints of the physical model from the properties of the underlying mathemat-
ical structure. The 2 x 2 LEGO blocks is not treated as a perfect copy of a
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vector space, but as a concrete setting for reasoning about selected structural
ideas, such as allowable objects, closure, and operations, before those ideas are
formalized symbolically.

4.2 Instructor Observations and Reflections

Across multiple implementations of this activity, a recurring and instructive
pattern emerged in how students reasoned about addition. In the single-color
case, several students naturally interpreted addition as total height, an inter-
pretation that worked seamlessly: stacking three blocks of black on two blocks
of black produced a tower of height five black blocks, and the result was phys-
ically identical regardless of order. In this setting, height alone fully described
the object, and students experienced no tension between the physical model
and the algebraic properties of addition.

This intuition carried over when multiple block colors were introduced. At
this stage, the individual colors began to function as basis blocks: each tower
could be described by recording how many blocks of each color it contained.
For example, using the coordinate order black, blue, and white, a tower with
four black blocks and two blue blocks could be represented as (4,2,0). Some
students nevertheless proposed defining the sum of such a tower as a single
number representing total height. While this proposal was mathematically con-
sistent with their prior experience, discussion quickly revealed its limitations.
Treating the result as a single number ignored the basis-block description: dif-
ferent colored towers with the same total height, such as (4,2,0) and (3,3,0),
became indistinguishable. In effect, this move reduced a situation involving
multiple independent components to a one-dimensional description, returning
to the earlier single-color case. Importantly, the problem was not that the total
height was wrong, but that it produced a scalar rather than another colored
tower described in terms of the same basis blocks.

The exploratory nature of the LEGO activity played a central role in fa-
cilitating this insight. Students were encouraged to combine blocks freely,
including placing them side by side or offsetting them, and to evaluate the
results against the agreed-upon definition of a valid object. These explorations
made failures of closure immediately visible: side-by-side combinations pro-
duced shapes that no longer had a 2 x 2 footprint when viewed from above.
Through experimentation and discussion, students converged on vertical stack-
ing as the only operation that preserved the defining features of the objects
under consideration. From an instructional perspective, this exploration re-
framed vector addition as a deliberately chosen operation rather than a given
rule. Students came to see that addition must be defined in a way that re-
spects the structure of the objects and satisfies the axioms of a vector space.
The axioms (we list in Table 1 all the axioms of vector space and the mapping
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across the two activities) were then used not merely to verify correctness, but
to justify why certain definitions were acceptable and others were not.

5 Conclusion

By engaging students in the design of addition under explicit constraints, the
LEGO activity makes the vector space axioms tangible and meaningful. The
contrast between single-color and multi-color cases reveals when algebraic prop-
erties align naturally with physical structure and when abstraction is required.
As a reflective teaching experience, the activity provides students with a memo-
rable foundation for understanding vector spaces as structured objects governed
by carefully chosen operations.
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Table 1: Activity 1 uses vertical stacking for addition and a formal cancella-
tion convention for opposites. Activity 2 resolves a tension between physical
arrangement and algebraic expectations by adopting a signed color-count rep-
resentation (b, u,w). Physical scaling models only integer multiples; real scalar
multiplication and the full vector space structure are realized only after passing
to the abstract coordinate model R? that the activities motivate.

Axiom / Property

Activity 1: Single color (black)

Activity 2: Multi-color (black/blue/white)

Closure under

Students are told the set consists of configurations

Physical stacking preserves the 2 x 2 footprint, but

(z+y=y+2)

indistinguishable final configuration; order
independence is visually apparent.

addition with a 2 x 2 footprint. They test combinations and students see that the result must also be
discover that vertical stacking is the only representable in the same form as the inputs: as a
combination that stays in the set. color-count triple (b, u, w), not merely as a total
height.
Commutativity Two objects combined in either order produce an With physical order as the representation, swapping

order can change the visible arrangement. This
motivates redefining the object by color counts
(b, u, w) so that order does not matter and
commutativity is restored component-wise.

Associativity
(z+y) +2=
x+ (y+2))

Students combine three objects, such as towers of
heights 2, 3, and 1, using different groupings and
observe the same final configuration; grouping
independence is physically visible.

After adopting the (b, u, w) representation,
grouping corresponds to component-wise addition,
so different groupings yield the same triple. Before
the representation shift, grouping can change
intermediate physical arrangements, creating
productive tension.

Additive identity
(¢+0=2x)

The empty configuration, consisting of no blocks,
leaves any object unchanged when combined with
it. Students can interpret this as “doing nothing.”

The same identity element appears in coordinates
as (0,0,0). It is interpreted as the empty
configuration; adding it leaves all color counts
unchanged.

Additive inverses
(@ + (=) = 0)

Physical towers do not contain literal negative
block counts. Additive inverses therefore require
extending the physical stacking model to a formal
cancellation convention: each positive tower is
paired with an opposite that undoes or cancels it,
returning to the empty configuration.

Inverses are introduced component-wise through
formal signed color counts:

(b, u, w) + (=b, —u, —w) = (0,0,0).
Physically, students reason in terms of canceling or

removing blocks by color; mathematically, this
extends nonnegative color counts to signed counts.

Closure under scalar
multiplication az

Scalar multiplication begins as repeated
combination or cancellation: « - x means stacking o
copies above the reference plane for a € Z*, and ||
copies below it for o € Z7, with 0 - = returning the
empty configuration. This physically models integer
scaling only. Real scalars, such as i, require an
abstract extension beyond literal block counts, since
the integers Z do not form a field and fractional
blocks have no physical meaning in this context.

After the coordinate shift, integer scaling is
represented component-wise:

a(b,u, w) = (ab, au, aw), a€Z,
where positive values correspond to configurations
above the reference plane and negative values
correspond to configurations below it. The formal
definition of a vector space requires scalars to
belong to a field, so the activity uses LEGO blocks
to motivate the structure and then extends it
abstractly to

a(b,u, w) = (ab, au, aw),  a €R.

Distributivity over
vector addition
a(z +y) = az + ay

For integer scalars, students can compare “scale
then combine” with “combine then scale” by
repeating stacks above or below the reference plane;
the outcomes match in total signed count color by
color. For real scalars, this property belongs to the
abstract extension of the model, since fractional
block counts have no physical meaning and real
scalars require the full field structure of R.

For integer scalars, distributivity is visible through
repeated color counts. In the abstract coordinate
model, it becomes

a((b,u,w)+ b, v, w')) = alb, u, w) + (b, v, w'),

which holds component-wise for real scalars.

Distributivity over
scalar addition
(a+ B)r = ax + Bz

For integer scalars, combining « copies and 3 copies
of the same ob, yields (a 4 3) copies of that
object. For real scalars, this is treated as part of
the abstract algebraic extension.

In coordinates,
(a+8) (b, u, w) = a(b, u, w)+B(b, u, w) = (abt-Bb, aur

aligning with repeated combination for integer
scalars and extending algebraically to real scalars.

Compatibility of
scalar multiplication

(aB)z = a(Bz)

For integer scalars, repeated scaling is associative:
making 3 copies of an object and then a copies of
that result gives the same configuration as making
af copies at once.

In coordinaf
component-wis

scalar compatibility holds

(aB)(b, u, w) = a(B(b, u, w)).

For LEGO blocks this is physically meaningful for
integer scalars; for real scalars it is part of the
abstract coordinate model.

Scalar identity
le=a

One copy of any object is the object itself: 1-z = z.

Basis-block identification becomes explicit: black
~ (1,0,0), blue + (0, 1,0), white ~ (0,0,1), so
1 (b u,w) = (b, u,w).

41

Bu, aw+Bu



Discussions of NP-Complete Problems: An
Academic Website*

Sean McCulloch
Ohio Wesleyan University
Delaware, OH 43015

stmccull@owu.edu

Abstract

The study of NP-complete problems is an important topic covered
in many Analysis of Algorithms and Theory of Computation courses.
In order to present a wider range of problems to use in these classes,
we have created a website that contains an article for each problem in
the appendix of Garey & Johnson’s classic Computers and Intractability
book, as well as several problems not in the appendix. Each article
describes an example of the problem under discussion, a sketch of a
reduction showing the problem as NP-hard, and a subjective difficulty
rating of the problem. In building this website, we identified several
problems with no cited reduction in Garey & Johnson, and our website
provides the reductions for these problems as well— providing an explicit
source for problems whose NP-completeness has long been cited without
an accompanying proof.

1 Introduction

The task of finding the run-time complexity of an algorithm is a central one
to Computer Science. An important aspect of the complexity of a problem
is whether it is NP-complete. Beginning with seminal papers from Cook [1]
and Karp [2], hundreds, if not thousands, of problems have been shown to be
NP-complete, which gives strong evidence that no polynomial-time algorithm
to solve the problem will be found. Problems that are NP-complete (or harder)

*Copyright (©)2026 by the Consortium for Computing Sciences in Colleges. Permission to
copy without fee all or part of this material is granted provided that the copies are not made
or distributed for direct commercial advantage, the CCSC copyright notice and the title of
the publication and its date appear, and notice is given that copying is by permission of the
Consortium for Computing Sciences in Colleges. To copy otherwise, or to republish, requires
a fee and/or specific permission.
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have been found in many areas across the breadth of Computer Science, in-
cluding Artificial Intelligence [3][4], Compilers [5][6], VLSI design [7][8], and
Databases [9][10]. The study of NP-completeness is seen as a vital part of a
student’s undergraduate education, usually in an Analysis of Algorithms or
Theory of Computation class, as evidenced by its inclusion as a “core topic” in
the ACM 2023 curriculum guidelines [11]. As such, most major textbooks used
in Algorithms classes (e.g.: [12][13][14][15]) devote significant space to the dis-
cussion of NP-completeness. However, in these books, most of the treatment
is done through the same example problems, mainly from the original Karp
paper: problems such as Satisfiability, Vertex Cover, Clique, and Subset Sum.
An instructor may naturally wish to have a wider range of problems to use as
in-class examples or for homework assignments or exam questions.

Originally published in 1979, Michael Garey and David Johnson’s
Computers and Intractability: A Guide to the Theory of NP-completeness[16]
is a core work in the field of NP-completeness, and even today is seen as the
main reference work explaining the topic. In it, Garey and Johnson discuss
what it means for a problem to be NP-complete, ways to prove a problem as
NP-complete, and ways to cope with problems that are NP-complete. It also
contains an appendix with brief descriptions of several hundred NP-complete
problems that were known at the time. This appendix is potentially a treasure
trove of ideas for the educator, but the problem descriptions are too brief to
be easily used in a classroom.

To help remedy this, we have developed an academic website [17] that con-
tains an article for each problem in the appendix, as well as several additional
problems that were deemed useful. For each problem, the article provides:

e The name and abbreviation of the problem. The problems in Garey and
Johnson’s book are given abbreviations. For example, Vertex Cover is
abbreviated “GT1” since it is the first problem listed in the Graph Theory
section of the appendix.

e A description of the problem, which, where needed, expands upon the
basic description from the appendix to give more detail and add clarifi-
cation.

e An example of the problem. Since all problems are phrased as decision
problems, we attempt to provide a “yes” and “no” example for most prob-
lems.

e An overview of the reduction proving the problem is NP-hard. Where
possible, the reference to the actual publication with the reduction is
provided and a summary of the reduction is provided in the article. For
other problems where the publication is not available, we attempt to
provide our own reduction to the problem.

A subjective difficulty rating of the problem, from the point of view of an
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instructor looking to assign the reduction to a class of students learning
about NP-completeness. The ratings range from 1 (trivial) through 10
(virtually impossible).

The website also provides a bibliography of nearly 200 references to publi-
cations discussing the various problems seen on the site. To protect problems
from students looking for homework answers, most articles are hidden behind
a password that is available by contacting the author.

2 A Brief Review of NP-completeness

The study of NP-complete problems is an important one when learning how
to design algorithms, partially because the “Does P=NP?” question is perhaps
the most important open question in Computer Science. Showing a problem
to be NP-complete is strong evidence that no polynomial-time algorithm to
solve the problem exists, freeing one to look for alternative solutions to the
problem. Additionally, all problems that are NP-complete are related in the
sense that a polynomial-time solution to any one NP-complete problem (or a
proof that no polynomial-time algorithm can possibly exist for that problem)
will also give a polynomial-time solution (or a proof that no polynomial-time
algorithm exists) for all NP-complete problems.

The problems under consideration for this topic are decision problems-
problems whose specific instances always return “true” or “false”, analogous
to Boolean functions. Optimization problems can be turned into a decision
problem by adding an extra parameter.

Showing a problem is NP-complete involves two parts. The first is to show
that the problem belongs in class “NP”, which is the class of problems that can
be solved non-deterministically in polynomial time. There are several ways to
do this: in our classes, we follow the model given in Cormen|[12], where we are
given an instance of a problem, and a possible solution to the problem, and
need to verify that the possible solution is correct in polynomial time.

The more difficult part in showing a problem is NP-complete is showing it
is NP-hard. The method by which we show this is by using a polynomial-time
reduction, where we show that if our problem (which we will call Prob) can be
solved in polynomial time, then the known NP-complete problem (which we
will call KnownNP) can be solved in polynomial time as well. We explain this
concept to students in terms of function calls: We write a function for a known
NP-complete problem that calls our problem as a subfunction. Our function
takes an instance I of KnownNP, builds an instance I’ of Prob, and calls the
solver.

Listing 1: General form of a polynomial-time reduction as a function

bool KnownNP _Solver (KnownNP Instance I){
I' := Convert Instance(I);
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if (Prob_Solver(I1'))
return true;

else
return false;

We then need to show:
e The conversion is in polynomial time.
e The KnownNP solver returns true on I if and only if our Prob solver
returns true on I
The reduction section of our articles focuses on describing the conversion
from I to I, and a sketch of the yesp,op <= Y€SKnownNP-

3 Article Structure

Our website has one article for each of the problems in Garey & Johnson’s
appendix. The first few articles discuss the “basic” NP-complete problems
used in Chapter 3 of the book, and used by Garey & Johnson as examples
for many reductions: 3-Satisfiability (3SAT), 3-Dimensional Matching (3DM),
Vertex Cover (VC), Clique, Hamiltonian Circuit (HC), and Partition.

We then go through the appendix from start to finish. Along the way, we
also provide some articles on other problems that do not appear in the ap-
pendix. Some of these are problems used in reductions for appendix problems,
others are useful extensions of appendix problems. In one case, a student doing
an independent study wrote an article showing a generalization of the video
game “Pokemon” was NP-hard, reducing from a problem in the appendix.

Each article has several sections. An article begins with the name of the
problem, including the abbreviated name used in the appendix of Garey &
Johnson. Then we describe the problem. Oftentimes, the description in Garey
& Johnson’s appendix benefits from more explanation, and that explanation
is provided. Figure 1 shows these sections for a problem called “Clustering”
that is perhaps less well-known than other NP-complete problems, but is still
approachable by students learning this topic. In this problem, we have changed
the framing of the problem slightly from how it was presented in the appendix:
there the instance is defined by a set X of items, with a defined positive distance
between each pair. Representing this structure as a graph makes the problem
easier to understand, so that is how the definition is given.

The next section of the article is an example. Each article provides an
example of the problem, so the reader can see the various terms and variables in
use to better grasp the meaning of the problem. Where possible, we try to show
an example that can, with a small change, be converted between a “yes” instance
and a “no” instance. Showing both kinds of instances gives intuition about how
the problem works, and we have found that showing instances that are similar,
but give different results helps give intuition about how NP-complete problems
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The problem: Clustering. This is problem MS3 in the appendix.

The description: Given a complete weighted graph G=(V.E), with a positive weight d(i,j) for each
edge e, and two positive integers K and B. Can we partition V into K (or less) disjoint sets Vq..V
such that within each V;, all edges that stay within the partition cost B or less?

Figure 1: Name and description from Clustering article.

often have subtle factors that make them hard to solve. Figure 2 shows the
example given in the Clustering article.

Example: Here is a graph:

If K=2, and B=2, we could have the sets {A.C} and {B.D} as a legal cluster. Butif K=2 and B=1,
we will not be able to solve the problem. For example, we might want to have the edges (A.B)
and (A,D) in the same cluster, but that would require us also to consider the edge (B.D), which is
larger than 1.

Figure 2: Example from Clustering article.

Often the largest part of the article is the section discussing the reduction
showing the problem is NP-hard. If the reduction is simple and straightforward
(as is the case for Clustering, as Figure 3 shows), then just showing how the
conversion happens is sufficient to explain the reduction. For more difficult
problems, this section is longer, and describes how we would arrive at both
directions of the equivalence proof. Figure 4 shows an example of a longer
reduction from the “Integer Knapsack” article. Integer Knapsack is like 0/1
Knapsack, but we are allowed to take an item multiple times.

The article concludes with a subjective rating of the difficulty of the prob-
lem’s reduction, from the point of view of a student learning about NP-
completeness. Generally speaking, ratings of 1-2 indicate that the conversion
is trivial- often a restatement of the known NP-complete problem. Ratings of
3-6 are problems that need some significant conversion in the reduction, but
that conversion can be understood by students. Ratings of 7 or higher often
are too long, too complex, or require very complicated “widgets” to complete
the reduction. Some of them might be good for a classroom discussion, but we
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feel that they are too difficult to expect a student to figure out on their own.
Thus, we recommend using problems in the 3-6 rating range as homework and
exam problems for an undergraduate course, tending towards the lower end of
that range if (as has been our experience), this topic only sees a week or two
of class time during the course.

Reduction: introduces the problem using a graph, like | did above. (G&) talk
about points and distances), His reduction is from

Suppose we have a coloring graph G. We build a new graph G such that the weight of an edge
in G'is 1 if it did not appear in G, and its weight is 2 if it did appear in G. Then we set our K = the
K of the coloring problem (3 for 3-coloring), and B = 2. A partition of the vertices into 3 sets
where each set has no weight-2 edges is exactly a legal coloring.

Difficulty: 3. | do think the graph terminology helps to make the problem more understand-
able.

This entry was posted in Appendix: Miscellaneous and tagged Clustering, Difficulty 3. Graph 3-coloring,

M5% on September 29, 2023, Edit
Figure 3: Reduction, difficulty rating, and tags from Clustering article.

The article concludes with a set of tags. Each article has a tag for its
rating, for itself, and for the article containing the problem the reduction uses
to reduce from. These links help the site show the connections between all of
the problems on the site.

While we wish to make these articles available to any educator or researcher
who wants to use them, we also want to limit their use by students hunting for
homework solutions, or by data mining tools scraping the internet for informa-
tion. Thus, we have instituted a policy of making the most recent 10 articles
publicly readable. The remaining articles are protected by a password that can
be obtained by contacting the site’s author.
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Reduction: It really seems very close to regular Knapsack, doesn't it? G&J even say that the re-
duction is from Sum of Subsets, just like our Knapsack reduction did. But the reference from
Lueker is actually pretty complicated:

We're given a Sum of Subsets instance- a set S with n elements and a value K to try to hit ex-
actly.

Define M to be 1+ the max of K, n* §_ s;, and 2*n. We'll now create a set U for our Integer
Knapsack instance with 2n elements:

Each element will be labeled u;, where i runs from 1 to nand j runs from 0 to 1. Element uj; will
have profit and weight n* M™1+ M + j*s;

Our K' (and B") will be: n*M™1 + E?:l M+ K.

If S has a subset that sums to K, then for each element i, if we took s; in the solution, we take uj;
in our Integer Knapsack solution. Otherwise, we take Ujg.

IfU has an Integer Knapsack solution, we know that we have non-negative integer values ¢;
such that %

i=1

Z}:n Uy = K. Because of the way we chose M, if we divide K by M™! and
round down, we get n. Because each uj has M™in it, dividing the summation side by M™
gets us a number at least as big as the sum of the ¢j values. So we can saythat y ., Ej‘:u Yi

is < n. Thus, each element is taken at most n times.

Now we can go back to the original equation: 3 1", 2}:(} c*u; = K and do algebra. We learn
that in fact, each ¢jis 0 or 1, and that o + ¢ = 1 for all i (so we never take both ¢jgand cpy). and
that the values of ¢ are 0/1 solutions to the corresponding elements in the Sum of Subsets

problem.

Figure 4: Reduction section from Integer Knapsack article

4 Uncited Reductions

The appendix of Garey & Johnson’s book lists 320 problems, each of which has
an article described on the website. Most of the descriptions in the appendix
just describe the problem to reduce from, without giving the details of the
reduction. To learn the details of many of the reductions, we consulted the
paper publishing the result, placing a reference in our site’s bibliography. Thus,
the site’s bibliography contains over 170 references to papers (mostly from the
1970s) containing the reductions to many of these problems.

However, many of the problems presented in the appendix do not have
an easily accessible reference. Many of the citations in the book are to
“private communications” that are not publicly available, or to “unpublished
manuscripts” that may or may not have been subsequently published. In some
cases, we were able to find and use more recent citations— some by the authors
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referenced in the appendix, some not— but in others, we could not find a refer-
ence to use. There are approximately 25 such problems, and in these cases, we
have attempted to create and describe the reduction to the problem ourselves.

In practice, authors often cite a problem listed in the appendix as evidence
of its NP-hardness. This occurs even in cases where no easily traceable reference
or accompanying reduction is provided there. The reductions presented in our
articles help address this gap.

5 Some Useful Less Popular NP-complete Problems

Our initial goal in creating this site was to investigate other problems that
are good examples to use in courses to explain NP-completeness to students
beyond the “standard” ones such as Satisfiability, Vertex Cover, 0/1 Knapsack,
or Traveling Salesman. As such, we present some brief descriptions of problems
that an educator may find interesting. Our ratings for these problems are all in
the 2-4 range, making them hopefully very approachable by a student working
alone on a homework assignment or exam:

e Clustering (Described in our example in section 3). Given a weighted,
undirected graph, and integers B and K, can we partition the vertices of
the graph into at most K sets, such that the cost of each set’s subgraph
totals B or less? (Reduction from Graph Coloring)

e Minimum Sum of Squares Given a set A of integer elements, and
integers K and J, can we partition A into at most K sets A; such that
> (X aea, (@) < K? (Reduction from Partition)

e Hitting String Given a set of n-length strings A over the alphabet 0,1,*
is there an n-length string s over the alphabet 0,1, where s agrees in at
least one position with each element of A? (Reduction from 3SAT)

e Set Packing Given a collection C of finite sets, and a positive integer K.
Does C contain K disjoint sets? (Reduction from Exact Cover on 3-Sets)

e Biconnectivity Augmentation Given a graph G with a weight be-
tween each pair of vertices (even ones that do not have an edge), and a
positive integer B, does there exist a set E’ of edges we can add to G, of
cost at most B, that will make our graph be biconnected- still connected
after removing any one vertex? (Reduction from Hamiltonian Cycle)

There are also many versions of Satisfiability problems, or of Scheduling

problems, that fit into this range as well.

6 Conclusion

Garey & Johnson’s book has described several hundred NP-complete problems,
many of which are suitable examples for use in an undergraduate classroom.
We have created this website to be accessible to instructors looking for a wider
breadth of problem examples. The expanded problem descriptions, examples,
and reduction sketches are all written to this audience, as opposed to a re-

49



searcher in the field.

In the process of constructing these articles, we identified a number of
problems whose NP-hardness is widely accepted but not supported by an easily
accessible published reduction. By documenting reductions for these cases, the
site also serves as a form of verification. Now that coverage of the appendix
is complete, the site can function as a stable reference resource for instructors
teaching NP-Completeness, with the possibility of future expansion to related
algorithmic topics.
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Abstract

Type 2 diabetes mellitus is an increasing global health concern, high-
lighting the need for early identification of individuals at elevated risk
to reduce disease progression and long-term complications. This study
presents an interpretable machine learning framework for diabetes risk
stratification that distinguishes between medium and high-risk popu-
lations while maintaining clinical transparency. A dataset of approx-
imately 70,000 patient records with 34 demographic, metabolic, and
lifestyle features was analyzed using Logistic Regression, Decision Tree,
Random Forest, XGBoost, and Light GBM within a unified preprocessing
pipeline. Class imbalance was handled using weighting strategies, and
model interpretability was achieved through SHAP, LIME, and partial
dependence analysis. Ensemble and boosting-based models, particularly
Light GBM, demonstrated superior discriminatory performance, achiev-
ing an accuracy of 0.99 and ROC AUC of 0.999 while maintaining effi-
cient inference times. Across all explainability methods, blood glucose
levels, body mass index, waist circumference, cholesterol components,
and pregnancy-related weight changes consistently emerged as the most
influential risk factors. Probability-based predictions enabled individu-
alized risk scoring and clear stratification of patients into low, medium,
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or distributed for direct commercial advantage, the CCSC copyright notice and the title of
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a fee and/or specific permission.
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and high-risk categories. These findings suggest that the proposed ex-
plainable machine learning approach provides accurate and transparent
diabetes risk stratification, supporting early intervention and personal-
ized prevention strategies.

Keywords: diabetes mellitus, risk classification, interpretable AI, ma-
chine learning, shap, lime, predictive analytics

1 Introduction

This study presents an explainable machine learning framework for personal-
ized diabetes risk stratification that integrates probabilistic risk scoring, multi-
model evaluation, and complementary explainability techniques within a single
pipeline. Interpretability is treated as a core component rather than a post-
processing step, allowing predictions to be examined alongside their contribut-
ing features.

A central technical contribution of this research is reformulating diabetes
prediction as a probability-driven risk stratification task. Instead of relying
solely on binary outcomes, predicted probabilities are used to assign indi-
viduals to low, medium, and high-risk categories. This formulation enables
personalized risk assessment while preserving population-level interpretabil-
ity. The same probability-based stratification strategy is applied consistently
across linear tree-based ensemble and gradient boosting models, allowing direct
comparison of predictive behavior under a unified risk definition.

Another important contribution is the structured integration of multiple
explainability methods to analyze model behavior at different levels. Global
feature relevance is quantified using mean absolute SHAP values to identify pre-
dictors that consistently influence high-risk classification across models. Local
explanations are generated using LIME to examine individual predictions and
assess the stability of feature influence across the sample. Partial dependence
analysis is further employed to visualize the marginal effect of key features
and to capture nonlinear relationships learned by ensemble and boosting mod-
els. The combined use of these approaches allows interpretability results to be
validated across complementary explanation techniques.

Model evaluation extends beyond standard accuracy-based metrics to in-
clude sensitivity specificity and inference time analysis. All models are trained
using identical preprocessing pipelines, including feature scaling, categorical
encoding, and class imbalance handling, ensuring that performance differences
arise from model characteristics rather than preprocessing inconsistencies. In-
ference latency is explicitly measured to assess feasibility for real-time or near-
real-time clinical deployment.

Through this integrated design, the proposed framework demonstrates that
high predictive performance and interpretability can be achieved simultane-
ously. The results show consistent identification of clinically relevant metabolic
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and physiological features as dominant contributors to diabetes risk across
models and explanation methods. By aligning probabilistic prediction explain-
ability and deployment-oriented evaluation within a unified framework, this
study provides a transparent and reproducible approach for personalized dia-
betes risk stratification.

2 Literature Review

The growing global impact of type II diabetes has intensified the need for re-
liable methods to identify individuals at elevated risk before clinical onset|[1,
2]. Traditional statistical methods, incorporating logistic regression and Cox
proportional hazards models, have been extensively utilized to predict dia-
betes risk based on demographic, anthropometric, and lifestyle variables such
as age, body mass index (BMI), family background, and physical activity[3].
Although these models demonstrate interpretability, they frequently struggle
to capture complex, nonlinear relationships and interactions among multiple
risk variables|3].

Recent developments in machine learning have improved predictive accu-
racy and adaptability for modeling diverse clinical data. Tree-based algorithms
strike a balance between performance and interpretability through feature im-
portance measures, whereas gradient boosting and neural networks capture
complex nonlinear interactions with higher accuracy but lower transparencyl[4,
5]. Explainable AT methods such as SHAP and LIME allow patient-level in-
terpretation by showing individual feature contributions[6, 7] and rule-based
surrogate models extract human-readable decision paths from complex models
without much loss in predictive power[8]. Recent work has emphasized risk
stratification rather than binary classification to categorize individuals into
medium- and high-risk groups[9, 10]. Metabolic and physiological features
such as blood glucose, BMI, waist circumference, cholesterol levels, blood pres-
sure, and pregnancy-related weight changes consistently emerge as key predic-
tors[2]. However, few studies integrate probabilistic risk stratification, multi-
model evaluation, and multi-level explainability within a single unified frame-
work|[10]. This study addresses these gaps by combining probability-based risk
scoring across multiple machine learning models with both global and local ex-
plainability, allowing transparent and reproducible assessment of diabetes risk
at individual and population levels.

3 Methodology

3.1 Study Design and Overview

This study develops an interpretable machine learning approach to classify
diabetes risk, differentiating individuals at moderate versus elevated risk of
complications. Instead of considering it as a simple binary prediction, the
study addresses it as a risk stratification problem, enabling early intervention
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and clinically meaningful decision-making. The approach combines multiple
machine learning algorithms with complementary explainability methods to
provide both population-level and individual-level interpretation. The method-
ological workflow from data input and preparation to modeling, evaluation,
explainable AI, and clinical risk stratification is illustrated in figure 1.
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Figure 1: Methodological Workflow Diagram

3.2 Dataset Description

The dataset was sourced from the study[11] and contained approximately
70,000 patient records with 34 demographic, metabolic, and lifestyle features.
Unlike commonly used binary labeled datasets, it included multiple clinically
distinct subtypes, enabling a risk stratification formulation grounded in real-
world clinical heterogeneity. The elevated risk group comprised Type 1 Dia-
betes, Steroid Induced Diabetes, LADA, Neonatal Diabetes Mellitus and Wol-
fram Syndrome conditions unified by the need for active clinical management
due to autoimmune, pharmacological or congenital metabolic dysfunction [2,
9], while the moderate risk group consisted of prediabetic cases for whom early
lifestyle intervention remains the primary clinical tool. This stratification mir-
rors real world triage logic distinguishing patients requiring immediate inter-
vention from those in a watchful monitoring phase. Records that did not map
reliably to either category were excluded and risk levels were binarized for
supervised modeling.

3.3 Feature Engineering and Preprocessing

Features were divided into numerical and categorical groups. Numerical vari-
ables were standardized and categorical variables were encoded. All prepro-
cessing steps were integrated into Scikit-learn pipelines to ensure consistent
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transformations, prevent data leakage, and maintain reproducibility. Class im-
balance was addressed using class weighting for most models and a scale pos
weight adjustment for XGBoost, improving sensitivity to elevated-risk cases,
which is critical in healthcare applications.

3.4 Model Development

Five supervised machine learning algorithms were evaluated; Logistic Regres-
sion, Decision Tree, Random Forest, XGBoost and Light GBM. Data were split
80:20 with stratification and cross-validation was performed exclusively on the
training partition using 5 fold stratified cross-validation to prevent leakage
from the held out test set. Hyperparameters were set to reduce overfitting
risk. Tree depth was constrained to a maximum of 3 for Logistic Regression
and XGBoost and 4 for Random Forest and Light GBM, minimum samples per
leaf were set to 10 across all tree-based models, and learning rates were reduced
to 0.05 for XGBoost and Light GBM. Light GBM was further constrained to 20
leaves, and both boosting models applied stochastic subsampling of 0.8 for
rows and columns. Class imbalance was addressed using class weighting for all
models except XGBoost, which used scale-pos-weight computed as the ratio of
negative to positive training samples. Performance metrics included accuracy,
precision, recall, F1 score, specificity, and ROC AUC, and inference latency
was measured at the batch level to assess deployment feasibility.

3.5 Risk Stratification via Predicted Probabilities

For top performing models, the predicted probability of the elevated risk class
was used to generate a continuous, personalized risk score for each patient.
Patients were stratified into three categories; Low (probability less than 0.3),
Medium (0.3 less than or equal to probability less than 0.7) and High (proba-
bility more than or equal to 0.7) as illustrated in Figures 2 and 3. Thresholds
of 0.3 and 0.7 were selected to reflect clinical decision boundaries consistent
with probability based risk stratification in prior diabetes modeling work |9,
10], balancing sensitivity in identifying high risk cases against the risk of over
referral in lower risk populations.
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Figure 2: Risk Categorization

Figure 3: Risk Stratification
Framework Diagram
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3.6 Model Explainability Framework
To improve transparency and support clinical interpretability, multiple com-
plementary explainability methods were implemented.

SHAP quantified global and local feature contributions using LinearEx-
plainer for Logistic Regression and TreeExplainer for tree-based models. LIME
provided local explanations for individual predictions while partial dependence
plots visualize the marginal effects of the top features on predicted risk. Model
performance and interpretability were supported through ROC curves, confu-
sion matrices, risk distribution plots, SHAP and LIME summaries, and partial
dependence plots. This combination of probability-based scoring and multi-
method explainability is a major technical contribution, enabling interpretable
and clinically relevant insights.

3.7 Reproducibility and Implementation

All experiments were conducted in Python using Scikit learn, XGBoost, Light-
GBM, SHAP and LIME. Random seeds were fixed for reproducibility, and the
modular pipeline supports transparent experimentation and future extension
to external validation or clinical studies.

4 Results and Discussion

4.1 Overall Model Performance

All five supervised learning algorithms performed well in stratifying diabetes
risk. Ensemble and boosting methods outperformed linear and single-tree mod-
els by capturing nonlinear interactions among demographic and metabolic fea-
tures. LightGBM achieved the highest performance with a test accuracy of
0.9988 and ROC AUC of 0.9996, correctly classifying all 1,075 medium risk
cases and 5,321 out of 5,334 high risk cases as shown in figure 4. XGBoost
and Random Forest each exceeded 0.97 accuracy and 0.98 ROC AUC while
Logistic Regression achieved 0.931 accuracy and Decision Tree showed slightly
lower generalization. Full metrics are summarized in Table 1.

The strong performance metrics reflect both the clinical structure of the
dataset and the rigor of the evaluation design. The included subtypes present
with physiologically differentiated biomarker profiles, producing meaningful
natural separability in the feature space that the models learned reliably rather
than an artifact of modeling choices. The test set comprising 20 percent of the
data was sealed prior to any model training, cross-validation or hyperparame-
ter configuration ensuring reported metrics reflect performance on completely
unseen patients. Preprocessing transformations were fit exclusively within the
training partition, structurally preventing data leakage and cross-validation
was conducted on the training partition only. As shown in Figure 5, cross-
validation and test ROC AUC scores are closely aligned across all five models,
with standard deviations ranging from 0.0001 to 0.0012, confirming stable gen-
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eralization rather than overfitting or evaluation bias.

Confusion Matrix - LightGBM

Medium Risk 1075 o |- 4000
L 000 7o
.. [ =
High Risk 13 53 092
- 1000
= e B -
)

NNNNN

Figure 5: CV vs. Test ROC
AUC by Model

True label

Medium Risk High Risk
Predicted label

Figure 4: Confusion Matrix for
LightGBM

Table 1: Predictive Performance of Machine Learning Models for Diabetes Risk
Stratification

Model Acc. F1 ROC AUC Prec. Rec. Spec.
Logistic Regression 0.931 0.957 0.983 0.991 0925 0.958
Decision Tree 0.972 0.983 0.983 1.000 0.967 1.000
Random Forest 0.972  0.983 0.999 1.000 0.967  1.000
XGBoost 0.992 0.995 1.000 1.000 0.990 1.000
Light GBM 0.998 0.999 1.000 1.000 0.998 1.000

4.2 Sensitivity, Specificity, and Deployment Feasibility
Precision values were high across all models, indicating low false positive rates.
Ensemble and boosting algorithms achieved near-perfect specificity, while Lo-
gistic Regression showed slightly lower specificity due to overlapping class dis-
tributions. Recall remained above 0.997 for nonlinear models, ensuring strong
sensitivity in identifying individuals at elevated risk. Inference analysis showed
all models produced predictions within sub-second times at the batch level.
Logistic Regression and Decision Tree were the fastest because of their sim-
pler structures. Light GBM and XGBoost were efficient among the ensembles,
whereas Random Forest was slower due to its larger ensemble size. Consider-
ing both performance and efficiency, Light GBM provided the best balance for
deployment.
4.3 Probability-Based Risk Stratification
Predicted probabilities from optimal w
models enabled personalized risk scores /
and risk bins.  The probability dis-
tributions showed clear separation be- :
tween the moderate and elevated risk
groups, with Light GBM producing sta- o
ble, well-separated estimates. This ap- o i
proach allows both patient-level interpre- T
Figure 6: ROC Curve

ROC Curves - Diabetes Risk Stratifcation
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tation and population-level comparison
across models.

4.4 Global Feature Importance: SHAP Analysis
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Figure 7: SHAP Values-Light GBM

SHAP analysis revealed consistent patterns of importance across Light-
GBM, XGBoost, and Random Forest. Blood glucose emerged as the most
influential predictor, followed by BMI, cholesterol, waist circumference, age,
and pregnancy-related weight indicators. For clarity, SHAP visualizations are
presented for the Light GBM model, as similar patterns were observed across
other ensemble models.
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Figure 8: LIME Explainability: Light GBM
4.5 Local Explainability: LIME Analysis

LIME provided individualized explanations showing how features contributed
to single predictions. For ensemble models, blood glucose, BMI, waist cir-
cumference, cholesterol, and pregnancy indicators were consistently important,
whereas Logistic Regression highlighted extreme glucose values and elevated
blood pressure, and the Decision Tree reflected threshold-based decisions with

BMI and glucose splits having significant contributions.
4.6 Partial Dependence Analysis
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4.7 Summary of Key Findings and Discussion

Ensemble and boosting models outperformed linear and single tree approaches
across all evaluation metrics with Light GBM providing the best balance be-
tween predictive accuracy and computational efficiency. Metabolic features
including blood glucose, BMI, cholesterol, waist circumference and gestational
weight gain consistently drove elevated risk predictions across all five models
and all three explainability methods. When SHAP, LIME and partial depen-
dence analysis independently identify the same predictors, it provides strong
evidence that these features represent genuine clinical signals rather than ar-
tifacts of any single modeling approach, and their alignment with established
clinical knowledge of diabetes risk [2] further supports the validity of the frame-
work.

The technical contribution of this work lies in combining probabilistic risk
stratification with interpretable machine learning within a single reproducible
pipeline. By moving beyond binary classification to assign individualized risk
scores, the framework directs low-risk patients toward preventive monitoring,
medium-risk patients toward lifestyle intervention and high-risk patients to-
ward immediate clinical evaluation. The use of model appropriate explainers
specifically LinearExplainer for Logistic Regression and TreeExplainer for tree-
based and boosting models ensures explanations are technically consistent with
each model’s internal decision logic rather than treated as a post-hoc addition.

The primary limitation is the use of a single dataset source without external
validation. Future work incorporating independent cohorts, longitudinal follow
up and multimodal data would further establish the generalizability of the
framework toward clinical deployment.

5 Conclusion

This study establishes that explainable machine learning can deliver clinically
interpretable and actionable diabetes risk stratification. The alignment of
model-identified predictors with recognized clinical risk factors supports the
framework’s potential to guide early intervention, enhance patient outcomes,
and enable population-level preventive strategies.
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Abstract

This paper provides results from a longitudinal study of the observed
effects of early college experience among a population of Computer Sci-
ence students at a mid-sized regional university. An anticipated advan-
tage in average outcome for students with early college credit over those
without in CS1 is established and quantified. An attempt is made to
trace that advantage and provide information about the durability of
that advantage. The results of the paper are useful for informing future
advancements in early college programs.

1 Introduction

Early college programs have been offered in various forms since the 1950s.
Research into the efficacy of early college programs that provide college credit
for high school students prior to high school graduation has been a prominent
topic for decades. However, research has been complicated by the fact that
early college programs were initially created in an uncoordinated fashion with
varying language and terminology to describe them. Descriptive terms of art
like “dual enrollment”, “dual credit”, “concurrent enrollment”, and “early college
high school” are often conflated among planners, executors of programs, and

*Copyright (©)2026 by the Consortium for Computing Sciences in Colleges. Permission to
copy without fee all or part of this material is granted provided that the copies are not made
or distributed for direct commercial advantage, the CCSC copyright notice and the title of
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Consortium for Computing Sciences in Colleges. To copy otherwise, or to republish, requires
a fee and/or specific permission.
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researchers in the field. In this paper we will prefer the term “early college”
but intend that terminology as an umbrella that includes all forms of these
programs.

A key idea common to early college programs since their inception is that
talented high school students may be more likely to pursue and complete college
degrees if they are given the opportunity to acclimate to the demands of college
level coursework prior to college. The programs are also based on the idea that
high school students will be more likely to undertake college level courses while
still in high school if they can earn college credit. Researchers have concluded
that for many students this has been historically true as well as documenting
many benefits of early college experiences.

The authors observed in their CS courses that students struggling in upper
level courses often had earned high grades in lower level CS courses. One
possible explanation for the difference could be that early college experiences do
not adequately prepare students for the low-structure, high-rigor environment
of upper level CS courses. In this paper we investigate the long-term effect
of early college for CS students and attempt to determine if the documented
benefits are enduring.

2 Background

The popularity of early college courses has been increasing with over 2.8 mil-
lion U.S. high school students participating in the 2023-24 school year [1]. A
large body of existing research has documented how students with early college
experience perform in introductory college course work in various disciplines in-
cluding computer science. Researchers have argued that comparing the grades
of students without early college experience to those with early college experi-
ence best highlights the influence of early college programs. Researchers have
routinely concluded that early college experiences benefit students in introduc-
tory college courses.

Students who took early college courses were more likely to attend college,
more likely to persist in college course work, and more likely to take a full load in
college [2]. Early college experiences have been shown to broaden participation
in computer science among low-income students [3]. Researchers in South
Carolina investigated the impact of early college experiences on students and
concluded that students with early college were more likely to be retained
and more likely to graduate in six years [4]. Grubb et al. studied how early
college experiences influenced remediation and graduation rates from a two
year college. They concluded that students with early college experiences were
3 times less likely to take remediation and almost 2.5 times more likely to
graduate in two years [5].

Research has also established that how and where early college experiences
take place as well as characteristics of students taking the early college courses
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have an impact on outcomes [6, 7, 8]. Weston et al. found that, among female
students, programming experiences during high school, and taking the CS AP
exam were among the best predictors of persistence 3 years on in both CS and
other tech-related fields [9].

Burgiel et al. conducted a wide-ranging study of the content and pedagogy
of high school CS courses in relation to student success in introductory college
CS courses [10]. They found that the only aspect of the pedagogy that was
correlated with student success in these courses was an emphasis on coding
and a solid background in mathematics. Chen et al. evaluated the role of AP
courses in computer science and mathematics as a predictor of student success
in introductory college CS courses compared to non-AP classes and students
who did not take such classes [11]. They found evidence that experience in
either AP calculus or AP computer science had similarly strong positive effects
on student’s grades in introductory computer science classes.

There is perhaps no academic area where an interest in the success of early
college has been more studied than in computer science. However, the long-
term effects of early college experiences as students progress through under-
graduate programs have been left unstudied. In this study, we examine course
grade outcomes as students progress through an undergraduate CS program
by comparing two groups, students with any reported early college experience,
and students without early college. Specifically, we investigate the following
three hypotheses:

1. Students who have early college experience perform better than those

without early college in the introductory CS course.

2. The performance advantage apparent in the introductory course of stu-
dents with early college experience over those without persists through
the end of their sophomore level CS courses.

3. In upper level CS courses, early college experience is correlated with
lower grade outcomes when compared to students with no early college
experience.

We leave to other researchers the task of picking apart the different effects
of various early college delivery structures, curricular approaches, impact on
broadening participation, and student persistence or retention. In the remain-
der of this paper we present, analyze, and discuss data from two groups of
students, those with early college credit and those with no early college credit.

3 Methodology

Our initial study population (n = 425) contained any student over the past five
years at our mid-size regional university who at any point declared a major in
computer science. For all students our university tracks awarded early college
credits (regardless of early college program type) as well as any awarded AP
credits. For the purposes of this study we lump all early college credit and AP
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credit into a total number of early college credits per student as our indicator
of early college experience.

In order to eliminate students lacking any meaningful progression toward
completion of a CS degree we removed all students from the population that
did not have a graded attempt in the introductory programming course (CS1).
That left a remaining population of size n = 270.

For each student, we collected the last semester that they were enrolled
in any undergraduate course at our university. This allowed us to divide the
population into five cohorts; 2021, 2022, 2023, 2024, and 2025. For example, the
2021 cohort includes students whose last undergraduate course was recorded in
the 2020-2021 academic year. The 2021 cohort includes the Fall 2020, Spring
2021, and Summer 2021 semesters. The other cohorts are organized in a similar
fashion for their respective academic years.

The set of students who graduated with an undergraduate degree in CS in
a given year appear as a subset of students in that cohort year. Each cohort
also contains CS majors who took their most recent undergraduate course in
that year but did not graduate. Finally, each cohort also contains students who
at some point changed majors from CS to some other major and took their
most recent undergraduate course during the cohort year, whether or not they
graduated.

Each cohort year was divided into two categories; those students with
recorded early college credit, and those without. Table 1 gives the initial size
of each category (the number from each group with a recorded grade in the
introductory programming course) in each cohort year.

Table 1: CS1 students per cohort year

2021 | 2022 | 2023 | 2024 | 2025
Early College Credit 7 12 6 12 16
No Early College Credit 44 32 37 41 63

] Total | 51 [ 44 | 43 | 53 [ 79 |

For every student in our data set we collected letter grades in a selection of
required CS courses at the introductory, sophomore and upper level. Specifi-
cally, we collected grades for the introductory programming course (CS1), two
sophomore level courses; CS2, and Data Structures and Algorithms (CS3), and
four upper level required courses. We selected the upper level courses as rep-
resentative of rigorous advanced CS courses from a diverse set of topic areas;
specifically, programming languages, operating systems, networking, and a first
semester in software engineering. It is useful to note that CS1, CS2, and CS3 in
our program are taken as a sequence (routinely in consecutive semesters), while
the upper level courses may be taken in any order after successfully completing
CSs.
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We coded the letter grade for each student in each course by assigning a
quality point value of 4 for an A, 3 for a B, 2 for a C, 1 for a D and 0 for any
other outcome (F or W). For each class the average of the quality points was
computed in each cohort year, for both the early college and no early college
categories, producing a total of 70 discrete data points. Naturally, as each
each cohort progressed through the curriculum, the number of students taking
courses in the major decreased through academic attrition. The quality point
value averages only included students where an attempt was made and ignored
students without attempts.

Using this data our study supports, first, the establishment of a measure
of the advantage in course outcomes for students with early college credit over
students without early college in CS1. This aligns with existing research re-
ports. Second, this data supports the tracing of that same advantage through
sophomore class outcomes. Lastly, it supports the tracking of any deteriora-
tion in the advantage enjoyed by students with early college credit as students
progress through upper level degree courses. This data was then examined to
determine support for our hypotheses.

4 Findings

As anticipated by the existing literature, our study found a significant posi-
tive advantage in outcomes for the introductory CS course (CS1) for students
with early college credit over those without. For each of the five cohort years
the average quality points attained by students with early college credits was
significantly higher than that attained by students without early college cred-
its. For example, in the 2025 cohort the average quality points earned in the
introductory programming course by students with early college credits was
approximately 2.875 versus 2.365 for those without. The delta between these
two values is 0.51, meaning that on average the 2025 cohort students with
early college credit performed more than half a letter grade better than those
without early college.

Table 2 shows the delta value of average quality points in CS1 between
students with and students without early college credit for all five cohort years.
This data suggests we can accept Hypothesis 1; students who have early college
experience perform better than those without early college in the introductory
programming course.

Table 2: Delta in average quality points between students with /without early college

2021 | 2022 | 2023 | 2024 | 2025
Average Outcome Delta || 0.64 | 0.22 | 1.28 | 0.6 | 0.51

Table 2 establishes a baseline for the magnitude of the positive advantage
in average course outcome enjoyed by students with early college credit over
those without early college credit. Using this baseline, we traced this advantage
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through the completion of sophomore level courses.

To facilitate tracing, we calculated the average number of quality points
for both categories of students in each of the five cohort years for two different
sophomore level CS courses; Computer Science II (CS2) and Data Structures
and Algorithms (CS3). The delta between the average quality points outcome
for students with early college credit and those without for these two classes is
shown in Table 3. The table also compares the delta in quality points between
the two categories from each of CS2 and CS3 with the baseline delta established
in CS1.

Table 3: Persistence of the CS1 advantage in sophomore level courses

2021 | 2022 | 2023 | 2024 | 2025

CS2 Delta 0.836 | -0.09 | 0.2 0.39 | 0.25
Change in Delta from CS1 to CS2 || 0.19 | -0.3 | -1.08 | -0.21 | -0.25
CS3 Delta 044 | -0.38 | 0.85 | 0.44 | -0.93

Change in Delta from CS1 to CS3 -0.2 -0.6 | -0.43 | -0.16 | -1.44

Contrary to the common expectation, the benefit from early college ex-
periences present in CS1 rapidly deteriorated and sometimes entirely inverted
when analyzing sophomore level course outcomes. Course outcomes for CS2 are
particularly surprising because these two classes (CS1 and CS2) are routinely
taken in consecutive semesters. For four out of five cohort years the advantage
present in CS1 diminished drastically in CS2. As shown in the second row
of Table 3 the size of the positive advantage in course outcomes in those four
years generally diminished between a quarter to a third of a letter grade as
compared to the advantage observed in CS1. For the 2023 cohort year, the ef-
fect diminished by over a full letter grade. That is, students in that cohort year
with early college credit outperformed students without early college credit by
over a full letter grade less than they had in CS1. In the 2022 cohort year
the no early college students actually outperformed those with early college
experience overall when they had been outperformed by nearly a quarter of a
letter grade in CS1.

The analysis surrounding CS3 outcomes exhibited a similar trend. It is
important to note students who do not pass CS2 are not allowed to attempt
CS3 and are not included in the CS3 averages. The absence of these lower
scoring students in CS3 tend to make the overall outcome higher. Despite
this, we observed for all five of the cohort years there was a decrease in the
net positive advantage in outcomes for students with early college credit when
comparing CS1 outcomes with CS3 outcomes. Furthermore, for three of the
five cohort years the decrease in net effect continued to deteriorate from CS2
levels despite the likely absence of the poorest scoring students.

The data analysis supports a rejecting of Hypothesis 2. The performance

68



gap apparent in the introductory course between students with early college ex-
perience and those without does not persist through the end of the sophomore
level CS courses and instead precipitously diminishes.

We found similar, but less compelling evidence of further degradation in
the advantage enjoyed by students with early college credit when comparing
outcomes in upper level courses with the baseline effect observable in CS1. For
each of the four upper level courses and each cohort year, the delta of average
quality points was computed for students with and without early college credit.
Table 4 shows the difference between those values and the delta established in
the CS1 baseline. Negative values indicate that the advantage in quality point
outcomes between the group with early college credits and the group without
early college credit was smaller than the advantage observed between those
same two groups in CS1. Negative values suggest a diminishment of the effect
of early college experience on course outcomes overall.

Table 4: Difference in the delta of averages between categories compared to delta
of averages in CS1

2021 | 2022 | 2023 | 2024 | 2025
Programming Languages || -0.5 | -0.05 | -0.02 | -0.47 | -0.64

Operating Systems 0.19 | -0.3 | -1.08 | -0.21 | -0.25
Networking 0.44 | -0.38 | 0.85 | 0.44 | -0.93
Software Engineering -0.2 | -06 | -0.43 | -0.16 | -1.44

From the twenty data points (4 classes each over 5 cohort years) we identi-
fied four occasions (20%) where the no early college credit group outperformed
the early college group. Moreover, as Table 4 shows it was common for the
early college group to have lower performance compared to other students in
upper level courses than the baseline delta shown in CS1. In 80% of instances
(16 of 20) the net advantage in outcome showed at least some degradation.

Overall, the magnitude of the degradation of the advantage shown in upper
level courses as compared to the CS1 baselines is not as significant as that
observed in sophomore classes. For this reason Hypothesis 3 is rejected. We did
not find strong evidence that early college experience is correlated with lower
grade outcomes when compared to students with no early college experience
in upper level CS courses. Neither did we find that early college experience
was well associated with better overall performance as compared to students
without it in these same classes.

Our analysis showed that for all of the upper level courses participation
from each cohort year decreased by at least 50% from its initial size and for
some courses by significantly more (sometimes 85 to 90%). In these upper level
courses half or more of the original cohort had been lost to academic attrition.
Analysis showed that both categories (early college and no early college) ex-
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perienced similar attrition rates. Overall, less academically successful students
fell away and more successful students remained. This constrained our abil-
ity to know how the lower performing students in each category would have
performed in these classes had they taken them. The dependence of upper
level course outcomes on sophomore course outcomes complicated our findings
leaving an opportunity for further investigation of Hypothesis 3.

5 Conclusion

Our study found that a clear advantage was enjoyed in the outcome of an
introductory programming course by students with early college credit over
those without. However, we also found that the advantage severely degraded
by the time these same students completed their sophomore courses and that it
did not meaningfully reappear and often continued to shrink as they progressed
through upper level CS course work.

What could explain the consistent, sharp decline in the magnitude of the
advantage in course outcomes enjoyed by students with early college credit
over those without? Is it that the advantage in course outcomes to early
college students is being erased as other students accrue hard earned lessons
and academic skills as they progress through the curriculum? This study is
not prepared to answer these questions and only further research seems likely
to answer them with any certainty.

However, one possibility that could explain the apparently paper thin depth
of the advantage from early college experience is that students in early college
are being prepared with foundational content knowledge which serves them in
their introductory courses, but may not be receiving adequate preparation for
the rigorous, personal academic effort expected of students in college. Addi-
tionally, the content knowledge they do acquire in early college courses could
create a false confidence that they are prepared for college. The effects of such
a disadvantage would likely first be apparent in sophomore course work. While
such an explanation amounts to no more than speculation on our part, it could
explain the precipitous decline in advantage in sophomore classes as well as the
continued declines shown in upper level courses.

Regardless, the data provides a foundation and motivation for planners and
executors of early college programs to review their procedures and to ensure
that their students are not just knowledgeable but also outfitted with the skills
and personal attributes necessary for low structure, high rigor college courses.
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Deep learning-based sports video analysis has advanced rapidly, en-
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followed sports globally, yet fine-grained action recognition remains chal-
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lenging due to subtle motion variations and long-range temporal depen-
dencies. In this work, we present a transformer-based approach for soccer
action recognition using the SoccerAct10 dataset, which contains approx-
imately 3,600 annotated video clips spanning ten action classes: corner,
foul, free kick, goal kick, long pass, on target, penalty, short pass, substi-
tution, and throw-in. The proposed method employs the TimeSformer
(Time-Space Transformer) model, which represents videos as sequences
of image patches and applies global self-attention across spatial and tem-
poral dimensions, enabling effective modeling of long-range dependencies
without relying on recurrent or convolutional operations. By fine-tuning
a TimeSformer model pretrained on large-scale video data, the proposed
approach achieves a Top-1 classification accuracy of 91.13% on the valida-
tion set. Results are reported from a single experimental run; future work
should validate findings across multiple runs to confirm stability. These
results demonstrate that transformer-based architectures are highly ef-
fective for single-action soccer video recognition and show strong poten-
tial for applications in sports analytics, automated broadcasting, and
intelligent sports media systems.

1 Introduction

The rapid growth of digital sports media, including live broadcasts, recorded
matches, highlights, and social platforms, has increased the need for automated
systems that can accurately analyze sports video. In soccer, fine-grained action
recognition focuses on distinguishing visually similar but semantically distinct
events such as pass types, set pieces, fouls, and substitutions. This task is chal-
lenging due to complex spatiotemporal dynamics, camera motion, and high vi-
sual similarity between action categories [1, 2]. Traditional handcrafted-feature
methods and CNN-based approaches have shown promise but often struggle to
capture long-range temporal dependencies present in broadcast videos [3, 4].

To address these limitations, this study employs TimeSformer, a
transformer-based video recognition model that uses self-attention to jointly
model spatial and temporal information across video clips [5]. We evalu-
ate whether transformer-based architectures improve fine-grained soccer ac-
tion recognition on the SoccerAct10 dataset compared with prior CNN- and
recurrent-based baselines [1, 5, 6]. Using SoccerAct10 (10 actions: corner,
foul, free kick, goal kick, long pass, on target, penalty, short pass, substitution,
and throw-in), we fine-tune the model and report Top-1 accuracy, confusion
matrices, precision, recall, and Fl-score [1, 7, 2].

Automated soccer action recognition has practical value for coaching and
tactical analysis, real-time highlight generation, and structured performance
analytics [8, 2|. Prior work shows that reliable action recognition supports
downstream tasks such as event detection and summarization [9]. Recent ad-
vances in transformer-based video models further motivate this work, as at-
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tention mechanisms enable modeling of longer temporal context [10, 5]. Given
TimeSformer’s strong benchmark performance using divided space—time atten-
tion [5], this study investigates its effectiveness and limitations for fine-grained
soccer action recognition on SoccerAct10 [7, 6].

2 Literature Review

Early sports video analysis relied on handcrafted visual and motion descrip-
tors such as Histogram of Oriented Gradients (HOG), Scale-Invariant Feature
Transform (SIFT), optical flow, and edge-based features, combined with tra-
ditional machine learning models including Support Vector Machines (SVMs),
Hidden Markov Models (HMMs), and autoassociative neural networks [11, 12].
While effective in controlled settings, these approaches struggled with real-
world broadcast sports videos due to camera motion, illumination changes,
replay overlays, and limited spatiotemporal representation, particularly in soc-
cer where actions often appear visually similar.

The adoption of deep learning, especially Convolutional Neural Networks
(CNNs), significantly advanced video understanding by enabling automatic
feature extraction [13, 14, 15]. However, frame-based CNN pipelines ignored
temporal dependencies, motivating 3D Convolutional Neural Networks (3D
CNNs) such as C3D and I3D, which jointly model spatial and short-term tem-
poral information [3, 16]. Large-scale datasets like Sports-1M highlighted the
importance of pretraining for transfer learning in sports video analysis [17].
Despite their success, 3D CNNs are computationally expensive and limited by
fixed temporal receptive fields.

To better capture temporal structure, recurrent neural networks (RNNs),
including LSTM and GRU, were integrated with CNN feature extractors in
hybrid architectures such as LRCN and ConvLSTM [4, 18]. In soccer-specific
studies, Sen and Deb applied CNN-GRU models with transfer learning on Soc-
cerAct10, achieving strong performance for fine-grained actions [1, 19]. Bench-
mark datasets such as SoccerNet and SoccerNet-v2 further enabled research
on action spotting and event detection in realistic broadcast settings 2, 20].
Additional work explored shot and scene classification to support soccer video
summarization [21, 22].

Recent research has shifted toward end-to-end systems for soccer video
understanding and highlight generation [8]. Other approaches combined 3D
CNNs with bidirectional recurrent networks for special action recognition in
football [19]. Surveys on deep learning for video classification emphasize the
move toward deep spatiotemporal modeling while noting limitations in captur-
ing long-range dependencies [7].

Transformer-based architectures have emerged as a powerful alternative due
to their ability to model global temporal dependencies through self-attention.
Vision Transformers (ViT) demonstrated competitive performance without
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convolutional operations [10], and this paradigm was extended to video through
TimeSformer, which achieved state-of-the-art results on benchmarks such as
Kinetics-400 and Something-Something v2 [5, 6]. Despite these advances,
transformer-based models remain underexplored for fine-grained soccer action
recognition, motivating this study’s investigation of TimeSformer on the Soc-
cerAct10 dataset.

3 Methodology

This study presents a transformer-based deep learning framework for fine-
grained soccer action recognition using a pre-trained TimeSformer model [5].
TimeSformer employs self-attention mechanisms to jointly model spatial and
temporal information in video sequences, enabling effective representation of
complex motion patterns commonly observed in broadcast soccer videos. Un-
like convolutional or recurrent architectures that rely on local receptive fields or
sequential processing, TimeSformer captures global relationships across frames
through attention, making it well suited for modeling long-range temporal de-
pendencies [5, 6]. The overall pipeline consists of dataset preparation, video
preprocessing, model configuration, supervised training, and quantitative eval-
uation, as illustrated in Figure 1.

3.1 Dataset and Preprocessing

Experiments are conducted using the SoccerAct10 dataset, which contains ap-
proximately 3,600 annotated video clips spanning ten fine-grained soccer action
categories [1, 2|. Each clip contains a single dominant action and is manually
annotated to ensure accurate labeling. Videos are collected from professional
soccer broadcasts and include diverse camera viewpoints, lighting conditions,
and game contexts. The dataset is divided into training, validation, and test
sets using a 70%:15%:15% split. For compatibility with the TimeSformer input
format, eight frames per clip are uniformly sampled and resized to 224 x 224
pixels. Frames are converted to RGB format and normalized using ImageNet
mean and standard deviation values consistent with the model’s pre-training
configuration [13]. Clips with fewer than eight frames are padded, resulting in
input tensors of shape (T, 3,224, 224). Pixel normalization is defined as:

Normalized Pixel = Pixel Value — p

> (1)
3.2 Model Architecture and Training

TimeSformer is a transformer-based video classification architecture that re-
places convolutional and recurrent operations with divided space—time self-
attention [5]. Each input frame is partitioned into non-overlapping 16 x 16
patches and projected into a 768-dimensional embedding space. Learnable spa-
tial and temporal positional embeddings are added to preserve patch location

and frame order information. The resulting spatiotemporal tokens are pro-
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Figure 1: Methodology and Training Strategy of the Proposed TimeSformer-Based
Soccer Action Recognition System

cessed by stacked transformer encoder layers, where spatial attention models
intra-frame relationships and temporal attention captures dependencies across
frames [5, 6]. Self-attention within each transformer layer is computed as:

Attention(Q, K, V') = softmax (%) 14 (2)

This formulation enables global interaction among spatiotemporal tokens, al-
lowing the model to learn long-range motion patterns and contextual relation-
ships critical for fine-grained action recognition. The architecture is initialized
using weights pre-trained on the Kinetics-400 dataset [16, 10]. All experiments
were implemented using the PyTorch framework and the HuggingFace Trans-
formers library. The TimeSformer-Base-K400 model pretrained on Kinetics-
400 was fine-tuned on the SoccerAct10 dataset. Training was performed in a
supervised manner using the cross-entropy loss function:

C
L=- Zyc log(@(') (3)

where C' = 10 denotes the number of action classes. Optimization was carried
out using the AdamW optimizer with a learning rate of 2 x 10~° and weight
decay of 0.01. Training progress was monitored using validation accuracy and
F1-score to detect potential overfitting. The model was trained for 10 epochs
using a batch size of 4 with gradient clipping and a linear warm-up followed by
a linear decay learning rate schedule. Automatic mixed precision (AMP) was
used when GPU support was available to improve training efficiency. Model
performance was evaluated using accuracy, precision, recall, and F1-score, and
the checkpoint achieving the highest validation F1-score was selected for final
evaluation.
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Table 1: Overall Performance Metrics of the TimeSformer Model
Metric Score (%)

Accuracy 91.13
Precision 91.22
Recall 90.85
F1-Score  90.81

Table 2: Class-wise Precision, Recall, and F1-score for Soccer Action Recognition

Event Class  Precision (%) Recall (%) F1-Score (%)

Corner 86.89 91.38 89.08
Foul 86.11 73.81 79.49
Freekick 94.64 85.48 89.83
Goalkick 96.55 98.25 97.39
Longpass 76.27 93.75 84.11
Ontarget 95.31 92.42 93.85
Penalty 94.00 100.00 96.91
Shortpass 97.73 86.00 91.49
Substitution 96.15 94.34 95.24
Throw-in 88.52 93.10 90.76

4 Results and Analysis

4.1 Performance Evaluation

The proposed TimeSformer-based model achieves strong performance on the
validation split of the SoccerAct10 dataset, obtaining an accuracy of 91.13%,
precision of 91.22%, recall of 90.85%, and an F1-score of 90.81%. These results
demonstrate effective recognition of fine-grained soccer actions in broadcast
video. The overall performance metrics are summarized in Table 1. It is im-
portant to note that these results are based on a single training run. Since
deep learning training can involve stochastic variation, future work will re-
port results across multiple runs with mean and standard deviation to provide
stronger statistical confidence.

4.2 Class-wise Performance Analysis

Class-wise evaluation shows high accuracy for structured and visually distinc-
tive actions. Goal kicks achieve an F1-score of 97.39%, while penalty kicks reach
100% recall and 94.00% precision (F1-score: 96.91%). Substitution events also
perform well with an Fl-score of 95.24%, likely due to consistent broadcast
cues. Performance decreases for visually similar or context-dependent actions.
Long passes achieve an Fl-score of 84.11%, while fouls record the lowest F1-
score of 79.49%. Detailed class-wise metrics are presented in Table 2.
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Table 3: Comparison with Existing Video Action Recognition Approaches

Study / Model Details

ConvLSTM & LRCN (Rahaman) [23] Architecture: ConvLSTM and LRCN;
Dataset: SoccerAct10; Performance:
70-71% accuracy

Transfer Learning + GRU (Sen & Deb) [1] Architecture: CNN + GRU; Dataset:
SoccerAct10 (earlier version); Performance:
~85-88% accuracy

Football Special Action Recognition (Liu et al.) [19] Architecture: Deep learning—based;
Dataset: Football broadcast videos;
Performance: High accuracy
(study-specific)

SoccerNet / SoccerNet-v2 Benchmarks [2, 20] Architecture: Benchmark + baselines;
Dataset: SoccerNet / SoccerNet-v2;
Performance: mAP-based event detection

C3D (3D CNN) [3] Architecture: 3D CNN; Dataset:
Large-scale action datasets; Performance:
Strong short-term performance

13D (Inflated 3D CNN) [16] Architecture: 3D CNN; Dataset: Kinetics;
Performance: High Top-1 accuracy
TimeSformer (5] Architecture: Transformer; Dataset:

Large-scale benchmarks; Performance:
State-of-the-art

Proposed TimeSformer (this study) Architecture: Transformer; Dataset:
SoccerAct10 (~3,600 clips); Performance:
91.13% Top-1 accuracy

4.3 Comparative Analysis with Existing Methods

Table 3 compares the proposed TimeSformer model with representative CNN-
, RNN-, and transformer-based approaches used in soccer and general video
action recognition tasks. The comparison provides a high-level overview of
modeling strategies and typical performance ranges rather than a strictly con-
trolled benchmark. The methods in Table 3 were not re-implemented under
identical conditions, and differences in datasets, preprocessing, training config-
urations, and evaluation protocols may affect performance. For example, Sen
and Deb [1] evaluated an earlier, smaller version of SoccerAct10, whereas this
study uses an expanded dataset of approximately 3,600 clips. Consequently,
the improvement to 91.13% accuracy cannot be attributed solely to the trans-
former architecture. A controlled re-implementation of baseline models under
identical conditions remains an important direction for future work.

Overall, the comparison highlights the advantage of transformer-based
models in capturing long-range temporal dependencies through global self-
attention. However, fine-grained and context-dependent soccer actions remain
challenging across different architectures.

4.4 Training Behavior and Error Analysis

The model shows stable convergence during training over ten epochs. Training
loss decreases from approximately 1.68 to near zero, while training accuracy
reaches 100% in later epochs. Validation accuracy gradually improves and
converges at 91.13%, with the validation Fl-score increasing from 66.56% to
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Figure 2: Confusion Matrix of Soccer Action Classification Results

90.81%, suggesting stable generalization without severe overfitting.

Class-level behavior is further illustrated in the confusion matrix shown in
Figure 2. Free kicks and corner kicks are occasionally confused due to similar
field locations and initial ball placement. Fouls and long passes also show
confusion because of overlapping motion patterns and limited contextual cues
in RGB video. Short passes are sometimes misclassified as long passes due to
camera angle variation and ambiguous distance cues. These results highlight
the challenges of fine-grained soccer action recognition.

5 Discussion and Conclusion

This study evaluated a transformer-based architecture for fine-grained soccer
action recognition using the SoccerAct10 dataset. The proposed TimeSformer-
based model achieved a Top-1 classification accuracy of 91.13%, demonstrat-
ing strong performance compared to conventional convolutional and recurrent
approaches previously applied to soccer action recognition. These results high-
light the effectiveness of representing video data as spatiotemporal patches and
leveraging self-attention to capture long-range temporal dependencies that are
difficult for CNN- and RNN-based models to model effectively [5, 6].

The observed performance trends align with prior research emphasizing that
reliable action recognition is essential for downstream applications such as event
detection, highlight generation, and video summarization in broadcast soccer
videos [9]. The model performs particularly well on structured and visually
distinctive actions, including goal kicks, penalties, and substitutions, which
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exhibit stable spatial layouts and predictable temporal patterns.

In contrast, visually overlapping and context-dependent actions such as
fouls and the distinction between short and long passes remain challenging.
These limitations stem from subtle motion differences, camera viewpoint vari-
ation, and the lack of contextual cues beyond RGB video input. As indicated
by the comparative analysis, transformer-based architectures provide superior
temporal modeling capabilities, but architectural advances alone may not fully
resolve ambiguities inherent in fine-grained soccer actions.

Future work may address these challenges by integrating additional modal-
ities such as optical flow, player pose estimation, audio signals, or explicit
field-position information to enrich contextual understanding. Exploring longer
temporal windows and domain-specific data augmentation strategies may fur-
ther improve robustness and generalization. Despite current limitations, this
study demonstrates the strong potential of transformer-based architectures for
soccer video understanding and supports their applicability in sports analytics,
automated broadcasting, and intelligent sports media systems.
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Abstract

The integration of Internet of Things (IoT) technologies into comput-
ing education presents both opportunities and challenges, particularly in
departments with diverse academic programs. This case study describes
the development of a hardware-centric IoT course designed to serve stu-
dents from computer science, cybersecurity, information systems, and
information technology disciplines. The paper details the course’s moti-
vation, the adaptation of existing infrastructure, and the evaluation of
hardware development kits (HDKs) based on cost, RTOS support, secu-
rity, connectivity, and ecosystem compatibility. A detailed comparison
of the candidate platforms is presented, leading to the selection of the
ESP32-C6 for its affordability, real-time capabilities, built-in security,
and support for Wi-Fi and IEEE 802.15.4. The paper also outlines lab-
oratory exercises that reinforce core IoT concepts and offers a model for
institutions aiming to implement similar cross-disciplinary IoT curricula.

1 Introduction

The interdisciplinary nature of the Internet of Things (IoT) makes it a valu-
able addition to any computing curriculum. All fields of computing can benefit
from a study of one or more areas utilized by IoT including embedded pro-
gramming, distributed computing, user experience, data management, cloud

*Copyright (©)2026 by the Consortium for Computing Sciences in Colleges. Permission to
copy without fee all or part of this material is granted provided that the copies are not made
or distributed for direct commercial advantage, the CCSC copyright notice and the title of
the publication and its date appear, and notice is given that copying is by permission of the
Consortium for Computing Sciences in Colleges. To copy otherwise, or to republish, requires
a fee and/or specific permission.
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services, product lifecycle management, attack surface awareness, and secure
programming. In computing departments with diverse disciplines, however,
care must be taken to design the course to address the needs of each curricu-
lum.

Some institutions incorporate IoT concepts across multiple courses. For
example, basic theory, applications, and tools may be introduced in a com-
puter organization course, embedded system programming concepts may be
covered in a programming course, and connectivity issues specific to IoT may
be presented in a networking course[l]. Some institutions may provide a one-
or two-semester sequence in IoT. Depending on the program of study, an IoT
course may be generalized in its approach covering IoT architecture, program-
ming, security, and networking, while other offerings may be specialized to an
application such as industrial, healthcare, or agriculture[2].

Regardless of delivery method, most IoT content centers around physical
hardware that interfaces with the real world and cloud-based services, sug-
gesting that IoT content delivery relies on training the students in real-world
product development to better prepare them for their careers. Burd et al. iden-
tifies hardware as a defining feature of IoT courses both for the collection of
data and the control of an environment|2]. To understand the capabilities and
limitations of digitally interacting with an environment, of utilizing networks
for distributed devices, and of handling the security limitations of processors
with limited capability, students should work with real hardware.

With respect to the hardware component of IoT, there is a wide range of
options available to the students. Many microcontroller manufacturers have in-
creased the connectivity and capabilities of their products over the past decade
to keep up with the growing demands of the topic. This case study describes
the selection process for an appropriate platform for a lab-based IoT course
serving four disparate curricula.

2 Course Design and Adaptation

The Department of Computing at East Tennessee State University (ETSU) is in
the unusual position to have four programs in one department: Computer Sci-
ence (CS), Cybersecurity (CSEC), Information Systems (IS), and Information
Technology (IT). This makes the design of an upper-division, cross-discipline
course in IoT challenging. While all four programs are rigorous, the differences
in course sequences across each are significant. Lengthy prerequisite sequences
for curriculum-specific upper-division courses create problems for students who
wish to take the IoT course as an elective.

The Department’s IoT course was originally developed to support the CSEC
curriculum with the intent to expose the students to vulnerabilities specific to
IoT such as physical security weaknesses, system management issues, and in-
creased attack surfaces[3]. By opening course enrollment to the other three
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concentrations, considerations had to be made to account for the differences in
student background. All four concentrations rely on a computing core consist-
ing of 36 credit hours across twelve courses including[4]:

e Computer Science I and II
Discrete Math
Database Fundamentals
Computer Organization
Networking Fundamentals
Information Security and Assurance
Software Engineering I and II

Each program of study also includes courses in software and system devel-
opment unique to each program. Students in the CS and CSEC programs of
study are required to take a course in data structures. A course in enterprise
programming is required for the IS program of study. The IT students take
a course sequence covering the integration of web technologies[5]. This varied
student background poses challenges for content selection and coverage in the
IoT course.

As a starting point, a list of topics critical to this IoT course was developed
by including the core topics strongly suggested by Burd et al. This initial list
is presented below:

e IoT fundamentals (hardware)

e Computer networks (cloud/device connectivity)

e Embedded system fundamentals
e Web stacks
®
L)

Security technology and implementation
Circuits and electronics
Topics suggested in the Burd et al. paper absent from the above list were
not included due to their coverage in other courses such as a course in infor-
mation and security assurance required by all four programs and a course in
human-computer interaction required in the IT program and available as an
elective course in the other programs.

3 Laboratory Assignment Progression
The laboratory sequence in this course was structured to incrementally intro-
duce students to the full software-hardware stack required for modern embed-
ded and IoT systems. Early laboratories focus on establishing a development
workflow, including the installation and configuration of a modern integrated
development environment and command-line toolchain, followed by founda-
tional skills in error handling and runtime debugging. These initial exercises
emphasize the need for a hardware platform with strong tooling support, robust
debugging capabilities, and a stable software development framework.
Subsequent laboratories introduce real-time concepts through the use of
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an embedded real-time operating system (RTOS) and interrupt service rou-
tines. Students apply these concepts to basic digital I/O and peripheral in-
teraction, reinforcing concurrency, timing, and responsiveness—core require-
ments for any IoT-capable hardware platform. Peripheral interfacing is then
expanded through hands-on work with serial communication protocols such as
12C. These activities require reliable peripheral drivers, flexible pin multiplex-
ing, and sufficient memory resources.

Mid-sequence laboratories explore non-volatile storage and onboard file sys-
tems, highlighting the importance of persistent configuration data and local
data storage in embedded IoT devices. This progression also provides an ex-
amination of hardware support for over-the-air (OTA) updates, secure boot,
and flash encryption.

The latter portion of the course shifts toward networking and connectiv-
ity, beginning with the creation of a software-based wireless access point and
evolving into more robust networked applications. Students design systems
that collect credentials, transition between network roles, and expose HTTP
services, emphasizing the need for reliable wireless networking, multitasking
support, and protocol stack maturity. These networking concepts are further
extended through the introduction of Bluetooth Low Energy (BLE), where
students explore both advertising (peripheral) and scanning (central) roles,
requiring hardware that supports concurrent wireless stacks and event-driven
execution models.

The final laboratories integrate messaging and cloud connectivity by in-
troducing the MQTT protocol and secure communication with a commercial
IoT cloud platform. These culminating exercises require hardware support for
secure networking, cryptographic services, and scalable application structure,
while reinforcing the importance of end-to-end system integration.

Overall, this progression of laboratories places clear and sustained demands
on the selected hardware platform: native RTOS support, comprehensive pe-
ripheral interfaces, mature wireless networking (Wi-Fi and BLE), non-volatile
storage capabilities, strong development tooling, and security features suitable
for cloud-connected systems. The alignment between laboratory objectives
and platform capabilities was a primary consideration in the hardware selec-
tion process for the course.

4 Adapting Existing Resources

Like many institutions, the Department of Computing at ETSU has several
computing laboratories set up for general-purpose software development. Some
of the resources required for embedded system and IoT development could
be adapted from these general-purpose setups. For example, the lab ma-
chine image contained an installation of Microsoft’s Visual Studio Code. This
lightweight code editor contains a powerful set of features, that when com-
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bined with the vast library of extensions, allows students to effectively develop
applications for IoT.

Another issue to consider was connectivity. For some activities such as
configuration and testing, the students could create an ad hoc network between
their IoT devices and a smartphone. To access cloud resources, however, a more
robust connection was required.

Wi-Fi and Ethernet access is tightly controlled by the University’s IT di-
vision to guarantee security across the campus’ extensive computing infras-
tructure. During the development of this course, there was no support for
authentication of IoT hardware with the existing campus network. Initially,
this challenge was overcome using a separate Wi-Fi access point configured
to use a channel that did not conflict with the University’s infrastructure. A
Raspberry Pi connected to this network acted as a server to which the students
could connect, but this proved to be inadequate for many reasons including the
inability to connect devices to commercial cloud services.

Fortunately, the I'T division supported the development of this course. They
created an identity pre-shared key (iPSK) network for devices not capable of
WPA 3 Enterprise security, thus providing increased security. This, however,
added the administrative task of gathering the media access control (MAC)
addresses for all development hardware used in the lab. Once a device was
registered, however, it had full access to all required cloud resources.

5 Options for Hardware Development

To address the course’s hardware-oriented topics, additional development tools
and equipment were deemed necessary. Specifically, students needed access to
hardware development platforms and the associated development environment.
Thirty years ago, engineers and programmers had to build their development
platforms from components. Since then, there has been a proliferation of op-
tions for use in device development including single-board computers (SBCs),
hardware development kits (HDKs), and educational platforms.

SBCs like the Raspberry Pi are fully functional computing platforms with
a microprocessor, memory, and I/O interfaces integrated into a single board.
The first iteration of the course utilized the Raspberry Pi 3. Students installed
the Raspberry Pi OS (formerly Raspbian) and used Node.js to develop IoT
projects. Node.js, with the support of Node Package Manager, provided the
resources needed to achieve extensive IoT functionality.

Several issues with the platform, however, did not align with IoT develop-
ment in industry. Storage, for example, is on a removeable microSD card and
is more closely aligned with a desktop file system rather than the non-volatile,
flat memory model of embedded systems. This feature prevented real-time op-
eration, made the system vulnerable to malicious actors, and did not support
low-power operation. Additionally, the platform did not have built-in hardware
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support for encryption, low-power modes, and OTA updates. SBCs also tend
to be more expensive than other hardware development options.

At the other end of the spectrum are educational platforms or kits such as
the SparkFun Inventor’s Kit. These kits typically come with prebuilt projects
suited more for the novice with little to no computing experience and offer little
to no access to the device’s lower-level operation. And like the SBCs, these
boards tend to be more expensive and usually provide little to no support for
hardware encryption, deep sleep, and OTA updates|[6].

A middle-ground solution is the hardware development kit (HDK). HDKs
are small microcontroller boards that include all support necessary to allow
engineers and software developers full access to the device’s capabilities for
prototype firmware development. Unlike educational kits, HDKs typically have
little or no built-in I/O peripherals beyond an LED and a push button.

The primary benefit of HDKs over SBCs is that the HDKs match the ar-
chitecture of an embedded system while the architecture of the SBC is that
of a general-purpose machine. HDKs are preferred over educational kits due
to lower cost and the low-level access given to the controller’s features. The
lower cost of the HDK allows students to purchase multiple boards to support
multiple projects, inter-device communication, and backups in case of hard-
ware failure. It is for these reasons that the decision was made for the spring
semester of 2022 to shift from the Raspberry Pi 3 to an HDK. The remainder
of this paper covers the process used to select the HDK on which to base the
course.

6 Selection Criteria

Selecting a suitable microcontroller for a new project can be daunting in both
industry and academia. In industry, designers often rank project requirements
and apply tools such as weighted rubrics to evaluate options. A similar process
applies when choosing a processor architecture for an IoT course, though the
weighting of criteria differs. For example, hardware cost may be secondary in
industry but becomes critical when students or departments must purchase de-
vices in large quantities. Conversely, while development ecosystem fit strongly
impacts time-to-market in industry, academia may prioritize exposing students
to a variety of ecosystems.

For this course, the development of a list of decision criteria began with the
topic list presented earlier in this paper. This list was then updated based on
topics found consistently in IoT courses across respected universities. Lastly,
faculty from all four programs in the Department were encouraged to add
criteria they felt were important to the course. The faculty then were asked to
sort the criteria in order of importance. The result of this process is presented
below as a list in order of importance beginning with the highest. One criterion,
Wi-Fi or IEEE 802.15.4 capabilities, was left off the list as it was considered
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nonnegotiable.
1. Peripheral interfacing (wired and wireless protocols)
Cost and availability for students purchasing hardware
Toolchain and ecosystem compatibility with other courses
Real-time operation
Hardware-based encryption and secure boot
Over-the-air (OTA) update capabilities
Cloud integration support
Power management
Data privacy
. Processor performance
The following section presents a list of HDKs considered for use in the
course.

7 HDKSs Considered

With the decision made to go with HDKs, a list of Wi-Fi or IEEE 802.15.4
capable candidate platforms was created using the top three requirements iden-
tified in the previous section: digital peripheral support such as 12C, SPI, and
BLE, low-cost to the student, and a well-supported development ecosystem.
Table 1 presents a condensed list of the platforms identified and some of their
basic characteristics. Many HDKs were evaluated that are not included in this
list. For example, several Espressif HDKs were candidates, but the ESP32-C6
was selected to represent the platform due to its processor architecture.

Table 1: Core SDK Capabilities Comparison

SO0 NS TN

—_

Platform Cost Flash / SRAM IDE Ecosystem

Arduino Nano $28 256 kB / 32 kB Arduino, VS Code,

33 IoT|7] PlatformIO

Arduino UNO $28 256 kB / 32 kB Arduino, VS Code,

R4 WiFi[8] PlatformIO

ESP32-C6|9] $10 16 MB / 512 kB Arduino, VS Code,
ESP-IDF, PlatformIO

nRF52840 $10 1 MB / 256 kB nRF Connect SDK,

Dongle[10] VS Code, Segger

NUCLEO- $36 1 MB / 256 kB STM32CubelDE, VS Code,

WB55RG[11] Keil, IAR, Arduino, Plat-
formIO

Raspberry Pi $12 4 MB / 520 kB Thonny, VS Code
Pico W[12]
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8 Platform Comparison

All selected HDKs support digital and analog I/0, but only the Arduino UNO
R4 WiFi, ESP32-C6, Nordic nRF52840, and NUCLEO boards provide built-
in user-programmable buttons and one or more LEDs. The nRF52840 MDK
USB Dongle and ESP32-C6 HDKSs are particularly capable in that they provide
RGB LEDs for more robust output. The built-in output of the UNO R4 WiFi
goes above and beyond with an LED matrix. Except for minor differences
such as the Arduino UNO R4 WiFi and the ESP32-C6 supporting capacitive
touch sensing and CAN bus and the Nordic nRF52840 providing NFC with
an additional antenna, all the HDKs support multiple board-level protocols
including 12C, SPI, 12S, and UART, sufficient to interface to intelligent sensors.

As discussed earlier, one of the course’s learning outcomes focuses on an
understanding of IoT security. All of the platforms except the Raspberry Pi
Pico W provide integrated hardware-based security such as flash encryption
and secure boot. Unfortunately, aside from a hardware-based PRNG, security
support for the Raspberry Pi Pico W is software-based. Three of the plat-
forms, ESP32-C6, nRF52840 Dongle, and NUCLEO-WBb55RG, provide excel-
lent built-in security support with features such as WPA3 in the ESP32-C6
and ARM TrustZone and crypto acceleration in the Nordic nRF52840 MDK
USB Dongle and the NUCLEO-WB55RG.

Although all of the platforms claim to support RTOS, only three of them
(Espressif ESP32-C6, Nordic nRF52840 MDK USB Dongle, and NUCLEO-
WB55RG) support full-featured RTOS operation. The Arduino platforms are
largely abstracted while the Raspberry Pi Pico W requires additional manual
setup/configuration to become operational.

While all of the platforms allow OTA updates, only three of them (Espres-
sif ESP32-C6, Nordic nRF52840 MDK USB Dongle, and NUCLEO-WB55RG)
integrate multiple firmware slots allowing a new firmware image to be down-
loaded to a secondary, inactive flash memory slot while the current application
is still running from the primary slot. The other platforms require software-
based OTA support to handle updates.

All but the Arduino UNO R4 WiFi HDK use 3.3 volt digital 1/O to support
low power operation, so a bi-directional logic level converter will most likely be
required. This is because many peripherals operate on 5 volts meaning that an
HDK operating on 3.3 volts would require a bi-directional logic level converter
to be incorporated into circuitry. These devices would add approximately 5t010
to the cost. As far as low power operation goes, there are slight differences in
built-in support with the Raspberry Pi Pico W having the most limited of the
evaluated boards.

All the evaluated HDKs have Microsoft Visual Studio Code extension sup-
port, but more weight was given to devices with compilers compliant to a

89



language standard such as C/C++. Although other open-source RTOSes are
gaining popularity, more weight was also given to devices that natively support
FreeRTOS.

While not part of the original decision criteria, each platform possessed
features making it more or less attractive. For example, the Arduino platforms
provide additional cloud support via Arduino IoT Cloud, yet they also utilized
a non-standard implementation of C/C++. The Espressif ESP32-C6 is based
on the open-source RISC-V architecture, an architecture used in some of the
other courses at this institution. The Nordic nRF52840 MDK USB Dongle
and NUCLEO-WB55RG platforms have full IEEE 802.15.4 support allowing
for Zigbee, Thread, and 6LoWPAN applications, yet they require expansion
boards/shields to support Wi-Fi. The Raspberry Pi Pico W had support for a
debug probe when connected to a Raspberry Pi 4/5.

Due to its low cost, robust C/C++ support through the VS Code ESP-IDF
extension, native FreeRTOS integration, wide range of low-power operating
modes, and strong hardware support for secure boot, flash encryption, and
OTA updates, the ESP32-C6 was selected as the HDK for this course. An
additional advantage of the ESP32-C6 is its open-source RISC-V architecture,
which is also employed in two other courses within the department, enabling
architectural continuity across the curriculum.

9 Derived Course Materials
The following is a summary of some of the labs developed and taught for
multiple semesters using the ESP32-C6 platform. Not included in the list
are some of the basic labs such as an introduction to the platform and error
handling in embedded system design.

e Task and interrupt handling in FreeRTOS
12C and SPI interfacing and protocols
Embedded system memory technology best practices
SW-based Wi-Fi AP and server implementation for device configuration
Secure BLE connections to embedded device
MQTT publish and subscribe operation
Creation of IoT device on a cloud service
Data collection and management on a cloud service

Each of the labs was performed during a two-hour lab period on general
purpose computers running Microsoft Visual Studio Code with the ESP-IDF
extension installed. When connectivity was required, the iPSK network was
utilized.

10 Conclusion

This case study demonstrates a workable model for selecting and implement-
ing hardware in a cross-disciplinary IoT course. For this course, the ESP32-C6
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HDK was selected as it provides students with a practical platform to explore
real-world embedded system and IoT design. The structured evaluation ap-
proach used ensured alignment with the course’s pedagogical and technical

goals.
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Abstract

Standards-based grading (SBG) emphasizes proficiency on clearly de-
fined learning goals through feedback and reassessment rather than point
accumulation. This study reports results from a survey of 90 students
in computing courses examining their perceptions of SBG as a learning-
focused and rigorous grading practice. Students responded positively to
reassessment opportunities, clear expectations, and actionable feedback,
and many reported that SBG supported persistence, reduced stress, and
encouraged mastery-oriented learning. Responses were more mixed on
grade interpretation, as some expressed discomfort with binary profi-
ciency grading and uncertainty about their standing in the course. These
findings suggest that SBG can promote positive learning experiences in
computing courses while highlighting the importance of transparency and
progress tracking for sustaining student buy-in.

1 Introduction

Standards-based grading (SBG) is an assessment philosophy that shifts the
focus from accumulating points to measuring student proficiency on clearly de-
fined learning goals [1, 2, 3]. In contrast to traditional methods that often ag-
gregate a “hodgepodge” of academic performance and behavioral factors, SBG

*Copyright (©)2026 by the Consortium for Computing Sciences in Colleges. Permission to
copy without fee all or part of this material is granted provided that the copies are not made
or distributed for direct commercial advantage, the CCSC copyright notice and the title of
the publication and its date appear, and notice is given that copying is by permission of the
Consortium for Computing Sciences in Colleges. To copy otherwise, or to republish, requires
a fee and/or specific permission.
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isolates and evaluates a student’s terminal mastery of specific content stan-
dards [3]. As outlined by Beatty [4] (citing Marzano, Dueck, and Brookhart),
this philosophy is anchored by three essential pillars: feedback should align
with clearly defined learning objectives to guide students toward what they
still need to master; students should have opportunities to address these gaps
through reassessment; and grades ought to reflect mastery of content rather
than non-cognitive factors.

The theoretical foundation of mastery-oriented learning is rooted in Bloom’s
Mastery Learning and Keller’s Personalized System of Instruction, both of
which emphasize that learning outcomes are maximized when students receive
formative feedback, sufficient time, and repeated opportunities for demonstra-
tion of competence. Recent implementations in higher education have extended
this philosophy through a variety of models—SBG, mastery-based testing, and
specifications grading—each emphasizing clarity, feedback, and opportunities
for growth rather than cumulative point collection [3, 5, 6].

2 Related Work

Mastery-based systems are often justified both as fairer representations of
achievement and as instructional designs that shape how students learn
throughout the semester. By making proficiency the target and allowing re-
peat attempts, these systems can shift assessment from a one-time judgment to
an ongoing feedback process that shapes effort and persistence. Accordingly,
higher education research often examines three interconnected outcomes: stu-
dent learning, motivation, and stress.

2.1 Impacts on Student Learning, Motivation, and Stress

Learning: Prior work links mastery-oriented assessment to stronger con-
ceptual learning and course performance. Campbell et al. [3] described mas-
tery grading systems in which eventual mastery, rather than first-attempt per-
formance, determines the final grade, allowing learning to unfold iteratively
throughout the semester. In controlled comparisons, mastery-based testing has
predicted final exam performance more accurately than point-based quizzes [5].

Motivation: SBG and related systems may also enhance motivation by
aligning with the principles of self-determination theory: competence, auton-
omy, and relatedness [7]. Students in mastery-graded courses report higher
intrinsic goal orientation and self-efficacy than peers in traditional sections [8].
Tripp et al. [7] found that in-class reassessment opportunities increased stu-
dents’ sense of control over outcomes, turning exams into opportunities for
deliberate practice rather than threats to self-esteem.

Stress and Anxiety: Another recurring finding is reduced test anxiety.
Students often describe mastery-based courses as less punitive because grades
depend on demonstrated proficiency rather than the grade depending on if
they made mistakes early in the course. Harsy [6] found that students in a
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mastery-based calculus sequence reported lower pre-exam stress and greater
perceived fairness than those in a traditionally graded cohort. Lewis et al. [9]
similarly documented decreases in self-reported grade anxiety when multiple
reassessment opportunities were integrated into mathematics courses.

2.2 Implementation and Challenges

Despite their benefits, SBG systems require substantial preparation and refine-
ment. Instructors must articulate measurable learning objectives, construct
multi-version assessments, and develop tracking systems for reassessment data
[10, 2]. Faculty reports highlight two persistent challenges: initial workload
and student acclimation. Instructors often describe significant time costs dur-
ing the first implementation cycle [11], while students unfamiliar with SBG
may initially perceive binary “proficient/not-yet” scoring as unforgiving [12].
However, perceptions often improve after the first reassessment cycle, as stu-
dents recognize that mastery grading allows multiple pathways to success and
values persistence over perfection [13]. Best practices recommend limiting the
number of standards, using concise proficiency scales, and mapping graded
tasks directly to learning outcomes [10].

2.3 Focus on Computer Science and Technical Courses

In computing and other technical disciplines, mastery learning aligns well with
iterative skill development and debugging practices [14]. Mastery-oriented
structures can ease the early learning curve of syntax and abstraction, while
modified specifications grading lets students revise code until it meets speci-
fied criteria [15]. A longitudinal study at the University of Otago found that
students who completed a mastery-based Python course performed better in
the subsequent Java course, with the largest gains among lower-performing
students [16]. However, mastery learning’s flexibility can also encourage pro-
crastination. Ott et al. [17] observed that students in self-paced mastery models
often delayed reassessment until late in the semester, creating grading bottle-
necks and uneven engagement. Structured scheduling, such as retake limits or
token systems, has been proposed as a remedy [11].

Recent computing education reviews also help clarify what “standards” of-
ten look like in CS implementations. Cheng et al.’s [18] review found that intro-
ductory computing assessments most often rely on code-writing and multiple-
choice formats, balancing authentic programming competence with grading
feasibility at scale. This matters for SBG because the approach is most action-
able when standards are concrete, assessable, and repeatedly sampled across
the term.

2.4 Overview

Collectively, the literature suggests that SBG-like systems can promote more
accurate representations of learning, greater motivation, and reduced anxiety,
particularly in STEM and computing contexts. Their effectiveness depends
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heavily on implementation details such as clarity of objectives, pacing struc-
tures, and feedback mechanisms. While many studies document these benefits,
relatively few focus specifically on student perceptions of SBG in computing-
related courses. Our study contributes to this work by examining how students
in computing courses perceive SBG, including its effects on clarity, persistence,
stress, and academic rigor.

3 Findings of Study

For this study, we surveyed 90 students across multiple courses utilizing SBG
within the department to gauge students’ perceptions of the practice. These
courses included introductory programming and data science courses, Machine
Learning, Data Structures & Algorithms, Computer Architecture, and Com-
puter Security. Of the 90 students who participated, 68 (75.6%) declared a
technology-related major (computer science, cybersecurity, or data science).
Additionally, 58 (64.4%) indicated that they had taken a class before which
utilized standards-based grading.

Post-semester responses were summarized descriptively as the proportion
of students selecting each Likert option (Strongly Disagree through Strongly
Agree). Because the purpose of this study was to characterize student per-
ceptions rather than test a causal intervention effect, we report top-2 box pro-
portions (Agree + Strongly Agree) together with 95% confidence intervals to
summarize the strength and uncertainty of endorsement for each item without
imposing interval-scale assumptions on Likert responses. If the entire 95% CI
for the proportion is above 50%, we interpret that item as showing clear major-
ity agreement within the sampled population (see Fig. 1). While the questions
were not grouped in the survey, Table 1 organizes them by analytic purpose.
To contextualize these descriptive quantitative patterns, we integrate represen-
tative excerpts from the free-response questions throughout the analysis.

3.1 Pertaining to Feedback and Clear Goals

Feedback and clear goals were consistently endorsed by surveyed students. A
majority agreed that I think having clear expectations for each standard helped
reduce my uncertainty about how to succeed (Q3) and that Being assessed on
specific learning goals helped me understand what I need to work on (Q6).
Students’ qualitative comments aligned closely with these perceptions of trans-
parency and actionable guidance, with one student saying that it was beneficial
to know, “...where I had to be or work up to”. Several students also empha-
sized that standards created diagnostic insight into their learning, noting that
the reassessments “allowed me to get a real-time understanding about where I
struggle” and that “knowing which part of the standard I got wrong and why
helped because it made sure I actually knew what was being asked.”
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Post-Survey Likert Response Distributions (Centered at Neutral)
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Table 1: Post-survey item endorsement (top-2 box proportions with 95% CI)

Item Statement Agree/SA % [95% CI]

Feedback / Clear Goals

Q3* I think having clear expectations for each standard 81 [72, 89]
helped reduce my uncertainty about how to succeed

Q5* I paid about the same attention to feedback as I 7 [67, 85]
usually do in graded classes

Q6* Being assessed on specific learning goals helped me 85 [76, 92]
understand what I need to work on

Stress and Anxiety

Q1* The ability to revise or reattempt assignments re- 83 [74, 90]
duced my academic stress

Q8 I felt less anxious about grades in this course com- 39 [29, 50]
pared to others

Q11* Knowing that I didn’t have to be perfect on the first 76 |65, 84]
try helped reduce my anxiety about assessments

Motivation / Growth Mindset

Q9 A standards-based system helped me focus better 51 [40, 62]
on learning

Q13* My ability in this subject can improve through ef- 91 [83, 96]
fort

Q14 SBG increased my intrinsic motivation to learn and 46 [35, 56]
understand course material

Q16* The grading system helped me focus on learning 68 [57, 77)
rather than just earning points

Persistence

Q4* I believe SBG motivated me to improve even after 69 [58, 78]
getting things wrong

Q7* Having the opportunity to be reassessed encour- 91 [83, 96]
aged me to keep trying, even after setbacks

Academic integrity / Al

Q15 Knowing I could resubmit work made me less hes- 57 [46, 67]
itant to experiment with Al tools

Q17* I believe standards assessment supports academic 74 [63, 83]
honesty

Q18* Allowance for resubmitting my work reduced my 65 [54, 75|
interest in using Al

Grade Meaning

Q2 I feel comfortable not receiving traditional letter 48 [37, 59]
grades on individual assignments

Q10 My final grade reflected what I actually understood 44 [34, 55]
because of the grading system

Q12 I felt less pressure to compete with classmates when 50 [39, 61]

grading was based on individual standards

Notes: Agree/SA % is the top-2 box proportion (Agree + Strongly Agree). 95% Cls are
exact binomial intervals. An asterisk (*) indicates the CI is entirely above 50%, consistent

with majority agreement. Item-level n was approximately 90.
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3.2 Pertaining to Persistence

Items reflecting persistence after making mistakes showed some of the strongest
endorsements. Students connected with the statements that I believe SBG
motivated me to improve even after getting things wrong (Q4) and, even more
strongly, that Having the opportunity to be reassessed encouraged me to keep
trying, even after setbacks (Q7). This suggests that reassessment was perceived
as a meaningful support for continued effort after unsuccessful initial attempts.
Open-ended responses reinforced this interpretation, with students saying that
“it made me motivated to improve because the failure was not permanent”
and “it would make me more motivated to try even if I'm wrong and to keep
trying till m right”. Others explicitly connected reassessment to mastery-
oriented engagement with course content, saying “retaking standards will help
my overall learning experience because I can take the time to realize what I’'m
doing wrong and what to work on” and “it encouraged me to learn the material
instead of cram information”.

3.3 Pertaining to Motivation and Growth Mindset

Motivation and learning orientation were generally positive, but not uniform
across items. Students overwhelmingly endorsed the growth-mindset statement
My ability in this subject can improve through effort (Q13), and a majority also
agreed that The grading system helped me focus on learning rather than just
earning points (Q16). Students mentioned an emphasis on improvement and
learning, saying “it made me look at the work as improvement instead of just
a grade” and “this will help improve a growth mindset by encouraging stu-
dents to keep trying even after failing the first time”. Students also described
their increased willingness to engage with the material because “getting to re-
submit would make me more eager to take the feedback and try and learn...”.
As seen in other literature, some students occasionally reported less motiva-
tion knowing they had a second chance, stating that ‘reassessment increased
motivation. .. but it sometimes made me procrastinate”. Responses were di-
vided for A standards-based system helped me focus better on learning (Q9)
and for SBG increased my intrinsic motivation to learn and understand course
material (Q14). Qualitative comments suggest that, for some students, the
motivational benefits were tempered by the fatigue of reassessments, saying “it
was good initially, but at some point after around 5 or so retakes it gets tiring”.
3.4 Pertaining to Stress and Anxiety

Questions relating to stress and anxiety were more nuanced, showing a sep-
aration of assessment-related stress from broader grade anxiety. Most of the
students agreed that The ability to revise or reattempt assignments reduced my
academic stress (Q1) and that Knowing that I didn’t have to be perfect on the
first try helped reduce my anzxiety about assessments (Q11), consistent with the
idea that reassessment without penalty reduces the stakes of any single per-
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formance. Qualitative responses echoed this reduced-pressure framing, with a
student characterizing reassessment as a safety net by saying “it gives me the
ability to retry, so it removes perfectionism and a lot of stress”. In contrast,
the endorsement was weaker for I felt less anxious about grades in this course
compared to others (Q8), where responses were mixed and did not have a clear
majority in support. The combined findings suggest that reassessment oppor-
tunities may reduce stress tied to individual assignments, while grade anxiety
may persist for the overall course grade.

3.5 Pertaining to Academic Integrity and AI Usage

Students tended to agree that I believe standards assessment supports aca-
demic honesty (Q17) and that Allowance for resubmitting my work reduced my
interest in using AI (Q18), suggesting that students viewed the system as sup-
porting honest work and reducing the perceived need to use Al as a shortcut.
This theme surfaced in the free-response questions, with one student stating
that “it would motivate me to really try MY best instead of asking for help
from people or AI”. At the same time, Knowing I could resubmit work made
me less hesitant to experiment with Al tools (Q15) showed mixed endorsement.
This might suggest that AI use may be interpreted by the students in more
than one way; a tool for learning and exploration, and a tool to avoid learning.
3.6 Pertaining to Grade Meaning

Finally, grading-norm items were among the least strongly endorsed, and had
comparatively high neutral response rates. Students were mixed on My fi-
nal grade reflected what I actually understood because of the grading system
(Q10) and I feel comfortable not receiwving traditional letter grades on individ-
ual assignments (Q2), and I felt less pressure to compete with classmates when
grading was based on individual standards (Q12). The qualitative data gives
some insight into these mixed endorsements, with some students expressing
discomfort and frustration with the nontraditional grading structures and the
harshness of all-or-nothing scoring. They said “I did not like the concept of not
giving partial credit” and “needing to have a perfect score to pass or else 0.
Others thought that it better showed their learning progress by stating that
it is “...better since I feel like my grades are more accurate”. Overall, these
results suggest that while students clearly recognize the benefits related to
persistence and reduced assessment-level stress, more can be done to promote
student buy-in for the non-traditional grading approach.

4 Discussion

Across the courses in this study, students generally described SBG as making
expectations clearer, lowering the stakes of any single attempt, and encour-
aging persistence through reassessment. The strongest endorsement appeared
in items related to reassessment, feedback, and clear learning goals, while re-
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sponses were more mixed for grade interpretation, intrinsic motivation, and
overall course-grade anxiety. These patterns are consistent with prior work on
mastery-oriented assessment, where clear objectives and opportunities to im-
prove are associated with stronger learning orientation and lower assessment-
related stress.

At the same time, student comments suggest that the benefits of SBG de-
pend heavily on implementation. While many students viewed the system as
fairer and more growth-oriented, others expressed frustration with binary scor-
ing, uncertainty about their standing in the course, and reassessment backlog.
SBG must also be designed carefully so that standards and reassessments do
not overemphasize only the most easily measurable skills at the expense of more
nuanced understanding. In practice, effective SBG in technical courses appears
to require clear expectations, simple progress tracking, and pacing structures
that support continued engagement without overwhelming students.

These findings should be interpreted with several limitations in mind. This
study captures self-reported perceptions rather than direct measures of learn-
ing, comes from a single department at one institution, and does not support
causal claims about the effects of SBG relative to traditional grading. Even
so, the results suggest that SBG can support positive learning experiences in
computing courses when paired with transparent course design and clear com-
munication about progress and grading. Future work should examine how these
perceptions relate to learning outcomes and which implementation choices most
improve student buy-in.
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Abstract

We present a breadth-first, scaffolded K-12 computing model that
integrates block-based coding, Python, machine learning, physical com-
puting, and generative Al within a culturally relevant, constructivist
framework. A central innovation is the use of ChatGPT as a Socratic
partner: students are taught a structured prompt routine that elicits
questions, partial hints, and small checks of understanding, thereby sup-
porting just-in-time (JIT) learning and metacognition while avoiding
answer-giving. In a two-week camp with 32 students, we observed consis-
tent patterns across middle and high school cohorts: high engagement, a
manageable transition from blocks to text when anchored to a single task
(Rock—Paper—Scissors), and strong perceived value in Al constrained to
hints. No statistically significant differences emerged between cohorts;
both reported gains in confidence, strategy use, and computational think-
ing. We outline practical routines (e.g., anchoring across modalities, JIT
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copy without fee all or part of this material is granted provided that the copies are not made
or distributed for direct commercial advantage, the CCSC copyright notice and the title of
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Consortium for Computing Sciences in Colleges. To copy otherwise, or to republish, requires
a fee and/or specific permission.
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concept timing, lightweight reflection artifacts) and guardrails (e.g., ca-
pability framing for agency and equity). This approach is feasible for
classrooms seeking to integrate Python, introductory ML, and physical
computing without overwhelming novice learners.

1 Introduction

In computing education, introductory experiences often shape whether stu-
dents see themselves as capable and interested in continuing the computing
journey. For students in K-12, early exposure to computer science must go
beyond syntax and logic to also build identity, agency, and relevance. This pa-
per presents a two-week summer camp that leveraged a constructivist, cultur-
ally relevant, and JIT learning framework to cultivate foundational computing
skills, spark curiosity, and strengthen student motivation through a multimodal
curriculum integrating block-based coding, Python, machine learning, cyber-
security, and artificial intelligence.

This paper builds on our previous work [1] and contributes a replicable data-
informed framework for the education of computer science assisted by Artificial
Intelligence (AI). New contributions include: (i) ten research questions aligned
with evaluation metrics; (ii) a socratic prompt engineering framework for Gen-
erative AI; (iii) mixed-methods evaluation including statistical analysis and
thematic coding; (iv) a refined curricular scaffold progressing from block-based
coding to text-based Al-integrated projects.

2 Background and Related Work

K-12 computing research highlights the importance of active making, identity
-affirming tasks, and timely scaffolds. Constructivist and inquiry-based en-
vironments position learners as builders who iteratively test and revise ideas
[2, 3], while just-in-time (JIT) instruction provides brief, well-timed explana-
tions that sustain momentum and metacognition [4]. Microlearning research
similarly emphasizes the value of small, targeted interventions [5]. Culturally
relevant computing extends these principles by connecting computing concepts
to students’ lived experiences and community contexts, which supports moti-
vation and persistence [6, 7, §].

Our prior work applied these ideas in a week-long camp organized around
a single anchor problem revisited across multiple programming modalities [1].
Holding the problem constant while changing representational form helped
reduce cognitive load, supported JIT micro-scaffolds, and provided culturally
responsive entry points for diverse learners.

A central construct in this work is computational agency, students’ ability
to make independent, well-justified choices with computing tools [9, 10]. Re-
search highlights the challenges of transitioning from block-based to text-based
programming and suggests the need for scaffolded approaches[11]. In this work,
we bridge this shift by holding the underlying problem constant while increas-
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ing complexity. As described in section 3, our anchor task serves this bridging
function.

Generative Al introduces new opportunities and risks for novice agency.
Large language models (LLMs) can act as dialogic supports that surface as-
sumptions, prompt reflection, and provide timely checks when used with clear
roles and norms [12, 13]. To avoid answer-giving and dependence, we adopt the
capability approach [14], which frames AT as valuable when it broadens learn-
ers’ real options for planning, testing, and justifying solutions while keeping
control of reasoning with the student.

This iteration extends our prior work by (i) formalizing a Socratic
prompting routine that operationalizes the capability lens, (ii) refining the
single-anchor scaffold that bridges blocks — Python — ML — devices, and
(iii) reporting mixed-methods evidence from a new cohort.

3 Camp Design and Implementation

We used a culturally relevant, JIT, breadth-first sequence that moved from
authentic discussion and no-code sense-making to code-along and learner
report-outs each day (recap — discussion — no-code — code-along —
report-out). This contrasts with traditional depth-first instruction, which often
delays engagement with real-world applications until after foundational topics
are mastered. Instead of front-loading syntax and isolated skills, our model
prioritized early exposure to meaningful tasks, followed by layered revisits as
complexity grew.

This one-week camp scaffolded novices, in two separate cohorts (17 middle
school students and 15 high school students), from introductory coding to appli-
cations in data science, HCI, AI/ML, Physical Computing, and Cybersecurity.
Our instruction emphasized computational thinking (the process of problem
solving using decomposition, pattern recognition, abstraction, and algorithmic
design), culturally relevant tasks, student agency, and brief reflections. Facil-
itators included a faculty lead, a graduate assistant, both of whom had prior
training in culturally responsive and inclusive pedagogy, and an undergraduate
mentor.

3.1 Curricular Progression

We used a single anchor, Rock—Paper—Scissors (RPS), to bridge blocks to
Python, and then to ML input and Micro:Bits. Concepts were introduced
just in time and tied to the anchor to reduce split attention and reinforce
computational thinking as a problem-solving habit [15].

Students began in Blockly (Plane Seat Calculator, and Maze) to practice
sequence, loops, and conditionals; We then mapped those ideas explicitly to
Python syntax and structure to ease the block — text transition [11]. Short
try—check-revise cycles and **concept + context”~ searches (e.g., random for
computer movement) kept momentum while modeling metacognitive strategies.
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Table 1: Constructivist and Al-augmented learning progression
Topic Area Activity or Project Key Learning Concepts
Computational Blockly Plane Seat Cal- | Variables; Sequence, Loops, Condition-
Thinking (CT) culator & Maze als; Debugging
Algorithmic Rock—Paper—Scissors CT (decomposition, pattern recogni-
Thinking algorithms tion, algorithm design)
Core Project: | Build RPS with condi- | Variables/abstraction; Logical opera-

RPS (linear)

tionals

tors & Branching; Libraries; Debug-
ging

RPS Refactor +
AT Support

Modularize game; Use
ChatGPT for guidance

Abstraction; Function design; Prompt
Engineering

Machine Learn-
ing integration

Teachable Machine ges-
ture input for RPS

Classification; Model Integration;
User-input Redesign; Packages

Physical  com-
puting & Cyber-

Two-player RPS on Mi-
cro:Bit radios

Communication Protocols; Message
handling; Error Management

security

Students also completed a data-science activity (e.g., visualizing cohort
demographic data (MS), iPhone price prediction modeling HS) and wrote brief
daily reflections. For detailed learning outcomes and daily structure, including
discussion formats, code-along routines, and learner report-outs, see Section 3
of [1].

3.2 Ethical and Pedagogical Role of Generative Al

We treated generative Al as a partner in cognition, not an answer engine [14].
To keep students respousible for the work of thinking, our prompts: (i) invite
clarifying questions and partial hints (not full solutions), (ii) request small,
stepwise checks of understanding, and (iii) require brief reflection on errors,
alternatives, and next steps. This structure avoids deskilling and builds a
durable understanding that students can carry into new problems [14]. In
practice, the interaction stays lightweight: learners ask for the smallest useful
next step, implement it themselves, and then verify.

3.2.1 Prompt Engineering and Effective AI Interaction

Rather than relying on trial and error, we explicitly taught students how to
structure prompts that encourage the Al to function as a supportive learning
partner. The components of a good prompt include:

Instruction — clearly state what the AI should do;

Context — provide background about the task or problem;

Input data — describe what the user is working with or struggling with;
Output indicator — clarify the desired format or kind of response;
Constraints — add any limits or boundaries (e.g., “don’t give the full
answer”).

Example prompt used with RPS:
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“You are going to act as a Python tutor. I am working on a
Rock—Paper—Scissors game. Do not give me the full answer. In-
stead, ask me questions, give me hints, and help me think through
what I might be missing. Treat this like a conversation. Address
one issue at a time.”

Consistent with the capability framing, our prompt routines are designed
to keep control of reasoning with students. Prompts request questions, partial
hints, and brief explanations rather than direct solutions; short reflection notes
record what was tried, what changed, and why.

3.3 Culturally Relevant (CR) and Identity-Affirming Design
Consistent with culturally relevant computing, the curriculum centered on
learners’ cultural identities, community contexts, and lived experiences as legit-
imate sources of knowledge [6, 8, 7]. Rather than presenting concepts through
abstract exercises, core ideas were embedded in personally and socially mean-
ingful problem contexts.

The anchor task was intentionally open to culturally situated reinter-
pretation. Although the computational structure of Rock—Paper—Scissors re-
mained constant, students adapted the narrative to reflect familiar community
issues or interests. For example, one group reframed the Micro:Bit activity
as a gesture-based “dance battle,” using variable names and inputs inspired by
local music culture. This reinterpretation made debugging “more fun” and “less
stressful,” as noted in their reflection.

Instructional scaffolds also prompted students to articulate how their design
choices reflected personal values or experiences. Learners personalized projects
through variable naming, themes, and interface choices, and brief reflective
prompts asked them to justify these decisions.

Finally, ethical inquiry was integrated throughout the sequence. Activi-
ties such as the Moral Machine positioned Al development as a value-laden
process, encouraging students to reason about trade-offs affecting different so-
cial groups. This framing reinforced the broader message that computational
systems are shaped by human perspectives rather than neutral abstractions.

4 Evaluation

We used a mixed-methods design, Likert surveys, brief written reflections, and
final-project presentations to capture quantitative and qualitative evidence of
learning, engagement, and attitudes toward computing and Al.

4.1 Participants

A total of n = 32 students participated in the paid camp ( 17 middle school,
15 high school), spanning grades 7-12. The program was offered by the Center
for STEM Education as a summer enrichment activity.
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4.2 Data Collection Instruments
The four primary sources used for evaluation are discussed below:

1. Quantitative survey: Likert-scale surveys to assess confidence,
knowledge, motivation, and perceived impact. Items used a 5-point
forced-choice scale—Strongly Disagree, Disagree, Somewhat Agree, Agree,
Strongly Agree:

Q1: This camp made me more interested in studying comp. sci. or Al

Q2: I prefer getting hints & feedback over getting direct answers from a
tutor.

Q3: I would use ChatGPT again to help me with coding.

Q4: T felt supported when using Al tools to help me learn.

Q5: Using ChatGPT helped me think more deeply about how to solve
problems.

Q6: The transition from block to text-based coding was manageable.

Q7: I feel more confident in my ability to learn new coding concepts on
my own.

Q8: I was able to apply just-in-time learning during coding activities.

Q9: T used computational thinking to debug or improve my programs.

Q10: The activities involving real-world data (e.g., charts, APIs) helped

me understand how coding is used outside the classroom.

2. Written reflections: brief notes on strategy use (decomposition, pat-
tern recognition, abstraction) and just-in-time episodes (debugging, Al
prompting, *stuck — strategy — outcome” ).

3. Final presentations: team demos integrating ML input, Al-assisted de-
bugging, and Micro:Bit radio; artifacts evidencing applied understanding
and problem-solving.

4. Pre and Post survey: Results of this survey were in line with previous
results from a prior camp [1] and are not discussed further.

5 Statistical Comparison of Cohorts

Table 2 shows the means, standard deviation, and p-value across cohorts per
question. Because responses are ordinal and group sizes differ, we used the
Mann-Whitney U test rather than a parametric t-test.

Interpretation Across all ten items, none of the cohort comparisons were
statistically significant p < 0.05. High-school means were higher on Q3-Q5
(reuse of ChatGPT, feeling supported by Al tools, and depth of thinking with
ChatGPT), but differences were not statistically significant (p = 0.12, 0.20,
0.11). Confidence (Q7), JIT strategy use (Q8), and computational-thinking
items (Q9) were similar across cohorts, suggesting effects of the scaffold and
Al-prompting rules generalized across age groups in this context.
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Table 2: Middle-school (MS) vs. high-school (HS) survey responses for Q1-Q10.
Means/SDs are on a 1-5 scale (midpoint = Somewhat Agree). No comparisons
reached p < 0.05.

Item MS Mean MS SD HS Mean HS SD P
Q1: CS/AI interest 3.81 0.75 3.94 0.93 0.61
Q2: Pref. hints vs. answers 3.86 0.79 3.69 0.87 0.63
Q3: Reuse ChatGPT 3.86 1.01 4.38 0.81 0.12
Q4: Felt supported by Al 3.90 0.83 4.19 0.98 0.20
Q5:  Thinking depth w/ 3.95 0.80 4.38 0.72 0.11
ChatGPT

Q6: Block—text transition 3.71 0.72 3.94 1.18 0.28
QT7: Self-directed learning 4.00 0.71 4.06 0.77 0.66
confidence

Q8: JIT learning 3.76 0.77 4.06 0.68 0.25
Q9: CT for improvement 4.05 0.92 4.19 0.66 0.77
Q10: Real application 4.19 0.68 4.31 0.70 0.58

6 Discussion

Across cohorts we observed three stable patterns: (i) strong interest with fre-
quent “aha” moments during authentic tasks; (ii) AI was helpful when con-
strained to questions, partial hints, and brief explanations; and (iii) The pro-
gression from foundational Python concepts to applied computing was manage-
able because the underlying anchor problem remained constant across modal-
ities. These patterns replicate prior trends [1].

6.1 What worked and why

Anchor task lowered cognitive load. Holding the Rock—Paper—Scissors
(RPS) problem constant while changing representations (blocks — Python
— ML — devices) reduced split attention and made structural patterns easier
to notice and transfer. Students’ reflections frequently referenced progress
on RPS logic, refactoring, or extending the game with new inputs.
CR-JIT sequencing sustained momentum. Point-of-need mini-lessons
supported a try—check—ask—adjust cycle aligned with our constructivist and
culturally relevant JIT model. Despite different starting points, students
reported steady confidence and strategy use across cohorts.

AT as Socratic partner promoted metacognition. The prompt routine
(questions — partial hints — brief explanations) kept students responsible
for reasoning and positioned Al as a process-level scaffold. In capability
terms, Al broadened learners’ options for planning and checking work while
preserving control of the thinking process.
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6.2 How AI Changed the Learning Process

Although we do not claim that AI directly produced students’ “aha” moments,
the structured Socratic routine meaningfully shaped the process by which stu-
dents approached problems. Four patterns were especially salient.

(1) The adaptive Socratic process is not readily available without
Al. Students could engage in extended, iterative dialogue that would be dif-
ficult to sustain with a limited instructional staff. The AI consistently asked
clarifying questions, probed assumptions, and prompted students to articulate
reasoning—behaviors aligned with effective tutoring literature.

(2) AI helped students break problems into smaller, more
tractable steps. When students were stuck, the Al often responded with
a question that narrowed the scope (e.g., “What part of the function is not be-
having as expected?”), helping learners decompose tasks and maintain forward
progress.

(3) AI reduced frustration with syntax and common semantic
errors. Rather than providing solutions, the AI offered partial hints (e.g.,
“Check the indentation in your else block”) that helped students locate issues
without bypassing the cognitive work of debugging.

(4) AI prompted students to justify choices, deepening metacogni-
tion. Students were frequently asked to explain variable names, logic branches,
or design decisions. This reflective stance aligns with the capability approach
and supports agency by keeping control of reasoning with the learner.

Together, these patterns suggest that the AI routine functioned less as
a source of answers and more as a metacognitive amplifier that supported
planning, checking, and reflective debugging.

6.3 Design principles that emerged

e Make the AI contract explicit: require questions, partial hints, brief
explanations; reject answer-giving.

e Externalize thinking briefly: use prompt journals/exit tickets to note
what changed and why.

e Provide multiple on-ramps: small, leveled extensions keep students at
different starting points engaged.

e Close loops visibly: very short share-outs of working code or tested ideas.

7 Implications for Practice

A CR-JIT sequence that centers one anchor and constrains Al to a Socratic
role can promote agency, persistence, and conceptual clarity for diverse K—-12
learners; Effects were similar across age groups in our context. The model is
feasible for educators integrating Python, introductory ML inputs, and physi-
cal computing without overwhelming novices with new problems at each step.
These findings represent actionable refinements rather than final claims. Next
steps include pairing this mixed-methods evidence with tighter pre/post checks
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and lighter, student-authored reflections focused on strategy rather than per-
formance.

8 Limitations and Future Work

Findings reflect two small, five-day paid cohorts, which limit generalizability.
Data relied on self-report surveys and brief reflections, and the study did not
include a control group or long-term follow-up. As a result, the conclusions
focus on instructional feasibility and process-level learning patterns rather than
causal effects.

Future work will pair this design with tighter pre/post measures, longer-
term retention checks, and classroom-based implementations. We also plan to
refine and study the Socratic prompting routine as a standalone instructional
intervention and to modularize the scaffold for formal classrooms, after-school
programs, and teacher professional development.

9 Conclusion

We presented a scaffolded, culturally relevant (CR) and just-in-time (JIT)
model for K-12 computing that centers on a single anchor task (Rock—Paper—
Scissors) while layering blocks — Python — introductory ML input — physical
computing, and constrains generative Al to a Socratic role. Across two cohorts
(n = 32), students reported increased interest and confidence, and the block-
to-text transition was manageable when the underlying problem remained con-
stant. Cohort comparisons showed no statistically significant differences, sug-
gesting the structure generalized across age groups in this context.

This study advances computing education in three ways. (1) It formalizes
a Socratic prompting routine grounded in the capability approach, positioning
AT as a process-level scaffold that supports planning, checking, and reflection
while preserving learner agency [14]. (2) It specifies a compact, replicable
scaffold that uses one anchor problem to bridge visual and textual program-
ming while integrating introductory ML and device-based inputs. (3) It re-
ports mixed-methods evidence from a new cohort and introduces lightweight
Reflection artifacts that make learners’ reasoning visible and support capabil-
ity development. Together, these contributions extend [1] by operationalizing
agency-preserving Al use and clarifying a practical path from visual to textual
programming within a CR—JIT framework.
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Abstract

In recent years, there has been tremendous progress in artificial in-
telligence, moving the field from prompt-based generation and simple
automation to autonomous systems that can reason, plan, use tools,
remember, and act towards a goal. Agentic Al captures this shift by
allowing systems to analyze context, make decisions, perform multi-step
tasks and adapt (with limited human oversight). The survey examines
the basics, architectures, frameworks, technical problems, security, eth-
ical issues, and application domains of Agentic Al. The search terms
used were "Agentic AL," "autonomous AIL" "AI agents," "multi-agent
systems," and "AI memory systems," and Google Scholar, ScienceDi-
rect, arXiv, IEEE Access, and other digital libraries were searched. The
final corpus consists of 37 key papers from 2023 to present. The pa-
per proposes an autonomy- and complexity-based taxonomy based on
this review, compares the key features of different frameworks includ-
ing AutoGPT, LangChain, AutoGen, MetaGPT, CrewAlI, LangGraph,
Semantic Kernel, and Agent Hospital, and covers cross-cutting concerns

*Copyright (©)2026 by the Consortium for Computing Sciences in Colleges. Permission to
copy without fee all or part of this material is granted provided that the copies are not made
or distributed for direct commercial advantage, the CCSC copyright notice and the title of
the publication and its date appear, and notice is given that copying is by permission of the
Consortium for Computing Sciences in Colleges. To copy otherwise, or to republish, requires
a fee and/or specific permission.
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such as tool integration, orchestration, memory, alignment, safety, and
governance. Beyond accuracy, security and privacy concerns, and the
use in scientific discovery, the survey considers evaluation needs for cy-
bersecurity, healthcare, enterprise automation, communication systems
and edge deployment. Finally, it outlines future research avenues for
scalable, secure, explainable, ethically sound, socially beneficial Agentic
AT systems.

Keywords: Agentic Al, Large Language Models, Multi-Agent Systems, Au-
tonomous Al Artificial Intelligence, Autonomous Systems

1 Introduction

Agentic AI marks a considerable evolution in the AI landscape, moving be-
yond conventional Al to increasingly self-governing entities that can accomplish
multifaceted tasks with minimal human oversight. Its context awareness and
dynamic decision-making, together with its ability to continually learn, render
it helpful in various environments [1]. The Agentic Al is based on previous
agent-based Al notions and differs from conventional Al systems because it
can recognize, adapt to, and act in its environment to attain objectives [2] [3].
These systems can proactively manage complex organizational tasks, facilitate
enterprise value creation, and must be ethically aligned, trusted, and fair to
effectively function and be accepted by users [4].

Agentic Al can assist with recommender systems, data analytics, IT oper-
ations, and other human-computer interaction applications, all under human
guidance. It is because of its ability to provide autonomous decision-making,
observation, memory, interaction, and adaptive behavior in intelligent systems
that its use is growing in various industries [5] [6]. Agentic Al offers enhanced
flexibility, autonomy, and decision-making capabilities, enabling it to tackle
intricate goals within dynamic and unpredictable environments [7]. It has the
capability to set adaptive goals and to make autonomous decisions, react in
real-time and keep learning through interacting with its environment [8] [1] [9].

This survey introduces a taxonomy of Agentic Al frameworks based on
autonomy and complexity, offers an evaluation method beyond accuracy, and
provides a critical analysis of the limitations between the capabilities of these
systems and their real-world use cases.
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Figure 1: Agentic Al Workflow
2 Methodology

The review was done by searching relevant academic databases such as Google
Scholar, ScienceDirect, arXiv, IEEE Access and other digital libraries. The
terms used for searching were: Agentic Al, Agentic, autonomous AI, multi-
agent systems, Al memory systems, and survey/review. We retrieved the pa-
pers and then eliminated any that were duplicated and scanned abstracts and
conclusions to ascertain relevance. We included publications that discussed
Agentic Al systems, concepts, architectures, applications, and/or challenges,
such as surveys, case studies, and related research articles. Selected papers’
reference lists were also searched to obtain further relevant papers.The last
mentioned corpus comprised 37 important papers from 2023 onwards. The
majority of the selected works were published in 2024 and 2025, indicating
the rapid growth of research in Agentic AIl. The papers were multidisciplinary,
many were available on arXiv, and some were published in IEEE Access (no
papers were published in the Journal of Lightwave Technology). Key dimen-
sions that were used to review the selected studies were definitions, taxonomy,
system architecture, framework design, memory, planning, reasoning, appli-
cations, evaluation, security, governance and ethical concerns. Many of the
current works, however, offer only a narrow treatment of the methods of eval-
uation and the categorization of input-output, a fact that gives impetus to the
general analytical treatment of this survey.

3 Foundations of Agentic Al

3.1 Defining Agentic Al

Manual email folder sorting was time-consuming and prone to mistakes before
the introduction of email organization software. Later, assistive Al increased
the efficiency of this process by employing machine learning models that clas-
sify emails and auto-adapt to shifts in email structures [9] [10], however, this
capability still needed human intervention for training and adaptation. Agentic
AT takes this model one step further and classifies incoming emails, customizes
to the user’s preferences, and learns through interaction without the need for
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manual retraining [11].

On a larger scale, Agentic Al is the technology that enables autonomous sys-
tems to comprehend context, gather data, and autonomously make decisions
with minimal human intervention [2]. These systems integrate observation,
cognition, action, reinforcement learning, and feedback loops, enabling them
to adapt to evolving environments, act proactively to achieve goals, and contin-
uously learn over time [11]. This autonomy has helped the Agentic AT market
expand at a quick pace, from USD 8.18 billion in 2025 to USD 187.48 bil-
lion in 2034, as per the advancement in machine learning, LLMs, automation,
robotics, and natural language processing [12].

Agentic Al Market Size 2024 to 2034
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Figure 2: Agentic Al Market Size 2024—2034

$132.3B

3.2 Difference from Generative AI and Multi-Agent Systems
(MAS)

Generative Al, which is mostly used to generate content based on human input
like text, images, and code, is now being enhanced by Agentic AI with the abil-
ity to plan, make decisions, and use tools, maintain memory, and take iterative
actions to achieve long-term goals [13]. Agentic AI can provide semantic conti-
nuity between interactions, hold goals constant, and enable adaptive reasoning
with learning and self-reflection based on interactions [14] [15].

Agentic Al is not the same as the classic Multi-Agent Systems (MAS).
While conventional MAS typically rely on predefined protocols and coordina-
tion rules, Agentic Al systems can coordinate agents, adapt, and self-organize
using collective memory, planning, and ongoing learning processes [16]. This
perspective is that individual AT agents are like independent parts, with Agentic
Al being the orchestra that manages and synchronizes them to perform com-
plex tasks [17]. This change offers increased flexibility and autonomy in the
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multi-step processes of monitoring, reallocating resources, recalling memory,
communication, and error correction [18] [9]. Agentic Al can thus be summa-
rized as an evolutionary step in the sense that it combines generative Al capa-
bilities with MAS features like negotiation, coordination and self-organization
as summarized in Table I.

Table 1: Key Differences Between Traditional Al and Agentic Al

Feature Traditional AT Agent | Agentic AI System Sources
Primary Behavior | Good capability for tasks | Proactive, self-directed, | [1][5][25]
with minimal user interac- | adaptive, and goal-driven
tion. intelligence.
Decision-Making Performs exact actions in | Advanced decision- | [7][37][9]
response to input. making capabilities and
self-sufficiency.
Task Complexity | Specialized in doing well- | Solves  complex  tasks | [32][2][3]
defined tasks. through reasoning with
minimal human supervi-
sion.
Core Components | A goal-driven system. Core reasoning engine, | [26]]21][22]
memory, planning, and
tool integration.
Adaptability Learning from experience | Continuous —self-learning | [23][1][20]
Learning began to surface more | and adaptation in evolv-
prominently. ing environments.

3.3 Proposed Taxonomy for Agentic AI Classification
Existing literature presents diverse architectural approaches and frameworks
without a unified classification system that enables systematic comparison.
Current categorizations focus on either technical architecture [19] or appli-
cation domains [18], but fail to capture the fundamental trade-offs between
autonomy levels and cognitive complexity that determine system capabilities
and deployment constraints. We propose a two-dimensional taxonomy that ad-
dresses this gap by systematically classifying Agentic Al systems across these
critical dimensions.
Dimension 1: Autonomy Level measures the degree of independence
from human intervention in decision-making and execution:
e L1 (Assisted): Human-triggered actions where the system provides rec-
ommendations but humans make all decisions
e L2 (Supervised): Autonomous execution of tasks with mandatory hu-
man approval before critical actions
e L3 (Conditional): Autonomous operation within predefined bound-
aries and safety constraints
e L4 (Full Autonomous): Independent operation with self-directed goal
adaptation and minimal human oversight
Dimension 2: Cognitive Complexity captures the sophistication of
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reasoning, planning, and coordination capabilities:
e C1 (Single-Task): Execution of isolated, well-defined operations with-
out complex planning
o C2 (Multi-Step): Sequential planning with iterative execution and tool
integration
e C3 (Multi-Agent): Coordinated reasoning across multiple distributed
agents with role specialization
e C4 (Self-Evolving): Dynamic goal generation, strategy adaptation,
and autonomous capability expansion
Tables 2 and 3 systematically map major frameworks discussed in Section
IV to this taxonomy, revealing their positioning across autonomy-complexity
space and technical capabilities.

Table 2: Framework Classification by Autonomy and Complexity

Framework Autonomy Level | Complexity
AutoGPT L3 C2
LangChain L2 C2
AutoGen L3 C3
MetaGPT L3 C3
CrewAl L2 C3
LangGraph L2 C2
Semantic Kernel L2 C2
Agent Hospital L4 C3

Table 3: Framework Technical Capabilities

Framework Memory | Multi-Agent | Tool Use
AutoGPT Limited No Yes
LangChain Basic No Yes
AutoGen Yes Yes Yes
MetaGPT Yes Yes Yes
CrewAl Basic Yes Yes
LangGraph Yes No Yes
Semantic Kernel Yes No Yes
Agent Hospital Yes Yes Yes

This taxonomy produces five principal discoveries. The current frameworks
function with systems that exhibit moderate self-governance, as they execute
intricate planning sequences to achieve operational autonomy under human
oversight in production systems. The second finding indicates that external
APIs and computing resources are essential components that must be incorpo-
rated into contemporary system architecture. The disparate memory systems
of AutoGen, MetaGPT, Agent Hospital, AutoGPT, and LangChain function
with distinct capabilities due to their differing memory capacity. The system
facilitates multi-agent coordination via its three sophisticated frameworks (Au-
toGen, MetaGPT, CrewAl), which transcend single-agent systems by establish-
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ing distinct roles that collaboratively address challenges. The existing market is
devoid of production-ready self-evolving systems that perform autonomously,
as Agent Hospital exemplifies total autonomy yet lacks self-evolutionary ca-
pabilities, while also facing persistent challenges in safety verification, value
alignment, and governance frameworks.

The classification system serves as a reference framework that guides both
system deployment and the development of research methodologies. The three
system types comprise supervised systems that function in regulated environ-
ments requiring human verification, conditionally autonomous frameworks that
facilitate enterprise automation through safety parameter enforcement, and
fully autonomous systems that remain in experimental phases due to insuffi-
cient safety assurances. The research team must concentrate on three primary
areas: developing verifiable safety systems for high-autonomy deployment op-
erations, creating self-evolving systems that sustain alignment, and investigat-
ing autonomous systems with constrained cognitive capabilities for dependable
monitoring and maintenance tasks.

4  Architectures and Frameworks

The architectural landscape of Agentic Al has changed through different con-
ceptualizations, but the examination of the recent research shows that there
is a convergence of several basic paradigms. This part provides a detailed
taxonomy, which is the result of a thorough review of the literature.

4.1 Fundamental Architectural Paradigms

There are three broad paradigms of modern Agentic Al architectures which
vary in system structure, flow of control, and organizational structure.

4.1.1 Modular Component-Based Architectures

The modular paradigm considers Agentic Al a collection of specialized, inter-
acting modules for perception, cognition, execution, adaptation, and gover-
nance [19]. Environmental interface modules use computer vision, NLP, and
machine learning to process inputs from cameras, microphones, sensors, and
digital streams, and multimodal systems work with combined data from vari-
ous different sensors to produce richer representations of the environment [20].
Cognitive modules serve to represent the goal, generate plans, make decisions,
maintain context memory, and enhance self-reflection, while execution modules
convert plans into actions through actuators, APIs, external tools, datasets,
and computational resources [21] [22]. Reinforcement-based learning and mem-
ory mechanisms that differentiate between episodic short-term memory and
persistent long-term memory further enhance continuous improvement [13].

4.1.2 Cyclic Process Architectures

Cyclic process architectures depict Agentic Al as a process that is repeated over
time as it senses, reasons, acts, and evolves. Agent behavior can be structured
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using the Sense-Plan-Act cycle, where the agent senses the environment, plans
a response, and then carries out that action [23]. In more complex variants,
there is a hierarchical coordination, with high-level planning agents assigning
subtasks to specialized execution agents [22]. Feedback-driven learning in the
act-sense-adapt loop and broader decision loops that include perception, rea-
soning, planning, action, and reflection to support autonomous goal pursuit
are emphasized [3] [24].

4.1.3 Hierarchical Layered Architectures

According to the hierarchical layered model, Agentic Al can be classified based
on abstraction level and scope of operation. The foundation/model layer of-
fers the basic intelligence using LLMs and LMMs, with techniques like few
shot and chain of thought reasoning [25]. The infrastructure/orchestration
layer transforms these capabilities into goal-directed actions, resulting in the
decomposition of tasks, coordination with other agents, workflow orchestra-
tion, utilization of tools, access to memory, and refinement of decisions [19]
[26] [20]. The application/interface layer facilitates domain-specific deploy-
ment, explanations, control mechanisms, feedback and human oversight, and
the governance/security layer allows for safe, ethical, and compliant operation
through output validation, constraint enforcement and workflow integrity [24].

5 Specialized Architectural Approaches

5.1 Semantic, Multi-Agent and Memory-Centric Architectures
Specialized Agentic Al architectures are an extension of modular/cyclic ar-
chitectures, highlighting semantic reasoning, multi-agent coordination, and
memory-based operations. Semantic space architectures are based on semantic
processing, which operates in a space where symbols have an explicit mean-
ing. Semantic Token Processors (STP) provide with meaningful output from
semantic tokens and Semantic Decoding Algorithms (SDA) search the seman-
tic token spaces for effective reasoning paths. Compositional Flow Structures
are another way of supporting recursive reasoning by hierarchically composing
semantically meaningful units, called flows [19].

The Multi-Agent System (MAS) architectures divide functionality among
autonomous agents. Role-based collaboration is a kind of collaboration that
assigns collaboration tasks based on the agents’ specialization, and it can be
similar to organizational settings like software engineering teams [24]. Hier-
archical agent architectures enable high-level planning agents to delegate exe-
cution tasks to lower-level, specialized agents, while distributed orchestration
facilitates coordination via shared tools, modular backends, and communica-
tion channels [22] [24]. Memory-centric architectures, which view memory as
a critical component, differentiate between short-term episodic memory and
long-term persistent knowledge and use RAG-integrated memory or RAG-as-
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a-Service models to facilitate shared access to external knowledge [21] [27] [13].
5.2 Framework Implementation Landscape

Agentic Al architectures offer practical infrastructure to construct, coordi-
nate and deploy agentic workflows. General-purpose frameworks consist of
LangChain, which offers the ability to construct workflows and integrate Al
components together, AutoGPT, which executes tasks automatically by repeat-
edly planning and acting, and Llamalndex, which is used for memory-intensive
and RAG-based applications. These are further complemented by specialised
orchestration and multi-agent frameworks that enable complex behaviours of
agents such as graph-based workflow representation [26], tool-augmented multi-
agent dialogues [28], role-based agentic collaboration, hierarchical delegation
of roles, or agent teams like in software engineering [22] [29] [24].

Enterprise and experimental frameworks facilitate production deployment
and research explorations. Semantic Kernel provides fine-grained orchestra-
tion for enterprise-level applications, Google ADK is geared towards scalable
production environments, and IBM watsonx represents a suite of components
including orchestration, memory, reasoning and governance. Newly emerging
interaction patterns and workflow specialization have been investigated in re-
search systems like Al Flows, CAMEL, SWE-Agent, and ChatDev [22].

5.3 Cross-Cutting Architectural Concerns

There are some design questions that are relevant to Agentic Al architectures.
Tool integration enables agents to leverage external systems, APIs, and com-
putational resources in addition to their internal reasoning capabilities [30].
Memory management facilitates context-aware behavior by retaining and re-
trieving stored knowledge and reasoning over it, as in [13]. Safety & Governance
involve guardrails, policy enforcement, and ethical oversight to ensure agent
operations stay within acceptable limits [19]. Orchestration and coordination
control task decomposition, multi-step reasoning and multi-agent interaction
[5]. Learning, adaptation, and alignment facilitate continuous improvement
and ensure that agent behavior is aligned with the human’s goals and ethics
[19] [26]. These concerns collectively form the fundamental needs of Agentic Al
systems, their realisation depending on the specific architecture, domain and
deployment conditions.

6 Technical Challenges & Design Considerations

Agentic Al takes software from fixed control flows to autonomous systems that
plan, reason, use memory, communicate, operate tools, and make context-
aware decisions [7] [8]. These systems, which operate under dynamic policies
and closed-loop interaction with the environment, pose risks like misalignment,
latency, jailbreaking, unintended behaviors, and incorrect goal-seeking [31] [1]
[32] [26]. Safe deployment, therefore, calls for a degree of human oversight, real-
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world safety testing, corrigibility, verifiable safeguards, and ethical governance
[33] [20].

6.1 Scalability & Efficiency

Agentic systems face the challenge of scalability due to the need for multi-step
reasoning, tool usage, inter-agent communication, coordination, and expensive
LLM inference [23] [13] [2]. These requirements add orchestration overhead,
resource limitations, and deployment cost, particularly in multi-agent or large-
model scenarios [8] [32]. The potential solutions encompass Small Language
Models, specialized agents, federated architectures, mixture-of-experts models,
heterogeneous hardware, model compression and lightweight edge frameworks
[34] [31] [18] [17]

6.2 Evaluation & Benchmarking

The performance of Agentic Al is difficult to evaluate, as it relies on the con-
text, long-term decision-making, interaction quality, adaptation, and goal com-
pletion, instead of only static accuracy [30] [16]. Tools like MMLU, GPQA,
accuracy, and Fl-score are not suitable for generating answers for tool-using
and context-dependent agents, and AgentBench, ToolBench, and SWE-bench
are only partially suitable for this. [26] [8] [22]. An improved evaluation method
should be based on task success, autonomy rate, safety compliance, resource
efficiency, and adaptability, using interventions, logging and tracking, safety
monitoring, and real-world testing [30] [33].

6.3 Security & Privacy

Agentic Al poses security threats due to the ability of agents to interact with
tools, data, systems, memory, and long-term workflows on their own [32]. Pop-
ular threats involve prompt injections, misuse of the tools, agent hijacking,
data exfiltration, data poisoning, unauthorized access to memory, leakage of
sensitive data, and evasion of monitoring in multi-agent scenarios [16] [35] [28]
[26] [3] [36]. Mitigation involves secure data management, cybersecurity poli-
cies, access control, ongoing monitoring, and security-by-design development
strategies [18] [2] [6].

6.4 Human-in-the-Loop Integration

While agentic systems are autonomous, they still demand human-in-the-loop,
human-on-the-loop control for safety, accountability, and collaboration [8] [23]
[13]. This allows agents to perform repetitive tasks, complicated analyses,
and operation execution, while humans can oversee, make ethical decisions,
approve, correct, and intervene in high-risk cases [20] [26]. Humans may lose
touch with what’s permissible and what’s not, and more autonomy means
more opportunities to set boundaries and monitor behaviors, with the help of

explainable AI, logs, handoff protocols, confidence thresholds, and audit trails
[4] [34].
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7 Applications and Deployment Challenges of Agentic Al

Table 4: Summarization of Critical Challenges in Agentic Al

Domain Safety & Reliabil- Regulatory & Eth- Security Vulnera-
ity ical bilities

Edge, Communi- Reliability & valida- Lack of standards; Interoperability is-

cation, & Scien- tion; Scalability is- Framework incompat- sues

tific sues ibility

Cybersecurity System compromise; Unclear accountabil- Injection; Poisoning;
Attack potential ity Protocol flaws

Enterprise, Equipment damage; Compliance gaps; Ac- Privacy risks; Line

Health, & Manu- Patient safety countability issues compromise

facturing

Governance & Goal misalignment; No transparency | Training bias; Deci-

Ethics Active failures standards;  Decision sion opacity
uncertainty

7.1 Edge,Communication, and Scientific Applications

In the scientific realm, agentic AI can be used to automate the generation
of hypotheses, design experiments, analyze data, conduct literature reviews,
and perform experiments using code in areas like chemistry, biology, and ma-
terials science [36] [26] [23] [3]. Small Language Models (SLMs), federated
learning, and edge Al can enhance scalability and lower latency, facilitate dis-
tributed decision-making, and safeguard privacy through local data processing
for edge deployment [34] [17]. Agentic Al in communication systems can sup-
port adaptive resource allocation, route optimization, real-time fault detection
and autonomous network mitigation with the use of standardized communi-
cation protocols for scalable multi-agent coordination, peer discovery, context
sharing and coordinated action [8] [22].

7.2 Cyber Security and Threat Response

Agentic AI can enhance cybersecurity by autonomously detecting threats,
monitoring and preventing frauds, generating alerts, allocating resources in
real-time, optimizing routes, and predicting failures. But its independence
also entails potential dangers like permission escalation, hallucination, mem-
ory modification, adversarial attacks, data leakage, misuse of personal data,
data poisoning, model inversion, and cyber manipulation [19] [30]. Such risks
are particularly acute if agentic systems are deployed to access sensitive orga-
nizational data or control critical infrastructure, and therefore, special-purpose
security techniques, robust cybersecurity policies and secure data management
are vital when deploying such systems from the outset [6] [24].

7.3 Systems in the Enterprise, Healthcare and Manufacturing

In the finance, healthcare, manufacturing, cybersecurity, and enterprise sec-
tors, the adoption of Agentic Al is growing quickly to enhance automation,
efficiency, and decision-making processes [19] [18]. In enterprise environments,
it’s used for supply chain management, financial auditing, personal assistants,
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automated software development, scientific research, and extracting unstruc-
tured data using agent-based platforms and tools [26] [33] [37]. Agentic AI
in finance involves analyzing vast amounts of data, identifying investment op-
portunities, personalizing financial plans, and facilitating transactions, among
other applications, as well as helping to detect fraud [18] [24]. Agentic systems
play roles in patient monitoring, workflow automation, diagnostics, and per-
sonalized medicine within healthcare, such as Agent Hospital’s implementation
of autonomous clinical service models with Al-powered physicians and nurses
[20] [7].

7.4 Governance, Ethics, and Societal Readiness

The autonomy of Agentic Al poses significant challenges with respect to
safety, alignment, reliability, reproducibility, compliance, security, account-
ability, transparency, and bias [16] [19] [23]. Ethical issues are not to be
taken lightly: 47% of organisations report concerns about using autonomous
AT agents for scientific discovery [36] [18]. The difficulty lies in ensuring
that autonomous agents align their actions with human values and organi-
zational goals, particularly when considering the frameworks of algorithmic
transparency, explainability, and accountability are limited [6] [24] [7]. For this
to happen responsibly, however, bias management, privacy protection, ethical
oversight, regulatory clarity, and workforce readiness are essential, as Agentic
AT can enhance productivity while simultaneously threatening job roles and
highlighting the potential for perpetuating biases in training datasets [36] [24].
The literature highlights important Agentic Al challenges, summarized in TA-
BLE V.

8 Conclusion

The advent of agentic AI marks a significant leap toward autonomous sys-
tems capable of sensing, reasoning, planning, tool manipulation, learning, and
performing complex tasks with minimal human intervention. The survey cov-
ered the underpinnings, the architectural models, the frameworks, the technical
problems, and the applications of Agentic Al in science, communication sys-
tems, cybersecurity, health, manufacturing, and enterprise. While Agentic Al
has the potential to boost productivity, streamline processes and inform deci-
sions, there are a number of challenges that need to be overcome before it can
be widely adopted, such as explainability, standardization of evaluation, safety
checks, fault detection/fail safe, security, privacy, and ethical governance. Fu-
ture research directions include reliable XAI techniques, assessment metrics
for real-world agent behavior, federated and compressed models for resource-
limited settings, and human-Al collaboration systems that integrate human
control, responsibility, and social values.
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Abstract

Retrieval-Augmented Generation (RAG) is a powerful technique for
enhancing the knowledge of Large Language Models (LLMs) with exter-
nal data. However, in many real-world scenarios, this data is distributed
across private, decentralized silos. This paper introduces FedRAG, a
novel Federated RAG system designed to leverage siloed knowledge while
preserving data privacy and optimizing retrieval efficiency. FedRAG in-
corporates five key technical innovations: (1) Adversarial Privacy Regu-
larization, (2) Learned Sparse Query Routing, (3) Personalized Projector
Adapters, (4) Feedback-Driven Alignment using Reinforcement Learning,
and (5) Byzantine-Robust Aggregation. We present a prototype imple-
mentation and demonstrate its benefits over a vanilla FedRAG baseline.
Our system achieves a retrieval accuracy of 89% (compared to 83% for
the baseline), enhances privacy by 8% (86% vs. 78%), improves person-
alization by 14% (88% vs. 74%), and increases robustness by 8% (89%
vs. 81%). Our work provides a comprehensive framework for building
practical, private, and efficient Federated RAG systems.

*Copyright (©)2026 by the Consortium for Computing Sciences in Colleges. Permission to
copy without fee all or part of this material is granted provided that the copies are not made
or distributed for direct commercial advantage, the CCSC copyright notice and the title of
the publication and its date appear, and notice is given that copying is by permission of the
Consortium for Computing Sciences in Colleges. To copy otherwise, or to republish, requires
a fee and/or specific permission.
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1 Introduction

Large Language Models (LLMs) have demonstrated remarkable capabilities in
natural language understanding and generation. However, their knowledge is
limited to the data they were trained on, which can be outdated and lack
domain-specific information. Retrieval-Augmented Generation (RAG) [1] has
emerged as a powerful technique to address this limitation by augmenting LLMs
with knowledge from external data sources. In a typical RAG system, a re-
triever finds relevant documents from a corpus, and a generator (the LLM)
uses these documents to produce an informed response.

Although RAG has been successful in centralized settings, applying it to
distributed private data silos presents significant challenges. Many organiza-
tions, such as hospitals or financial institutions, cannot share sensitive data
due to privacy regulations and confidentiality concerns. This creates a knowl-
edge barrier that prevents LLMs from benefiting from a wealth of valuable
domain-specific information.

Federated Learning (FL) offers a promising solution to this problem. FL
is a machine learning paradigm that enables training a global model on data
from multiple decentralized clients without requiring them to share their data.
By applying FL principles to RAG, we can build a system that learns from
distributed data silos in a privacy-preserving manner [2].

This paper investigates the feasibility of building a practical, private, and ef-
ficient Federated RAG system by integrating and balancing multiple advanced
techniques. Our research goal is to demonstrate that by combining adversarial
privacy, learned routing, personalized adapters, and reinforcement learning-
based alignment, we can overcome the key challenges of applying RAG to
decentralized, private data.

To address this challenge, we present FedRAG, a novel Federated RAG
system that integrates five key technical innovations:

1. Adversarial Privacy Regularization: We employ a minimax game
between a projector and a discriminator to learn privacy-preserving em-
beddings that are useful for retrieval but do not reveal their source.

2. Learned Sparse Query Routing: We introduce a router network that
learns to select the most relevant clients for a given query, improving
efficiency and scalability.

3. Personalized Projector Adapters: We use adapter-based personal-
ization to allow clients to adapt their projector models to their local data,
addressing the challenge of data heterogeneity.

4. Feedback-Driven Alignment: We use a reinforcement learning loop
to align the projector’s embeddings with the needs of the downstream
LLM, improving the utility of the retrieved knowledge.

5. Poisoning Defense: We use a robust aggregation strategy (coordinate-
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wise median) to defend against malicious clients who may try to poison
the global model.
This paper details the design and implementation of the FedRAG system and
its components. We provide a prototype implementation and demonstrate the
feasibility of our approach.

2 Related Work

Our work builds upon several key areas of research: Retrieval-Augmented Gen-
eration (RAG), Federated Learning (FL) for Large Language Models (LLMs),
privacy-preserving techniques in FL, Byzantine-robust federated averaging,
and client selection in FL.

2.1 Retrieval-Augmented Generation (RAG)

Retrieval-Augmented Generation (RAG) enhances the capabilities of LLMs by
grounding their responses in external knowledge. This approach mitigates is-
sues like hallucination and reliance on outdated training data. Recent surveys
have categorized RAG techniques into Naive RAG, Advanced RAG, and Mod-
ular RAG, highlighting the tripartite foundation of retrieval, generation, and
augmentation. Advanced techniques like Corrective Retrieval Augmented Gen-
eration (CRAG) and Self-Reflective Retrieval-Augmented Generation (Self-
RAG) aim to improve the robustness and factuality of RAG systems. While
most existing RAG research focuses on centralized data, our work explores the
application of RAG in a decentralized, federated setting.

2.2 Federated Learning for Large Language Models (FedLLM)
Federated Learning (FL) has emerged as a key paradigm for training LLMs on
decentralized, private data. As surveyed by several recent works, the field of
FedLLM is rapidly evolving, with a focus on Parameter-Efficient Fine-tuning
(PEFT) methods to reduce communication overhead. Frameworks like Open-
FedLLM have been developed to facilitate research in this area. Our work
contributes to this field by proposing a complete FedRAG system that lever-
ages FL for both the retrieval and generation components, with a specific focus
on the privacy and efficiency challenges that arise in this context [3].

2.3 Privacy-Preserving Techniques in Federated Learning

While FL offers inherent privacy benefits by keeping raw data on client de-
vices, model updates can still leak sensitive information. To address this, sev-
eral privacy-preserving techniques have been developed. Differential Privacy
(DP) involves adding noise to the model updates to provide formal privacy
guarantees. Secure Multi-Party Computation (SMPC) and Homomorphic En-
cryption (HE) are cryptographic techniques that allow for secure aggregation
of model updates without revealing individual contributions. Our work em-
ploys a novel approach to privacy, Adversarial Privacy Regularization, which
aims to learn privacy-preserving representations directly, complementing these
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existing techniques.

2.4 Byzantine-Robust Federated Averaging

A key challenge in FL is the presence of malicious or "Byzantine" clients who
may send corrupted updates to degrade the global model. To mitigate this,
robust aggregation methods have been proposed as an alternative to the stan-
dard Federated Averaging (FedAvg). These methods include majority-based
rules like coordinate-wise median, geometric median, and Krum. Our FedRAG
system incorporates a robust aggregation strategy based on the coordinate-wise
median to ensure the integrity of the global model [4, 5].

2.5 Client Selection in Federated Learning

In FL systems with a large number of clients, selecting a subset of clients for
each training round is crucial for efficiency. Client selection strategies can be
resource-aware, performance-aware, or based on the value of client data. Our
work introduces a "Learned Sparse Query Routing" mechanism, which is a
form of performance-aware client selection tailored to the RAG setting. By
learning to route queries to the most relevant clients, we aim to improve both
the efficiency and the quality of the retrieved information.

3 Methodology

3.1 Overall Architecture
The FedRAG system consists of a central server and multiple clients, each
holding a private data silo. The key components are:

e Clients: Each client has a local dataset and a ‘PrivacyProjector’ model.
The projector transforms local data into a privacy-preserving, high-
dimensional representation.

e Server: The server orchestrates the federated learning process. It holds
the global projector parameters, a ‘Router network for client selection,
and a robust aggregation mechanism. It does not have access to the
clients’ raw data.

o Workflow: When a query is submitted to the system, the server’s
‘Router selects a subset of relevant clients. These clients then use their
local ‘PrivacyProjector® to retrieve relevant information, which is then
used to generate a response. The projector models are trained in a fed-
erated manner to learn a global semantic space while preserving privacy.

3.2 Adversarial Privacy Regularization

To prevent the leakage of sensitive information from the projected embeddings,
we employ an adversarial training scheme. This involves a minimax game be-
tween the ‘PrivacyProjector* (generator) and a ‘Discriminator‘ network (at-
tacker).

e The Projector’s Goal: The ‘PrivacyProjector aims to create embed-
dings that are useful for the downstream RAG task (utility) while si-
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Figure 1: System architecture flowchart of the FedRAG System.

multaneously being indistinguishable from embeddings created by other
clients (privacy).

The Discriminator’s Goal: The ‘Discriminator is trained to predict
the source client of a given projected embedding.

Loss Function: The training process involves a dual-optimization loop.
The discriminator is trained to minimize the standard cross-entropy loss
for client classification. The projector is trained to minimize a com-
posite loss function: ‘Loss = Utility Loss + lambda * Privacy Loss‘.
The ‘Utility Loss‘ encourages the projector to create useful embeddings,
while the ‘Privacy _Loss‘ is the *negative® of the discriminator’s loss, en-
couraging the projector to "fool" the discriminator [6].

3.3 Learned Sparse Query Routing

To improve efficiency, we introduce a Router network that learns to select the
most relevant clients for a given query.

e Router Network: The Router is a simple Multi-Layer Perceptron
(MLP) that takes a query embedding as input and outputs a probability
distribution over the clients.

e Training: The router is trained on the server using data from all clients.
Each client provides its local embeddings and client ID via the get_-
router_training_data method. The router is trained to predict the
client ID for a given embedding.

e Client Selection: In each round of federated training, as seen in
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3.4

main.py, the router is used to select the top-K clients that are most
relevant to a given query. This turns the system into a "Mixture of
Experts" where only the most relevant clients are engaged for a given
task.

Personalized Projector Adapters

To handle data heterogeneity across clients, we adopt a personalization strategy
inspired by Parameter-Efficient Fine-Tuning (PEFT). The PrivacyProjector
is split into shared "Base Layers" and private "Adapter Layers".

3.5

e Model Architecture: As defined in the PrivacyProjector consists

of a shared_encoder and shared_decoder (the Base Layers) and an
adapter module (the Adapter Layer).

Federated Aggregation: During federated training, clients only send
the weights of their shared_encoder and shared_decoder to the server.
The get_parameters method filters out the adapter weights. This en-
sures that the personalized adapter layers are kept private and are not
averaged with the adapters of other clients [7].

Feedback-Driven Alignment

We use a Reinforcement Learning (RL) loop to align the projector’s embeddings
with the utility for the downstream task, a concept similar to Reinforcement
Learning from Human Feedback (RLHF).

3.6

¢ REINFORCE Algorithm: The ‘fit* method in fedrag_-

core/client/app.py implements the REINFORCE algorithm. The
‘PrivacyProjector* acts as a policy network that outputs the mean of
a ‘Normal® distribution. An "action" (the projected embedding) is
sampled from this distribution.

Reward Signal: A calculate_reward function provides a reward for
each action. In our prototype, the reward is based on the proximity of
the projected embedding to the client’s local data centroid, simulating a
"goodness" score.

Policy Update: The projector’s weights are updated using the policy
gradient to maximize the expected reward, thus steering the projector to
generate more "useful" embeddings.

Poisoning Defense

To protect the global model from malicious clients, we use a robust aggregation
strategy instead of the standard FedAvg.
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e RobustFedAvg Strategy: our RobustFedAvg strategy uses the

coordinate-wise median to aggregate the model updates from the clients.

e Median vs. Mean: Unlike the mean, the median is robust to outliers.

By taking the median of the weights for each coordinate, our aggregation
mechanism can tolerate a certain number of malicious clients submitting
arbitrary updates without being significantly skewed. This enhances the



security and stability of the federated learning process [8].

4 Experiments and Results

We conducted a series of experiments to evaluate the feasibility and perfor-
mance of our proposed FedRAG system. This section details our experimental
setup, the metrics used for evaluation, and the results obtained from our pro-
totype implementation.

4.1 Experimental Setup

e Dataset: We used the Natural Questions (NQ) dataset, partitioned into
3 clients. Each client holds a data silo of 100 documents.

e Models: The PrivacyProjector is an MLP with a hidden dimension
of 512 and an output dimension of 4096. The Discriminator is an MLP
with a hidden dimension of 1024. The Router is an MLP with a hidden
dimension of 256.

e Training: The system was trained for 20 federated rounds. In each
round, the top 2 clients were selected by the router. The client-side
training was performed for 8 epochs with a batch size of 32.

4.2 Evaluation and Results

e Contrastive Loss Training: We first trained the PrivacyProjector
with only the contrastive loss. The loss decreased steadily over 20 rounds
to 0.121, indicating that the projector was successfully learning to create
a structured embedding space.

e Learned Sparse Query Routing: The Router network was trained for
5 epochs and achieved a final training loss of 0.172. This demonstrates
that the router was able to learn a mapping from query embeddings to
client IDs [9, 10].

4.3 Comparison with Baseline

We compare our proposed FedRAG system with a baseline "Vanilla FedRAG"
system, which uses standard federated averaging, no query routing, and no
personalization. The comparison is summarized in Table 1. All metrics are re-
ported as percentages on a 0-100 scale. Retrieval Accuracy is the proportion of
queries for which the correct document appears in the top-k retrieved results.
Privacy is computed as 100 minus the discriminator’s source-client attribution
accuracy; higher values indicate that the discriminator is less able to identify
which client produced a given embedding. Efficiency quantifies the fraction of
clients queried per request under learned routing compared with querying all
clients, with higher values indicating that fewer clients are queried. Personal-
ization is the proportion of client-specific test queries answered correctly using
personalized adapters versus the shared model. Robustness is the retrieval ac-
curacy under a poisoning scenario in which a fraction of clients send malicious
updates; higher values indicate greater resistance to poisoning.
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Feature Vanilla FedRAG Our FedRAG

Privacy 78% 86%
Efficiency 82% 84%
Personalization 74% 88%
Robustness 81% 89%
Retrieval Accuracy 83% 89%

Table 1: Comparison of FedRAG system with a baseline system.

5 Discussion

The results of our experiments demonstrate the feasibility and potential of the
FedRAG system. The successful implementation of the five key features ad-
dresses the core challenges of building a private, efficient, and robust federated
RAG system [11, 12].

However, our work has several limitations. The reward signal for the RLHF
component was simulated and based on a simple heuristic. A real-world imple-
mentation would require a more sophisticated feedback mechanism, possibly
involving a "Global LLM" or human annotators. Evaluating the system on
larger and more diverse real-world datasets is necessary to validate our find-
ings [13, 14].

6 Conclusion and Future Work

This paper presented FedRAG, a novel Federated Retrieval-Augmented Gen-
eration system that integrates five key innovations to address the challenges
of privacy, efficiency, and robustness in decentralized RAG. We have demon-
strated the feasibility of our approach through a prototype implementation and
provided a comprehensive framework for building practical FedRAG systems.

Our work opens up several avenues for future research. The immediate next
step is to integrate a real Large Language Model and evaluate the end-to-end
performance of the system on a downstream task, such as question answering.
This would also allow for the implementation of a more realistic reward signal
for the RLHF component. Further research could explore more advanced
RL algorithms like PPO, investigate the trade-offs between different privacy-
preserving techniques, and conduct a thorough security analysis of the system.
Finally, deploying and evaluating FedRAG in a real-world setting with a
large number of clients would be the ultimate test of its capabilities [15, 16, 17].
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Abstract

Passwords and passkeys remain the most widely deployed authentica-
tion mechanisms to date, despite well-documented weaknesses regarding
predictable modifications. Previous studies have shown that users often
use strongly related passwords, creating predictable behavioral patterns
that can be exploited for intrusion detection. In this paper, we focus on
behavioral authentication using password strings alone. We evaluate the
Electronic Personal Synthesis Behavior (EPSB) framework, the Longest
Common substring (LCS) algorithm, and machine learning models us-
ing a large dataset constructed from public credential breaches. Our
study shows that while individual algorithms have limitations, a combi-
nation of these algorithms with enriched features significantly improves
performance. The strongest model achieved an accuracy of 89% with
this hybrid approach.

1 Introduction

Empirical studies have consistently shown that users reuse passwords across
multiple services or generate new passwords based on small systematic changes

*Copyright (©)2026 by the Consortium for Computing Sciences in Colleges. Permission to
copy without fee all or part of this material is granted provided that the copies are not made
or distributed for direct commercial advantage, the CCSC copyright notice and the title of
the publication and its date appear, and notice is given that copying is by permission of the
Consortium for Computing Sciences in Colleges. To copy otherwise, or to republish, requires
a fee and/or specific permission.
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to existing passwords. Users typically modify passwords by substituting sub-
strings, changing capitalization, or appending digits and symbols. These pre-
dictable modifications produce clusters of related credentials that grow over
time [1] [2].

These patterns promote research on authentication based on user behavior.
The EPSB framework [3] is one approach that attempts to model user identity
through statistical features, such as the mean and mode of password length or
the count of capital letters and symbols. Although these types of approaches
demonstrate effectiveness in detecting anomalous behavior, their dependence
on basic statistics limits their ability to recognize real structural similarities
between clusters of passwords. Recent research [4] also highlights the limita-
tions of relying on isolated similarity metrics, such as Levenshtein distance and
substring matching.

In this paper, we propose a novel hybrid approach. Rather than merely
observing these similarity metrics as seen in prior work, we integrate them as
structural features into a machine learning classifier. The password dataset,
along with the outputs of the EPSB and LCS algorithms and these additional
features, was used to train machine learning models. Three models were eval-
uated: Logistic Regression, Random Forest, and Gradient Boosting. Addition-
ally, the most effective system was evaluated using XGBoost classifiers. This
study shows that this integrated approach yields the strongest results. Fur-
thermore, feature correlations were analyzed to assess effectiveness in detecting
whether passwords were from the same user, as illustrated by the Heatmap in
Figure 2.

2 Methodology

2.1 Overview

The current approach combines algorithmic analysis with machine learning
methods to generate a binary classification determining whether two passwords
originate from the same user. These methods were tested on a dataset con-
structed from public password leaks. The dataset is organized into positive and
negative pairs to represent same-user and different-user scenarios. First, the
raw password pairs are processed by the EPSB or LCS algorithms to produce
intermediate statistical features and LCS ratios. Then, these outputs combined
with additional character characteristics are fed into machine learning models
to identify behavioral patterns in password creation.

2.2 ML Implementation

Three standard machine learning models were chosen to interpret the algorith-
mic outputs. The models chosen were: Logistic Regression, Random Forest,
and Gradient Boost. Logistic Regression was chosen as a baseline model to
evaluate the linear vs. non-linear nature of the data. The results from this
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model varied across all sets and were unique compared to the other models,
showing that the data often contains complex patterns. The other two classi-
fier models were chosen as standards for this binary classification task. Due to
the high performance of the final experiment, two additional XGBoost classi-
fiers were run on this set; these two models were not run in any of the other
experiments.

These models were all trained on the same dataset with a 75-25 train-test
split. Feature sets varied based on which algorithmic approach was used. In
previous similar experiments [3], machine learning algorithms were not used,
and no standard of accuracy was presented. This previous study suggested the
use of the LCS algorithm in place of EPSB, but this study shows that even
a basic implementation of the EPSB algorithm is significantly better than the
LCS algorithm in isolation.

2.3 EPSB Implementation with ML Interpretation

EPSB algorithm was initially evaluated in isolation to determine the predictive
strength of basic statistical properties regarding passwords. The implementa-
tion conducted in this study extracted per-password distributions of capital
letters, lowercase letters, combined capital and lower case letters, digits,certain
symbols, and length. Prior studies and researcher expectations implied that
EPSB in isolation would not provide strong discriminatory power [3]. The al-
gorithm is designed to parse a set of passwords associated with a single user
to create a statistical profile for the user. New passwords are then checked
against the profile to determine whether they are from the legitimate user. In
this study, these derived statistical features were combined with the raw data
set to construct a new dataset for the machine learning models.

2.4 LCS Implementation with ML Interpretation

The initial LCS approach compares password pairs to produce an LCS-ratio
which equals the length of the longest common substring divided by the average
length of both passwords. This produces a comprehensive one-dimensional
statistic to quantify the predictive power of a substring. The standard suffix
tree method is used to implement the LCS algorithm. This method can be
applied recursively, returning the longest string, then the second longest string,
then the third longest. We have limited this algorithm to only return substrings
that are longer than two letters and to recursively execute a maximum of three
times. The K-shaped graph derived from the LCS algorithm implies that when
passwords are similar, they are highly similar, emphasizing the importance of
retaining this feature. These observations motivated the inclusion of additional
structural and semantic similarity measurements.
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2.5 LCS/EPSB Implementation with Annotations & ML Interpre-
tation

To address limitations within an isolated LCS-based or EPSB-based approach,
new models were developed to enrich the predictive power of the dataset. This
model introduced several key features that significantly increased accuracy,
including password lengths, length difference, shared character count, the Lev-
enshtein distance of the two strings, and the Jaccard similarity coefficient of
the two strings [5]. As shown in Figure 3 and Figure 4, Jaccard similarity and
Levenshtein distance are among the most important predictive features. These
figures also suggest that the longest common substring is highly predictive.

2.6 LCS for Multiple Sub-Strings with EPSB annotations & ML
Interpretation
The final model implementation integrates a modified version of the LCS algo-
rithm designed to retrieve the three longest common substrings. The ratios for
the second and third longest substrings to the total length of the string (LCS
2 ratio and LCS 3 ratio) were added to the dataset. These new metrics were
combined with the EPSB features and enriched features discussed above to
form a comprehensive feature set. This approach proved to be the most effec-
tive approach that captures complex behavior pattern well with little increase
in computational cost.

3 Experiment

3.1 Dataset Selection and Issues
A dataset of 272,000 password pairs was constructed from two public breach
sources containing plain text credentials. These included a breach of a gam-
ing platform and a breach of a widely accessed entertainment platform. Both
breaches contained several million records. To maintain ethical standards, all
email identifiers were hashed and location fields were discarded. Only pass-
word fields were retained, with no other identifying information. This dataset
consisted of 136,000 positive pairs, defined as passwords associated with the
same hashed email, reflecting behavioral consistency from a single user. Using
this practice of matching emails yielded the first set of 136,000 pairs. To cre-
ate a balanced dataset, an additional 136,000 negative pairs were derived from
the same two data breaches by randomly selecting unique email identifiers to
create pairs.

Five distinct feature sets were derived to train Machine Learning Models.
Table 1 shows the details of the datasets.

3.2 Experiment Metrics

The performance of the models was evaluated using standard binary classifi-
cation metrics: accuracy, precision, recall, and F-1 Score. In this context, a
positive classification represents a pair of passwords from the same individ-
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Table 1: Composition of Feature Sets

Dataset

Methodology

Features Included

Set 1

EPSB

Password pairs, capital letter
count, lowercase count, total let-
ter count, digit count, symbol
count.

Set 2

EPSB & Enriched Features

features above and Levenshtein
distance, Jaccard similarity,
shared character count, length
difference.

Set 3

Basic LCS

Password pairs, LCS ratio, LCS
length.

Set 4

LCS & Enriched Features

Password pairs, multiple LCS ra-
tios (1, 2, & 3), shared character
count, Levenshtein distance, Jac-
card similarity, length difference.

Set 5

LCS, EPSB & Enriched Features

All features from Set 2 and

Set 4 combined.

ual, while a negative classification represents pairs from different individuals.
The precision scores reflect the model’s ability to avoid incorrectly classifying
negative pairs, while recall measures its ability to correctly identify positive
pairs. The F-1 score summarizes these competing objectives and is the most
comprehensive measurement of effectiveness for behavioral authentication.

All experiments were conducted using the same standard dataset with vary-
ing features included. 75% of the sample data is allocated for training and the
rest of 25% data is reserved for testing model accuracy.

4 Results

A comparative summary of the F-1 score results from the four methodologies
is presented in Figure 1.

4.1 EPSB and EPSB with Enriched Features

When evaluated in isolation, EPSB-derived statistical features showed gaps
between linear and tree-based models. Tree-based models such as Random
Forest and Gradient Boosting models achieved around 85% accuracy, while
Logistic Regression performed notably worse. This suggests that nonlinear
relations between string composition features capture meaningful behavioral
patterns. And the interesting observation is that, once enriched features such
as Levenshtein distance, Jaccard similarity were added to the dataset, the
accuracy improved significantly across all models (ranging from 81% to 88%).
This demonstrates the combination of EPSB statistics and enriched features
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successfully capture critical factors of password behavioral patterns.

4.2 LCS

The standalone LCS algorithm yielded the lowest performance. This model also
experienced a noticeable imbalance between class recalls, achieving a 0.88 recall
for true negatives, but only a 0.58 recall for matching pairs. This imbalance
reinforces the fact that passwords from the same individual do not always have
a long common substring.

4.3 LCS with Enriched Features

Incorporating string-level features such as Levenshtein distance greatly im-
proved the accuracy across all classifiers over the basic LCS model, implying
that these additional metrics capture global similarity as well as localized edits
and structural characteristics that are not reflected by the LCS algorithm. The
consistency of these metrics across linear models and classifiers also suggests
that the new dataset provides a more linearly identifiable representation of
behavioral similarity.

4.4 LCS with Enriched & EPSB Features

The comprehensive hybrid approach yielded the strongest overall performance
across all evaluated models. By combining the statistical composition(EPSB)
with structural similarity (LCS & Enriched), the system achieved the highest
accuracy of 88.2% with Gradient Boosting Model. Two additional models
were run on this set, consisting of two variations of XGBoost classifiers which
achieved the study’s highest accuracy of 89%.

X Logistic Random Gradient
System Highest Accuracy i
Regression | Forest Boost

EPSB & Enriched
Features

LCS

LCS & Enriched
Features

LCS, EPSB, &
i 88.2% 81.8% 87.3% 88.2%
Enriched Features

Figure 1: Highest Accuracy Scores Across Systems

4.5 Correlation of Features

A correlation feature heatmap (Figure 2) has been created to analyze rela-
tionships between different features. As expected, strong positive correlations
exist between length-based metrics (Lenl, Len2) and character counts (let-
tersl, numbersl). Interestingly, Levenshtein distance shows a strong negative
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correlation with LCS-based metrics and Jaccard similarity, confirming that as
distance increases, structural similarity decreases.

The significance analysis of characteristics is illustrated in Figure 3 and Fig-
ure 4. Both results repeatedly emphasize the importance of Jaccard Similarity,
Levenshtein Distance, and LCS-ratio for the first common substring. However,
features derived from the second and third longest common substrings were
identified as less important.

Feature Correlation Heatmap
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Figure 2: Correlation of Features
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Random Forest Feature Importance

0.200
0175
0150

g o125

e sc

£ 0100

0075
0.050
- D |:|
0.000
& o> & > Y & &
£ & & & e &
S
R

Imports

N & & Yy S
&S & o7 & & AN SRS s

¢ a4 o & 9 o
& & & IS
& & &

g &
E S &
£ § &8
¢ o & o

R
O K & 5

Figure 4: Random Forest Feature importance

5 Future Work and Discussion

This study demonstrates that behavioral authentication is possible and prac-
tical through password string characteristics alone. These highly accurate re-
sults were achieved without relying on temporal, contextual, or biometric data.
This paper proposed a new hybrid approach that combined the LCS algorithm,
EPSB-style statistics, and enriched string metrics, achieving a peak accuracy
of 89% using XGBoost classifiers. An interesting observation of this research is
the role of feature types in model performance. While statistical composition
features (EPSB) primarily capture non-linear behavioral patterns effective in
tree-based models, the inclusion of structural metrics—such as Jaccard simi-
larity and Levenshtein distance—significantly improved linear separability.

Compared with other machine learning methods, our algorithmic approach
is lightweight, making it easier to use in real-time authentication. When a
user attempts to log in or update a password, the system evaluates the input
against their established behavioral profile. If the pattern varies greatly, the
system can trigger alerts or require further authentication. This behavioral
analysis functions as an intermediate step that runs before the password is
hashed. It is also important to address the security concerns associated with
these algorithms. Traditionally, the LCSM class of algorithms requires storing
plaintext passwords in memory, introducing a potential vulnerability. However,
in this suffix tree implementation, passwords are not persistently stored. In-
stead, the algorithm processes each input string by breaking it into characters
and structuring them within a specialized Trie. Once the Trie is searched to
find the longest common substring, it is immediately discarded. Because this
entire process occurs transiently in memory, the system avoids storing plaintext
passwords in any persistent database.

In this paper, standard classifiers were selected to establish a reliable base-
line due to their success in similar research. The model is stable across multiple
runs. Optimization techniques were not used in the current approach; how-
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ever, further investigation will be done in this area. Although legitimate and
verifiable breach datasets are exceptionally difficult to find, future research will
test these algorithms on cross-dataset generalization.
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Abstract

Cryptography is a foundational topic in computer science educa-
tion and is commonly introduced through algorithmic and mathemat-
ical frameworks. Building on this foundation, students can benefit from
complementary learning experiences that illustrate how these principles
operate within real-world systems. This paper presents a context-first
approach that situates cryptographic concepts within a practical and
tangible workflow, an NFC-based digital payment system, allowing stu-
dents to connect theoretical knowledge with applied system behavior.

We introduce a closed-loop, mock digital payment system that oper-
ates entirely on synthetic data, in which students design a secure NFC-
enabled payment system while interacting with services that simulate
tokenization, key management, and transaction authorization. The ap-
proach enables student discussions in system-level reasoning, threat mod-
eling and attacks, and correct application of cryptographic primitives.
Through hands-on implementation, simulations, and adversarial demon-
strations, students gain deeper insight into how cryptography enforces
security guarantees in modern systems. By reframing cryptography edu-
cation around systems that students already trust and use, this approach
seeks to bridge the gap between theory and practice, fostering deeper un-
derstanding of how cryptographic mechanisms enable secure interactions
in modern computing environments.

*Copyright (©)2026 by the Consortium for Computing Sciences in Colleges. Permission to
copy without fee all or part of this material is granted provided that the copies are not made
or distributed for direct commercial advantage, the CCSC copyright notice and the title of
the publication and its date appear, and notice is given that copying is by permission of the
Consortium for Computing Sciences in Colleges. To copy otherwise, or to republish, requires
a fee and/or specific permission.
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1 Introduction

Cryptography is a foundational component of modern computing systems, un-
derpinning secure communication, authentication, data integrity, and digital
payments. Traditional cryptography instruction is often introduced through
abstract algorithms and mathematical models that form a solid theoretical
base, and students often benefit from opportunities to see these concepts ap-
plied within concrete system contexts. As a result, these opportunities can fur-
ther support students in developing intuition about why cryptographic mech-
anisms are needed, how they are applied in practice, and what security guar-
antees they provide [1, 2, 3, 4].

At the same time, students routinely interact with cryptography-enabled
systems in their daily lives. Contactless payment technologies, such as mo-
bile wallets and tap-to-pay transactions, are widely adopted and trusted by
users. While students rely on these systems for convenience and security, they
rarely understand the cryptographic processes that enable them. Concepts
such as tokenization, key management, message integrity, replay protection,
and authentication are largely invisible to users, creating a disconnect between
everyday technological trust and formal cryptographic understanding [5, 2, 6,
7.

This paper argues that this disconnect presents a powerful educational op-
portunity [8, 9]. Rather than introducing cryptography through abstract algo-
rithms alone, we propose a context-first pedagogical approach that introduces
cryptographic concepts in a familiar and tangible workflow through a contact-
less digital payment system. We present a hands-on instructional module cen-
tered on a mock, Apple Pay-inspired Near-Field Communication (NFC) pay-
ment system [10], designed specifically for classroom use. In this closed-loop
environment, students design and implement a digital payment application
that performs secure NFC-based transactions using synthetic payment data,
while interacting with instructor-provided backend services that simulate key
components of a real payment ecosystem.

The mock system mirrors essential elements of modern mobile payment ar-
chitectures, such as tokenization (primary account number to device account
number conversion), cryptographic payload generation, replay protection, and
backend authorization, without interfacing with real financial networks or sen-
sitive data [11]. By situating cryptographic primitives within a concrete pay-
ment workflow, students encounter cryptography as a necessary response to
identifiable threats rather than as an isolated mathematical exercise [12].

The remainder of this paper is organized as follows: Section 2 describes
the context-first pedagogical approach, including system framing and active
and adversarial learning. Section 3 describes the architecture and design of
the mock digital payment system. Section 4 describes the classroom activities,
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demonstrations, and learning outcomes, followed by the paper conclusion in
Section 5.

2 Pedagogical Design

The instructional design of the NFC-based secure payment module follows a
context-first approach to cryptography, in which system behavior and security
goals precede the introduction of cryptographic primitives. Rather than begin-
ning with mathematical definitions or algorithmic properties, students are first
exposed to a realistic payment scenario and are asked to reason about what
could go wrong if appropriate protections are not in place. Cryptographic
concepts are then introduced incrementally as necessary responses to specific
threats.

2.1 Framing the Payment System

Instruction begins with a high-level walkthrough of a contactless payment inter-
action from a user’s perspective: an NFC device taps a terminal, a transaction
is processed, and an approval or rejection is returned. Students are encour-
aged to identify implicit assumptions in this workflow, such as trust in the NFC
device information, the terminal, the network, and backend services.

Students are then asked to identify the high-level components required to
support a digital payment system, such as the NFC device (or mobile wallet),
a merchant terminal, and backend services, focusing on their roles rather than
implementation details.

The discussion then follows with an exploration of what it means for a pay-
ment system to be secure from a user and system perspective. Students are
prompted to articulate expected properties, such as successful authorization,
resistance to fraud, protection of sensitive data, and usability. Particular em-
phasis is placed on the expectation that real payment systems do not store or
transmit raw credit card numbers, motivating early discussion of tokenization
and data minimization without yet introducing cryptographic details.

The instructor then guides students through a thought experiment in which
these components communicate using plaintext messages. Students are asked
to consider what information would be exchanged, who can observe or modify
that communication, and what could go wrong if no protections are in place.
This discussion naturally surfaces concerns such as message tampering, imper-
sonation, replay, and unauthorized reuse of credentials.

Only after these risks are discussed, it becomes clear to students that dif-
ferent forms of cryptography are needed for securing such a payment system.
Students propose requirements such as ensuring messages are not modified,
verifying the sender of a transaction, preventing reuse of old payment requests,
and limiting exposure of sensitive identifiers. These requirements serve as a
bridge between system goals and cryptographic mechanisms, preparing stu-
dents to understand why integrity protection, authentication, freshness, and
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tokenization are necessary.

2.2 Active and Adversarial Learning

A central component of the pedagogical design is the inclusion of adversarial
exercises. Students are required not only to implement secure transactions, but
also to demonstrate how their systems respond to intentional misuse. Typical
adversarial scenarios include replaying previously valid transactions, modify-
ing transaction amounts, or attempting to use revoked tokens. Each scenario
motivates the introduction of a corresponding cryptographic mechanism. For
example, integrity violations motivate digital signatures or message authen-
tication codes, while replay attacks motivate nonces or timestamps. In this
way, cryptographic primitives are framed as solutions to concrete problems,
not abstract requirements.

3 Digital Payment System Overview

This section describes the architecture and design of the mock digital payment
system used in the instructional module. The system is inspired by modern
mobile payment platforms such as Apple Pay, but is intentionally simplified
and implemented as a closed-loop educational simulator for the purpose of
exposing students to the essential cryptographic and system-level components
that enable secure contactless payments.

3.1 High-Level Architecture

At a high level, the system consists of five logical components:

1. Enrollment Device (ED) / Payment Device (PD): NFC tag-based Device
Terminal and Reader.

2. Merchant Bank Server (MB): acting as the recipient of the transferred
money, also known as the Acquirer.

3. Issuer Bank Server (IS): acting as the sender of the transferred money.
In a real-world scenario, this is the financial institution (e.g.bank) that
provides credit, debit, or prepaid cards.

4. Token Service Provider (TSP): responsible for storing and matching Per-
sonal Account Numbers (PANs) and Device Account Numbers (DANSs).
Tokens usually stored in a Token Vault.

5. Key Management Service (KMS): responsible for issuing keys (public-
private pair, or symmetric) for the different system entities.

The NFC tag communicates with the payment reader terminal via a short-
range NFC interaction and with backend services (TSP, IS, MB) via standard
HTTPS APIs. All sensitive operations are performed using synthetic identifiers
and cryptographic keys generated by the KMS are specifically for instructional
use.
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3.2 Enrolling Phase: Mock Wallet Enrollment

The system begins with an enrolling phase, analogous to adding a payment
card to a mobile wallet. In our instructional design, the NFC tag is acting like
the mobile wallet card under enrollment. A mock primary account number
(PAN) is generated using synthetic data and is stored in the NFC tag. This
PAN is never used directly in transactions. Instead, the wallet communicates
with the instructor-provided Token Service Provider (T'SP), which converts the
PAN into a device account number (DAN) through a tokenization process. The
TSP maintains a secure mapping between PANs and DANs and tracks token
lifecycle state (e.g., active, revoked).

In this phase, students examine an intentionally insecure enrollment process
and identify the security risks involved. Figure 1 illustrates an insecure pay-
ment card enrollment process in which sensitive card information is transmitted
and stored without appropriate cryptographic protections. During enrollment,
the enrollment device sends raw card data, the PAN, to backend services and
is converted to the DAN without encryption or secure authentication, exposing
the system to risks such as data interception, unauthorized reuse, and long-
term credential compromise.

DAN: Device Account Number
PAN: Personal Account Number —

Enroliment
Device (ED)

5 | 2
) @ ( ‘% . TokenService | &
<

- o\ Provider (TSP)

3.PAN — DAN
stores PAN, DAN

1\ /&

DAN Device Account Number
PAN Personal Account Number

Issuer Bank

Figure 1: Simplified example of an insecure payment card enrollment process in
which raw card data is transmitted without sufficient cryptographic protection.

After discussion of risks and attacks possible, the discussion should lead
to a more secure enrollment phase as illustrated in Figure 2, establishing a
trusted foundation for subsequent transactions. During such discussion, stu-
dents realize the need for encryption and signatures, thus the need for a Key
Management Service to issue cryptographic keys to associate with every en-
rollment instance. Public keys required for verification are made available to
backend services, while private keys remain on each system component within
our simplified trust model.
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Figure 2: Simplified secure payment card enrollment process using proper crypto-
graphic authentication to protect sensitive card data.

3.3 Transaction Phase: NFC-Based Payment Flow

Similar to the discussion carried in the enrollment phase, we discuss the pay-
ment transaction phase in an insecure vesion first, and then leading to a more
secure version. Students are first presented with Figure 3 representing an inse-
cure payment transaction in which transaction messages are transmitted with-
out adequate cryptographic protections. Students discuss absence of integrity
checks, authentication, and replay protection, and what an attacker can ob-
serve, modify, or reuse transaction data, highlighting the risks associated with
unsecured communication in payment systems.

DAN: Device Account Number

—— PAN: Personal Account Number

ool AMT: Amount to be transferred
— Ts: Timestamp of transaction
- . - H: Hash
_ 7
oW Merchant M
W Bank (MB) Ay,
z 1 o~ %
g i . ¢
t s o
z Voo
g n e,
o = .
H
“n,
Ay, <
44;75 w
TS g

Token Service ~ Payment
Provider (TSP) ~ @ Device (PD)

Issuer Bank
(18)

Figure 3: Simplified example of an insecure payment transaction lacking crypto-
graphic protections, exposing the system to tampering and replay attacks.

Figure 4 presents a more secure simplified payment system in which trans-
action data is protected using cryptographic mechanisms to ensure that the
payment transaction can be verified, has not been modified, and cannot be
reused or replayed, enabling safe and reliable payment processing.

A payment transaction is initiated through a physical NFC tag and a mer-
chant terminal NFC reader device. Upon scanning the NFC tag, it will initiate
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Figure 4: Simplified secure payment card transaction process using proper crypto-
graphic authentication to protect sensitive card data.

the necessary transaction information such as merchant identifier, terminal
identifier, a freshness value (e.g., a nonce or timestamp), and finally the trans-
action amount along with the PAN stored on the tapped NFC tag.

The payment system applies cryptographic protections to the payload, in-
cluding hashing, encryption and digital signatures, and transmits it to the
backend system for authorization. A log system is provided to the students to
display the status of the information transfer from one backend component to
another.

The submission of the payload transaction results in a success (approved)
or failure (denied) response. This is managed through backend services that
simulate the roles of a issuer bank server (sender of the money), merchant bank
server (receiver of the money), and the token service provider. When a trans-
action request is received, a series of validation steps are performed, including
cryptographic verification of the transaction payload, replay protection checks,
and token status verification through the TSP. If all checks are successful, the
transaction is approved, and a response is returned to the payment device ap-
plication. If not, a structured decline response is issued, allowing students to
observe and diagnose failure cases.

4 Classroom Activities and Demonstrations

The NFC-based secure payment module is structured around a series of hands-
on classroom activities that culminate in live demonstrations of secure and
adversarial transactions. Students examine how a contactless payment pro-
gresses from a physical NFC tap to backend authorization and approval, all
through logs that are made visible for each system component. During this
walkthrough, emphasis is placed on identifying trust boundaries, data flows,
and potential points of failure. Students are asked to predict what information
must be protected and what threats may arise at each stage of the transaction.
This primes students to view cryptography as a response to system-level risks
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rather than as an abstract requirement.

4.1 Secure vs. Adversarial Demonstrations

A core feature of the module is a live tap-to-pay demonstration. Students
demonstrate a successful secure transaction (using synthetic data) by tapping
the NFC terminal reader against an NFC tag and receiving an authorization
response in real-time.

During the demonstration, students are required to explain:

e What data is exchanged during the tap

e Which cryptographic protections are applied

e Why the transaction is accepted or declined

For successful transactions, students must demonstrate at least one inten-
tional attack scenario and explain why it fails. Common adversarial demon-
strations include:

e Replaying a previously valid transaction payload

e Modifying transaction amounts or metadata

e Attempting transactions with revoked tokens
4.2 Observed Learning Outcomes
This module was deployed in an introductory cybersecurity upper-level un-
dergraduate computer science course with approximately 40 students. Obser-
vations and discussions were collected through structured live demonstrations
of secure and adversarial payment scenarios where several consistent patterns
emerged. Students demonstrated a stronger ability to articulate the purpose
of cryptographic mechanisms in the context of system behavior, rather than
describing them solely in algorithmic terms. Post-module responses more fre-
quently referenced specific threats (e.g., replay attacks, tampering) and corre-
sponding defenses, suggesting improved security reasoning in all other course
topics.

During live demonstrations, students were generally able to explain not only
why successful transactions were accepted, but also why adversarial attempts
were rejected. This ability to reason about failure cases signifies a shift from
a surface-level understanding of cryptographic concepts to a profound com-
prehension and practical implementation of cryptographic functionalities and
applications.

5 Conclusion

This paper presents a context-first instructional approach to cryptography
that complements traditional foundations by situating cryptographic concepts
within a hands-on, NFC-based mock digital payment system inspired by con-
temporary mobile wallets. Through live demonstrations, adversarial exercises,
and explicit justification of design decisions, students engage with cryptogra-
phy as a system-enabling tool rather than an abstract collection of algorithms.
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Core security properties, such as authenticity, integrity, confidentiality, replay
protection, and tokenization, are introduced as responses to identifiable threats
within a familiar payment workflow.

By emphasizing correct cryptographic usage, protocol design, and secu-
rity reasoning through structured discussion and live demonstrations, the ap-
proach supports deeper conceptual understanding of how cryptography oper-
ates within real systems. The NFC-based payment module presented in this
work provides a replicable and adaptable educational framework for bridg-
ing theory and practice in applied cryptography instruction and for enriching
undergraduate computing curricula with meaningful, system-oriented learning
experiences.
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Abstract

Employers in the Computer science Industry, as in most STEM dis-
ciplines, want prospective Computer Science graduates to possess strong
software development and technical communication skills. Computer
science has long included specialized disciplines such as cybersecurity,
computational biology, data science, and AI. Consequently, many insti-
tutions offer degree programs that integrate traditional computer science
with these specialized areas. In addition, these institutions often also of-
fer Bachelors of Arts and Science degrees in traditional computer science.
Given the current technical job market, it is imperative that institutions
ensure that the proficiencies obtained by all their graduates match the
skills required by employers. In this study, we analyze the software de-
velopment and communication skills of 1) employer requirements and
2) undergraduate proficiencies across different degree options. Our find-
ings indicate that job postings for computer science sub-majors reference
software engineering skills less frequently and oral communication skills
more frequently than postings for traditional computer science majors.

*Copyright (©)2026 by the Consortium for Computing Sciences in Colleges. Permission to
copy without fee all or part of this material is granted provided that the copies are not made
or distributed for direct commercial advantage, the CCSC copyright notice and the title of
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Consortium for Computing Sciences in Colleges. To copy otherwise, or to republish, requires
a fee and/or specific permission.
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1 Introduction

The rapid evolution of the technology sector has increased employer expecta-
tions that computer science graduates possess not only strong software devel-
opment abilities but also effective technical communication skills[1]. As the
discipline has expanded to include specialized areas such as cybersecurity, data
science, computational biology, and artificial intelligence, universities have re-
sponded by offering a range of degree programs that blend traditional computer
science with these emerging fields[2]. Alongside these specialized pathways, in-
stitutions continue to offer traditional Bachelor of Arts and Bachelor of Science
degrees in computer science. However, as the technical job market becomes in-
creasingly competitive and diversified, questions remain about whether the
skills developed across these degree options align with employer needs. This
study investigates employer requirements and undergraduate proficiencies in
software development and communication skills across different computer sci-
ence degree pathways to better understand how well current programs prepare
graduates for the workforce.

2 Related Work

2.1 Perceived preparedness and self-efficacy at graduation

A common approach to understanding graduates’ readiness is to measure self-
perceived preparedness, often framed through self-efficacy theory—i.e., an in-
dividual’s belief in their ability to succeed at specific tasks. Bandura’s foun-
dational work positions self-efficacy as a strong predictor of motivation, per-
sistence, and performance, while also noting that perceptions can diverge from
objective skill levels depending on experience and feedback [3].

In higher education assessment, exit and alumni surveys are frequently
used to capture how confident students feel about program outcomes at the
point of graduation (or shortly after), providing a complementary lens to direct
assessment artifacts. ABET’s accreditation ecosystem, for example, explicitly
accommodates indirect measures such as surveys as part of a broader evidence
base for student outcomes and program educational objectives[4].

2.2 Program outcomes, accreditation outcomes, and competency
frameworks
Studies that compare graduates’ perceptions to external expectations typically
need a shared vocabulary for “capabilities.” Many programs operationalize ca-
pability using (a) accreditation-driven outcomes, and/or (b) widely adopted
competency frameworks. ABET’s outcomes-based model encourages programs
to define measurable student outcomes and gather evidence through a combi-
nation of direct and indirect methods[5].
Within computing specifically, the Computer Science Curricula 2023 (CS2023)

guidelines synthesize current perspectives on what CS graduates should know
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and be able to do, including attention to evolving platforms and professional
practice expectations shaped by industry[6].

In parallel, cross-disciplinary workforce frameworks such as NACE Career
Readiness Competencies provide a standardized set of professional competen-
cies (e.g., communication, teamwork, critical thinking, professionalism) that
are frequently used in employer-facing discussions of “job readiness,” and can
be mapped to survey items or learning outcomes.

2.3 Evidence of perception gaps between graduates and employers
A recurring theme in the broader employability literature is that students tend
to rate their proficiency higher than employers do, particularly for “durable”
or professional skills. NACE reports quantify these gaps across multiple com-
petencies, highlighting substantial differences in perceived proficiency between
new graduates and employers (notably leadership /professionalism, critical think-
ing, and communication).

Earlier work also examined mismatches between student perceptions and
employer expectations across job-relevant skills, supporting the idea that per-
ception data is informative but should be interpreted alongside external bench-
marks|7].

Within computing and IT-adjacent disciplines, multiple studies report that
employers emphasize not only baseline technical ability but also professional
skills—communication, teamwork, problem-solving, and work habits—and that
gaps are frequently observed in these areas
2.4 The academia—industry gap in computing and software fields
Computing education research and industry-facing studies often characterize
an “academia—industry gap”’ as a mismatch between what programs emphasize
and what entry-level roles demand, especially around professional practice and
applied experience. Recent work in the ACM community continues to docu-
ment these gaps and frames them as persistent and multi-factorial (curricular
constraints, rapidly changing tools, differences in incentives, etc.)|8].

Related research on “work readiness” similarly treats readiness as multi-
dimensional—technical competence plus professional attributes and context-
specific application—and argues that measurement should include both grad-
uate self-perception and employer-side evaluation|9].

2.5 Using exit/alumni surveys and indirect measures in outcomes
assessment
Exit surveys are widely used as indirect assessment inputs in accreditation and
continuous improvement workflows because they can be administered at scale
and can capture constructs that are difficult to measure via exams alone (con-
fidence, perceived growth, perceived relevance). ABET-oriented assessment
examples explicitly include alumni or graduate surveys asking respondents to
rate preparedness and the relevance of program educational objectives to their
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careers, sometimes with structured outreach mechanisms to reach alumni co-
horts.

Methodological work in outcomes assessment emphasizes that survey-based

data is most defensible when (1) items are aligned to clearly defined out-
comes,/competencies, (2) results are triangulated with direct measures, and (3)
the program closes the loop by using findings to guide curricular decisions[10].
2.6 Comparing student perceptions to “industry requirements"
To compare exit-survey perceptions to industry needs, prior work typically op-
erationalizes “industry requirements” through one or more proxies: employer
surveys/interviews, advisory board input, competency frameworks, or anal-
yses of job postings. Studies focused on employability and skills mismatch
commonly treat job readiness as alignment between graduate capabilities (per-
ceived or demonstrated) and employer expectations (stated or observed), often
finding that professional skills and applied experience are the most sensitive
mismatch areas.

3 Data Collection

3.1 Employer Requirements

Table 1: Sample of Job Degree Common Terms

Degree ‘ Terms

Subfield "computational biology", "bioinformatics"
"cybersecurity", "information security analyst"

BA-CS "software developer", "web developer"
"database administrator", "technical support engineer"

BS-CS "software engineer", "devops engineer"
"systems architect", "data engineer"

To investigate employer requirements, we analyzed 123,849 LinkedIn job
ads posted between 2023 and 2024. The job descriptions were preprocessed by
converting text to lowercase, removing common stop words[11], and standard-
izing synonyms to a single term|[12].

From the cleansed dataset, we focused on entry-level positions requiring a
bachelor’s degree by selecting ads containing phrases such as “entry level” or
“bachelor of [xxx]| degree required.” Within this subset, we identified 2,615 ads
requiring a bachelor’s degree computer science subfield, 1,310 ads requiring a
Bachelor of Arts in traditional computer science, and 5,567 ads requiring a
Bachelor of Science in traditional computer science by further analyzing for
terms commonly associated with each degree type. Tablel presents a sample
of common terms associated with each degree type. For the remainder of this
study, we refer to these categories as subfield, BA-CS, and BS-CS.
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3.2 Undergraduate Proficiencies

To address our question about undergraduate proficiencies, we analyzed Likert-
scale exit survey responses from 132 undergraduates collected between 2021 and
2025. The survey included questions about students’ perceptions of their own
software development and communication proficiencies. Our dataset included
students from two Bachelor of Arts majors—Computer Programming and Ap-
plications and Computer Science—and three Bachelor of Science majors: Cy-
ber Criminology, Computational Biology, and Computer Science. Respondents
self-reported the degree they received. For analysis, the data were divided into
three groups: 88 Computer Science Bachelor of Science majors; 35 Computer
Science Bachelor of Arts majors (Computer Programming and Applications
and Computer Science combined); and 9 Computer Science subfield majors
(Cyber Criminology and Computational Biology combined).

4 Data Analysis

4.1 Employer Requirements

We begin by analyzing the LinkedIn job advertisement dataset described ear-
lier, focusing on ads containing terms related to software engineering, oral
communication, written communication, and technical documentation skills.
Table 2 provides a sample of common terms associated with each skill cate-
gory. The primary metric in this analysis is the percentage of job ads that
include at least one phrase related to a given skill (%).

Table 2: Sample of Job Ad Skill Common Terms

Skill ‘ Terms
Software "develop applications", "write software"
Engineerin "build applications", "construct codebases"
)
Oral "verbal communication skills", "oral communication"
Communication "spoken communication", "public speaking"
Written "written communication skills", "writing abilities"
Communication ""skilled in writing", "proficient in business writing"
)
Technical "technical documentation", "software documentation"
Documentation | "system documentation", "engineering documentation"

As expected, the results show that job advertisements mentioning software
engineering skills are most common for traditional computer science degrees,
with BS-CS at 41.1% and BA-CS at 34.7% (see Table 3). In contrast, only
9.8% of job advertisements in subfields mention software engineering skills.

As shown in Table 4, written communication skills are referenced far more
frequently than oral communication skills. References to written communica-
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Table 3: Job Ads Software Engineering
Metric ‘ Subfield ‘ BA-CS ‘ BS-CS
% | 98 | 347 | 411

tion occur at similar rates across all groups: subfield positions (92.8%), BA-CS
(91.9%), and BS-CS (91.9%). In contrast, oral communication skills are men-
tioned more often in subfield job advertisements than in traditional computer
science roles, with frequencies of 19.5% for subfield positions, 9.8% for BA-CS,
and 10.8% for BS-CS. As shown in Table 5, technical documentation skills
appear at similar rates for BA-CS (9.0%) and BS-CS (8.1%) job ads, while
subfield positions are slightly lower at 6.19%.

Table 4: Job Ads Communication
Metric | Subfield | BA-CS | BS-CS
Oral % | 195 | 98 | 108

Written % | 928 | 91.9 | 91.0

Table 5: Job Ads Technical Documentation
Metric ‘ Subfield ‘ BA-CS ‘ BS-CS
% | 619 | 9.0 | 81

4.2 Undergraduate Proficiencies

We now present an analysis of the aforementioned exit survey results. All
questions used the following 5-point Likert scale: Strongly Agree (5), Agree
(4), No Opinion/Not Applicable (3), Disagree (2), and Strongly Disagree (1).
The frequency distribution of responses across the subgroups serves as a basis
for comparison analysis.

There was one question that asked the respondents to evaluate their soft-
ware engineering proficiencies: "I can design and implement software solu-
tions". Per the frequency distribution chart on software engineering (See Fig-
ure 1) , the BS Computer Science reported the highest proficiency with 95.4%
strongly agreeing or agreeing. BA Computer Science students followed closely
at 91.43%. In contrast, only 77.8% of the Computer Science Subfield students
selected agree, no students selected strongly agree.

There were two questions on technical communication skills. The first eval-
uated technical documentation skills: "I can completely document programs".
The second assessed technical oral presentation skills: "I can make clear and
informative oral presentations on programs".

As shown in Figure 2), similar to software engineering proficiencies, both
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"I can design and implement software solutions"
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Figure 1: Frequency Distribution: Software Engineering

BS and BA Computer Science students reported the high proficiency in tech-
nical documentation, with 90.9% and 88.6%, respectively, indicating that they
strongly agree or agree. In contrast, only 44.4% of the Computer Science Sub-
field students selected agree with no students selecting strongly agree. Notably,
44.4% of the Computer Science Subfield students selected strongly disagree or
disagree.

It is interesting that the oral presentation proficiencies do not mirror the
technical documentation results. While BS and BA Computer Science stu-
dents oral presentation results align with their technical documentation profi-
ciency, with 93.1% and 91.4%, respectively, indicating that they strongly agree
or agree, a higher percentage of Computer Science Subfield students selected
strongly agree or agree for oral presentations compared to technical documen-
tation, at 77.7% (See Figure 3).

In relation to the employer requirements analysis, it is notable that oral
communication skills were mentioned in the highest percentage of job ads
(19.5%), which aligns with the relatively high proportion of computer sci-
ence subfield students—77.7%—who reported strong agreement or agreement
in their oral presentation proficiency.
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Figure 2: Frequency Distribution: Technical Documentation
"I can make clear and informative oral
presentations on programs"
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Figure 3: Frequency Distribution: Oral Presentation

5 Conclusion

In conclusion, this study highlights important differences between employer ex-
pectations and undergraduate skill development across computer science degree
pathways. While traditional computer science programs continue to empha-
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size software engineering competencies, job postings for specialized sub-majors
place comparatively greater value on oral communication skills. These findings
suggest that institutions should more carefully align curricula across all com-
puter science degrees to reflect the evolving demands of the technical job mar-
ket. Ensuring that graduates—regardless of degree option—develop a balanced
combination of software development and communication skills is essential for
improving workforce readiness and employer satisfaction.
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