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Welcome to the 2025 CCSC Rocky Mountain Conference
Welcome to the 2025 CCSC Rocky Mountain Conference. Welcome to the

34th annual conference of the Rocky Mountain (RM) Region of the Consortium
for Computing Sciences in Colleges. The CCSC RM region board members are
grateful for the authors, presenters, speakers, attendees, and students partici-
pating in this year’s conference.

This year we received 26 paper submissions on a variety of topics, of which
18 papers were accepted for presentation at the conference. Multiple review-
ers, using a double-blind paper review process, reviewed all submitted papers
for the conference. The review process resulted in an acceptance rate of 69%.
In addition to the paper presentations, there are two peer-reviewed tutorials/-
workshops and four posters. We truly appreciate the time and effort put forth
into the reviewing process by all the reviewers. Without their dedicated effort,
none of this would be possible. A special thank you goes to the Submission
chairs Dr. Karina Assiter and Dr. Mohamed Lotfy.

The CCSC RM region board would like to thank our national gold-level
partners Rephactor, ACM2Y, BlossomsAI and the Association for Computing
Machinery in cooperation with SIGCSE.

We hope you enjoy the conference and take the opportunity to interact
with your colleagues and leave both enthused and motivated. As you plan your
scholarly work for the coming year, we invite you to submit a paper, poster,
workshop, tutorial, or panel for a future CCSC RM region conference, or to
serve as a reviewer or on the CCSC RM region board. Please encourage your
colleagues and students to participate in future CCSC RM region conferences.

Michael E Leverington, PhD
Northern Arizona University

Conference Chair
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Transformations in Computer Science Programs
to Integrate Quantum-AI∗

Conference Tutorial

Bhaskar Sinha, Mohammad Amin, Pradip Peter Dey
School of Technology and Engineering

National University
9388 Lightwave Ave., San Diego, CA 92123

{bsinha, mamin, pdey}@nu.edu

1 Background

What will be the next greatest technological peak? It will be the combined
effect of integrating Quantum Computing (QC) and Artificial Intelligence (AI)
for real-world problem-solving. Quantum-AI represents the intersection of QC
and AI. QC is based on the principles of quantum mechanics and utilizes the
computing power of a Quantum Processing Unit (QPU) to augment algorithms
used in AI-driven applications[2][4], potentially solving problems that are cur-
rently difficult for traditional systems. Quantum-AI is already playing a signifi-
cant role in the business world, and the demand for specialists in this emerging
field is growing. The integration of this technology into Computer Science
(CS) programs in academia enriches the discipline. It provides students with
the knowledge to address complicated, real-life, and practical challenges facing
the industry. In addition to the traditional foundational spaces such as al-
gorithms, data structures, and programming languages, CS curricula are now
undergoing significant shifts to integrate Quantum-AI, which has the poten-
tial to redefine the future of CS. These changes are not just additives, but are
profoundly altering teaching priorities, research directions, and required CS
competencies for graduates.

Similar to the AI transformations[5], QC, with QPU, brings in new concepts
and models of computation; created and based on the physics of quantum me-

∗Copyright is held by the author/owner.
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chanics[3]. This promotes and encourages in-depth analysis and comprehension
of QC basics like qubits, superposition, and entanglement, which challenge the
binary fundamentals of traditional Von Neumann computing architecture[1].
This enables significant speedups in solving certain types of computationally
intensive problems. When these QC features are combined with AI constructs,
Quantum-AI capabilities enable breakthroughs in areas of data processing,
cryptography, optimization, machine learning, etc., thus addressing the areas
of security and big data storage with contemporary vector databases. Teach-
ing these CS concepts in academic programs prepares students for the emerg-
ing market demands, encouraging interdisciplinary collaborative research, thus
leading to augmented problem-solving expertise. Universities are beginning to
offer introductory and advanced courses in quantum algorithms, quantum infor-
mation theory, and quantum programming languages. These offerings require a
rethinking of prerequisite knowledge where linear algebra, quantum mechanics,
and complex probability feature more prominently in the academic path of CS
students. Research opportunities in quantum machine learning, cryptography,
and optimization are gaining recognition, and funding from governments and
tech giants is accelerating the development of quantum-AI-focused academic
initiatives.

By incorporating Quantum-AI algorithms and models, the CS prospectus
aligns with rapid technological developments, enabling students to contribute
to fields like national security, robotics, criminal justice, healthcare, data sci-
ence, and many others. This integration also raises the importance of ethical
considerations, ensuring that students not only develop technical expertise but
also understand the social consequences of these transformative technologies.
The inclusion of Quantum-AI also promotes a deeper understanding of ethical
considerations in the global collaborative workplace. However, this paradigm
shift for creating content for academic CS curriculum faces many challenges.
Rapid pace of technological advancements, steep learning curve of QC and AI
concepts, and planning for adequate resources are some of the factors that make
it difficult for educators to keep course content up to date. In summary, the
rise and adoption of Quantum-AI is creating a fundamental shift in academic
CS programs. The integration of these technologies into curricula is not only
necessary to stay relevant in a rapidly evolving digital world but also essential
to prepare the next generation of engineers, scientists, and administrators with
the tools to drive improvements sensibly and efficiently. Academic institutions
must continue to adapt and lead, ensuring that students are prepared to nav-
igate the computational developments ahead. As industries increasingly rely
on AI for decision-making and as QC transitions from theoretical potential to
real-world application, academia must continue to evolve to keep pace with
technological advances. Beyond curriculum design, these shifts also have im-
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plications for faculty recruitment, laboratory infrastructure, and institutional
partnerships with industry and government entities. The participants of this
panel will discuss the issues mentioned above and other issues raised in the
conference to achieve clarity and quality in the undergraduate CS curriculum.

2 Tutorial Description

This panel provides an interactive and effective learning session where panelists
will raise some critical questions, concerns, and discuss potential opportunities.
They will also provide valuable suggestions on how Quantum-AI can enrich the
CS curriculum. The attendees can interact, ask questions, express their ideas,
experiences, and provide suggestions. Principles of AI and QPU-based QC are
introduced briefly. Discussions will include how these can be integrated into
the CS curriculum, where students can get the opportunities to learn about
these emerging technologies and equip themselves to face future challenges
and contribute appropriately. The panelists will also address the ethical issues
involved in using AI in different CS courses and how to maintain academic
standards and integrity.

3 Expected Outcomes

Attendees will gain a good understanding of the concepts of Quantum-AI and
their applications. They will have the chance for open discussions, constructive
criticisms, and suggestions.

4 Target Audience

Interested faculty who desire to teach computer science courses and related
topics.

5 Prerequisites

All educators with an interest in teaching and learning CS courses are wel-
come to this panel discussion, where intuitive explanations with examples are
presented about Quantum-AI related pros and cons.

References

[1] J. D. Dumas. Computer Architecture: Fundamentals and Principles of
Computer Design. 2nd edition. CRC Press, 2016.
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How to Install and Use T-Pot Honeypot VM

in a Defensive Cybersecurity Course∗

Conference Tutorial

Mohamed Lotfy Ph.D.
Utah Valley University

Orem, UT 84058
MohamedL@uvu.edu

Preparing IT and cybersecurity graduates to meet industry needs, IT and cy-
bersecurity courses must introduce current offensive and defensive tools and
practices. To secure computing resources, systems, services, data, and net-
work services. current defensive cybersecurity tools should be introduced and
applied in the different hands-on activities thus allowing students to gain the
needed knowledge of current cybersecurity best practices [1, 4, 7]. Honeypots,
an active defensive mechanism, are used to deceive attackers in the action on
objective cyber-attack phase as a decoy to mislead attackers. Honeypots mimic
real systems to attract attackers by making them believe they have found a
target with exploitable weaknesses, thus enabling deflecting attacks. Honey-
pots allow the cybersecurity team to monitor and analyze how the attackers are
interacting with the honeypots, identify their actions, techniques, used tools,
and their overall objectives. Utilizing a hands-on approach allow students to
develop defensive cybersecurity competency enabling them to build layered
defenses including honeypots that hardens the systems to advanced persistent
threats. Demonstrating defensive cybersecurity practices requires an environ-
ment where vulnerable honeypots hosts are deployed enabling the students to
perform the different defensive actions. Using an encapsulated virtual environ-
ment where the attacks on vulnerable honeypots can be conducted, reduces
the risk to institutional networks and systems.

∗Copyright is held by the author/owner.
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Tutorial Description

In this tutorial I will provide a hands-on working example of how to install
the T-Pot honeypot VM on a testing environment using VMware Workstation
Pro on laptops or PCs[2, 8]. The virtual environment will include an offensive
security Kali Linux VM, and a Debian 12 VM where the T-Pot containers will
be deployed. I will demonstrate how to build and setup the Debian host, how
to deploy the honeypots using Docker [5], update the .ymal deployment file,
demonstrate how to attack the honeypots, and show how the different attacks
are visualized on the T-Pot elastic stack dashboards.

Tutorial program

In the tutorial I will illustrate and demonstrate the following:

1. How to install and setup a Debian VM in VMware Workstation Pro.
2. Describe how to setup and use Docker.
3. How to deploy the T-Pot honeypot containers.
4. How to adapt the .ymal file to manage the deployed containers.
5. How to attack the honeypots from the Kali VM.
6. How to see the attacks on the T-Pot elastic stack dashboards.

Expected outcomes

Attendees will exit the tutorial with a working VMware environment and learn
how to use the T-Pot honeypot system to detect and visualize attacks on the
different honeypots.

Target audience

Any faculty who desires to incorporate VMware virtual environment and use
T-Pot honeypot in a defensive cybersecurity course.

Prerequisites

Attendees should be familiar with Linux, networking, and some containers and
Docker knowledge. It is highly recommended that attendees bring their own
laptops with VMware Workstation Pro, a Kali Linux VM, and a Debian netinst
image installed [3, 6].
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Curd: A Curriculum Design Tool∗

Peter Aldous
Computer Science

Utah Valley University
Orem, UT 84058
peter.aldous@uvu.edu

Abstract

Computer science curricula change rapidly and exhibit complex pre-
requisite relationships. Consequently, maintenance of these curricula
requires careful attention and considerable time. This paper presents
Curd, a tool that automates common tasks in curriculum design in an
attempt to simplify curriculum maintenance. Instead of encoding the re-
lationships between courses directly, Curd models relationships between
topics and skills taught in those courses. As a result, it is capable of
exploring hypothetical changes to a curriculum such as moving a topic
from one course to another, splitting a course into two, or combining
two courses together. Curd induces optimal prerequisite relationships
between courses from the relationships between their respective topics.
It can also automatically generate graduation plans that respect those
prerequisite relationships.

1 Introduction

Because computer science is a new and quickly-changing field, computer science
curricula at universities are in a constant state of flux. These curricula are
especially difficult to manage because of the long chains of prerequisites that
are typical in the field. When educators change a course or a program, they are
obliged to manually investigate their curriculum to ensure that the changes do

∗Copyright ©2025 by the Consortium for Computing Sciences in Colleges. Permission to
copy without fee all or part of this material is granted provided that the copies are not made
or distributed for direct commercial advantage, the CCSC copyright notice and the title of
the publication and its date appear, and notice is given that copying is by permission of the
Consortium for Computing Sciences in Colleges. To copy otherwise, or to republish, requires
a fee and/or specific permission.
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not create complications for students (e.g., extending the time to graduation
or forcing students to take too many courses in a particular term). These
complications can be manifest in universities like those in the USA, which
specify requirements and permit students to choose which courses to take,
and universities in many other locations, which specify a course of study for
students in each program. Prerequisite relationships on courses naturally form
a partially ordered set; however, standard practice is to perform these analyses
manually instead of using computers to analyze them. This manual work is
time-consuming and, in departments of computer science, ironic.

The curriculum variants presented in this paper are from Utah Valley Uni-
versity (UVU), a large teaching-focused university in the United States.

This paper presents Curd (an abbreviation of “curriculum design”), a tool
designed to streamline the development of curricula. Curd provides two major
benefits to educators. First, the process of creating a catalog forces curriculum
designers to think deliberately about what topics and skills (what Curd calls
requirements) are taught in each course and how those requirements relate to
each other. Second, once a catalog exists, the exploration of potential changes
to curricula is much faster and easier and, crucially, gives curriculum designers
the certainty that they did not miss details or fail to explore a possibility that
is consistent with the curriculum’s constraints.

The contributions of this paper are the following:

• The presentation of a tool for analyzing and organizing curricula (see
Section 3) and

• A group of case studies that demonstrate its utility (see Section 4).

Curd is available under the GPLv2 at https://github.com/peteraldous/curd

2 Related Work

Few works have been published on the subject of curriculum design tools. This
paper presents related work in two sections: general related work (Section 2.1),
which presents background research on curriculum design, and a section on
Curricular Analytics (Section 2.2), a tool that shows some similarities to Curd.

2.1 General Related Work

Blank and Kumar [1] are perhaps the first to apply the idea of software de-
sign patterns to curricula. Their design patterns are high-level concepts, not
mathematical properties of prerequisite graphs.
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Klingbeil and Bourne [7] present a mathematics course designed to help stu-
dents who begin collegiate studies without the necessary mathematical back-
ground to study engineering. This problem is common among universities like
those in the USA, where students are admitted to a university and not to a
specific program. This course was extremely effective at making the study
of engineering possible for students who otherwise could not have completed
the program. Their success was partially mitigated by lower graduation rates;
however, the difference in the number of students who enrolled was much larger
than the decrease in graduation rates. Their findings reflect on a specific ad-
dition to a specific curriculum but similar modifications are common at other
universities—and these modifications are among the simplest that can be made.

Dietz-Uhler and Hurn [3] present a summary of learning analytics tools,
which ask questions about the efficacy of learning or how much a group of stu-
dents uses a particular set of resources. These questions are only tangentially
related to questions about the structure of a curriculum.

Several works from the University of New Mexico [4, 5, 6, 9, 11, 12, 10]
explore the use of graph theory to analyze curricula and identify potential
problems, such as courses that tend to delay graduation because of their large
numbers of prerequisites (or the large number of courses that depend on them as
prerequisites). The results of this line of work are available as a web application
(free to use) called Curricular Analytics [2] (see Section 2.2).

Curd depends on the NetworkX [8] Python library and the Z3 Theorem
Prover [13] (via Z3’s Python bindings).

2.2 Curricular Analytics

Curricular Analytics [2] performs several analyses using graph algorithms. For
example, the delay factor of a course can be computed from node eccentrici-
ties; each node’s delay factor is the maximum eccentricity of the node at the
head of each longest path from that head. The blocking factor of a node is
its out-degree in the transitive closure (defined briefly in Section 3.1) of the
course dependency graph and the centrality factor of a node is its in-degree
in the same graph. While Curd is a prototype and cannot claim the polish of
Curricular Analytics, it is capable of performing the same analyses (to demon-
strate, Curd calculates blocking and centrality factors). Curricular Analytics
performs other analyses that can also be performed using NetworkX algorithms
(e.g., cruciality). Curd’s analyses can employ finer-grained reasoning because
of its focus on requirements, which are parts of courses.

Curd’s JSON format and Curricular Analytics’s CSV format can be con-
verted into each other (this feature is not yet implemented but certainly pos-
sible), although converting to Curricular Analytics’s CSV would require dis-
carding information about requirements and the Curd JSON would not contain
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information about specific requirements; each course would simply satisfy a re-
quirement named after the course.

3 Design

3.1 Overview

The core insight in Curd is that although instructors often think of the topics
and skills (again, requirements in Curd parlance) that are necessary to a
program in terms of its courses, it is the requirements themselves that matter;
the courses are simply a means to an end. With a definition of a program’s
requirements (topics and skills, not courses), a mapping from requirements to
the courses that satisfy them, and the prerequisite relationships between re-
quirements, Curd is able to induce a minimal prerequisite relationship between
courses and generate a graduation plan that satisfies all program requirements.

It is possible to specify course selections (e.g., “I want to take course X
to satisfy this core curriculum requirement”) and constraints (e.g., “course X
and course Y should be taken in different terms” or “course X should be taken
in term 5”). Additionally, it is possible to specify a number of terms that
have already occurred; courses that are not already scheduled with constraints
will only be scheduled in terms that have not already occurred. Because these
constraints can be added incrementally, it is possible to iterate on a graduation
plan. Section 3.2 contains additional details about Curd’s constraints.

Once the catalog has been assembled, much of the processing is done with
NetworkX [8]. For example, it is possible to generate minimal dependencies by
first computing the transitive reduction of the prerequisite courses’ relation-
ships (in other words, an equivalent graph that omits edges made redundant by
transitivity). When reasoning about a subset of a catalog’s courses, one must
first compute the transitive closure (the opposite of a transitive reduction; it
adds edges that can be inferred by transitivity) over the whole catalog, then
creating a subgraph that contains only the desired nodes, and finally comput-
ing the transitive reduction. All of these operations are supported directly in
the NetworkX API.

The task of creating a graduation plan resembles a topological ordering
over a partially ordered set (a well-understood problem for which efficient al-
gorithms exist), but most universities have students take multiple courses at
the same time. In mathematical terms, generating a schedule when multiple
courses occur simultaneously is equivalent to creating a rankable antichain
decomposition of the partially ordered set represented by the graph. An
antichain is a subset of a partially ordered set where no two elements in the
set are ordered with respect to each other; in the context of a curriculum’s
prerequisite graph, an antichain is a set of courses that can be taken during
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the same term because none of them depends on any of the others. A decom-
position of a set is an assignment of each of the set’s elements to exactly one
subset. Rankable means that there must be an ordering of the antichains that
is consistent with the original partial order; in other words, it means that there
are no cyclic dependencies between the antichains. To the author’s knowledge,
there is no published algorithm that accomplishes this task. Curd arranges
schedules by encoding them as logical constraints in Z3 [13].

Figure 1 shows the constraints generated for a small catalog with two
courses (limited to orderings between courses).

CS1_term > 0
CS1_term <= 2
CS2_term > 0
CS2_term <= 2
CS1_term < CS2_term

Figure 1: Scheduling Constraints

A Curd catalog is stored as a
JSON object that contains data about
courses, requirements, programs, saved
constraints (see Section 3.2), prerequi-
sites, relationships between courses and
requirements, and the institution (e.g.,
the number of terms). A Curd cata-
log that does not differentiate between
courses and requirements (where each
course has one unique requirement) could
duplicate the analyses performed in Cur-
ricular Analytics [9].

3.2 Constraints

Constraints are represented in aggregate as a conjunction of disjunctions (the
same format as a satisfiability problem); in other words, constraints are pre-
sented in groups where any constraint being satisfied is sufficient for the entire
group to be satisfied and each group of constraints must be satisfied. Each con-
straint in a disjunction in a catalog is a triple that contains a left-hand operand,
an operator, and a right-hand operand. The left-hand operand always iden-
tifies a course. The right-hand operand may be a course or a term number.
When an operand represents a course, the constraint applies to when the course
is scheduled. Operands are represented in an enumeration and adding a new
operator requires only a few additional lines of code.

4 Case Studies

We have used Curd to investigate several possible changes to the Utah Valley
University computer science curriculum. In all but the first case, the changes
seemed beneficial but their viability was uncertain without Curd.

In all cases, the curriculum variants reflect the requirements of the computer
science program at UVU, which has general education requirements typical of
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Figure 2: A typical graduation plan

curricula in the United States. A baccalaureate degree typically lasts for eight
semesters over two years. A normal course load for a full-time student is
fifteen credits per semester. Figure 2 shows a typical graduation plan in this
curriculum. In this and other figures, dashed lines indicate electives and each
term is annotated with the number of credits included in its schedule.

4.1 Networking courses

The Utah Valley University computer science curriculum historically required
two courses on the topic of networking. Networking is a crucial subject, but
the depth at which it was presented exceeds contemporary requirements. The
two networking courses were split into regions of the OSI model: Networking
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I covered layers 1–3 and Networking II covered layers 4–7. More recently, the
UVU CS curriculum rearranged the topics in these classes: the first covers
the basics of all seven layers of the OSI model and the second covers advanced
topics over the same seven layers. Making these changes to the catalog in Curd
is straightforward; one simply swaps the courses that satisfy the requirements
for basic understanding of OSI layers 4–7 and advanced understanding of OSI
layers 1–3. In this case, the benefit of Curd is that it provides the certainty of
a mathematical proof to manual reasoning about the curriculum. While this
particular case is quite simple, Curd would provide the same certainty for a
much more complex change.

4.2 CS1 in a single semester

Historically, the UVU computer science curriculum has presented CS1 as a two-
semester sequence. In order to accommodate students who enter the program
with a wide variety of background experience, the curriculum now includes a
single-semester version of CS1. Adding this single-semester course in Curd sim-
ply involves creating a course that satisfies all of the sequence’s requirements.
Naturally, adding this course frees up three elective credits for students.

4.3 A six-semester schedule

Many students and administrators have recently voiced interest in faster routes
to graduation. One possible way to accomplish this would be to take more
courses per term. Curd successfully demonstrated that it is not possible to
graduate in six semesters instead of eight by taking additional courses in each
term; however, taking the accelerated CS1 course makes this possible. It also
demonstrates that the resulting workload would be overwhelming. For exam-
ple, terms 4 and 5 would each have 21 credits (a typical load is 15 credits), all
from technical courses (see Figure 3).

4.4 Finishing secondary schooling with an associate degree

Some students in this region avail themselves of options like “concurrent en-
rollment”, where high school students enroll in high school courses that award
college credit, to finish their secondary studies with an associate degree. It has
long been an open question if high school graduates with an associate degree
(which represents two years of study), could save two years in their time to
graduation. Curd demonstrated that it is possible to do so, but only with
overwhelming course loads similar to the ones discussed in Section 4.3. This
analysis showed a redundancy in the associate degree requirements, which re-
quired one more science course than the bachelor’s degree. Because of Curd,
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Figure 3: An accelerated graduation plan

the requirements for the associate’s degree have been adjusted to remove this
redundancy. This analysis also has led to discussions about the possibility
of rearranging requirements to allow high school students to do more in high
school and have more flexibility later.

4.5 Analysis of Prerequisites

To date, Curd has not led to any specific recommendations for changing course
prerequisites with courses structured as they currently are. In one recent it-
eration, Curd identified two requirement prerequisite relationships made re-
dundant by transitivity; in contrast, 62 course prerequisite relationships were
directly reflected in the course prerequisite graph. The proximity of the ac-
tual dependencies to a minimized graph suggests that the UVU CS curriculum
reflects careful thought about each prerequisite.

5 Limitations

At present, Curd has no GUI (it is open source and collaborators are welcome)
and its audience is consequently limited to educators comfortable with CLIs
and manually editing JSON files. However, it is designed so that the behaviors
a GUI front end would exhibit are available as functions in its API. It can
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produce visualizations using the Graphviz DOT language, but these visualiza-
tions are difficult to read if they include prerequisite relationships. Additional
visualizations could also be useful; for example, it would be useful to be able
to see the requirements satisfied by each course.

At present, Curd is unable to induce corequisite relationships between
courses but they can be specified manually with constraints. It can reason
about any one of several courses satisfying a requirement but cannot express
requirements that are satisfied by multiple courses (e.g., any three of these five
courses). It does something similar to this for electives but this mechanism is
not readily generalizable.

The process of building a catalog in Curd is time-consuming, simply because
there are many details to record; however, once a catalog is created, it can be
maintained with minimal effort. This up-front cost could discourage potential
users from adopting Curd.

6 Future Work and Implications

Many of the limitations mentioned in Section 5 can be addressed with addi-
tional effort. An algorithm for generating rankable antichain decompositions
of partial orders would be a valuable contribution to the field.

Curd is a valuable tool for organizing and reasoning about curricula. It
takes time and effort to create a catalog due to the intrinsic complexity of the
data; however, the process of creating it is valuable in and of itself to anyone
who designs curricula. The ability to generate and iterate on graduation plans
can serve students and educators alike.

Although the case studies presented in this paper focus on a single curricu-
lum, Curd could be used for large-scale analyses of curricula. For example, it
might examine which year a particular requirement is typically taught across
many different departments’ curricula.

On a similar note, it may be possible to export data from commonly used
tools at universities such as Banner or CourseLeaf to create a simple catalog.
It is certainly possible to import data from Curricular Analytics’s CSV files
into Curd (this feature is not yet implemented). With just the data set from
a typical university computer system, it would be possible to make a graph of
courses; however, users of Curd who want to perform analyses on requirements
would have to enter them manually.
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Abstract

This paper describes an approach to teaching the second course in
the computer science major (CS2) through game design. Students de-
velop an original game idea and then create the game through a series
of course projects that allow them to achieve course learning objectives.
Earlier attempts to teach CS2 though game design were found to be time
intensive for the instructor. To help reduce instructor preparation time,
upper division and graduate students are involved in the course as stu-
dent assistants. The role of the student assistants is to implement the
game idea that the CS2 students develop using modern game engines.
The student assistants then support the CS2 students as they create their
own graphical versions of the game for the final project. We were very
satisfied with our approach to CS2. We felt it engaged students while
providing them with an opportunity to meet course learning objectives
and gain appropriate experience using generative AI.

1 Introduction

Previously, we reported an approach to using game design in CS2 (the tradi-
tional second course in the computer science major covering data structures)

∗Copyright ©2025 by the Consortium for Computing Sciences in Colleges. Permission to
copy without fee all or part of this material is granted provided that the copies are not made
or distributed for direct commercial advantage, the CCSC copyright notice and the title of
the publication and its date appear, and notice is given that copying is by permission of the
Consortium for Computing Sciences in Colleges. To copy otherwise, or to republish, requires
a fee and/or specific permission.
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[4]. We used game design as a way to engage students and provide a context to
understand the application of course concepts. The use of games in computing
curriculum has been thoroughly explored [16]. Games are often cited as mo-
tivating and engaging for students [13]. Educators have used tile games [15],
role-playing games [14], text-based adventure games [10], card games [1], and
escape room games [7] as ways to motivate and encourage students to think
critically about programming assignments. Our approach to CS2 was novel in
that it incorporated game design principles into CS2. The students learned
aspects of games that make them fun to play, and each student created their
own version of an original video game through a series of course projects. The
projects were designed to provide students with an opportunity to achieve the
learning objectives of CS2, while they created the game.

Many years have passed since our first use of game design principles in CS2,
and quite a bit has changed. In particular, generative artificial intelligence
(AI) has radically affected how students are learning to code, prompting the
need to consider how this impacts the teaching and learning process [3]. An
emerging skill necessary for today’s computer science students is the ability
to prompt an AI for code that correctly solves specified problems [5]. This
involves both being able to write natural language prompts to provide to the
AI and understanding whether the code generated by the AI correctly solves the
specified problem. Computing educators are redefining how they teach students
to code, specifically developing assignments that incorporate AI usage while
also encouraging students to develop their metacognitive skills [6]. Others allow
students to use generative AI to complete assignments, as long as they report
how they used AI and write reflections on what they learned [12]. Another
approach is to develop “AI-resistant” or “AI-proof” assignments [2, 11]. These
are assignments that AI cannot solve easily and that either integrate local
context or require students to think critically about how to use AI-generated
content when completing the assignments. Because of generative AI, some
suggest that courses like CS1 and CS2 may start to focus less on basic coding
skills and implementations of data structures, and more on how to design
software systems [9].

Another change since our first use of game design principles in CS2 is that
game engines, such as Unity, Unreal Engine, and Godot, have become more
accessible to novice programmers. It is easier now for first-year programming
students to create fully functioning video games than ever before. For these
reasons, we felt it was time to revisit and retry our approach to game design
in CS2. We hoped that by developing an original game, students would need
to think critically about how to integrate AI-generated content into their as-
signment submissions. We also wanted to incorporate game engines into the
course and provide students with an opportunity to create their final version
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of the game using a game engine. The remainder of this paper describes our
revised approach to game design in CS2.

2 Course Changes

Our first change from past offerings of game design in CS2 was to give students
a choice between taking our University’s traditional Data Structures course
and taking the section that would teach Data Structures through game design.
Not all students play games, and while rare, some students did not enjoy
participating in the development of an original game in the Data Structures
course. Therefore, through academic advising and announcements, we made
students aware of the time of the game design section of Data Structures.
Thus, students that registered for the game design section chose to learn about
concepts of game design and to participate in the making of an original game.
Students that did not want to learn about concepts of game design were able
to register for a traditional section of Data Structures.

Our second change to the course from previous offerings was to allow stu-
dents to use AI in any way they saw fit, as long as they explained in the
comments of their code how they used AI to prepare their submissions. We
did this for two reasons. First, it is becoming increasingly challenging to pre-
vent students from using AI to complete programming projects. Second, we
hoped that our original game approach would require local context so that AI
would not be able to solve it easily. If students chose to use AI, they would
need to think critically about how to prompt the AI for content that they could
integrate into their assignments.

Our third change was to involve upper division and graduate students in
the course as student assistants. One of the issues identified in our previous
paper [4] was that incorporating game design into CS2 requires substantial
instructor preparation time. Instructors must implement the game designed
by the students and divide it up into a reasonable number of assignments for the
students to complete during the term. Creating a graphical and event-driven
version of the game for students to implement at the end of the term was
particularly time consuming. To help with this, three students (two graduate
students and one senior undergraduate student) were recruited to implement
the game designed by the CS2 students using several game engines (Panda3D,
Godot, and Unreal Engine). The goal was to determine which engines would
work well for creating the game and to provide the CS2 students examples for
developing their own graphical versions of the game. The student assistants
earned independent study credit for their help and participation.

Our fourth change was to incorporate usability and play testing into the
course. While the course had three midterm exams, there was no final exam.
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Instead, during the final two weeks of the term, each student created their
own graphical version of the game. During the last class period, students
took turns playing each other’s games and provided feedback on the usability
and enjoyment of the games. Students then had approximately one week to
improve their game based on the feedback they received before showing off
the final version during the time reserved for the final exam (we called this the
Final Project Showcase). Students voted on the best game at the Final Project
Showcase, and the student that made the winning game received extra credit
added to their final project score.

3 Course Description

In spring 2025, the game design section of CS2 began with a description of the
MDA (Mechanics, Dynamics, Aesthetics) framework [8] to provide students
with a context for the design of a fun game. Next, we placed the students into
groups of two to three around their favorite genres of games. In other words,
we paired together students that liked racing games, paired together students
that like fantasy role-playing games, and so on, until every student had at least
one partner with a common interest. With their group, students brainstormed
ideas for an original game of their favorite genre. Once each group formed an
idea for a game, they created a playable low-fidelity prototype to represent it.
We provided students with paper, scissors, index cards, pencils, tape, small
toys, and dice. We gave the groups one class period to make their low-fidelity
prototypes. An example low-fidelity prototype is shown in Figure 1.

Figure 1: Low-fidelity prototype of a game developed by CS2 students.
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During the next class period, the students took turns playing each other’s
game prototypes. The student assistants also participated in playing the games.
At the end of the period, everyone voted for the best game idea, and the winning
idea became the basis for the course projects. The winning low-fidelity proto-
type from spring 2025 (shown in Figure 1) was called "CIRCLE OF DOOM."
Each student created their own version of CIRCLE OF DOOM over the course
of the term.

During the following class period, the instructor and students discussed ma-
jor principles of object-oriented programming (encapsulation, inheritance, and
polymorphism), and then worked together to design a series of C++ classes
that both illustrated the major principles of object-oriented programming and
that could be implemented to create the game CIRCLE OF DOOM. After
this, the CS2 students began learning the course content and the student assis-
tants began implementing the game in the chosen game engines. The student
assistants had two and a half months to complete their work before the CS2
students would begin to create graphical and event driven versions of the game.
It should be noted that during this two and a half months, the game design
section covered the same material as the traditional section of CS2 (Data Struc-
tures), and took the same exams as the traditional section of CS2.

During the term, the CS2 students completed five major course assign-
ments. The objectives for project 1 were for students to learn to create and
manipulate objects, and to learn to read and write to text files. For this project,
students wrote one of the classes necessary to implement the game. The objec-
tives for project 2 were for students to learn about dynamic memory allocation,
inheritance, and polymorphism. For this project, students created a limited
text-based version of the game by implementing the remaining classes that
were designed earlier in the term. The objective for project 3 was for students
to learn to create and manipulate a dynamic data structure, such as a linked
list. For this project, students created a fully functioning text-based version of
the game, with a linked list used to implement an inventory of weapons that
players used during the game. The objective for project 4 was for students to
learn to use the C++ Standard Template Library (STL). For this project, each
student customized their game to make it more fun to play by choosing two
STL classes and incorporating them into their game in some nontrivial way.

The objective for project 5 (the final project) was for students to learn to
create graphical and event driven applications. For this project, students were
first shown the implementations of the game developed by the student assis-
tants and the instructor, so that the students could see what was possible with
each platform. The CS2 students then created their own graphical versions of
the game using the platform that best fit their situation and interests. Students
were able to use either their own devices or the University’s lab machines to
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develop their games. In spring 2025, students created versions of CIRCLE OF
DOOM using Windows Forms, Unreal Engine, and Godot. One student even
created a virtual reality version of the game for the Meta Quest 3 using Unreal
Engine. The student final projects were graded during the Final Project Show-
case. The grading rubric for the final project focused on the play experience
(i.e. Was it clear to users how to play the game? Was it clear to users whether
they won or lost the game?). We decided that the grading rubric for the final
project should focus on visual and usability aspects of the game, rather than
focus on code style and implementation, since we wanted to construct a fair
rubric that could be applied to projects created using any of the suggested
development environments. Some examples of student final projects are shown
in Figure 2.

4 Conclusion

Having upper division and graduate students assist with the course was very
helpful to the instructor. While it is difficult to quantify exactly how much
time the student assistants saved the instructor, having the student assistants
work on creating the graphical version of the game freed the instructor to focus
on tasks more traditionally associated with teaching a Data Structures course.
This substantially reduced the amount of time that the instructor needed to
spend developing the graphical and event-driven versions of the game during
the term. We suggest having student assistants attend class sessions at the
beginning of the term to play the low-fidelity prototypes, and to participate in
classroom discussions on how to design the game. It was also helpful to have
the student assistants attend class during the last two weeks of the term, to
help the CS2 students develop their final projects.

However, it probably was not necessary to have many options from which
the CS2 students could choose to develop their final projects. Having one
option that works on multiple platforms would likely be sufficient. What we
did notice was that the CS2 students appreciated having video tutorials to
follow. Either these videos could be developed by the student assistants, or
the student assistants could curate a set of videos they find online that would be
helpful for the CS2 students to watch as they are creating their own graphical
versions of the game.

CS2 students definitely used AI during the term to assist with the comple-
tion of their projects (as we observed in the comments of their code). However,
students were not able to use AI to generate an entire solution to any of the
course projects. Students needed to test and modify AI generated code in or-
der to develop projects that met assignment objectives. We were very satisfied
with our game design approach to CS2. We felt it provided an exciting way to
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Figure 2: Examples of CS2 student final projects.
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engage students while allowing them an opportunity to meet course learning
objectives and gain appropriate experience with generative AI.

As mentioned earlier in this paper, students were able to choose between
the game design section of CS2 and a traditional offering of CS2. The instruc-
tor was the same for both sections. We did not attempt to assess student
engagement in either section of the course. Future work could attempt to
assess student engagement to compare engagement between the game design
section and the traditional section of CS2. However, while several class peri-
ods covered different material between the sections, and the sections completed
different programming projects, students took the same three exams in both
sections. We conducted a Repeated Measures ANOVA to compare exam scores
between the sections. Exam number was used as the within subjects variable,
and course section was used as the between subjects variable. There were no
significant main effects of exam number or course section. The interaction be-
tween exam number and course section was also not significant. We view this
as a positive result, as it suggests students that enjoy learning about game
design can choose to enroll in a game design section of CS2 without fear that
it may negatively impact their grade. Instructors that enjoy teaching game
design concepts can incorporate this into their CS2 courses without fear that
it may significantly hinder student learning.
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Abstract

Computer Science remains one of the most challenging subjects for
students to fully understand. With the rapid increase in artificial intel-
ligence tools like ChatGPT, there is growing interest in understanding
their potential as a supportive role to student learning. This paper in-
vestigates how Computer Science students are currently using AI tools,
and evaluates their impact. Through a structured review of recent em-
pirical studies, the research finds that AI tools are most effective for
programming tasks, debugging, and reviewing concepts, while being less
reliable for theoretical subjects. Critical issues such as incorrect output,
excessive reliance on AI tools, and lack of prompt writing skills limit the
effectiveness of AI educationally. The findings suggest that incorporat-
ing prompt engineering and critical thinking training into the Computer
Science curriculum may significantly increase the effectiveness of using
AI as a tool. Rather than restricting AI, educators should embrace it as
a supplementary aid in preparing students for the use of AI in a future
professional environment.
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1 Introduction

Computer science is notorious for being a difficult subject to learn and un-
derstand. With the development of Artificial Intelligence, the questions of-
ten asked are whether AI can be an effective learning tool to help students
progress[8][2], and how students are currently using AI to assist in their aca-
demic work[1].

The research questions this paper seeks to answer are; how is AI currently
being used by CS students and how beneficial is it in understanding difficult
subjects? The purpose of this writing is to explore how AI is currently used
in college computer science departments, what benefits may exist, and what
challenges may be faced.

2 Proposed Work/Survey

Artificial Intelligence (AI) is a tool that has gained in popularity very recently.
Computer science students have increasingly used AI tools like ChatGPT to
help complete difficult programming assignments and understand concepts.
Although AI tools have been introduced into some curriculums, they have often
been offered as supplementary resources and have not been fully integrated into
formal instructional practices[3]. AI has demonstrated benefits in programming
for heavy subjects, although limitations such as overreliance and unrecognized
errors have been observed[7].

Some of the observed benefits of Artificial Intelligence include helping to
make computer science content feel more manageable[2]. AI tools like Chat-
GPT have also been shown to serve as effective tutors to help students complete
assignments in programming and database management courses[5]. Further-
more, AI has been shown to encourage faster iteration and problem solving[7].

While there have been benefits found in the use of AI in higher education,
limitations have also been observed. AI is known to give misleading and/or
incorrect answers[7]. Due to the possibility of misleading or incomplete AI
responses, students may struggle to decipher accurate versus inaccurate infor-
mation[10]. Furthermore, if students have not been taught how to effectively
interact with AI, they may find the usefulness of this tool to be limited[10].

Those who have been found to benefit most from AI are students with better
performance. These students already have a foundational knowledge of under-
standing[5]. Concerns have been raised that some students may rely too heavily
on AI, without being critical enough, thus limiting their own progress[1]. Ev-
idence also suggests students who already have a foundational understanding
of the subject matter are the ones seen to gain the greatest benefits from the
application of AI[5][9].
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3 Experiments/Results

Research has found AI is most effective in helping students with assignments
that are heavy in coding, such as programming, database queries, and debug-
ging tasks [7][5]. Similar trends have been observed in K-12 computer science
education, where AI tools effectively support programming tasks, but less so
for theoretical understanding[4]. AI is also significantly better when used for
review and clarification, rather than simple answer regurgitation[5]. Thus, AI
is best used as a supplemental tool along traditional forms of instruction, rather
than a replacement[10].

While there are benefits to the use of AI in computer science academic set-
tings, there are some short comings as well. It is less effective for theoretical
tasks, which some of the notoriously difficult subjects in Computer Science
lean heavily. Furthermore, students who lack foundational knowledge when
learning new concepts may accept incorrect logic without realizing it. Finally,
AI systems lack an understanding in how to effectively instruct students and
pedagogical structure[10]. The table in figure 1 summarizes key patterns ob-
served in the use of AI tools in Computer Science. This highlights both the
benefits and limitations discussed previously.

Figure 1: Patterns Observed in the Use of AI Tools in Computer Science

Common student habits include rarely verifying AI generated answers criti-
cally and thus may be misguiding in what they are learning[1][5]. Also, instead
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of direct prompting, a trial-and-error approach is typically used[1]. Those stu-
dents who are able to craft better prompts tend to receive more accurate and
helpful information, suggesting effective prompting education could further im-
prove the educational usefulness of AI tools[10].

The research suggests instead of banning, or discouraging AI in education,
institutions should embrace AI as a supplemental tool. AI can enhance the
learning experience, especially in technical fields like programming, database
management, and debugging.

My first recommendation would be to teach effective prompt writing skills.
The research shows prompt quality greatly affects the accuracy and usefulness
of AI responses[10]. Studies in engineering education have also emphasized the
need for strategic AI use and student training to maximize the benefits of AI[6].
Even at the K-12 level, researchers highlight the importance of structured
education when first introducing AI tools to students[4]. Thus, students should
be taught how to write precise and effective prompts. This would help students
use AI in a much more strategic manner, rather than to passively accept what
information is given to them.

My second recommendation is to encourage critical thinking skills. AI
tools are known to generate plausible, but incorrect answers[10]. Therefore,
students should be trained to critically assess and verify AI outputs. Teaching
these skills could decrease dependency on AI and ensure students are actively
engaged in their education, rather than blindly trusting AI and adopting a
“copy and paste” mentality.

Figure 2: Factors influencing AI effectiveness in Computer Science Education

The overall goal is to give students the necessary skills needed to use AI re-
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sponsibly and effectively. This approach has the potential to, not only improve
learning outcomes, but better prepare students for professional settings, where
AI tools are becoming the standard. Figure 2 summarizes the key factors that
influence the effective use of AI in computer science education.

4 Conclusion

The use of AI in Computer Science education presents both opportunities and
challenges. Research shows that AI, when used effectively, can support student
learning, especially in the programing heavy courses, by improving efficacy,
enabling faster iteration, and in the clarification of difficult subjects [4][2][6].
However, these benefits are not guaranteed. The successful application of AI
by students as an educational aid greatly depends on their foundational under-
standing of the subject matter, prompt quality and the application of critical
thinking[1][10].

To unlock AI’s full educational potential, educational institutions must go
beyond simply allowing it’s use. Educators should embrace AI as a supplemen-
tal tool, while also providing students with instruction on how to effectively
write prompts and how to critically think and question the results. By doing
this, students will not only learn how to use AI tools effectively, but also un-
derstand when to question them. This will ensure AI enhances, rather than
eliminates, authentic learning.
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Abstract

Artificial intelligence (AI) is rapidly reshaping many aspects of mod-
ern life, raising significant ethical questions that computer science (CS)
students must be equipped to navigate. However, ethics can be a difficult
subject to teach, particularly in technical courses. This paper presents
a practical approach to teaching AI ethics through a structured reading
and reflection project implemented in an undergraduate AI course. Stu-
dents chose one of six contemporary AI ethics topics and responded to
nine guiding questions, culminating in a written report and oral presen-
tation. This format encouraged research, critical thinking, and personal
reflection. With this project, the course provided a close-knit environ-
ment for exploring these complex issues. Results suggest that students
developed a more nuanced understanding of AI ethics and greater aware-
ness of their responsibilities as future developers. We share our project
structure, implementation details, student insights, and lessons learned
for educators aiming to incorporate ethics into technical courses.
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1 Introduction

Artificial intelligence (AI) is increasingly influencing decisions in high-stakes
domains such as healthcare, criminal justice, finance, and national security,
raising urgent ethical questions about accountability, fairness, privacy, and
long-term societal impact. Authors in [10, 7] provided a systematic and com-
prehensive overview of AI ethics, including introductions, guidance, proposed
solutions, evaluation frameworks, and goals. For instance, as also highlighted
in [18], many real-world AI systems—especially those driven by machine learn-
ing—inherit biases from training data, leading to discriminatory outcomes that
reinforce social inequities. While in [3], authors study the ethical implications
of intelligent machines, with a particular focus on ensuring that their behavior
remains aligned with human values and intentions as they become more intel-
ligent than humans. As for solutions, authors in [14] proposed FAST Track
principles—Fairness, Accountability, Sustainability, and Transparency—serve
as foundational ethical pillars designed to guide responsible AI innovations
throughout the AI project life cycle. Together, these works underscore that
ethical considerations are not peripheral to AI design, but foundational to its
responsible development and use.

Given these risks, paper [11] identified 84 documents containing ethical
principles or guidelines for AI across various countries. Concurrently, AI ethics
education has been implemented by embedding ethics modules within computer
science courses [13, 19, 4] like Harvard’s Embedded EthiCS [8].

Teaching ethics directly within AI courses is especially important—students
will soon build systems that affect real lives [5]. Without ethical grounding,
purely technical instruction risks producing graduates who fail to recognize
harmful societal impacts. Existing AI ethics education has also been empir-
ically demonstrated through case studies [9], interactive activities [21], and
structured lesson plans [15]. However, many approaches depend on extensive
redesign or are difficult to scale in single-instructor settings.

To address this, we designed a project-based module focused on reading,
research, and structured reflection. The core goal was to foster student en-
gagement with AI ethics through guided inquiry. Students selected one of six
AI ethics topics and produced both a written report and a short presentation
in response to nine carefully designed questions. This assignment emphasized
real-world connections, stakeholder perspectives, current solutions, and critical
reflection.

Our reading-and-reflection project offers a novel, structured approach: stu-
dents independently research one of six central AI ethics topics, guided by nine
reflection prompts, culminating in a written report and short presentation.
This design promotes autonomy, critical thinking, and personalized insight
into ethical issues—without additional staffing or course overhaul.
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The remainder of this paper is organized as follows. Section 2 details the
Project Design and nine-question framework. Section 3 outlines Project Im-
plementation, including timeline and instructional support. Section 4 presents
Project Reflections, analyzing student understanding and thematic outcomes.
Finally, Section 5 concludes with implications and next steps.

2 Project Design

As the culminating project of the AI course, each student conducted indepen-
dent research on a specific topic related to AI ethics. The goal of this project is
to deepen students’ understanding of the ethical challenges and responsibilities
associated with AI through critical reading, analysis, and reflection.

Students chose one of the topics listed below. Each topic is accompanied
by 3–5 suggested resources, such as research articles, conference papers, blogs,
technical reports, videos, online courses, or news. Students are encouraged to
explore additional sources beyond those provided.

1. Bias and Fairness [6]

Bias and fairness in AI refer to how systems make decisions that may im-
pact different groups unequally, often due to flawed data or biased design.
Ensuring fairness means identifying and mitigating discrimination.

2. Privacy and Surveillance [16]

This topic focuses on how AI technologies collect, store, and analyze
personal data, raising concerns about individual privacy, consent, and
government or corporate surveillance.

3. Autonomous Weapons and Military AI [1]

This topic explores the ethics of using AI in weapons systems capable of
making lethal decisions without human input. Discussions often center
on accountability, war ethics, and international law.

4. Value Alignment and Superintelligence [22, 12]

AI systems must be aligned with human values to ensure their goals
remain beneficial. This topic considers the risk of misaligned AI systems,
particularly as capabilities approach or exceed human intelligence.

5. Accountability and Explainability [20, 2]

Accountability refers to who is responsible when AI systems cause harm.
Explainability deals with how understandable a system’s decisions are to
humans, especially in high-stakes domains.
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6. AI and the Future of Work [17]

This topic investigates how AI impacts employment, including job dis-
placement, workforce transformation, and the creation of new roles, as
well as the ethical obligations to workers.

Students are required to prepare a slide presentation for class and write a
report of at least two pages responding to the following questions. All references
must be properly cited in both the written report and presentation slides.

1. What is the core ethical issue related to your topic?

2. What are the key challenges AI faces in this area today?

3. What real-world examples demonstrate the impact of this issue?

4. Who are the stakeholders affected, and how?

5. What are the consequences if this issue is not addressed?

6. What current solutions or strategies exist to tackle this issue?

7. What limitations or risks do those solutions present?

8. What should be done next in future by AI developers, policymakers, or
society?

9. How has your understanding of this issue changed before and after your
research? (Additional requirement on this question: this question is the
reflection of your understanding. Students need to write at least 200
words to answer this question. )

3 Project Implementation

The project was implemented in an upper-level AI course and introduced dur-
ing the final month of the semester. Students were given 2–3 weeks to explore
their chosen topic and complete both a written report and presentation slides.
At the start of the project, each topic was briefly introduced to help students
make informed decisions. Example readings and resources were provided; how-
ever, students were encouraged to explore additional sources independently.

In each subsequent class, the instructor offered informal check-ins and per-
sonalized support. Class time was also used to discuss research strategies,
citation practices, and how to evaluate sources. While students worked in-
dependently, they were invited to consult with the instructor for feedback on
early drafts and presentation outlines.
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The final week was dedicated to student presentations. Each student deliv-
ered an 8–10-minute presentation with slides, summarizing their key findings
and reflections. Both the report and the slides were required to include proper
citations. Presentation slides were expected to include the following sections:

• Introduction

• Past and current status of the topic

• Summary of key findings from sources

• Critical personal reflection and future outlook

• References

The written report was assessed based on clarity, completeness, use of ev-
idence, and quality of reflection. Presentations were graded on organization,
clarity, delivery, and slide quality.

4 Project Reflections

In their reports and presentations, students engaged in a thorough and mean-
ingful learning process. They summarized their findings in response to Ques-
tions 1–8 and offered personal reflective comparisons—before and after the
project—on their chosen topics in Question 9. Overall, for each assigned topic,
students explored the past, present, and future challenges, complexities, and
impacts. They gained insight into the consequences of failing to address AI
ethics properly, as well as the limitations of both current and potential future
solutions.

To illustrate the depth of student engagement with external materials, Table
1 presents the average number of references cited in each topic area. These
numbers highlight that students actively explored a wide range of scholarly
and real-world sources. This independent research effort reflects not only their
strong interest in the ethical dimensions of AI but also the development of
valuable academic skills, including literature review, source evaluation, and
critical synthesis.

Topics ID 1 2 3 4 5 6
Average Number of References 9 4 6.5 6 9.5 4

Table 1: Average Number of References in Each Topic

Student responses to the final reflection question 9 revealed substantial
growth in their understanding of AI ethics. While most students began the
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project with limited or generalized knowledge of their chosen topic, their post-
project reflections demonstrated increased depth, critical awareness, and recog-
nition of the complexity surrounding ethical challenges in AI.

For the Bias and Fairness topic, students initially understood bias in AI as
a technical issue—primarily related to training data. Through their research,
they discovered how systemic inequalities are encoded into algorithms, reinforc-
ing real-world disparities in areas such as hiring and law enforcement. They
were particularly struck by the challenges of operationalizing fairness and the
difficulties of addressing intersectional concerns in algorithmic systems.

Students who explored Privacy and Surveillance shifted from viewing surveil-
lance as limited to browser tracking or public cameras to recognizing it as a
widespread and deeply embedded practice involving mobile devices, social me-
dia platforms, and cross-system data aggregation. They were surprised to learn
how little control individuals have over their personal data and how vague or
outdated many privacy regulations are in the face of advancing AI capabilities.

Those studying Autonomous Weapons and Military AI gained awareness of
the distinctions between unmanned, semi-autonomous, and fully autonomous
systems. They expressed concern about the speed of development in military
AI and the lag in ethical and legal frameworks. Reflections emphasized the
dangers of black-box decision-making in life-or-death scenarios and the erosion
of human accountability in warfare.

In the Value Alignment and Superintelligence category, students moved
beyond general concern about AI safety to grapple with the philosophical
and practical challenges of aligning AI with human values. Some questioned
whether current alignment strategies are truly viable, given the inconsistency
and sometimes harmful nature of human history and behavior. They consid-
ered alternative approaches to training AI systems that avoid simply mirroring
flawed human norms.

Students investigating Accountability and Explainability began with a focus
on technical transparency but came to appreciate the broader socio-technical
dynamics at play. They noted that explainability must be tailored to different
audiences—technical, regulatory, and public—and recognized that policy en-
forcement, institutional incentives, and regulatory oversight are as critical as
algorithmic clarity. Real-world examples helped them see how poor design or
rushed deployment can obscure accountability and exacerbate harm.

Finally, students examining AI and the Future of Work reflected on widespread
uncertainty about AI’s impact on employment. While they acknowledged both
threats and opportunities, they emphasized that adaptability and AI literacy
will be crucial in the evolving job market. They also noted the emotional and
professional challenges of keeping pace with rapidly advancing technologies,
particularly as AI becomes more capable of performing traditionally human
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tasks.
In summary, the reflection component of the project encouraged students

to move beyond surface-level understanding and engage critically with their
topics. Their responses showed evidence of personal transformation, deeper
ethical reasoning, and awareness of the broader societal implications of AI.
These insights underscore the effectiveness of combining structured inquiry
with open-ended reflection in ethics education.

5 Conclusion and Future Work

This reading-based ethics project provided a meaningful and engaging expe-
rience for students in the AI course. Through guided, independent inquiry,
students were able to explore complex and often ambiguous ethical issues in
depth. Their reflections revealed significant growth in ethical awareness, crit-
ical thinking, and the ability to connect technical concepts to real-world con-
sequences. Many students shifted from superficial understandings to nuanced,
well-reasoned perspectives on topics such as algorithmic bias, surveillance, and
the societal implications of autonomous systems.

One of the primary contributions of this approach is its adaptability for in-
structors seeking to integrate ethics into a technical AI course without requir-
ing a co-instructor from philosophy or major curriculum overhauls. By using
structured questions and student-chosen topics, the project balances rigor with
flexibility. Instructors can adopt this model with minimal resources while still
achieving high-impact outcomes in ethical reasoning and student engagement.

Compared to traditional approaches—such as lecture-based coverage or
standalone ethics modules—this project fosters deeper personal investment and
active learning. Students are not merely exposed to ethical theories but are
challenged to explore, synthesize, and reflect on them within the context of
current AI practices. The inclusion of both writing and oral presentation also
supports the development of communication skills crucial for future AI practi-
tioners.

That said, this approach is not without limitations. Its success depends on
student motivation and research ability, which may vary significantly. Addi-
tionally, in larger classes, providing individualized feedback and support could
become challenging without teaching assistants or scaffolding mechanisms in
place. The quality of student learning also depends on the availability of well-
curated topic materials and clear guidance.

In future iterations, the project could be enhanced by incorporating struc-
tured peer review, milestone check-ins, and sample reports to model expecta-
tions. Guest speakers, collaborative topic exploration, or cross-disciplinary co-
teaching could further enrich the experience. Additionally, exploring more con-
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nections to other computer science courses—such as database or algorithms—could
help students better integrate ethical inquiry with their technical knowledge.

Looking more broadly, the teaching of AI ethics will likely become an es-
sential component of computer science education [13], not an optional supple-
ment. As AI systems become more powerful and ubiquitous, students must be
equipped not only with the tools to build them but with the ethical frameworks
to evaluate and regulate them. Approaches like this reading project demon-
strate that it is possible to cultivate ethical awareness through inquiry-based,
student-centered learning—and that doing so is both impactful and feasible
within a standard AI course.
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Abstract

Teaching architectural patterns in undergraduate mobile development
courses is challenging due to their abstract nature and the need for en-
gaging, practical examples. This paper presents a comparative study
of four architectural patterns—Model-View-Controller (MVC), Model-
View-ViewModel (MVVM), Model-View-Presenter (MVP), and View-
Interactor-Presenter-Entity-Router (VIPER)—implemented in a Flutter-
based Virtual Visiting Card application. The app, featuring Firebase
authentication, OCR-based business card scanning, drag-and-drop field
mapping, and Firestore cloud storage with SQLite caching, serves as a
robust case study. We evaluate metrics such as test coverage, Firestore
latency, onboarding time, and maintainability, highlighting trade-offs.
To support educators, we provide a GitHub repository with the Virtual
Visiting Card app and a list of additional example apps, all implemented
across the four patterns. We propose a detailed lab assignment, a sam-
ple lesson plan, and a rubric, making this study a valuable resource for
teaching mobile development using Flutter. Implementation challenges

∗Copyright ©2025 by the Consortium for Computing Sciences in Colleges. Permission to
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and lessons learned further enrich the framework, guiding instructors in
delivering these concepts effectively.

1 Introduction

Mobile application development is increasingly popular in undergraduate com-
puter science curricula, driven by the demand for cross-platform solutions like
Flutter [2]. However, teaching architectural patterns such as MVC, MVVM,
MVP, and VIPER poses challenges: lectures can become dry, examples are
often too simplistic, and time constraints limit in-depth exploration [12]. This
paper addresses these issues through a comparative study of these patterns,
primarily using a Flutter-based Virtual Visiting Card application as a case
study. The app, with features like Firebase authentication, Google ML Kit
OCR, drag-and-drop field mapping, Firestore storage and synchronization, and
SQLite caching, provides a real-world context for students to explore architec-
tural trade-offs. To enhance pedagogical flexibility, we supplement the case
study with a GitHub repository containing additional example apps, each im-
plemented in MVC, MVVM, MVP, and VIPER [6]. These apps, ranging from
simple to moderately complex, enable educators to tailor assignments to di-
verse student levels. Our study evaluates each pattern across architectural
quality (e.g., separation of concerns), maintainability, testability, and devel-
opment costs, using metrics like test coverage and onboarding time. Drawing
from a graduate project [5], we adapt the findings into a teaching framework,
including a lab assignment, lesson plan, and rubric. By providing concrete
examples and educational tools, this paper equips educators to make archi-
tectural patterns engaging and accessible, aligning with the CCSC’s focus on
practical pedagogy.

2 Background

Software architectural patterns define the organization of code components to
achieve the separation of concerns [7], [10]. Below, we briefly describe the four
patterns under study, illustrated in Figure 1.

2.1 Model View Controller (MVC)

MVC divides an application into three components: the Model (data and busi-
ness logic), the View (user interface), and the Controller (input handling and
coordination). The Controller updates the Model based on user input and
refreshes the View, which observes the Model [3].
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(a) MVC Architecture

(b) MVVM Architecture

(c) MVP Architecture

(d) VIPER Architecture

Figure 1: Architectural Patterns: MVC, MVVM, MVP & VIPER
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2.2 Model View ViewModel (MVVM)

MVVM replaces the Controller with a ViewModel, which exposes data and
commands to the View via data bindings. The ViewModel abstracts the Model,
enabling reactive UI updates. MVVM is well-suited for data-binding-enabled
frameworks [3].

2.3 Model View Presenter (MVP)

In MVP, the Presenter acts as an intermediary between the Model and a passive
View. The Presenter handles all logic, retrieving data from the Model and
updating the View via explicit calls. This separation of concerns enhances
testability by decoupling business logic [3].

2.4 View Interactor Presenter Entity Router (VIPER)

VIPER is a modular pattern dividing responsibilities into View, Interactor
(business logic), Presenter (view coordination), Entity (data objects), and
Router (navigation). VIPER’s granularity supports large-scale applications
but increases setup complexity [3].

3 Methodology

The Virtual Visiting Card application, developed using Flutter (v3.22.2) and
Dart (v3.4.3), serves as the testbed for this comparative study of four archi-
tectural patterns: MVC, MVVM, MVP, and VIPER. The app enables users to
digitize business cards by scanning them with OCR technology (via google_-
mlkit_text_recognition), mapping extracted text to contact fields (e.g., name,
mobile, email, location, address, company, designation, website) through a
drag-and-drop interface, and managing contacts using Firebase Firestore for
cloud storage with SQLite (via sqflite) for offline caching. Additional features
include favorites management and external integrations for calling, messaging,
emailing, map navigation, and website access.

Each implementation adheres to the same core tech stack and dependencies:

• go_router (for navigation)
• path_provider (for file access)
• image_picker (for camera input)
• get_it (for dependency injection)
• google_mlkit_text_recognition (for OCR)
• sqflite (for SQLite-based offline caching)
• url_launcher (for external integrations: calling, messaging, emailing,

maps, web)
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By refactoring the same codebase from MVC → MVVM → MVP → VIPER,
we decouple architectural implications from feature changes. We began with
an MVC implementation and successively refactored to MVVM, then to MVP,
and ultimately VIPER, maintaining features, UI, and theming (deep-purple
Material Design) identical across versions.

To evaluate each pattern, we captured both quantitative and qualitative
data across four axes [5]:

• Code Understandability: Measured using Average Cyclomatic Com-
plexity (lower values indicate simpler code) and Average Maintainability
Index (higher values indicate easier maintenance), computed via dart_-
code_metrics.

• Unit Test Coverage: Quantified as the percentage of code lines covered
by unit tests, measured using flutter test --coverage and genhtml for
report generation.

• Codebase Complexity: Assessed by counting Dart files, classes, total
imports, and average imports per class in the lib/ directory, reflecting
structural overhead.

• Performance Overhead: Evaluated by Firestore fetch latency (ms)
for retrieving all contacts, averaged over 10 runs per pattern, tested on
a physical iOS device.

This methodology provides a structured and comprehensive framework for
analyzing the strengths and weaknesses of each architectural pattern in the
context of a real-world Flutter application, offering valuable insights for edu-
cators and developers alike.

4 Implementations

This section details the implementation of the four architectural patterns in
the Virtual Visiting Card application. To streamline the discussion and em-
phasize the most contrasting patterns, we only highlight the implementation
of two patterns: MVC and VIPER; please refer to our project report [5] for a
discussion on the implementation of MVP and MVVM. Each pattern is applied
to the same application, ensuring identical features and user interfaces across
all implementations to facilitate fair comparisons. The focus is on code struc-
ture, key components, and data flow, highlighting the practical differences and
trade-offs between patterns, as detailed in the report [5].

4.1 MVC Implementation

As shown in Figure 1, the MVC implementation organizes the application
into three primary components: Model, View, and Controller. The directory
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structure is as follows:
lib/

controllers /: Contains logic for authentication , contact CRUD ,
and list updates (e.g., auth_controller.dart ,
contact_controller.dart , contact_list_controller.dart).

models /: Defines data structures (e.g., contact_model.dart ,
user_model.dart).

pages /: Houses UI components (e.g., auth_wrapper.dart ,
camera_page.dart , contact_details_page.dart).

database /: Manages SQLite interactions (db_helper.dart).
utils /: Stores reusable constants and functions.

The total file count is 20.
Key Components:

• Model: ContactModel encapsulates contact data (e.g., name, mobile,
email) with serialization logic for SQLite storage. UserModel maps Fire-
base user data (e.g., UID, email, display name).

• View: Implemented as Flutter StatefulWidgets (e.g., HomePage, Cam-
eraPage) that render the UI and handle user input. Views use Stream-
Builder for reactive updates based on state changes.

• Controller: AuthController manages Firebase authentication
(e.g., sign-up, sign-in). ContactController handles CRUD operations for
contacts in SQLite. ContactListController manages contact list updates
using StreamController, ensuring user-specific operations and real-time
updates.

4.2 VIPER Implementation

As shown in Figure 1, the VIPER implementation provides the most modular
and testable structure, dividing responsibilities into View, Interactor, Presen-
ter, Entity, and Router. The directory structure is:
lib/

database /: SQLite storage (db_helper.dart).
entities /: Data models (contact_entity.dart).
interactors /: Business logic (contact_interactor.dart ,

auth_interactor.dart).
presenters /: UI coordination (home_presenter.dart).
routers /: Navigation logic (app_router.dart).
utils /: Shared constants and functions.
views /: UI screens with interfaces (home_page.dart ,

camera_page.dart).
main.dart: App initialization.

The total file count is 34.
Key Components:
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• Entity: ContactEntity defines the data model for contacts, focused on
SQLite storage.

• View: Implements interfaces (e.g., HomeView) as StatefulWidgets (e.g.,
HomePage).

• Interactor: Handles business logic and data access (e.g., ContactInter-
actor) using streams for updates.

• Presenter: Coordinates between Interactors and Views (e.g., HomePre-
senter), updating UI via interface methods.

• Router: AppRouter manages navigation using go_router, centralizing
route definitions.

5 Issues Encountered During Implementation

This section outlines challenges faced during the implementation of the MVC,
MVVM, MVP, and VIPER architectural patterns in the Virtual Visiting Card
application, highlighting practical trade-offs for educators and students. Imple-
menting the four patterns introduced varying complexities. MVC’s tight cou-
pling between Controllers and Views caused code duplication, particularly in
error handling for Firebase authentication and SQLite operations, complicating
maintenance. iOS-specific issues with url_launcher (e.g., sandbox restrictions
for external apps) required platform-specific configurations. MVVM’s refac-
toring to ViewModels and a Repository layer was effort-intensive, with chal-
lenges in ensuring Firestore-SQLite synchronization for offline caching. MVP’s
explicit View-Presenter contracts added boilerplate code, increasing complex-
ity. VIPER’s modular structure, with View, Interactor, Presenter, Entity, and
Router components, posed a steep learning curve, particularly for centralized
navigation with go_router. Despite these challenges, VIPER’s modularity min-
imized failure points, while MVC, MVVM, and MVP required careful design
to maintain data integrity and testability.

6 Comparative Analysis

This section delves into a detailed comparative analysis of the four architec-
tural patterns. The evaluation meticulously examines four critical dimensions:
Code Understandability, Unit Test Coverage, Codebase Complexity, and Per-
formance Overhead. These dimensions are assessed using robust quantitative
metrics, derived from tools such as dart_code_metrics for code quality, flut-
ter test --coverage paired with genhtml for test coverage, counts of files,
classes, and imports for structural complexity, and Firestore fetch latency for
runtime performance.
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6.1 Code Understandability

Code Understandability reflects how intuitively developers can grasp and main-
tain the codebase, measured through two insightful metrics: Average Cyclo-
matic Complexity, where lower values signify simpler, less convoluted code
paths, and Average Maintainability Index, where higher scores indicate code
that is easier to modify and sustain. These metrics are computed using the
dart_code_metrics tool, offering a window into the clarity of each architectural
pattern.

MVC weaves a straightforward yet somewhat tangled tapestry, with an Av-
erage Cyclomatic Complexity of 2.68 and an Average Maintainability Index
of 68.03. Its simplicity aids quick comprehension, but the blending of con-
cerns in Controllers can obscure clarity in larger projects. MVVM presents a
slightly denser landscape, with an Average Cyclomatic Complexity of 2.72 and
an Average Maintainability Index of 67.78. The introduction of ViewModels
enhances separation but adds a layer of abstraction that may challenge ini-
tial understanding. MVP strikes a harmonious balance, boasting an Average
Cyclomatic Complexity of 2.60 and a robust Average Maintainability Index of
74.79. Its contract-based structure clarifies responsibilities, making the code-
base more approachable and maintainable. VIPER shines as the epitome of
clarity, with an impressively low Average Cyclomatic Complexity of 2.24 and
the highest Average Maintainability Index of 75.42. Its granular division into
distinct components: View, Interactor, Presenter, Entity, and Router creates
a crystal-clear structure, ideal for long-term maintenance.

VIPER emerges as the most lucid, followed by MVP, MVC, and MVVM,
painting a picture where modularity triumphs in fostering understandable code.

6.2 Unit Test Coverage

Unit test coverage measures the percentage of codebase lines executed by au-
tomated tests, calculated using flutter test --coverage and visualized with
genhtml. This metric highlights the reliability and testability of architectural
patterns, focusing on pure-Dart layers (data models, database/helper classes,
and utility functions) that can be tested in isolation without external depen-
dencies like Firebase SDKs, platform channels, or Flutter’s widget framework.
Controllers, remote-service classes, and UI widgets, which require extensive
mocking or widget-test setups, were excluded to keep the test suite fast and
simple.

MVC stands tall with an exceptional 90.1% coverage, testing 82 out of 91
lines across 5 files. Its compact codebase allows for thorough testing, though
tight coupling may limit the depth of isolated unit tests [1], [4], [9], [11]. MVVM
falters in this arena, achieving a modest 45.8% coverage, with only 163 of 356
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lines tested across 6 files. The complexity of ViewModel logic and data-binding
dependencies appears to hinder comprehensive testing. MVP delivers a com-
mendable 85.5% coverage, testing 100 of 117 lines across 4 files. Its contract-
based design facilitates mocking, ensuring robust testability with minimal gaps.
VIPER follows closely with 82.3% coverage, testing 65 of 79 lines across 4 files.
Its modular architecture supports isolated testing, though its slightly lower
coverage compared to MVP may reflect the intricacy of Interactor and Router
components [1], [4], [9], [11].

MVC leads as the most thoroughly tested, trailed by MVP, VIPER, and a
distant MVVM, highlighting a surprising strength in MVC’s testability despite
its structural limitations.

6.3 Codebase Complexity

Codebase Complexity captures the structural intricacy of each pattern, quanti-
fied by the number of Dart files, classes, total imports, and average imports per
class within the lib/ directory. These metrics reveal the architectural overhead
required to support the application’s functionality.

MVC offers the simplest structure, with 20 Dart files, 29 classes, 108 total
imports, and an average of 3.72 imports per class. Its lean design minimizes
overhead, ideal for rapid development but potentially at the cost of scalabil-
ity[11]. MVVM steps up in complexity, featuring 25 Dart files, 31 classes,
126 total imports, and an average of 4.06 imports per class. The addition
of ViewModels and Repositories enriches separation but demands greater or-
ganizational effort[11]. MVP further escalates complexity, with 31 Dart files,
31 classes, 118 total imports, and an average of 3.80 imports per class. Its
contract-based approach introduces additional components, balancing testa-
bility with structural weight. VIPER embodies the pinnacle of complexity,
comprising 34 Dart files, 35 classes, 131 total imports, and an average of 3.74
imports per class. Its highly modular design, while robust, requires significant
setup and maintenance, suited for expansive applications[11].

MVC reigns as the least complex, followed by MVVM, MVP, and VIPER,
illustrating a spectrum from simplicity to sophisticated modularity.

6.4 Performance Overhead

Performance Overhead is gauged by Firestore fetch latency, measured in mil-
liseconds for retrieving all contacts, averaged over 10 runs on a physical iOS
device. This metric highlights the runtime efficiency of each architectural pat-
tern.

MVC excels with a swift 303.9 ms latency, its streamlined data flow mini-
mizing processing overhead and delivering optimal performance for simple op-
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erations [1], [8], [9]. MVVM follows with a latency of 328.8 ms, reflecting
minor additional processing required by ViewModels and the repository layer,
yet maintaining high efficiency[1], [8], [9]. MVP records a higher latency of
520.4 ms, its Presenter layer and view contracts introducing noticeable de-
lays in coordinating data retrieval [1], [8], [9]. VIPER trails with the highest
latency of 572.2 ms, its intricate data flow through multiple components: In-
teractors, Presenters, and Routers adding significant overhead, a trade-off for
its modularity [1], [8], [9].

MVC leads in performance, followed by MVVM, MVP, and VIPER, under-
scoring the cost of layered architectures in runtime efficiency.

6.5 Summary of Comparative Analysis

The following table summarizes the performance of each pattern across the
evaluation dimensions:

Table 1: Comparative Performance of Architectural Patterns

Metric MVC MVVM MVP VIPER
Cyclomatic Complexity 2.68 2.72 2.60 2.24
Maintainability Index 68.03 67.78 74.79 75.42
Test Coverage (%) 90.1 45.8 85.5 82.3
Files Count 20 25 31 34
Classes Count 29 31 31 35
Total Imports 108 126 118 131
Avg Imports/Class 3.72 4.06 3.80 3.74
Fetch Latency (ms) 303.9 328.8 520.4 572.2

Each pattern offers distinct advantages:

• MVC: Simplest for rapid prototyping but lacks scalability due to high
coupling.

• MVVM: Moderately modular with improved separation via repositories,
but complex ViewModel interactions hinder testing and scalability.

• MVP: Excels in testability, suitable for test-driven development.
• VIPER: Most modular, with granular layers ensuring clear separation

and high maintainability, ideal for large-scale systems despite develop-
ment complexity.

This comparative analysis underscores the importance of selecting an archi-
tectural pattern based on project scale, team expertise, and priorities such as
speed, maintainability, or testability. Educators can use these findings to guide
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students in understanding the real-world implications of architectural choices
in Flutter development.

7 Educational Applications

To integrate this comparative study of MVC, MVVM, MVP, and VIPER into
undergraduate computer science curricula, we propose a teaching framework
detailed in the online and publicly accessible project report[5], comprising
a lab assignment, a lesson plan, and a rubric. The framework leverages a
GitHub repository containing the Virtual Visiting Card application and three
additional example apps, each implemented in all four patterns. The lab as-
signment guides students to analyze and refactor any features from MVC to
MVVM, comparing metrics like Cyclomatic Complexity and Maintainability
Index. The lesson plan introduces patterns via code snippets and demos, fol-
lowed by an interactive quiz. The rubric assesses code functionality, quality,
and analysis. This approach detailed in the section 9 of the project report
[5], fosters hands-on learning, addressing the challenge of abstract lectures by
engaging students with practical Flutter development tasks.

8 Conclusion

This study of MVC, MVVM, MVP, and VIPER in a Flutter-based Virtual
Visiting Card app, supplemented by a repository of additional example apps
[6], provides a robust case study and teaching framework for undergraduate
mobile development. By offering detailed implementations, metrics, a lab as-
signment, a lesson plan, and Github repositories, we empower educators to
teach architectural patterns in an effective and impactful way.
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Abstract

As co-instructors in introductory computing classes at a small col-
lege, in Fall 2024 we needed an approach to code generation tools that
at once equipped new students to be effective in a world in which those
tools existed, but also still benefited from the computational thinking
and literacy skills often covered in the first semester of a computing
course. Many introductory computing assignments, including some sub-
set of SIGCSE Nifty assignments, remain perhaps too challenging for
many introductory students even when specified to such a level that
freely available code generation tools, such as ChatGPT or Gemini, are
able to produce perfect solutions. However, there remain many tasks
that are quite difficult for code generation tools, which by construction
are specialized to text analysis and text generation. In our Fall 2024
introductory courses, we deployed an experimental final for which the
prompt was to generate a certain form of image informed by cultural
context to communities adversely impacted by the surge in data center
demand in the U.S.. Students would necessarily analyze and describe an
image, and critically engage with the consequences of over-reliance on
code generation, in order to complete the assignment. We achieved our
desired grade distributions and believe we differentiated students who
were learning material from students who were outsourcing coursework
to automated tools.

∗Copyright ©2025 by the Consortium for Computing Sciences in Colleges. Permission to
copy without fee all or part of this material is granted provided that the copies are not made
or distributed for direct commercial advantage, the CCSC copyright notice and the title of
the publication and its date appear, and notice is given that copying is by permission of the
Consortium for Computing Sciences in Colleges. To copy otherwise, or to republish, requires
a fee and/or specific permission.
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1 Introduction

At our university, the entry point for computer science education is “CS 151:
Introduction to Programming in Python”, which is a Python translation of an
older class in Java based on a Stanford curriculum leveraging SIGCSE Nifty as-
signments such as Adventure Game [5], Breakout [6], Enigma Machine [7], and
Wordle [4]. These are established assignments, with years of success training
new computer scientists, and extremely in-depth instructions provided directly
to students and available widely online. Coincidentally, making these assign-
ments more accessible for students has also made it easier for students to not
engage with these assignments at all due to the availability of ChatGPT, Gem-
ini, and similar frameworks capable of code generation. We perceive a growing
consensus that reliance on such tools hampers cognitive development [3] and
therefore should be addressed in course design.

In this paper, we will present our novel final on rendering the Wiphala
(Fig 1). We believe this final supports student learning and allows students to
engage with code generation and its limitations.

Figure 1: The Wiphala is a square emblem commonly used as a flag to represent
some native peoples of the Andes.

We are motivated by a particularly troubling phenomenon. The CS1 cur-
riculum leverages a Python port of the Portable Graphics Library “PGL” [8]
which often confounded earlier code generators expecting PyGame or similar
libraries. However, specifically in the case of the Breakout assignment, both
ChatGPT and Gemini generated correct solutions without being provided a
description of the Python PGL library while struggling on more general tasks.

We suspect exact solutions to Nifty assignments are present within train-
ing data in some capacity. Nifty assignments are unified in having clear (1)
learning objectives and (2) assignment formats, which we can mimic for novel
assignments intended to defeat code generation.
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Our final has the following learning objectives:

1. Fundamental Python

2. Reading Python

3. Strings and Files

4. Interactive Graphics

5. Defining Classes

As a rule, “Strings and Files” maps to the text-based Adventure Game, “In-
teractive Graphics” maps to graphical Breakout game, and “Defining Classes”
maps to the “Enigma Machine” ciphers. “Fundamental Python” and “Reading
Python” are expected to be manageable by students with debugging experience.
We mapped these objectives to what we expect to be AI-hard subproblems,
synthesized subproblems into a coherent assignment, and applied the assign-
ment to a culturally relevant application domain.

We found:

1. Our approach achieved a grade distribution consistent with pre-code gen-
eration classes and our personal assessment of student engagement, while
allowing use of code generation.

2. Our approach maintained the core learning objectives of an ACM 2013 [2]
CS1 course.

3. Our approach equipped students to understand the benefits and limita-
tions of code generation.

4. Our approach raised critical questions about the broader social impacts.

We have made a generalized form of this assignment (replacing all depen-
dencies with PyPI alternatives) available publicly on GitHub [1], with web-
hosted instructions1, available under MIT License for all code artifacts and
with fair use images documented with source attribution. We will provide
solutions by request to verified instructors.

2 Format

Our introductory course was structured across lectures, problem sets, and
projects but the primary learning content is delivered via the projects - the

1https://cd-public.github.io/ccscrm/
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four (4) Nifty assignments and a fifth pseudo-Nifty assignment “ImageShop”, a
rudimentary image editing program.

We regard the first three projects as scripting assignments. They are as-
signed over the course of one week and completed in one file (or module). For
these assignments. Students write functions which interact with a provided
template. The final two projects - “Enigma Machine” and “Adventure Game”
were programming assignments spanning multiple weeks, multiple files, and
potential multiple team members. In Fall 2024, the average grades dropped
sharply when we transitioned from the scripting assignments (averages of 84,
87, 87 percent) to the programming assignments (averages of 79, 69 percent).
We believe this drop may be associated with lacking the technical skill to
prompt a code generator for more than isolated functions. Therefore, we ad-
ministered a highly interdependent final exam.

Each assignment was split into “milestones” well suited to daily work. For
example, the “Wordle” assignment was released Monday, had six zero-indexed
milestones and was due the next Monday, giving students a final day after
expected completion to debug any last-minute errors. This milestone struc-
ture and its familiarity to students supported a similarly structured final with
multiple learning objectives as objectives could be mapped to milestones.

We assigned problem sets and projects via GitHub classroom as a code
repository and separately provided instructions in HTML. In response to stu-
dent feedback, we organized the assignment descriptions into one HTML <details>
block per milestone.

3 Learning Objectives

We will describe a learning objective, how widespread availability of code gen-
erators has impacted assessment, and our solution.

3.1 Strings and Files

Existing finals prompted students to, for example, find the first numeric digit
in every line of a file containing lines of ASCII characters. This is trivial for
code generation or programmers familiar with library functions.

As an alternative, we ask students to read the names of colors and their hex
values from a file. Critically, we introduce what we term intentional ambiguity,
that is, we do not specify the format in the file or the format which will be most
useful for latter milestones. Rather, students must design and then implement
a solution.

While we provide a CSV file, and reading CSV files into Python is trivial,
we pose a number of complexities:
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rojo 219 10 19
naranja 236 120 8
amarillo 252 222 2
blanco 255 255 255
verde 1 138 44
azul 6 69 177
violeta 117 40 100

We mix alphabetical and numerical values, provide no column labels, pro-
vide non-English color names, and space-separate rather than comma-separate.
We refer to these as “red-green-blue” color descriptions in the text but otherwise
expect students to either know or be able to determine how to work with color
data in this format. Students also must independently determine whether, for
example, to return multiple lists of strings and integers, or a dictionary of lists,
or any other solution. We saw numerous possible solutions within high-scoring
final submissions, and are pleased to have perceived space for students to make
design decisions.

3.2 Interactive Graphics

Existing final examinations prompted students to, for example, render a pie
chart from a user-provided list of percentages. This is obviously trivial to code
generators via library functions or rudimentary geometry.

We ask students to generate a Wiphala (Fig. 1). It requires listing colors in
the same cycle, but with a different starting point, across rows (or columns).
We believe that it is of comparable difficulty to write a loop- or slice-based
solution as to instruct a code generator with sufficient precision. Therefore,
we feel students necessarily approached the computational thinking problem
of multidimensional indexing. Naive generated code often produced a bottom-
left-to-top-right diagonal, which we found among low-scoring submissions.

Separately, we take great care to avoid referring to the Wiphala by name
in the instructions, as this is often sufficient prompting for a code generator to
produce competitive solutions. We aim to resolve this tension in future work,
perhaps with a novel application domain.

Lastly, we take care to inform students what the flag represents - the self-
determination of the Andean people - with some allusions to the political im-
plications of U.S. tech industry expansions on mineral and labor rights in the
Andes. We hope that students carry with them a sense of the true cost of
relying on exascale compute clusters for trivial tasks like list/array slicing as
they continue their careers.
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3.3 Reading Python

Traditionally the final exam began with a code tracing exercise. For example,
we may ask a student what the following returns:

def conundrum():
array = []
for i in range(6):

array.append(0)
for j in range(i, 0, -1):

array[j] += j
return array

We believe we have leveraged the Wiphala to achieve a similar goal. In
the prior section we show a specific, regional Wiphala, for the Qulla Suyu
(Qulla region). Other recognized regional Wiphalas are differentiated by “long
horizontal” color as shown in Fig. 2.

Figure 2: The Wiphala of other Suyu (Anti, Chinchay, and Kunti).

Rather than prompt students as to the outcome of code, we prompt students
to write code that generates some outcome specified with imagery, rather than
text, which may pose a barrier to code generation. Additionally, we manually
render the flags as fixed-pixel HTML elements rather than providing an image
that can be pasted into a code prompt.

A small number of students entertained manually specifying all 49 tiles in
the earlier Wiphala, and this subproblem encouraged use of programming logic.

3.4 Defining Classes

Existing final exams often ended with a larger task involving implementing a
class that, for example, created numbered labels or recorded the dot distri-
bution of a domino. Given Python iterators and collections, respectively, and
expect students will often instead interact with classes implemented within
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libraries, such as PyTorch tensors, or Flask APIs. While we have a University-
specific implementation utilizing classes, we generalize to a NumPy ndarray.

We ask students to (1) read file data based on file names provided in the
CSV file from an earlier problem, (2) interpret these files as images, (3) crop
images to squares, and (4) scale images to be the same size. Finally, rather
than creating a Wiphala of colors, they create a Wiphala as a collage over
these images as shown in first image of Fig. 3. These are fair use images
inspired by each individual color. For example, we selected an image of a
Bolivia lithium mine as “el símbolo de las riquezas naturales” (the symbol of
the natural resources), represented by the verde color in the Wiphala, and
provide a README with this note and source attribution.

Figure 3: True-color and color-scaled collages, both provided to students.

We retain a small amount of intentional ambiguity. We could define this
operation in pseudo-code: if the pixel at location (x, y) would be of color
“amarillo”, write the “amarillo.png” value at this index to the output pixel
array. Rather, we provide example output and a brief recommendation to
visually inspect the long diagonal and the constituent files. The distribution of
final scores suggests few-if-any students reaching this problem were confused
by these instructions.

The collaging effect appears to confound the image processing capabilities
of most code generation tools. Gemini inferred it was observing a 5-by-10
grid of 50 individual images with no pattern, even when prompted to use 7
provided images. ChatGPT inferred it was provided with single image file of
7 concatenated tiles and was trying to create a 10-by-10 grid.

3.5 Fundamental Python

In the context of the final exam, the term “Fundamental Python” is used to re-
fer to what is often termed numerical computing, like computing the Racamán
sequence. We used NumPy vector operations, the foundation of early numer-
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ical computing efforts in Python. For each image, after cropping and scaling,
we ask students to convert the true-color images to monochrome. We term
this “colorscale” to remind students of grayscale from an earlier assignment
(“ImageShop”). To support them, we specify:

1. Example code to compute luminance:

r, g, b = color; (4*g + 3*r+b)//8

2. That high luminance should become “rojo” monochrome value.

3. That low luminance should become all zeros (black).

Of note, we are not aware of particularly succinct ways to describe this
process absent color science terminology outside an introductory computing
scope. Separately, we provide a vector-optimized integer luminance calculation
to partially confound code generation tools, which seemingly expect to perform
these calculations over floating point values. We provide the second image in
Fig. 3 as an example to our students with the caveat that their code must
additionally be able to produce similar images for the other regions.

4 Results

We achieved our preferred point distribution of approximate uniformity, allow-
ing us to differentiate student achievement. We note we applied a generous
curve (not shown).

Figure 4: We achieved a quasi-uniform distribution.

An uncomfortably large number of students earned zero or nearly zero
points. Anecdotally, from in-class exercises and office hours, we suspected a
population of students earned high marks on assignments, but could not write
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a single line of code, even given hours to do so. We suspect this population
gave rise to the large bin of low scores shown in Fig. 4.

We found the final score uncorrelated with project or midterm scores, as
shown in Fig. 5. We plotted horizontal homework (code generation allowed),
versus vertical midterm (code generation disallowed but suspected), versus
colorized final score (code generation unhelpful).

Figure 5: Project (horizontal) and midterm (vertical) performance did not
predict final (colorized) performance.

5 Summary

Our impression was that highly motivated students were completing exams
and projects manually with minimally but non-zero errors and being scored
lower than students who solely used code generation, including in violation of
midterm honor policy. Many high scores on the final were students we identified
as strong scientists, but lacked interest to complete portions of assignments
they did not find algorithmically interesting. Conversely, the final seemed
to firmly differentiate an otherwise co-mingled population of relatively high-
scoring students between independent and assisted coders. With some relief,
we do not seem to be measuring testing anxiety given the low correlation
(r2 = .0057) with midterm scores. That said, we want to be more confident we
are measuring student learning and not some other factor, and hope to deploy
similar midterms and in-class exercises in Fall 2025 for students to be better
prepared for the eventual final.

Ultimately, we believe this final rewarded hard-working students. We also
hope to have persuaded our class of the usefulness of course content even in an
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environment with widespread access to industry-grade code generators.

6 Special Thanks

We profusely thank Professor Jed Rembold, our CS 151 co-instructor, for pro-
viding thoughtful feedback, showing patience during development, and main-
taining all five existing projects, among many other contributions..
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Abstract

A browsing task is characterized by less planning and less knowledge
of what is a relevant document. Support for browsing tasks in informa-
tion retrieval has largely focused on adding document context to provide
topic perspective on the document landscape. Unsupervised clustering
has been a popular algorithm to capture a document’s topics and group
them with related topics from other documents. With the use of Large
Language Models (LLMs), clustering output can now add not only docu-
ment context, but a deeper semantic context for the topics in a collection.
Three popular LLMs are tested in their ability to cluster a collection’s
topics and then label those topics. The LLM output is then compared to
the output of clusters created by two information systems faculty. Pre-
liminary results show the LLMs created meaningful clusters that tended
to group documents over multiple dimensions, while the human experts
clustered over single dimensions.

1 Introduction

Historically, information seeking behavior has often been divided into search-
ing versus browsing tasks [6]. In search tasks, users have a better knowledge of

∗Copyright ©2025 by the Consortium for Computing Sciences in Colleges. Permission to
copy without fee all or part of this material is granted provided that the copies are not made
or distributed for direct commercial advantage, the CCSC copyright notice and the title of
the publication and its date appear, and notice is given that copying is by permission of the
Consortium for Computing Sciences in Colleges. To copy otherwise, or to republish, requires
a fee and/or specific permission.
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what they seek and more easily recognize relevant documents. In search, sum-
marized documents often focus on the user’s query terms [13]. In browsing,
more document context is sought to better understand the document land-
scape. In the past, tools and visualizations for browse support have largely
utilized a bag-of-words approach to document representation [5, 6]. With the
rise of Large Language Models (LLMs), textual summaries for browse support
offer not only document context, but also knowledge or semantic context of
what is being discussed in the document.

The need for browse support has only grown in recent years as more re-
search is published. Reviewing the literature surrounding a topic has become
increasingly difficult due to the ever growing volume of literature to understand
and synthesize. This problem is often referred to as the information overload
problem [7]. Large Language Models offer hope for producing output to better
support browsing.

Conducting a preliminary study on how well LLMs can produce summaries
of document collections that would be useful to a browse task is the object of
this research. In addition, identifying strengths and weaknesses of the LLMs
ability to create clusters will be compared to human-generated clusters. Three
popular LLMs were used to cluster 105 documents and their output was com-
pared to the results of clusters created by two information systems faculty.

2 Literature Review

While not as common as search, the browse task has been well-researched.
More specifically, the use of document clustering to help support browsing has
been tested in various settings.

2.1 Browse Task

Browsing has been defined as “an exploratory, information seeking strategy
that depends upon serendipity” that is “especially appropriate for ill-defined
problems and for exploring new task domains (page 71).” [12] When users are
browsing, there is an absence of “planning” [11]. When browsing, documents
that are relevant are harder to recognize as users seek background information.
Document context has been shown to be important to users [4, 10, 12]. Seeing
how documents relate to one another helps users refine their criteria for what
is relevant.

2.2 Document Clustering

Clustering is one of the most popular unsupervised techniques in machine learn-
ing. It creates groups of similar objects. In text analysis, documents that are
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similar to each other are grouped in the same group. The document cluster-
ing process has the goal of discovering natural groupings and presenting an
overview of the topics in a document collection [2].

The k-means clustering method [9, 10] is the most widely used clustering al-
gorithm. k-means clustering starts by selecting k initial documents as clusters.
Documents are then iteratively assigned to these clusters, with centroids being
updated in a "top-down" manner until there is no longer centroid movement.
Because text data is directional, document vectors are typically normalized,
and cosine similarity is used instead of Euclidean distance. Despite its popu-
larity due to ease of implementation, k-means has several drawbacks: it relies
on random initialization, it can converge to suboptimal local minima, and it is
susceptible to outliers and noise [2].

The accuracy of automatic text summarization has been improved using
methods such as k-means clustering [8]. Alami et al. pointed out two text sum-
marization problems: 1) most methods do not consider the document context,
and 2) the traditional bag-of-words text representations (frequency counts) in-
volving high dimensional and sparse data make it difficult to determine relevant
information [1]. They chose to solve these problems by using a combination of
clustering, topic modeling, and unsupervised neural networks. The first step
in their process was to use document clustering.

The other “classical” clustering method is hierarchical clustering. Opposite
of the k-means “top-down” method, hierarchical clustering uses a “bottom-up"
method where each document is initially its own cluster which the algorithm
successively merges until it converges into one root cluster. Hierarchical clus-
tering keeps the cluster history of this process allowing the user to “browse”
this history to see what clusters were formed at each iteration [2].

As clustering has been common in research for topic summarization, having
the LLMs produce clusters of topics to support browsing is a reasonable first
step in determining the utility of LLMs for this purpose.

3 Research Questions

In this research, we explore the use of LLMs to create content clusters to
support browsing. We are focusing on three primary research questions:

1. How does the LLM output of clusters compare against each other?
2. How does the LLM output of clusters compare against human-created

clusters?
3. Could LLMs help with the browse task?
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4 Methodology

The articles for the clustering were identified via a search for “artificial intel-
ligence” on the ACM and IEEE digital library websites. The resulting titles
and abstracts were saved into a CSV file. The CSV file was uploaded to three
LLMs: ChatGPT 4o, Copilot, and Gemini 2.5 Flash. Two information systems
faculty also read through the CSV file and manually grouped the abstracts into
meaningful clusters. The behavior of LLMs is highly dependent on the prompts
used. The same prompts were used for the three LLMs as listed below:

1. Create topic clusters using the csv file.
2. Why did you decide on X clusters?

The first prompt uses the term “cluster” purposefully to encourage the LLM
to use a clustering technique. At the same time, the first prompt doesn’t
specify the number of clusters or algorithms to use. The second prompt seeks
to understand the LLM’s choice of number of clusters.

5 Results

The output of the three LLMs had some similarities, but also several differ-
ences. Both Copilot and ChatGPT used the k-means algorithm, while Gem-
ini used a hierarchical clustering algorithm. Even using the same algorithm
(k-means), however, Copilot created ten clusters and ChatGPT created five
clusters. Gemini created four top-level hierarchical clusters. The LLMs used
heuristic rules to determine how many clusters to use, cluster numbers they re-
garded as best practice. ChatGPT did not immediately produce cluster labels
but did after being prompted to do so.

The two faculty created 12 clusters and 14 clusters respectively; both num-
bers are higher than any of the cluster-counts from the LLM output. Processing
speed also varied among the clustering approaches. Copilot and ChatGPT re-
turned results within minutes. Gemini, using deep research, took 10 minutes.
The humans took three hours and five hours respectively. The human readers
used a bottom-up approach to group similar documents together arriving at a
cluster count they felt nicely grouped the 105 abstracts.

Below in Figure 1 you can see a comparison of the cluster labels created by
each of the five approaches. Copilot on the far left produced ten clusters. The
labels that matched best to the Copilot clusters were placed in similar rows in
the table.
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Figure 1: Comparison of Clusters made by the LLMs and Humans

6 Discussion

It was interesting to see that because the word “cluster” was used in the prompt,
the LLMs interpreted this literally and used the most common clustering tech-
niques (Copilot and ChatGPT used k-means and Gemini used Hierarchical) to
do the analysis.

Another interesting consideration is how the LLMs arrived at their number
of clusters (K). The value of K is often the most important variable as to the
scope of the clusters. More clusters yield more granular groups while fewer
clusters give larger summary groups. Copilot came up with ten topic clusters,
ChatGPT chose five and Gemini chose a four-cluster solution. When asked why
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they chose the number of clusters they did, both Copilot and ChatGPT said
they used a heuristic rule, that ten or five were good “rules of thumb” according
to the literature. We were not able to find out why Gemini chose a four-cluster
solution, when we asked, it replied that it could not do a hierarchical cluster
analysis because it could not load the nltk Python library.

When we ran the analysis a second time with the same prompt, Copilot
again performed a k-means analysis but optimized using an elbow plot, Chat-
GPT also again did a k-means analysis and stayed with the heuristic solution,
and Gemini chose to not do a hierarchical clustering analysis but changed to a
qualitative methodology and chose an eight-topic cluster solution. It is inter-
esting to note that the LLMs are constantly changing, and it was not possible
to produce the same clustering result a second time.

6.1 Rater Agreement

The output from each LLM was slightly different. Copilot gave cluster labels,
top keywords, and representative article titles. ChatGPT 4o initially did not
give cluster labels but added them when asked. ChatGPT gave top keywords,
and representative titles. Gemini 2.5 Flash gave the most detailed output.
Gemini gave cluster labels, a brief description of the cluster, key AI/ML tech-
niques included in the cluster, and representative applications. Gemini also
listed the sub-themes within each cluster and listed overarching themes that
transcend individual topic clusters.

There are several topical dimensions over which the research documents
could be clustered. We focus on four dimensions in our discussion here. The
dimensions are summarized in Figure 2. First, a document could focus on the
chosen or developed algorithm. In this research, the focus would be on fitting
an algorithm to a problem, i.e. neural network, Bayesian, support vector ma-
chine, etc. Second, research could focus on how the algorithm was trained and
finetuned. Some examples include whether training sets are single or multi-
domain, how the algorithm deals with noise, and whether human feedback is
utilized. Third, research could focus on the output of the algorithm. Topics in
this area include image segmentation, voice recognition, gesture detection, and
information extraction. Finally, research could focus on the use or application
of the output. For example, research includes healthcare, cancer detection in
medical images, content creation for journalism, and using LLMs for cyberse-
curity.

The human clustering typically grouped on only one or two dimensions.
For example, one faculty grouped abstracts based only on the application,
i.e. cybersecurity and healthcare. The other faculty clustered abstracts based
mostly on the output of the algorithm, i.e. image segmentation, information
extraction, and video processing. In contrast, the LLMs created clusters that
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Figure 2: Clustering dimensions

crossed several dimensions even on their labels, i.e. “Self-Supervised and Weak-
Supervised Image Processing”. This cluster group name includes the training
dimension and the algorithm output. Another example would be “Image Syn-
thesis and Multi-Task Learning.” This group includes a type of training and
the output of the algorithm. Including multiple dimensions in a cluster would
seem to make the cluster less inclusive. This is surprising because LLMs used
fewer clusters than the human workers.

There have been studies showing that human graders and LLMs have
not agreed. For reviewing patient care reports for quality assurance, a non-
standardized task, Brant-Zawadzki et al. found that ChatGPT-4 achieved
some inter-rater agreement with the human raters (76.2% agreement, kappa
coefficient 0.401) in EKG documentation and aspirin administration, but not
for other metrics [3]. Gemini performed poorly and was discontinued.

6.2 Usefulness for the Browse Task

The clusters produced by the LLMs do look like they could offer browse sup-
port. Especially helpful were the cluster labels produced by the LLMs. The
labels did not come from the abstracts or titles themselves, but rather offered
a summary based on the larger context of the abstract topic. The keywords,
which came from the abstracts, listed by the LLMs were the least helpful. Gem-
ini’s hierarchical clustering offered the most detailed analysis. In addition to
clusters, Gemini output a list of overarching themes that were repeated across
all the clusters. This feature along with the sub-clusters listed within each
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cluster could be very useful in understanding the content overview versus the
detail of each document. The labels of all three LLMs gave a good summary of
the document landscape, which could be very helpful to an information seeker.

LLMs were much faster than humans. Copilot and ChatGPT ran in under
60 seconds. Gemini took longer (ten minutes) because it chose to do hierarchi-
cal clustering. It took Faculty #1 about 3 hours to categorize the documents
and Faculty #2 about 5 hours.

The LLMs having more detailed pattern recognition created cluster areas
not noticed by human experts. The LLMs recognized similarities that were
not explicitly written in the abstracts. For example, Copilot had a cluster
with the label “Self-Supervised and Weakly-Supervised Medical Imaging.” In
that group of documents, there was an abstract with the title “High-Frequency
Space Diffusion Model for Accelerated MRI”. In that and other abstracts the
words training, supervised, weakly, and medical were never mentioned. The
article talked about MRIs and diffusion models using differential equations.
LLMs have greater prior knowledge enabling them to use that knowledge to
categorize content in ways unfamiliar to human workers.

In the process of having the LLMs perform the clustering, one logged out
and so we had it redo the analysis. Somewhat surprisingly it did the analysis
differently. So, we had all three LLMs do the analysis again in a zero-shot direct
without any other prompting method (not trying to edit the prior analyses)
and all three new analyses were quite different. Figure 3 2 summarizes the
change in output from the first to the second clustering output.

Copilot changed from ten clusters (using a heuristic rule) to five clusters
(using an elbow plot). Why did it do this? Using an elbow plot or silhouette
scores would be the logical next step in most k-means analyses. Perhaps Copilot
was just taking the next step. The first run was much more granular (at ten
clusters) compared to the second run (at five clusters).

ChatGPT was more consistent staying with five clusters using a heuristic
rule. There is much overlap with the first run topic clusters but there was one
new cluster formed that was not in the first. The cluster was combined with
another cluster in the first run.

Gemini was perhaps the least consistent changing from four clusters to eight
clusters. Also, on the first run Gemini used hierarchical clustering, while on
the second run it used a qualitative thematic analysis because it could not load
the appropriate Python library.

This highlights the problem of intra-rater reliability or internal consistency
of LLMs. Pawitan and Holmes found that there is a wide variability in the
tendency of LLMs to change initial answers if asked again, and that the overall
accuracy of the second answer is often worse than the first answer [15]. For more
structured tasks such as sentiment classification of financial news, Megahed
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Figure 3: Limited Consistency of the LLMs to Produce the Same Output
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found high intra-rater consistency of 90-98% of LLMs [14].

7 Conclusions

All three LLMs produced meaningful cluster labels that gave a good overview
of the document topics. The LLMs preferred the k-means clustering algorithm
but also used hierarchical clustering. The LLMs all used a different number
of clusters. Compared to human-generated clusters, the LLM clusters grouped
documents across more content dimensions. Faculty tended to stick with a sin-
gle way of grouping documents. The LLMs also finished in minutes compared
to the faculty taking hours. The clusters produced by the LLMs offer real
promise for being useful in a browse task. Their broad and deep background
knowledge produced clusters that our human experts did not see.

8 Future Research

In future research, we want to test the utility of the LLM output in a browse
task with subjects. In the browse task, we want to use the output from the
different LLMs in addition to a Self-Organizing Map (SOM) for comparison.
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Abstract

The ability to understand and apply artificial intelligence (AI) is in-
creasingly critical in cybersecurity. Selecting and implementing the ap-
propriate AI tools can be the difference between the failure or success of
an organization. This paper examines how effective AI tools are in mod-
ern cybersecurity, highlighting the features that can contribute to their
success and importance in future security efforts. Drawing from recent
academic literature, this paper compiles and analyzes current techniques
and challenges in the application of AI to cybersecurity. It also ex-
plores how AI enhances cybersecurity in the creation of automated and
adaptable defensive systems. These systems allow cybersecurity admin-
istrators and practitioners to build robust and responsive defenses that
reduce both the quantity and severity of threats. This paper also ex-
plores the role of AI in cybersecurity education, emphasizing the need
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for students to understand the nuances of AI techniques to ensure their
effective and ethical application in professional practice.

1 Introduction

In the modern era of digital connectivity, cybersecurity has emerged as a vital
component of information safety and infrastructure protection. As both indi-
viduals and organizations increasingly depend on digital technologies for daily
operations, communication, and data handling, the protection of digital assets
against unauthorized access and cyberattacks has become critically important.
Cybersecurity involves a comprehensive set of tools, strategies, and practices
aimed at securing systems, networks, and data from disruption, theft, or dam-
age. Beyond being a technical requirement, strong cybersecurity measures are
essential for sustaining user confidence, ensuring operational continuity, and
preserving the integrity of digital ecosystems.

The cyber threat landscape is rapidly evolving, with adversaries employing
more sophisticated, adaptive, and persistent tactics [5]. From ransomware
and phishing attacks to state-sponsored espionage and advanced persistent
threats, the range and complexity of cyber threats have escalated. Businesses
face operational disruptions and financial losses, governments encounter threats
to national security, and individuals suffer from identity theft and privacy
breaches. The increasing integration of digital systems in critical sectors like
finance, healthcare, and energy amplifies the potential impact of cyberattacks,
making proactive threat detection and response more vital than ever.

The way we approach cybersecurity is being altered by artificial intelligence
(AI)[33]. Security systems can learn from data, identify anomalous activity,
and react to potential threats more rapidly thanks to AI, as opposed to only
depending on manual monitoring and set rules. Large volumes of data can be
analyzed in real time, and it can adjust to new attack techniques as they appear.
This makes it particularly helpful in addressing the increasing complexity and
quantity of cyberthreats. AI is quickly becoming as a crucial component of
contemporary cybersecurity methods due to its ability to assist identify threats
early and with more accuracy.

AI also enhances cybersecurity by using ML algorithms that evolve over
time[26]. Subtle behavioural changes that can point to insider threats, phish-
ing attempts, or zero-day vulnerabilities can be picked up by these algorithms.
Because of this flexibility, security systems are able to keep up with hackers
who are always evolving the ways they attack. Threat intelligence using natu-
ral language processing (NLP) is another promising area in cybersecurity. AI
is capable of scanning and analyzing forums, security reports, and commu-
nications from the dark web to find early indicators of coordinated attacks.
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By taking this proactive stance, organisations can get ready before an attack
occurs.

Integrating AI technologies with current security frameworks, including as
firewalls, endpoint protection tools, and Security Information and Event Man-
agement (SIEM) systems, is crucial to maximizing AI’s potential in cyberse-
curity. Organizations can improve their threat detection capabilities with this
hybrid strategy without having to replace their existing infrastructure. By
connecting alarms, lowering false positives, and prioritizing issues for human
analysts, AI can be a force multiplier. A more effective and responsive se-
curity posture results from the combination of AI and conventional methods,
particularly in settings with a shortage of human resources.

AI is not only useful for detecting and responding to threats but also for
predicting them. Predictive threat intelligence uses AI models to anticipate
potential cyberattacks before they occur by analyzing trends, threat actor be-
haviors, and vulnerabilities. This forward-looking capability helps organiza-
tions shift from a reactive to a proactive cybersecurity stance. By forecasting
possible breach scenarios or identifying vulnerable assets, AI enables cyberse-
curity teams to patch systems and strengthen defenses in advance, minimizing
the risk of future attacks.

Even while AI has many benefits, there are serious privacy and ethical issues
with its application[17]. Unintentional privacy violations may result from the
application of AI in behavioral analysis, data monitoring, and surveillance.
Additionally, there is the possibility of algorithmic bias, in which, given biased
or unrepresentative training data, AI systems may disproportionately target or
ignore particular actions. Establishing transparent AI governance frameworks,
encouraging responsible data usage, and making sure AI systems continue to
be explainable and auditable are all essential steps in reducing these dangers.
To preserve compliance and trust, ethical issues must be incorporated into the
development and application of AI systems.

Interdisciplinary cooperation, ongoing innovation, and the creation of in-
creasingly autonomous and context-aware systems are key to the future of AI
in cybersecurity. A key research objective is to develop AI models that can
classify threats more accurately by understanding the context of network ac-
tions in addition to detecting anomalies. Additionally, the proliferation of IoT
devices and edge computing necessitates the development of lightweight AI
models that can function in decentralized settings. Government, business, and
academia working together will be crucial to advancing safe and scalable AI
systems that are adapted to changing cyberthreats.

This paper aims to explore the transformative role of AI in strengthen-
ing cybersecurity frameworks. It delves into various AI techniques employed
in the cybersecurity domain, including machine learning (ML), deep learning
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(DL), Reinforcement learning (RL), and natural language processing (NLP).
It addresses the challenges of implementing AI-driven security solutions, such
as data privacy concerns, adversarial attacks, and the need for explainability.
Finally, it outlines emerging trends and future directions, offering insights into
how AI will continue to shape the future of cybersecurity.

The paper follows this structure. Section 2 discusses the background and
key concepts. Section 3 discusses AI Techniques Applied to Cybersecurity, and
Section 4 emphasizes AI in Cybersecurity Education. Section 5 and 6 discusses
on Challenges and Limitations of AI in Cybersecurity, and Future Directions
in AI for Cybersecurity. Finally, concluding remarks are presented in section
7.

2 Background and Key Concepts

This section provides an overview and relevant concepts on AI, cybersecurity,
and the intersection of AI and cybersecurity.

2.1 Artificial Intelligence

Artificial Intelligence (AI) stands as a revolutionary field of computer science
that enables machines to replicate human intelligence capabilities. The three
core processes included within AI are-learning, which refers to the acquisi-
tion of information and rules for using it, reasoning which means using rules
to reach approximate or definite conclusions and self-correction which enables
systems to improve autonomously. The foundational elements of AI consist
of three primary areas which are machine learning (ML), deep learning (DL)
and knowledge representation. ML functions as an AI subfield that develops
algorithms which acquire knowledge from data to generate predictions. ML
models enhance their performance by learning patterns from data rather than
relying on hardcoded instructions. DL emerges from ML as a specialized ver-
sion which employs artificial neural networks with many layers to find complex
patterns in extensive datasets.

Practical ML operations consist of supervised learning together with unsu-
pervised learning and reinforcement learning paradigms [13]. Supervised learn-
ing requires labeled datasets for training algorithms to achieve accurate data
classification and outcome prediction. Unsupervised learning reveals natural
patterns within input data to solve problems such as clustering and association
analysis. The reinforcement learning technique trains models to develop deci-
sion sequences through positive outcome-based rewards that now serve robots
and cybersecurity systems.

Deep learning models excel at automatic feature extraction because of
their fundamental design[32]. The identification of prediction-relevant features
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in traditional ML requires both significant time and expert expertise. Deep
learning models especially autoencoders enable automatic learning of essential
representations for classification and detection tasks. Large datasets and sig-
nificant computational resources become necessary costs when employing this
advantage. The unprecedented speed of AI model integration in healthcare
alongside finance and transportation and cybersecurity continues to expand
despite existing implementation obstacles. The practical application of AI de-
pends on achieving both interpretability and transparency through explainable
AI (XAI).

2.2 Cybersecurity

Cybersecurity refers to the collective methods, technologies, and processes used
to protect the confidentiality, integrity, and availability of data and comput-
ing systems from unauthorized access, cyberattacks, and damage. As digital
transformation accelerates across industries, cybersecurity has become a cor-
nerstone of modern information technology infrastructure. It encompasses a
broad range of components, including encryption, firewalls, intrusion detection
systems (IDS), threat intelligence platforms, and access control mechanisms.
These tools are designed to defend systems from increasingly sophisticated
threats posed by cybercriminals, nation-state actors, and insider threats.

One of the foundational pillars of cybersecurity is encryption, which trans-
forms data into unreadable ciphertext using mathematical algorithms, ensuring
that only authorized parties with the decryption key can access the original
information. Encryption protocols such as AES (Advanced Encryption Stan-
dard) and RSA (Rivest–Shamir–Adleman) are widely employed for securing
communications and data storage [2]. Coupled with encryption are firewalls,
which act as gatekeepers between trusted internal networks and untrusted ex-
ternal environments, filtering incoming and outgoing traffic based on predefined
security rules. Modern firewalls also incorporate deep packet inspection and
behavior analysis to detect suspicious activities.

The IDS acts as a vital component that tracks network traffic to detect
any indications of illegal activities. An IDS system functions through two pri-
mary methods: signature-based detection matches network activities against
recorded threat patterns and anomaly-based detection relies on behavioural
analysis to find system behaviour patterns that differ from normal operations.
Modern behavioural-based IDS receives better detection results through ML
implementations, which decrease incorrect alert frequencies[13]. Threat in-
telligence means obtaining and analysing and sharing data about active and
emerging cyber threats. The analysis of attackers’ data through threat intelli-
gence enables organizations to implement proactive defensive adjustments.

Access control systems, including multi-factor authentication, role-based
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access control and biometric systems, prevent unauthorized access to sensitive
systems and data. MFA introduces an essential security layer through its re-
quirement of two or more verification methods that combine something you
know (password) with something you have (security token) or something you
are (biometric). System and application security flaws receive ongoing evalua-
tion through vulnerability management which leads to identification and treat-
ment, and reporting of security flaws. System protection depends heavily on
the implementation of regular patches and updates which most organizations
neglect because these practices eliminate recognized malware and ransomware
vulnerabilities.

Organizations can use the NIST Cybersecurity Framework (CSF) to receive
structured guidance for managing cybersecurity risks and their reduction. The
core functions of cybersecurity consist of five elements that include identify,
protect, detect, respond and recover. A layered security approach known as
“defense in depth” uses different defensive measures spread across multiple IT
system layers to match the described functions. The same level of importance
applies to organizational cybersecurity functions which include governance as
well as policy enforcement and user education. The human element represents
the primary weakness for social engineering attacks that use phishing and pre-
texting because this field requires continuous awareness training.

2.3 Intersection of AI and Cybersecurity

The meeting point of AI with cybersecurity creates new methods for organisa-
tions to identify digital threats while they respond and defend against them.
ML, along with deep learning capabilities of AI provide organisations with en-
hanced cybersecurity measures by performing automated threat detection and
improving pattern recognition and predictive analytics. The symbiotic bond
between these systems becomes essential because modern cyberattacks rise in
complexity while becoming more frequent than traditional rule-based security
measures can handle. AI-powered cybersecurity solutions generate adaptable
real-time responses to emerging threats by closing the weaknesses that tradi-
tional signature-based detection systems create [13].

AI makes its most vital contribution to cybersecurity by detecting irreg-
ularities in large networks of data. ML models undergo training to identify
typical user patterns which helps them detect security breaches through un-
usual behavioural patterns. Unsupervised learning algorithms such as k-means
clustering and self-organizing maps use k-means clustering and self-organizing
maps to detect suspicious login activities and irregular file access and data
transfers which indicate potential security risks[32]. The AI models eliminate
rule-based dependencies to detect previously unknown attack vectors that cy-
bersecurity professionals call zero-day exploits. In particular, meta-learning
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techniques display potential for better unknown attack detection through gen-
eralization across datasets and improved learning from sparse data[45].

Cybersecurity systems require AI integration because it represents an es-
sential requirement for our modern digital world that faces increasing cyber
threats and enhanced digital connectivity. Security teams obtain the power to
switch from reactive threat defense to proactive threat hunting and automated
incident response through AI. The evolving union of AI and cybersecurity re-
search will probably result in the creation of autonomous defense systems that
adapt instantly to threats to safeguard essential infrastructure and protected
data systems [37].

3 AI Techniques Applied to Cybersecurity

The defense mechanisms of cybersecurity need continuous advancement to suc-
cessfully combat present threats and upcoming security risks. Systems that
maintain rigid operations through manual updates and outdated threat signa-
tures face dual vulnerabilities to new attack methods and elevated operational
expenses from increased personnel needs and potential financial losses. The
importance of adaptive systems became evident in 2021 when advertisers lost
$42 billion to fraudulent clicks[5] . An effective Intrusion Detection System
(IDS) requires the implementation of machine learning methods, which in-
clude supervised and unsupervised learning, together with deep learning and
reinforcement learning, and NLP [45, 13, 19]. The system achieves enhanced
detection capabilities through these techniques, which enable pattern recog-
nition and real-time response, and automated defense operations, leading to
faster and more precise detection. We can categorize the AI techniques applied
to cybersecurity into the following five major categories.

(1) Supervised Learning: The machine learning method of supervised
learning trains models through labeled datasets that link each input to its corre-
sponding output. Through this method, the model develops an understanding
of hidden patterns, which allows it to predict new data accurately. High-quality
training data enables supervised learning to produce strong predictive results.
The technique proves most effective in cybersecurity threat detection because
it can identify threats immediately after new threat signatures enter the train-
ing data[1]. The requirement for labeled data in supervised learning makes
it difficult to detect unknown threats which creates a problem for adapting
to changing threat environments. The supervised learning techniques include
support vector machines (SVM), Naive Bayes, random forests, artificial neural
networks (ANN) and decision trees[35].

Supervised learning techniques have recently evolved into more advanced
methods that address cyber threats effectively. The intrusion detection perfor-
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mance of Extreme Gradient Boosting (XGBoost) excels through its ability to
analyze network traffic efficiently while detecting malicious patterns with high
accuracy[2]. The gradient boosting algorithm CatBoost demonstrates success-
ful phishing website detection through its ability to identify minor patterns in
URLs and content features [4]. LightGBM demonstrates successful malware
detection in large-scale real-time analysis environments because it provides fast
training speed and low memory usage[6].

(2) Unsupervised Learning: The analysis of unlabeled data through
unsupervised learning methods reveals hidden patterns without needing any
prior knowledge or predefined labels. The method excels at detecting unknown
threats including zero-day attacks and new malware which the system has
not seen before. The techniques k-means clustering and deep belief networks
(DBNs)[35] are among the most common methods used. The generalization
process of these methods produces two main categories which include threats
and non-threats. Unsupervised models excel at detecting anomalies but they
face challenges when it comes to accurate interpretation of those anomalies
[46]. Unsupervised learning provides an advantage because it operates without
needing historical or labeled training data which makes it suitable for threat
landscapes that change dynamically[1].

Liu et al. showed that autoencoders excel at network traffic anomaly detec-
tion by achieving high detection accuracy with low false positive rates[25]. The
hybrid unsupervised approach proposed by Zhou and Wang uses self-organizing
maps (SOM) to detect botnet activities which achieved high detection accu-
racy on benchmark datasets[43]. In [12], the authors introduced an innovative
Graph Deviation Network methodology based on GNN, which trains a network
to model the relationships among sensors and identify deviations from these
patterns. The combination of unsupervised methods with supervised learning
techniques enables them to overcome their individual weaknesses while en-
hancing their individual capabilities to produce more effective cybersecurity
solutions.

(3) Deep learning: The application of deep learning techniques extends
to both supervised and unsupervised data processing. The automatic learning
of data features and patterns through deep learning eliminates the require-
ment for manual feature engineering. The application of this capability brings
significant value to intrusion detection systems. Deep learning models iden-
tify different types of anomalies which include abnormal traffic patterns and
volumes, as well as unidentified threats and fraudulent activities[30]. Neural
networks serve as the foundation of deep learning through their interconnected
nodes which process data. Diverse Neural networks show superior performance
in various cybersecurity operations. Convolutional Neural Networks (CNNs)
demonstrate exceptional performance when analyzing network traffic data and
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system logs[34]. The time-series analysis capabilities of Recurrent Neural Net-
works (RNNs) and their Long Short-Term Memory (LSTM) variants make
them suitable for inspecting network traffic patterns throughout time[40].

The combination of CNNs with LSTMs in hybrid deep learning archi-
tectures produces real-time intrusion detection systems with high detection
accuracy[18]. The training of deep learning models on poor-quality or imbal-
anced datasets makes them more vulnerable to security issues. Models develop
incorrect or overly specific patterns from these issues which leads to their in-
ability to detect actual security threats. Attackers can take advantage of these
weaknesses through adversarial data injection to make the model misidentify
malicious behavior.

(4) Reinforcement Learning: Reinforcement learning (RL) enables agents
to develop adaptive strategies, making it well-suited for simulated defense
training and real-time threat response. When combined with deep learning,
it enhances the detection of complex and previously unknown fraud and at-
tack behaviors. The recent developments in RL have led to the development
of adaptive and autonomous defense mechanisms in cybersecurity. Deep Q-
Networks (DQNs) are used for automated intrusion detection and response
where agents learn optimal defense policies against network attacks through
simulated environments[36]. Proximal Policy Optimization (PPO) has been ef-
fectively applied to malware detection and mitigation, demonstrating improved
generalization to novel attack patterns compared to static models[24]. Another
innovation leverages multi-agent reinforcement learning (MARL) to coordinate
multiple defense agents across a distributed system, enhancing resilience to co-
ordinated attacks[42]. Adversarial RL is also gaining traction, where both
attackers and defenders are modeled as competing agents, enabling the devel-
opment of robust strategies against evolving threats[16]. Finally, hierarchical
RL has been utilized for deception-based defense systems, where agents learn
high-level policies to deploy honeypots and decoys dynamically, increasing at-
tacker’s uncertainty and system protection[8]. These emerging RL approaches
represent a shift toward intelligent, proactive, and scalable cybersecurity solu-
tions.

(5) Natural Language Processing: The analysis of unstructured textual
data through Natural Language Processing (NLP) enables cybersecurity pro-
fessionals to detect potential vulnerabilities and malicious actors. The system
uses its text classification abilities to identify threats before they occur which
helps protect both system security and public safety initiatives.The recent de-
velopments in NLP have improved multiple cybersecurity applications through
better analysis of unstructured text information. BERT and RoBERTa trans-
former models achieve better phishing attack detection through their analysis
of email content and linguistic patterns than traditional classifiers[3]. The com-
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bination of NER and dependency parsing techniques helps extract Indicators
of Compromise (IOCs) from threat intelligence reports which enhances security
operations[39]. The cybersecurity-specific corpora training of SecBERT mod-
els with CVE descriptions leads to better vulnerability classification and triage
results[23]. The development of NLP-based extractive and abstractive methods
for threat report summarization helps analysts work more efficiently and make
better decisions[14]. Security analysts can access essential information through
natural queries when they use NLP-based question-answering systems to in-
teract with technical documentation and reports[22]. Sentiment and intent
analysis models that analyze underground forums and dark web discussions
help predict upcoming threats and actor activities[9]. The implementation of
NLP-driven methods in cybersecurity operations leads to better automation
and enhanced contextual understanding and threat prediction capabilities.

4 AI in Cybersecurity Education

In the following subsections, the importance of teaching AI in cybersecurity
and its ethical concerns are discussed in detail.

4.1 Teaching AI in Cybersecurity

The integration of AI into cybersecurity education remains essential because
the threat environment continues to evolve while automated defense systems
become more prevalent[15]. The increasing complexity and frequency of cy-
berattacks make AI an essential tool for anomaly detection and predictive
analytics and real-time threat response. Students who learn about AI tools
and techniques become qualified to create and operate and maintain intelligent
defense systems. The inclusion of AI in educational programs enables future
cybersecurity experts to defend digital infrastructure through both established
methods and innovative technological solutions.

Educators must use practical and dynamic teaching methods to effectively
instruct AI concepts within cybersecurity education[44]. The teaching of AI re-
quires students to participate in practical labs and simulations while working
together across computer science and data science, and ethical frameworks.
Students learn about AI tool applications and constraints in cybersecurity
through project-based learning and real-world case studies. The use of open-
source platforms and AI-powered security software in educational programs
enables students to work with industry-standard technologies while developing
technical expertise and critical thinking abilities.
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4.2 Ethics of AI in Cybersecurity Education

The increasing role of AI in cybersecurity creates substantial ethical issues that
need to be handled in educational environments[17]. Students need to learn
about the consequences of AI choices, including algorithmic bias in threat de-
tection and the potential for surveillance abuse and data privacy breaches. The
education of cybersecurity professionals should develop their sense of respon-
sibility through teaching them about the social effects of their work and the
ethical requirements for AI system development and deployment.

Educators encounter practical obstacles in addition to ethical concerns
when they try to implement AI into their cybersecurity teaching programs[17].
The integration of AI into cybersecurity education faces three main obstacles
which include maintaining technological updates and securing sufficient com-
putational resources and developing interdisciplinary courses that combine the-
oretical and practical aspects. The advanced nature of AI presents difficulties
for students who lack experience in mathematics or programming. The chal-
lenges need ongoing curriculum development together with educator training
investments and industry partnerships to deliver updated content and practical
learning experiences.

5 Challenges and Limitations of AI in Cybersecurity

The following section highlights key open issues and challenges that require
further exploration and attention.

• Data Privacy Concerns: The successful deployment of AI in cybersecu-
rity requires the system to gain access to gather sensitive information it
needs to defend. The collection of large datasets by the system raises
the probability of security breaches and unauthorized access that could
reveal confidential data. The ability of AI systems to exploit attacks that
remain unidentified or difficult to detect poses a security threat [11].

• Adversarial Attacks on AI Systems: The combination of strong system
protection from AI requires less human monitoring, yet remains vulner-
able to attacks[27]. Data poisoning techniques used to manipulate data
allow attackers to bypass AI security measures, resulting in incorrect
negative results. The development of future AI security systems requires
strong input data sanitation and robustness measures to defend against
potential attacks.

• Lack of Quality Data: AI cybersecurity applications require extensive
datasets but poor quality data and biased training sets along with insuf-
ficient real-world attack scenarios will severely limit an AI’s protection
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against new sophisticated threats[11]. Attackers will encounter growing
challenges when they transition to non-traditional methods of attacking
systems. The continuous evolution of attack methodologies will make it
harder for AI to combat these approaches unless organizations develop
successful methods to obtain high-quality data.

• Scalability and Performance: The proper operation of AI-driven cyber-
security systems requires advanced, high-end hardware infrastructure. A
limited architecture makes it difficult for small businesses to use AI sys-
tems. Adding AI features to existing security systems creates additional
operational complexity for businesses regardless of their size. Such a ma-
jor change demands business operations to stop either partially or com-
pletely for its implementation. A business which lacks proper knowledge
about scaling technologies correctly along with utilizing them optimally
may suffer short-term damage while trying to maintain their technologi-
cal capabilities[10].

• Trust and Interoperability of AI: The security process requires complete
oversight of every action to prevent the creation of new vulnerabilities[10].
The "black box" nature of AI makes it challenging to trust with decisions
of such importance. The advantages of complex AI systems that perform
independent checks are matched by the cybersecurity professionals’ re-
luctance to trust them. We aim to verify that AI uses the most effective
explanation methods through explainable AI (XAI) patterns.

6 Future Directions in AI for Cybersecurity

The current proposals for AI applications in cybersecurity face multiple open
issues (as discussed above) that require future research attention. The follow-
ing section identifies several open issues and challenges that researchers from
academia and industry need to investigate.

• Autonomous Cyber Defense Systems: AI has the potential to develop
autonomous cybersecurity systems that can actively protect against cy-
ber threats in real time[31]. Researchers can work on more adaptive
and Resilient AI Models that adapt to concept drift—i.e., evolving cyber
threats and tactics. Continuous learning from real-world attack data to
stay effective against zero-day attacks.

• Emerging AI Technologies: The research needs to examine how new
AI technologies, including XAI enhance cybersecurity results[21]. AI-
Enhanced Zero Trust Architectures require continuous verification of user
and device identity and behavior and context for integration purposes.
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Behavioral biometrics and anomaly detection enable zero-trust principles
to be enforced dynamically.

• AI and Quantum Computing in Cybersecurity: The potential of quan-
tum computing in conjunction with AI to break traditional encryption
methods and develop new forms of cybersecurity defenses[38]. There is
a lot of scope in these areas.

• Integration with Blockchain for Data Integrity: The investigation of AI
with blockchain technology can offer a powerful approach to enhancing
data integrity and security in cybersecurity systems[20]. By leveraging
blockchain’s decentralized and tamper-proof ledger, AI-generated logs,
decisions, and threat intelligence can be securely recorded and shared
without risk of unauthorized modification. This ensures full auditability
and transparency, allowing organizations to trace the origins and ratio-
nale behind AI-driven actions.

• AI-Powered Security for IoT and Edge Devices: Lightweight AI models
operate on restricted edge devices to perform local anomaly detection[41].
The technology serves as a vital security measure for smart homes and
autonomous vehicles, and industrial IoT systems. A lot of work can be
done for finding robust and lightweight AI models.

• Generative AI for Adversarial Simulation: Generative models such as
GANs and large language models (LLMs) are increasingly being used to
simulate realistic cyber threats, including phishing campaigns, malware
variants, and other attack vectors[29]. By generating diverse and adap-
tive threat scenarios, these models significantly enhance red teaming and
penetration testing efforts. This enables security teams to proactively
evaluate defenses against sophisticated and evolving attack patterns in a
controlled environment, ultimately improving organizational resilience.

• Collaboration Between Humans and AI: The research on human-AI col-
laboration in cybersecurity aims to create systems that use AI as an
intelligent aid instead of a substitute[7]. AI analyzes extensive data sets
to detect minor irregularities which enables it to deliver prompt rec-
ommendations that guide human experts toward better choices. The
partnership between humans and AI systems improves threat detection
capabilities and accelerates incident response while decreasing cognitive
overload while maintaining human oversight for ethical decisions and
context-dependent choices.

• AI vs AI: The upcoming cyber battlefield will feature defensive AI sys-
tems battling against offensive AI systems[28]. The defense of AI models
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from deception or poisoning requires investigation of strong adversarial
machine learning techniques.

7 Conclusion

The evolution of cyber threats surpasses the capabilities of conventional cy-
bersecurity tools. Modern security challenges require AI as a flexible solution
to address them. The security domains of intrusion detection and malware
analysis and user behavior analytics benefit from machine learning, deep learn-
ing, reinforcement learning, and natural language processing techniques. Deep
learning systems excel at processing and classifying large volumes of data in real
time, and reinforcement learning systems adapt to evolving threats. Natural
language processing systems analyze threat reports to detect phishing attempts
through language pattern analysis.

The implementation of AI systems enhances detection precision and short-
ens response periods while decreasing operational expenses. The implementa-
tion of AI in cybersecurity does not provide absolute protection against threats.
The development of advanced malware through AI usage by attackers has cre-
ated a new competitive environment. Security professionals need to understand
both the capabilities and limitations of AI systems due to data and algorithm
biases that exist. The proper implementation of AI in cybersecurity depends
on educational programs and ethical awareness to prevent new security risks.
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Abstract

A case for capturing the rationale used to design a computing curric-
ula report knowledge area is made. To elucidate the argument, several
examples underlying the rationale of previous undocumented design de-
cisions for the Algorithmic Foundations Knowledge Area in Computer
Science Curricula 2023 are presented. A model for capturing this cur-
ricular design rationale is introduced with a proposal for the computing
education community to use such an approach when discussing and de-
veloping future computing curricula recommendation reports.

1 Introduction

The design of a computing curricula recommendation report is a laborious
multi-year task involving a myriad of undocumented decisions carried out by
numerous individuals acting in various roles. In the case of Computer Sci-
ence Curricula 2023 (CS2023), ninety-four Task Force members directly con-
tributed to the design over a three year period [17]. As part of this task force,
each of the seventeen Steering Committee members formed a working group
focused on a subdiscipline Knowledge Area (KA) of computer science, such
as Algorithmic Foundations, with the mission of determining the competencies
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or distributed for direct commercial advantage, the CCSC copyright notice and the title of
the publication and its date appear, and notice is given that copying is by permission of the
Consortium for Computing Sciences in Colleges. To copy otherwise, or to republish, requires
a fee and/or specific permission.
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(knowledge, skills, and dispositions) [9] to include in their KA recommendation.
Drawn from experience in participating in the CS2023 Task Force, this article
advances an argument for capturing and making transparent the underlying
design rationale used to decide which competencies to include within a KA. A
model for representing this design rationale is proposed along with represen-
tative examples of using it to capture the rationale of several undocumented
decisions associated with the CS2023 Algorithmic Foundations KA.

Wicked issues are defined as questions that do not have a definitive solution
[21]. Consequently, wicked issues are not solved, but are instead resolved.
Such resolutions require making judgments that lead to selecting one potential
solution from among many conceivable solutions. Arriving at a resolution to a
wicked issue is best supported by an argumentative (dialogue) process among
interested stakeholders, which requires stakeholders to first identify conceivable
solutions and to subsequently select a resolution from among these [18]. From
a design perspective, the resolution to a wicked issue constitutes one or more
design decisions and the arguments that support or oppose these decisions
comprise the underlying design rationale for the resolution. Design rationale
models can be proactively used as a tool to arrive at a resolution [12] and as a
historical record, which provides the ability to “look back and ask why did we
do it this way? ” [11]. It has been argued that designing a computing curricular
report requires addressing numerous wicked issues [5].

Previous CS curricular reports, including CS2023, have provided very little
explanation, if any, as to why topics were required in the recommendations. As
simple examples, the inclusion of Turing Machine or Polynomial (P), Nondeter-
ministic Polynomial (NP), and Nondeterministic Polynomial Complete (NP-C)
complexity class topics have appeared as required or elective topics in various
CS curricular recommendation reports, with inclusion reversing between sub-
sequent reports [2]. The specific rationale for these reversals is undocumented,
leaving the CS computing community to rehash the debates on whether to
include such topics in a subsequent curricular revision report, as happened in
CS2023. With the availability of previous design rationale, new arguments, and
changes to data supporting a previous argument would be easily recognizable,
when revisiting decisions to require or remove a competency in a KA.

Capturing a KA’s design rationale can be further expected to benefit any
direct stakeholders interested in contributing to improving the CS curricu-
lar recommendations. This rationale would significantly extend the available
documented resources, which are limited to existing curricular reports, the
scant literature focused on CS curricular content [5], and CS textbooks.1 As
previously suggested, future stakeholders will be able to more easily begin

1The relation between curicular reports and textbooks as being potentially beneficial or
detrimental is explored in [14].
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where a previously effort ended, without having to re-debate decisions already
made in the preceding report. Potential direct stakeholders include: the “next”
Task Force (presumably CS203X), the future community reviewers of CS203X,
the Committee on Computing Education in Liberal Arts Colleges [15], the
Community College CS Curricular Committee [23], and the recently formed
SIGCSE-LACS Computer Science Microkernel working group [7]. Capturing
this design rationale can also be expected to benefit indirect stakeholders, who
are the community members that benefit from an improved set of curricular
recommendations and include: computer science students, employers of these
students, and society. The later being the ultimate intended beneficiary of the
CS education community’s curricular work, as suggested by Ethical Principle
1.1 in the ACM Code of Ethics and Professional Conduct, which states that
“... all people are stakeholders in computing” [20].

In order to begin to better support these stakeholders, the research in this
article proposes one approach for capturing curricular design rationale. Specif-
ically, the design rationale underlying several undocumented decisions that
shaped the inclusion of topics in the CS2023 Algorithmic Foundations KA
(AL-KA) are presented. While limited to this single KA, it is extremely likely
this KA will be included in future CS curricula reports. Not only does this de-
sign rationale present an historical record of several important CS2023 AL-KA
design decisions, it also presents examples of how the next CS curricular Steer-
ing Committee in “CS203X” might use such an approach to guide and make
transparent their reasoning. Such an approach should also easily extend to
other computing curricula efforts (e.g., Cybersecurity [8]). Most importantly,
it is hoped that the presentation of this design rationale and approach will
spark further discussion in the computing education community focused on
the creation and improvement of curricular recommendation reports.

2 Background Literature

2.1 Computer Science Curricula Reports

To date, six computer science curricula reports have been published (CS’68,
CS’78, CS’91, CS’01, CS2013, and CS2023) each of which includes required
content focused on the nature of algorithmic computation [2]. As suggested in
the Introduction section, these reports provide little, if any, rationale for why
specific topics were included as required in the recommendations. It has been
argued that these “reports are documents that reflect their time. And yet, as
written records, they cannot fully capture the context of their time” [14].

3 107



2.2 Issue-Based Information Systems

“The concept of [an] Issue-Based Information System (IBIS) rests on a model
of problem solving by cooperatives as an argumentative process” [18]. This
process is envisioned as a discourse about an unstructured wicked problem
area in which Issues are disputed using Arguments in support of or opposing
Positions addressing an Issue [18]. IBIS was extended in gIBIS to support
design rationale arguments [12]. The gIBIS model was further extended to
capture the importance of underlying contextual assumptions that constrain
arguments associated with rhetorical dialogue moves [6]. “Indented Text IBIS”
(itIBIS) notation [11] provides an approach for capturing design rationale using
the following general format:

I: Issue under discussion, which is presented as a question and can be indicated
as resolved with a preceding asterisk, ‘*’.

P : a position responding to an issue, which can be indicated as accepted
or rejected using a preceding ‘+’ or ‘-’, respectively.
Ax = An argument supporting, ‘AS’, or objecting, ‘AO’, to a position.

Specific examples of using itIBIS notation are given in Section 4.

3 CS2023 Contextual Assumptions

The CS2023 AL-KA design is shaped by several contextual assumptions made
on all KAs in the CS2023 report. While treated as “external” constraints
imposed on the design of the AL-KA in this article, the rationale supporting
these contextual assumptions could be challenged by the education community.
Although such an effort is beyond the scope of this article, the AL-KA design
rationale presented in Section 4 provides hints for such challenges.

Several of the CS2023 contextual assumptions are of a definitional nature:

• CS Core are “topics every computer science graduate must know”,

• KA Core are “topics recommended for more in-depth study”, as found
in a dedicated course focused on the KA,

• Instructional Hours “are hours spent in the classroom imparting knowl-
edge regardless of the pedagogy”, and a

• Packaging Course contains topics from a KA, which “is assumed to
meet for around 40 instructional hours ”[17].2

2Interestingly, U. S. Federal law requires 37.5 clock hours of faculty-supervised instruction
for a three credit semester-based course with a clock hour being at least 50 minutes [1].
Equivalent conversions exist for other approaches, such as quarter-based courses.
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Additional, contextual assumptions found in the CS2023 Preamble include:

“The time needed to cover CS Core and KA Core topics is ex-
pressed in terms of instructional hours. Students are expected to
spend additional time after class practicing related skills and ex-
ercising professional dispositions ... CS Core topics at the desired
skill levels are estimated to need 270 hours of instructional time.
Since every computer science graduate must know CS Core topics,
every computer science curriculum is expected to include all 270
hours of instruction” [17].

The Steering Committed also worked under the assumptions that the CS2023
report was to be evolutionary and not revolutionary, in the sense that it was
considered as an update to the preceding CS2013 report [22], was to include
a computing competency model guided by CC2020 [9], and the 270 CS Core
hours estimate was treated as a target used to minimize the total CS Core
hours. The committee self-imposed an assumption to include a Society, Ethics,
and Profession (SEP) Knowledge Unit in every KA in order to highlight the
importance of SEP competencies in CS.

4 AL-KA Design Rationale

This section presents a few representative AL-KA design rationale examples
capturing “why did we do it this way? ”.[11].3 For each example, determining
this “why” is difficult, if not impossible, to ascertain from the CS2023 report or
other existing literature. This rationale is presented using the itIBIS notation
(Section 2) with an new extension to this model that introduces a counter-
argument ‘CA’ indication. Additionally, the examples are purposively kept
terse and summarative in this article for space considerations. In general,
entire papers have been written that provide arguments for a single curricular
design issue (e.g., [4, 19]). Though, such arguments written as prose are not
necessarily the best approach for presenting design rationale (see Section 5).

As deciding which competencies to include in a curricular report is of
paramount importance [5], this section begins with a few synoptic examples
capturing the rationale supporting such decisions. However, the CS2023 Steer-
ing Committee began examination of each KA with three broader questions
(issues), which will be presented later in this section. To set the stage, once
again, consider the lack of existing design rationale associated with P, NP,
and NP-C Complexity, whose requirement in the AL-KA has changed between

3Despite deriving from discussions with the CS2023 Task Force, errors in capturing this
historic rationale are the responsibility of the author.
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previous curricular reports. In CS2023, this topic is once again required CS
Core, as captured in the following rationale synopsis.

*I: Should P, NP, and NP-C Complexity be a CS Core topic?
*P: Yes.

AS: In the feedback survey, 93% of respondents indicated yes, 7% no.
AS: It is the basis for understanding (in)tractability, which had 87%
community feedback support for inclusion, with 13% opposing.
AS: It is needed to appreciate the unresolved P ̸= NP? issue.
AS: It is a common topic in Algorithm Analysis textbooks.
AS: Traveling Salesperson and Knapsack are “everyday” NP examples.

-P: No
AS: It is an advanced topic taught in a theoretical algorithms course.

I: Is this really a problem?
*P: No

AS: 93% of CS programs have a dedicated algorithms course [3].
AS: It was elective in the CS2013 and CS’01 curricular reports.

CA: It was required in CS78 and CS91.
AS: Elimination provides a convenient place to reduce CS Core hours.

CA: A dedicated algorithms course has ample instructional hours.

Although the preceding example is terse, the presented rationale highlights
the supporting arguments for including this topic as CS core, while also present-
ing the counter rationale to arguments against its exclusion. The supporting
arguments referencing the community feedback survey provide an example of
data that could change in the future. For example, if in the future, only 25%
of the community supports inclusion of this topic as required CS Core, then
perhaps a future curricular committee might reconsider its inclusion. How-
ever, they would also know this topic was supported by additional arguments
not related to community support.4 Additionally, if the preceding rationale
were presented as hyper-text (or in a graphical form), then it would be pos-
sible to link this argument to other design rationale arguments in the KA,
or larger CS2023 report. For example, the final Counter Argument (CA) ex-
ample, namely “ample instructional hours,” could be linked to the CS Core
Instructional Hours Issue, which is presented later in this section.

As a second example in which support of including a topic was more divided,
consider the rationale for the decision to exclude Differential Privacy as an AL-
KA CS Core topic. Unlike the previous example, this issue is not presented

4An argument in the opposite direction, where community support might increase and
thus support inclusion of a topic as CS Core that wasn’t required in a previous curricular
report is given in the next example issue below, Differential Privacy.
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as a yes/no question, but as requiring alternative positions, which leads to
supporting and opposing arguments that are not necessarily negations of each
other. Though, there is still only one supposed resolution to this issue.

*I: How should Differential Privacy be handled in the AL-KA?
-P Include it as an AL-Foundational CS Core topic.

AO: This is not a foundational algorithm, but a more advanced concept.
CO: a simple randomized response technique [13] demonstrates the
concept and can be presented to students in a few minutes.

AO: There is no need to give a specific algorithm to demonstrate privacy.
-P Include it as an AL-Strategies CS Core topic.

AS: Preserving privacy in algorithmic computation is an increasingly im-
portant contemporary topic and an emerging algorithmic strategy.
*AO: In the community feedback survey, 28% support, 33% do not sup-
port, and 39% have no opinion as to whether it should be included.

*P Include it as an AL-SEP CS Core topic.
AS: SEP-Privacy includes it in CS Core, as an example of understanding
the ramifications of technology-based privacy protections, hence, include
it here as a representative of an algorithm that preserves anonymity.

As captured in this second example, differential privacy was included in AL-
SEP CS Core in support of its inclusion as CS Core in the SEP-KA. However, it
was indicated as an example of an algorithm to preserve privacy.5 Furthermore,
this decision especially reflected the lack of consensus in the feedback from the
community for including it as a foundational algorithm, indicated by the ‘*AO’
argument. By making this lack of community support explicit in the decision
process, a future curricular committee debating the inclusion of this topic in a
proposed curricular recommendation, might decide to include it after realizing
community support has changed.

In addition to capturing the rationale for “why” a specific topics are (not)
included as CS Core within a KA, there are other important decisions made by
a KA working group that affect which topics are included in the KA. Capturing
the rationale for these decisions is also important and can be used by future
stakeholders. To a large extent these are also contextual assumptions, but
ones associated with the KA and not the larger CS2023 report. The next two
examples examine two such decisions made at the AL-KA level in CS2023.

5In CS2023, an early decision was made by the Steering Committee to indicate that
while a topical concept, such as Algorithmic Privacy, may be CS Core, a specific example
algorithm, such as Differential Privacy, wasn’t CS Core itself. Such specific algorithms were
indicated with “e.g.”. Aside, while this “e.g.” rationale is used in the CS2023 report, the
rationale for it is not presented. In the AL-KA, it is used precisely in this way.
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*I: How should KA Core be defined within the AL-KA?
-P Use the contextual assumption definition of CS2023 (i.e., topics that

would be included in a required dedicated algorithms course).
AS: This keeps intended consistency of KA Core across all the KAs.
AO: Most CS programs already have a required algorithms course [3].

*P Associate KA Core topics with an elective Computation Theory course.
AS: Computation Theory is a likely algorithmic foundations course [3].
AO: Only 38% of BSCS programs required a Computation Theory course.

This example demonstrates the rationale for treating KA Core differently
in the AL-KA. That is, it is assumed that a dedicated algorithms course exists.
Hence, KA Core does not consist of competencies that would result from a
course dedicated to the KA. This would be unlike a required HCI course since
there are not enough HCI CS Core hours in CS2023 to comprise its own course.
Though, if a HCI course were required (or offered as an elective), the HCI KA
Core specifies what is recommended for inclusion in such a course.

*I: How many CS Core instructional hours should be in the AL-KA?
-P 48 instructional hours

AS: Algorithmic content from the AL-Foundational, AL-Strategies, and
AL-Complexity KUs are typically covered in CS1, CS2, and a subsequent
algorithms related course. A recent study of N = 500 Bachelor of Science
in Computer Science programs in the United States showed that 100% of
these programs required a CS1 and CS2 and 93% require an additional
algorithms course for students to graduate [3]. Using the 40 instructional
hours per course contextual assumption of CS2023, these three courses
allow for 120 CS Core hours. However, the CS2023 SDF and AL KAs
only sum to 66 non-overlapping CS Core hours leaving 54 remaining in-
structional hours in these courses unaccounted for. Consequently, there
is considerable more room in actual CS degree programs to present ad-
ditional AL-KA CS Core topics.
AS: CS’91 had 47 recommended hours for this KA with the only ad-
ditional topic being three hours dedicated to Parallel and Distributed
Algorithms.

*P 32 instructional hours
AS: The need to keep the overall CS Core hours minimal and below 270
hours is a hard constraint.
AS: 32 instructional hours are more realistic than 40 since most semester
courses have additional hours dedicated to reviews, exams, etc.

CO: There are still considerable unaccounted for hours in three 32
instructional hour courses (CS1, CS2, and algorithms).
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In the preceding example, it is worth noting that discussions related to the
number of CS Core hours in CS2023 occurred during every monthly meeting
of the Steering Committee. The desire to keep the hours minimal across all
KAs significantly affected the design of the AL-KA, which is reflected in this
rationale synopsis. This rationale captures the fact that the overall number
of CS Core hours in the AL-KA was determined by adherence to keeping the
overall CS Core small, as opposed to the hours that appear to be actually
available as taught in a significant number of institutions.

In addition to CS Core hour discussions, the CS2023 Steering Committee
also spent considerable time focused on competencies. The need to address
competencies, as found in the Computing Curricular 2020 recommendations
[9], was treated as a contextual assumption. While a description of CS2023’s
Combined Knowledge and Competency (CKC) framework and its extension of
specifying a task competency as a point in a three dimensional space of com-
ponents, activities, and constraints can be found in the literature [16, 17], the
rationale for why certain dispositions were associated with various KAs isn’t.
This led to discussions of how to handle competencies, and their associated
disposition components, in the AL-KA.

*I: How should Illustrative Outcomes be specified in the AL-KA?
-P Use the ITiCSE’20 Working Group AL competency statements [10].

AS: These competency statements are well-thought out and were devel-
oped using a proposed approach for generating CS competencies.
AO: They do not provide complete coverage of the topics in the AL-KA
AO: The CS2023 CKC framework, especially the requirement of speci-
fying skill levels using only the four verbs explain, apply, evaluate, and
develop renders the text for many of these competencies difficult to parse.

*P Modify and extend the ITiCSE’20 AL competency statements.
AS: A compromise allowing the essence of the ITiCSE’20 statements.
AS: Allows adopting the CS2023 CKC framework contextual assumption
of specifying the knowledge model and associated skill-level verb forms,
separate from the competency model.

I: How will dispositions be handled?
*P: They can be included in both the Illustrative Outcome state-

ments and included as separate dispositions (per CKC).
AS: Provides a compromise.

While the previous rationale is somewhat “in the weeds”, since it deals with
the grammatical structure of specifying illustrated outcomes as competency
statements, a number of revisions were made to the AL-KA as these issues were

9 113



worked through. Notice, the capturing of this rationale makes clear that the
CS2023 committee was attempting to build on the prior work of the ITiCSE’20
Working Group [10], even if some of the AL competency statements from that
group are unrecognizable in CS2023. Hence, any discussion focused on revisions
of these illustrative outcomes should not focus on whether to use the ITiCSE’20
competency statements, but on how to best capture them. As suggested by the
nested Issue in the previous rationale, there were also discussion on dispositions
themselves with the ultimate issue being what dispositions to include in the
AL-KA dispositions statements.

*I: What dispositions should be included in the AL-KA?
-P All of the dispositions of the ITiCSE’20 Working Group

AS: An example and associated argument for demonstrating each of these
dispositions in the AL-KA can be made.
AS: Ultimately, these dispositions should captured in the corresponding
Illustrative Outcomes, as competency statements.
AO: There should be a limit on the number.

*P Meticulous, Persistent, Inventive
*AS: These disposition focus on the design of an algorithm (as opposed
to, perhaps, the selection of an existing algorithm) to solve a problem.

As presented earlier in this section, the CS2023 Steering Committee began
examination of each KA by asking three broader questions (issues). These
issues were considered by using CS2013 as a starting context.

*I: Should the CS2013 AL-KA remain in CS2023?
*P: Yes.

AS: This KA addressed foundational competencies that are CS Core.
AS: An AL-KA or course was required in each previous CS report.
AS: Eighteen AL topics received 100% support as CS Core in the survey.

-P: No

The first of the three supporting arguments for the resolving “Yes” posi-
tion captures the fact that every graduate is expected to know the CS Core
competencies in this KA and that these competencies are required for further
advanced study in CS. The second supporting argument demonstrates the his-
torical importance of this KA, while the third argument supports the currently
perceived importance of the competencies within the KA. It is worth noting
that this third supporting argument was added after results of the community
feedback survey were received (i.e., much later than the decision was made).

Using CS2013 as a starting point, potential additions, deletions, and changes
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to the AL-KA knowledge units (KU) was subsequently consider. Ultimately,
each of these was initiated as a separate issue for each KU. For brevity the
rationale for several KUs is combined in the following rationale.

*I: What knowledge units should be removed in the AL-KA?
*P: Advanced Complexity, Advanced Computability, and Advanced Funda-

mental Data Structures and Algorithms.
AS: These are not separate KUs, but indications of CS vs. KA Core.

An examination of the CS2023 AL-KA reveals that the competencies in
the 2013 Basic Analysis and Advanced Computational Complexity KUs were
moved to the Complexity Analysis KU in 2023 with advanced topics placed
in the KA Core. The above rationale captures the reason for this ontological
“clean up”.

*I: What knowledge units should be added to the AL-KA?
*P: Society, Ethics, and Profession (SEP)

AS: This addition reflects the Steering Committee’s desire to indicate
the importance of SEP competencies across the curriculum and not as a
separate stand-alone KA or course.

The third initial issue considered for each KA was whether the name of a
KA needed to change in CS2023? The folling rationale explains the importance
that equating the competencies in the AL-KA played in the resulting name
change in CS2023.

*I: What should the AL-KA be named?
-P: Algorithms and Complexity

AS: This is the name used in CS2001 and CS2013 reports.
CA: It was named Algorithms and Data Structures in CS’91.

AO: This name unnecessarily elevates the importance of complexity rela-
tive to the other KUs (e.g., AL-Foundations, AL-Models, AL-Strategies).

*P: Algorithmic Foundations
AS: Captures the importance of this KA as CS Core.
AS: This name suggests the KUs are of equal importance.

The examples in this section only provide a synoptic glimpse into the entire
rationale underlying the design of the CS2023 AL-KA. Ultimately, the rationale
for numerous other discussions and decisions is worthy of capture. A few
additional examples are addressed in the next section.

11 115



5 Discussion

The fundamental premise in this article is the computing education community
will benefit from capturing and making more transparent the underlying design
rationale upon which a computing curricula report depends. Using itIBIS, a
few synoptic examples of the rationale underlying decisions made during the
design of the Algorithmic Foundations knowledge area of the Computer Sci-
ence Curricula 2023 report were presented. Making such rationale available
to the broader community not only increases the understanding of why the
curricular task force did it this way, but also allows stakeholders interested in
resolving associated issues differently to challenge the underlying assumptions
for a selected resolution, especially in situations in which the data supporting
a decision has subsequently changed. Additionally, by having the design ra-
tionale for curricular decisions available, subsequent curricular committees can
avoid rehashing previous arguments, especially those leading to “wrong turns”.
Once again, as a specific example, recall that the rationale as to why the re-
spective previous Steering Committees reversed the decision to require P, NP,
and NP-C topics is not available in the existing literature. Consequently, the
CS2023 task force was compelled to revisit these decisions without an aware-
ness of the rationale upon which they rested. With a full presentation of the
rationale for including this topic and associated competencies in CS2023, as
suggested by the synoptic example presented in Section 4, the community and
future Steering Committees are better positioned to understand “why we did it
this way”. Perhaps, constructing different supporting and opposing arguments
or basing these arguments on newly available data.

As another example, consider the need for the rationale underlying deci-
sions to include (exclude) various topics and whether they are CS versus KA
Core. For instance, the underlying rationale for the treatment of Satisfiability
(SAT) in CS2023 isn’t addressed anywhere. There are subtle arguments in the
underlying rationale for this topic. For instance, it isn’t technically included
as CS Core, but is instead, presented as a representative example (indicated
by the use of “e.g.” in CS2023) of a problem whose algorithmic solution re-
quires O(n2) complexity. As there are other such representative algorithms,
such as Traveling Salesperson and Knapsack, based only on the CS2023 rec-
ommendations, there is no guarantee that a CS graduate would be expected to
know any of these important problems (i.e., only that they know one of them).
Whether this is a good or bad decision should be debated in the community
using some mechanism to capture the rationale for its treatment, one way or
the other. There are numerous other subtle issues that could be discussed with
the rationale for their resolutions captured, such as the relation in instructional
hours between the AL-KA and the Software Development Fundamentals KA.
For example, educators sometimes use the implementation of an algorithm as
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a pedagogical tool to help students better understand the algorithm. However,
this approach isn’t required since algorithms can be presented, for example, us-
ing visual tools. Once again, capturing the rationale for such decisions would
benefit the community.

Although there are benefits to capturing (curricular) design rationale and
using such an approach to guide decision making when creating curricular rec-
ommendations, it comes with a cost. Consider that, while the use of the itIBIS
methodology was found to reduce traditional breakdowns in communications
among groups, such as clarity in the resolution of issues, when compared to an
equivalent representation of the design rationale using prose, there is cognitive
overhead associated with using the notation to capture the rationale during
meeting discussions and the need to translate the notation when subsequently
reviewing the captured rationale [11]. Ultimately, any approach for capturing
design rationale must be considered as an integrated part of the process used
to find resolutions to issues and not as added afterthought. That is, a cur-
riculum report and its associated rationale must be a active “living document”
[11]. Also, capturing design rationale remains in open research area. As a re-
cent example, LLMs have been proposed for generating the design rationale of
software architectures [24]. However, it is not clear that such an approach can
be used afterwards to create the rationale underlying a curricular report. Ad-
ditionally, the rationale for including (excluding) competencies in a curricular
report aren’t always easy to present in a terse form, as exemplified by entire
papers making such arguments (e.g., [4, 19]).

In conclusion, the difficulties of capturing the design rationale associated
with the creation of a computing curricular report should be viewed as an
opportunity for further research in this area. As as starter, the CS educa-
tion community can adopt a living document approach in which the curricular
recommendations and associated design rationale live, for example, on a mod-
erated Web site or Google-Doc like server. Given the potential benefits to all
stakeholders resulting from such efforts, it is hoped that this article not only
advances the discussion focused on capturing computing curricular design ra-
tionale, but also initiates subsequent discussion of this important topic in the
computing education community.

References

[1] 38 CFR § 21.4200 - Definitions. 2025. url: https://www.ecfr.gov/
current/title-34/subtitle-B/chapter-VI/part-600/subpart-
A/section-600.2.

[2] ACM. ACM Curricula Recommendations. 2025. url: https://www.acm.
org/education/curricula-recommendations.

13 117



[3] Richard Blumenthal. “Alignment Among Normative, Prescriptive, and
Descriptive Models of Computer Science Curriculum: The Effect of ABET
Accreditation on CS Education”. In: ACM Transactions on Computing
Education 22.3 (2022), pp. 1–27.

[4] Richard Blumenthal. “Teach More, Not Less Computability Theory”. In:
Proceedings of the 52nd ACM Technical Symposium on Computer Science
Education (SIGCSE’22). 2022, pp. 675–681.

[5] Richard Blumenthal and Johanna Blumenthal. “Moving What’s in the
CS Curriculum Forward: A Proposition to Address Ten Wicked Curric-
ular Issues”. In: Proceedings of the 56th ACM Technical Symposium on
Computer Science Education (SIGCSE’25). 2025, pp. 137–143.

[6] Richard Blumenthal and Johanna Blumenthal. “Using Dialogue Contexts
to Support the Tutoring of Ethics”. In: Proceedings of Artificial Intelli-
gence and Applications (AIA 2010). 2010, pp. 271–278.

[7] Grant Braught et al. “Towards a Computer Science Curriculum Microker-
nel”. In: Proceedings of the 56th ACM Technical Symposium on Computer
Science Education (SIGCSE’25). 2025, p. 1718.

[8] Diana Burley et al. “ACM Joint Task Force on Cybersecurity Education”.
In: Proceedings of the 48th ACM Technical Symposium on Computer Sci-
ence Education (SIGCSE’17). 2017, pp. 683–684.

[9] Alison Clear and Allen Parish. Computing Curricula 2020 (CC2020):
Paradigms for Global Computing Education. 2020. url: https://www.
acm.org/binaries/content/assets/education/curricula-recommendations/
cc2020.pdf.

[10] Alison Clear et al. “Designing Computer Science Competency State-
ments: A Process and Curriculum Model for the 21st Century”. In: Pro-
ceedings of 25th ACM Conference on Innovation and Technology in Com-
puter Science Education (ITiCSE’18). 2020, pp. 211–246.

[11] E. Jeffrey Conklin and KC Burgess Yakemovic. “A Process-Oriented Ap-
proach to Design Rationale”. In: Human-Computer Interaction 6 (1991),
pp. 357–391.

[12] Jeff Conklin and Michael L. Begeman. “gIBIS: A Hypertext Tool for
Explanatory Policy Discussion”. In: ACM Transactions on Office Infor-
mation Systems 6.4 (1989), pp. 303–331.

[13] Cynthia Dwork and Aaron Roth. “The Algorithmic Foundations of Dif-
ferential Privacy”. In: Foundations and Trends in Theoretical Computer
Science 9.3–4 (2014), pp. 211–407.

14118



[14] Sebastian Dziallas and Sally Fincher. “ACM Curriculum Reports: A Ped-
agogical Perspective”. In: Proceedings of the 11th International Confer-
ence on Computing Education Research (ICER’15). 2015, pp. 81–89.

[15] Amanda Holland-Minkley et al. “CS2023: Computer Science Curriulum
Guidelines: A New Liberal Arts Perspective”. In: ACM Inroads 16.1
(2025), pp. 40–52.

[16] Amruth N. Kumar et al. “A Combined Knowledge and Competency
(CKC) Model for Computer Science Curricula”. In: ACM Inroads 14.3
(2023), pp. 22–29.

[17] Amruth N. Kumar et al. Computer Science Curricula 2023. ACM Press,
IEEE Computer Society Press, and AAAI Press, 2024. url: https://
doi.org/10.1145/3664191.

[18] Werner Kunz and W. J. Rittel. Issues as Elements of Information Sys-
tems. Institute of Urban and Regional Develpment, University California,
Berkeley, 1970. url: http://magrawal.myweb.usf.edu/phd/articles/
ibis_wp_70.pdf.

[19] Marecelo Pias et al. “Should Quantum Processor Design be Consid-
ered a Topic in Computer Architecture Education?” In: Proceedings of
the 53rd ACM Technical Symposium on Computer Science Education
(SIGCSE’22). 2022, p. 1184.

[20] ACM Committee on Professional Ethics. The Code: ACM Code of Ethics
and Professional Conduct. 2018. url: https://www.acm.org/code-of-
ethics.

[21] Horst W. T. Rittel and Melvin M. Webber. “Dilemmas in a General
Theory of Planning”. In: Policy Sciences 4.2 (1973), pp. 155–169.

[22] Mehran Sahami et al. Computer science curriculum 2013. 2013. url:
http://dx.doi.org/10.1145/2534860.

[23] Christian Servin et al. “Community Colleges Perspectives: From Chal-
lenges to Considerations in Curricula Development”. In: Proceedings of
the 45th ACM Technical Symposium on Computer Science Education
(SIGCSE’23). 2023, p. 1244.

[24] Xiyu Zhou et al. Using LLMs in Generating Design Rationale for Soft-
ware Architecture Decisions. 2025. url: https://arxiv.org/pdf/2504.
20781?.

15 119



Breaking Silos: An Agile Approach to

Interdisciplinary Software Engineering Pedagogy∗

Lynn Roy Thackeray1 and Susan L Thackeray2
1Computer Science

2Technology Managment
Utah Valley University

Orem, UT 84054
{Lynn.Thackeray, susan.thackeray}@uvu.edu

Abstract

The increasing complexity of software development necessitates col-
laboration among professionals spanning diverse disciplines. Consequently,
software engineers must cultivate robust communication and teamwork
skills to effectively navigate interdepartmental, organizational, and in-
terdisciplinary environments. While interdepartmental collaborations
have been employed in pedagogy, the integration of interdisciplinary
concepts within software engineering education remains largely underex-
plored. This paper examines a novel pedagogical approach that applies
an Agile Scrum framework within an interdepartmental, active learning
environment to enhance interdisciplinary collaboration and skill develop-
ment among undergraduate and graduate students. Two case studies are
highlighted: the Introduction to Technology Management undergradu-
ate course, which emphasizes project management under constraints, and
the graduate-level Software Engineering Leadership course, which focuses
on software project deliverables within distributed team settings. Both
courses prioritize active learning strategies designed to foster teamwork,
communication, and adherence to structured development frameworks
involving both technical and non-technical participants.
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This study explores the deliberate alignment of course content be-
tween disciplines to create an integrated curriculum that prepares stu-
dents for the multifaceted challenges of the software industry. Through
experiential collaboration between students and faculty within the Col-
lege of Engineering and Technology, insights into interpersonal relation-
ships and project management efficacy are gained. The outcomes of the
evidence-based practice demonstrate the significance of interdisciplinary
pedagogy in refining engineering student competencies and enhancing
project deliverables in a realistic, distributed team environment.

1 Introduction

The inherent complexity of software development has long been recognized as
a major challenge for developers, planners, and users alike. As Ray Ozzie fa-
mously articulated in a 2005 memo, ”Complexity kills. It sucks the life out of
developers; it makes products difficult to plan, build, and test; it introduces
security challenges; and it causes user and administrator frustration”[6]. While
Ozzie’s observation highlighted the difficulties of his era, contemporary software
developers contend with an even broader spectrum of complexities. Modern
software must accommodate expectations for flexibility in features, connectiv-
ity options, performance, and compatibility across multiple platforms, includ-
ing the Internet of Things (IoT), mobile applications, web-based deployments,
and cloud-based systems.

In addition, the current pace of business innovation demands that organi-
zations develop and evolve software systems at unprecedented speeds. To ad-
dress these demands, software development organizations have widely adopted
agile and distributed development methodologies [10]. These approaches prior-
itize collaboration and communication, necessitating that engineers possess ad-
vanced interpersonal and teamwork skills to succeed in increasingly distributed,
globalized, and interdisciplinary environments. Cross-functional collaboration,
which involves teams from distinct departments, disciplines, or organizations
working toward shared objectives, has transitioned from being a desirable at-
tribute to an essential competency. Such collaboration requires an understand-
ing of varied roles and responsibilities to achieve cohesion and efficacy within
distributed project teams spanning diverse geographies and time zones.

This paper investigates a pedagogical approach to address the challenge of
preparing students for collaborative, distributed work environments. Specifi-
cally, it examines an interdepartmental strategy for teaching cross-functional
collaboration within software engineering contexts. Through coordinated ef-
forts between college departments, students engage in simulated project-based
activities designed to mirror distributed organizational structures. This ap-
proach not only encourages a deeper understanding of individual roles and
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responsibilities but also enhances communication, fosters shared project ob-
jectives, and equips students with practical experience in distributed team
dynamics.

The findings underscore the transformative potential of interdisciplinary
teaching in fostering effective collaboration among engineering students. This
study presents a framework for integrating technical and managerial principles
in an active learning environment, ultimately preparing students to thrive in
the complexity-driven landscape of modern software development.

2 Agile Development Framework

Agile software development serves as an overarching term encompassing frame-
works such as Scrum, Extreme Programming, and Feature-Driven Develop-
ment. Central to Agile is the emphasis on small, multidisciplinary teams
composed of individuals with diverse skills and backgrounds who collabora-
tively design, build, test, and deliver software products. The Agile Manifesto
underscores the importance of direct and open communication, prioritizing in-
dividuals and interactions over processes and tools, and adaptability to change
over adherence to rigid, predetermined plans. A defining characteristic of Agile
is its focus on simplifying communication by minimizing the steps required to
convey information effectively.

Key principles of Agile development include simplicity, flexibility, and it-
erative processes[2]. Agile teams evolve their strategies dynamically, making
it challenging to predict the specific state of a project or its communication
demands at any given point. Consequently, traditional documentation-heavy
communication practices are often deemed inefficient and counterproductive
in Agile settings. Agile frameworks commonly replace traditional weekly de-
partmental meetings with concise daily stand-up meetings, fostering interac-
tive and transparent communication. However, despite its strengths, Agile’s
communication-focused methodology has faced challenges with the emergence
of distributed software development models, which necessitate alternative ap-
proaches [9].

3 Distributed Software Development

Distributed software development refers to the planning, design, construc-
tion, testing, and management of software projects executed by decentralized
teams operating across multiple physical locations, often spanning different
time zones, countries, or even continents [5]. Similar to Agile, distributed
development emphasizes team-based collaboration. However, its principles di-
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verge significantly from those of Agile, particularly in communication prac-
tices. While Agile primarily relies on informal, synchronous communication,
distributed development depends on more formalized mechanisms to address
the complexities of decentralized work environments. These mechanisms ac-
commodate asynchronous communication, which is independent of time and
location constraints.

Although Agile development frameworks and distributed development mod-
els have long been established within the industry and extensively validated
[11][12], their implementation requires robust communication and teamwork
capabilities. These competencies, once considered supplementary ”soft skills,”
have now become essential prerequisites in the modern software engineering
landscape. Employers increasingly regard effective verbal and written commu-
nication, along with teamwork, as indispensable qualities. Recent graduates
entering the workforce can anticipate interview processes that rigorously evalu-
ate these skills, extending beyond the scope of basic classroom group exercises
[7].

4 Curriculum Challenges

Despite the evident demand for interdisciplinary skills, academic institutions
often remain confined to traditional, siloed classroom structures. Within these
settings, project design and development are typically framed as formal course
assignments constrained by semester-based timelines and limited to interac-
tions among students within the same class. Critical processes such as func-
tional specification gathering, operations management, and interdepartmental
logistics—encompassing marketing, sales, and customer support—are either
excluded or simulated superficially.

These disciplinary silos are perpetuated by institutional structures and per-
formance metrics, such as the reliance on student credit hours, which influence
departmental organization and faculty resources. Such structural constraints
often result in separate academic programs that limit students’ exposure to
cross-functional communication. In disciplines like Computer Science and Soft-
ware Engineering, this focus on specialization prioritizes technical knowledge
in designing and developing software products over broader, interdisciplinary
competencies.

Faculty members and curriculum designers are aware of these shortcom-
ings, but resource limitations frequently hinder the integration of distributed
and cross-functional development into course content. Furthermore, faculty ex-
pertise in departments like Computer Science and Software Engineering tends
to be concentrated on the technical aspects of software creation and deploy-
ment. Consequently, instructors may feel unprepared or reluctant to teach
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topics that extend beyond their technical domain. Existing teaching materials
within these programs are similarly specialized, often lacking an orientation
toward integration and interdisciplinary collaboration. As a result, curricula
remain narrowly focused, despite increasing demands from industry for gradu-
ates who possess strong communication and collaborative skillsets.

5 Literature Review

Recent studies have investigated the efficacy of interdepartmental approaches
to teaching cross-functional collaboration in software engineering. For instance,
Montero et al.[1] analyzed the impact of such pedagogical strategies on team
collaboration and software development performance. The study concluded
that interdepartmental collaboration enhanced team dynamics, improved un-
derstanding of individual roles and responsibilities, and resulted in higher soft-
ware quality, as evidenced by fewer bug reports and improved code quality.

Similarly, research by Dutta et al.[8] demonstrated that interdepartmental
approaches not only strengthened collaboration and role clarity among team
members but also elevated performance metrics, including code quality, task
completion rates, and reduced bug frequency. These findings highlight the tan-
gible benefits of interdisciplinary teaching in fostering more effective software
engineering practices.

Gudiseva et al.[3] also assessed the impact of interdepartmental strategies on
cross-functional collaboration. Their results corroborated previous findings,
showing that such approaches significantly enhanced teamwork, role compre-
hension, and software development outcomes. Higher collaboration levels and
improvements in software quality metrics, such as reduced bug reports, further
support the value of interdepartmental methodologies in engineering education.

6 Discussion

The findings presented in the reviewed literature indicate that adopting an in-
terdepartmental approach to teaching cross-functional collaboration in software
engineering yields significant benefits. Teams engaging in such an approach
exhibit enhanced collaboration and a deeper understanding of individual roles
and responsibilities, resulting in improved software development performance.
These outcomes are reflected in higher code quality and fewer reported bugs.
Furthermore, an interdepartmental approach facilitates the development of ef-
fective communication skills and fosters a shared understanding of project goals
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and objectives. Such advancements enable teams to collaborate more efficiently
and effectively in distributed and interdisciplinary settings.

7 Motivations

Recognizing the gaps in traditional educational approaches, this study seeks
to implement an interdepartmental, cross-functional framework for teaching
communication and collaboration in software engineering. The focus of this
framework is to equip students with the ability to engage with teams beyond
the software development collective, particularly within distributed (non-co-
located) organizational structures. While cross-functional collaboration and
communication are not new concepts in software engineering education, the
approach introduced in this paper uniquely emphasizes distributed team-based
learning and communication. Drawing on the team-learning methodology de-
veloped by Michaelsen and Sweet[4], this framework facilitates the application
of collaborative problem-solving among learners.

The motivation for this course stems from the observation that univer-
sity students often remain confined within degree-specific silos. As previously
noted, programs in Computer Science and Computer Engineering frequently
emphasize the technical aspects—the “how”—of software development and
management, leaving minimal room for interdisciplinary engagement. Many
students lack professional experience and may feel apprehensive about group-
based coursework. However, technical projects that require teamwork and fos-
ter innovation necessitate a diverse team of subject matter experts extending
beyond the scope of a typical Computer Science classroom. A pluralistic system
of project development allows technical teams to capitalize on the strengths of
diverse expertise for effective collaboration.

This study highlights a successful demonstration of such pluralistic col-
laboration at Utah Valley University (UVU). The partnership involved two
distinct courses: a Computer Science graduate course (Software Engineering
Leadership, CS6300) and an undergraduate course (Introduction to Technology
Management, TECH 3000). These courses operated independently in different
physical locations, with separate class schedules, mirroring the conditions of
a typical distributed industry environment. The project required both groups
to design, develop, and implement a fully functional product. For successful
project completion, the teams were required to integrate and maintain direct,
continuous communication throughout the process.
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8 The Course

The project brought together two distinct student groups. The graduate
course, Software Engineering Leadership (CS6300), offered by UVU’s Master of
Computer Science program, was paired with the undergraduate course, Intro-
duction to Technology Management (TECH 3000), housed within the Technol-
ogy Management department. This pairing aimed to create diversity in team
composition. Students in the Technology Management program primarily fo-
cus on general project management across industries such as manufacturing,
food services, and construction, with minimal exposure to technology-focused
fields like Software Engineering or Computer Science. In contrast, students in
the Software Engineering Leadership course concentrate on managing software
development projects, often with a strong technical background in Computer
Science.

To integrate the two groups effectively, the project utilized the Scrum frame-
work, an iterative and team-based approach to project management. This
framework provided multiple integration points for the teams, facilitating col-
laboration and communication throughout the development process. Details of
these integration points and their role in fostering interdisciplinary teamwork
will be discussed further below.

9 The Course Project

The course project was designed to replicate, as closely as possible, a realistic
industry scenario. The project introduced students to a simulated corporate
environment through a fictitious company, Pegasus Inc., a medium-sized enter-
prise specializing in the design, construction, and manufacturing of lawn care
equipment. Pegasus Inc. operates as a dispersed organization with approx-
imately 5,000 employees distributed across various locations: the corporate
headquarters, encompassing the Marketing, Sales, and Project Management
departments, is situated in Westport, Connecticut; the manufacturing facilities
are located in Athens, Georgia; and the Engineering division, which includes
the Software Development department, is based in Orem, Utah.

In this simulation, students enrolled in the undergraduate Technology Man-
agement (TECH 3000) course represented the Project Management department
located in Westport, Connecticut. Meanwhile, students from the graduate-level
Software Engineering Leadership (CS6300) course assumed the role of the Soft-
ware Development department based in Orem, Utah. To provide oversight and
guidance, the instructors of the two courses acted as the project stakeholders.

As part of the scenario, the Software Development department had re-
cently adopted the Agile Scrum framework, while other divisions, such as En-
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gineering and Manufacturing, continued to utilize the Waterfall methodology.
Consequently, all projects—whether executed under Scrum or Waterfall—fell
under the management of the Project Management department. The Project
Managers were tasked with close collaboration across all teams, including the
Software Development department. They also served as the primary point of
contact for project stakeholders, including the Marketing and Corporate de-
partments. Additionally, Project Managers assumed the critical role of liaison
between the stakeholders and the Software Development teams. Within the
Agile framework, the Project Manager functioned as the Product Owner, fa-
cilitating alignment and communication across all parties involved.

10 Proposed Project

Pegasus Inc., a company with an established and successful product line of both
electric and gas-powered lawnmowers, is exploring the potential to expand its
offerings with the introduction of an electric robotic lawnmower. Drawing
inspiration from the popularity of automated vacuum cleaners, this new lawn-
mower would be tailored for outdoor use. Unlike its indoor counterparts, the
robotic lawnmower would autonomously learn the layout of a lawn, navigate
outdoor obstacles, and perform its primary function—cutting grass instead of
vacuuming floors.

Prior to committing substantial resources to the design and manufacturing
phases of the proposed product, the Marketing department has identified the
need for a software simulation. The primary objective of this simulation is to
showcase the robotic lawnmower’s anticipated functionalities. Marketing and
Sales teams would utilize the simulation as a tool to assess market interest and
gauge the product’s potential acceptance. Additionally, the corporate lead-
ership envisions this simulation serving a dual purpose. Beyond its value as
a marketing asset, the simulation would also act as a foundational software
prototype for the product’s eventual development. This would necessitate the
inclusion of a functional prototype and comprehensive supporting documenta-
tion.

10.1 Project Requirements

Initial requirements for the simulation system have been outlined collabora-
tively by the Marketing Research team and corporate planners:

• The System must be able to read in a file that will describe the lawn to
be cut, and then track the progress of the lawnmower as it moves around
the lawn.
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• The lawnmower needs to avoid obstacles, and to stay in-bounds (on the
lawn) and cuts only the grass.

• The lawnmower needs to keep track of grass that has been cut so as not
to re-do any areas. The lawnmower will need to sense when the entire
lawn has been cut and turn itself off.

Additional requirements are currently under review, with several under
active discussion. To ensure the simulation meets the broader needs of Pegasus
Inc., input from both the Project Management and Software Development
departments is essential before finalizing the system’s specifications.

10.2 Project Schedule and Deliverables

The project is structured within an 8-week development window, during which
Corporate has assigned it high priority. This requires immediate formation
of project teams, including the identification of available Project Managers
and Development teams at the start of the semester. Within the first week,
an official project kickoff will take place. By week five, teams are expected
to present a functional design prototype demonstrating as much functionality
as possible to Corporate stakeholders. This presentation will act as a critical
go/no-go decision point for the project. If approved, the teams will progress
toward delivering a fully functional simulator to the Marketing department by
week fifteen, marking the conclusion of the semester. During the final week, the
Software Development teams will conduct demonstrations and provide training
sessions for the Marketing and Sales departments.

These milestones and requirements provide a high-level framework, and
Corporate (course instructors) remain open to detailed modifications during
project execution. However, the deadline for deliverables is non-negotiable
due to business considerations. Following project completion, a post-mortem
review (final course evaluation) will be conducted by the stakeholders. A suc-
cessful project outcome may lead to Phase II development.

11 Project Structure

The project spans the entire semester and mandates the use of Agile Scrum as
the management framework. Scrum teams, composed of 3 to 5 members, in-
tegrate students from both courses. These cross-functional teams are designed
to ensure that all members possess the necessary skills to contribute to value
creation during each iterative development cycle, or Sprint. Teams are self-
managing, with autonomy to decide on roles, task assignments, and schedules
internally.
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Project Managers are selected from the Technology Management course
(TECH 3000), while software developers are drawn from the Software Engi-
neering Leadership course (CS6300). Within each team, a Scrum Master (SM)
is designated and chosen by the team members. Additionally, a lead Project
Manager (PM) is identified. To ensure equitable participation, these leader-
ship roles are rotated weekly, allowing all team members to gain experience
in both positions. The project schedule accommodates ten one-week Sprints
throughout the semester.

11.1 Collaboration & Communication Requirements

For each one-week sprint, students would be required to:

• Plan and hold an initial planning meeting to identify, prioritize and assign
development tasks for the upcoming sprint.

• Schedule and hold at least three daily “stand-up” meetings in which all
team members would report on their progress and identify any issues.

• Plan and hold an end of sprint review, where new functionality would be
demonstrated for the stakeholders and other sprint groups (both classes
attending).

• A mid-sprint update report to the stakeholders, to be completed jointly
by the SM and PM.

• An end-sprint retrospective report to stakeholders to be created by the
Scrum teams and PM department.

The Scrum Master and Project Manager are required to generate weekly
reports on the above meetings.

11.2 Project Deliverables

• Working Final project: Approximately 150-200 lines of code per develope
• Functional Specifications document.
• A complete product design document using Unified Modeling Language
(UML)

• Technical Documentation (how to set up and run simulation end of
project (semester)

• Product demonstration to stakeholders

All documentation and product demonstrations were to be completed jointly
as a collaboration between CS6300 and TECH 3000 students.

Because of the distributed nature of the two groups (both courses met in
different buildings and at different times), Scrum teams were responsible for
formulating and implementing a plan on how and what type of technology they
would use to collaborate and communicate.
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11.3 Method of Instruction and Evaluation

The scrum requirements listed above necessitated close communication and
collaboration between both TECH 3000 and CS6300 students. To support and
guide these efforts, an active learning framework combined with a scaffolding
teaching strategy was employed. Instructors delivered lessons, guidance, and
instructions in distinct segments, providing less and less support as students
began to master project and course concepts.

12 Observations and Evaluations

The objective of this paper is to outline the implementation of an interdepart-
mental approach to teaching cross-functional collaboration. While the purpose
was not to produce empirical research findings, key observations were made
throughout the course. Students progressively began to recognize their indi-
vidual subject matter expertise and their contributions to the overall deliver-
able. This experience fostered an understanding that no single ”correct logic”
exists, but rather, multiple valid approaches can coexist within a framework
of pluralism and unity, where diverse groups share influence and responsibility.
Each participating group played a crucial and interdependent role in delivering
the final product.

As previously described, the role of Product Manager (PM), with over-
arching project management responsibilities, was assigned to undergraduate
students enrolled in the Technology Management (TECH 3000) course. Mean-
while, the Software Engineering Leadership (CS6300) graduate students, com-
prised of software engineers, assumed responsibility for the technical develop-
ment, encompassing the architecture, design, and construction of the project.
This structure deliberately exposed TECH 3000 students to the intricacies of
the software development process, offering them a deeper understanding of
its inherent complexities. Concurrently, the CS6300 students were required
to collaborate closely with a largely non-technical group, which necessitated
adapting their communication style to minimize technical jargon and adopt a
more professional, business-oriented approach.

Students entered the course with varied levels of familiarity with Agile soft-
ware development practices, particularly Scrum. For most Technology Man-
agement undergraduates, the Agile Scrum framework was novel, while many
Software Engineering graduate students were already familiar with Scrum or
similar Agile methodologies. Implementing Scrum within an educational set-
ting imposed significant demands on instructors. However, the instructors’
experience in facilitating cross-functional collaboration revealed that fostering
a classroom environment where students consistently engage with a clearly

11130



defined project is advantageous. Such an environment closely mirrors the real-
world application of Agile processes. Additionally, the simulated distributed
setting enabled students from distinct academic disciplines to communicate
and collaborate effectively.

With clearly defined project deliverables and milestones, students success-
fully coordinated their efforts. They meticulously prepared and conducted key
Scrum ceremonies, including daily stand-ups, sprint reviews, and retrospec-
tives. Teams also established and maintained critical Scrum artifacts, such as
burn-down charts, product backlogs, and end-of-sprint reports.

The adoption of Scrum initially introduced complexity to the learning en-
vironment. To ensure the effectiveness of Scrum teams, students needed to
go beyond superficial adherence to its practices. A foundational understand-
ing of the principles underlying systems and human interaction in Scrum was
essential and was incorporated into the course learning objectives.

The project evaluation comprised three sections:

1. Student collaboration and communication.

• Daily Scrum stand up meetings
• Team management (Scrum Master)
• Project progress and reporting (Project Manager)
• Development progress (Scrum Team)
• Weekly status presentation to stake holders (Scrum Team, Project
Manager)

2. Project Deliverable.

• Running, workable solutions with required documentation (see Project
Deliverables section)

3. Final Presentation.

• Both classes were required to collaboration in presenting a formal
final project demonstration and project recap to state holders (In-
structors).

The students did meet the assignment requirements. The project submis-
sion was a multi-media solution that included a robust graphical user interface
(GUI), robotic lawn mower animation, sound, a user dashboard that includes
metrics on run time, gasoline consumption, percentages of lawn cut, etc. Ad-
ditionally, there was file upload and save option for different lawn scenarios.

The final project presentation was a collaborative effort between both classes.
This was a formal scripted presentation where students demonstrated their
project to stakeholders (course instructors).
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13 Conclusions and Next Steps

13.1 Analysis of the Literature Review

The literature review examined current research on the implementation of an
interdepartmental approach to teaching cross-functional collaboration in soft-
ware engineering. The findings indicate that such an approach enhances team
performance, fostering higher levels of collaboration, a clearer understanding
of team members’ roles and responsibilities, and improved software develop-
ment outcomes. Furthermore, the research highlights the critical importance of
effective communication within interdisciplinary teams. In the authors’ view,
this process cultivated an environment in which team members actively devel-
oped strategies to communicate efficiently and build a shared understanding
of project goals and objectives. The observations derived from the course ac-
tivities align with and reinforce the findings of existing research.

The primary objective of the interdepartmental approach was to simulate a
professional environment in which diverse groups, separated not only by time
and location but also by distinct professional cultures, could engage with and
address common challenges encountered in real-world management and devel-
opment contexts. It is the authors’ assessment that this objective was suc-
cessfully achieved. By requiring a collaborative project deliverable from two
distinctly different groups of students—meeting at separate times and in differ-
ent locations—the course simulated authentic industry challenges. These chal-
lenges necessitated innovative problem-solving to ensure the successful comple-
tion of the project.

13.2 Future Directions

The instructors intend to continue incorporating this module into their in-
structional practices, recognizing its value in bridging disciplinary gaps. Plans
are underway to expand the initiative by formalizing research efforts on cross-
functional collaboration. This expanded focus will include discipline-specific
iterations of the module to collect more comprehensive data on student en-
gagement and outcomes.
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Abstract
This paper outlines practical strategies for inclusive teaching in com-

puter science, with a focus on supporting underrepresented students in
higher education. Drawing from experiences at a Hispanic-Serving Insti-
tution, it addresses barriers such as bias, lack of representation, and in-
equitable access to resources, offering actionable steps to promote equity
and foster a sense of belonging in the classroom. Inclusion is especially
critical in computer science programs, a field historically dominated by
certain demographic groups, which has led to a lack of diverse role models
and limited representation for many students.

1 Introduction

As faculty at a university that values diversity and respect, we are proud to
be part of MSU Denver, a federally designated Hispanic-Serving Institution
(HSI) with a long history of welcoming students from various racial and eth-
nic backgrounds. Recognized as one of the most affordable higher education
institutions in Colorado, MSU Denver attracts students from diverse socioeco-
nomic backgrounds. Many of these students are awarded scholarships or receive
work-study assistance, enabling them to achieve their dream of completing a
four-year degree—often becoming the first in their families to do so.

∗Copyright ©2025 by the Consortium for Computing Sciences in Colleges. Permission to
copy without fee all or part of this material is granted provided that the copies are not made
or distributed for direct commercial advantage, the CCSC copyright notice and the title of
the publication and its date appear, and notice is given that copying is by permission of the
Consortium for Computing Sciences in Colleges. To copy otherwise, or to republish, requires
a fee and/or specific permission.
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While we are proud to serve students at a university that embraces diversity,
we recognize that much work remains—particularly in our field of computer
science, which has traditionally been one of the least diverse [3]. Numerous
studies show that Black, Hispanic, and Indigenous students earn undergraduate
degrees in STEM fields at rates lower than their representation in the general
population [6, 16, 7]. This low graduation rate is reflected in the industry, where
these groups remain underrepresented in computer science roles, perpetuating
cycles of poverty and inequality.

Diversity is critically important in fields like computer science, where solv-
ing complex problems often requires multiple perspectives. Additionally, the
issue of underrepresentation extends to gender, as women continue to be un-
derrepresented in science, technology, and engineering fields [12].

Many studies have explored the reasons behind underrepresentation in
STEM fields. One significant factor is the higher dropout rate among un-
derrepresented students compared to white students—a gap that is even more
pronounced in computer science [14]. The lack of role models for these students
further discourages their persistence in these fields. Additionally, our own atti-
tudes and stereotypes—known as implicit biases—can unconsciously influence
our actions and decisions in teaching, exacerbating the problem. Cultivating a
culture that values inclusion can help mitigate the effects of inequality in both
teaching and research activities.

This paper aims to highlight effective and easily implementable inclusive
teaching practices, with a particular focus on computer science. It presents
five carefully selected strategies, each accompanied by practical examples and
resources to support easy and direct application in everyday teaching scenarios.
Whether you’re leading a classroom or mentoring students in research, we hope
that these practices will help you foster a more inclusive and supportive learning
environment.

2 Background

Inclusive teaching is generally defined as an approach that ensures all stu-
dents—regardless of their backgrounds, abilities, or learning styles—have equal
access to learning opportunities. It involves designing learning environments
that are both equitable, where all students have the opportunity to reach their
potential, and welcoming, fostering a sense of belonging.

Inclusive teaching enhances students’ perception that their contributions
are valued, regardless of gender, race, sexual orientation, ability, religion, so-
cioeconomic status, educational background, health status, or other aspects of
identity. It embraces diversity and acknowledges student differences, taking a
non-exclusionary approach to creating effective teaching and learning environ-
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ments.
Being inclusive is important because it helps create the conditions in which

all students can fulfill their potential. Reference [1] is a valuable resource
for learning more about what it means to be inclusive in teaching and why
educators should embrace it.

Although legislation exists to protect students from various forms of dis-
crimination—such as those based on race, creed, gender, sexual orientation,
or physical ability—being inclusive in the classroom and in interactions with
students requires more than mere compliance with legal standards.

For example, a school may follow anti-discrimination laws by ensuring no
student is excluded based on race or ethnicity. However, if the curriculum
predominantly reflects the history and culture of only one group, it fails to be
inclusive of the diverse backgrounds of all students. Similarly, providing gender-
neutral restrooms is not enough if the school culture does not support students,
allowing them to face bullying or harassment for using these facilities. True
inclusivity involves creating an environment where all students feel respected,
supported, and valued.

Successful inclusion in education requires not only institutional support
but also the active participation of instructors in their daily teaching practices.
This begins with preparing the course curriculum, presenting the course plan
to students, planning activities and assessments, conducting classes, and using
appropriate teaching tools.

Although there is extensive research in the field of inclusive teaching, this
paper aims to highlight a few high-impact practices that have demonstrated ef-
fectiveness through empirical studies and to explore how they can be applied in
the classroom. For those interested in learning more about equitable and inclu-
sive evidence-based teaching practices, reference [11] is highly recommended.

Being inclusive—particularly in computer science teaching—presents unique
challenges. Historically, the field has been dominated by certain demographic
groups, resulting in a lack of diverse role models for students. Additionally,
students from underserved communities may lack access to up-to-date hard-
ware, software, and reliable internet connections, all of which are crucial for
engaging with the CS curriculum.

Other challenges include adapting teaching methods and materials to ac-
commodate different learning styles and abilities, as well as integrating the
lived experiences of diverse identity groups into the curriculum. Doing so helps
foster a supportive learning environment that values and reflects all students’
backgrounds.
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3 Inclusive Teaching

There are numerous strategies for creating an inclusive teaching environment.
This section highlights a selection of highly effective inclusive teaching prac-
tices, supported by research in the field. Each practice is described in detail
and accompanied by practical examples and related resources to support im-
plementation.

3.1 Culturally Responsive Teaching Practices (CRTP)

Culturally responsive pedagogy leverages the cultural knowledge, experiences,
and strengths of ethnically diverse students to make learning more relevant,
effective, and affirming. This approach involves integrating students’ cultural
elements into the curriculum.

A survey study [2] involving 315 students in grades 6–12 from diverse racial
backgrounds across the U.S. explored their perceptions of CRTP in the class-
room. The findings revealed positive associations between CRTP and several
key outcomes, including academic performance, ethnic-racial identity develop-
ment, and students’ perceptions of inclusiveness and engagement. These results
strongly support the idea that CRTP can enhance students’ sense of belonging
and inclusivity in educational settings.

Instructors can begin embracing culturally responsive teaching practices
(CRTP) by sharing an inclusive syllabus statement that acknowledges and
values the diverse cultural backgrounds of students. This sets the tone for a
classroom environment that respects and supports all students, regardless of
their identities.

Below is an example of an inclusive statement that can be added to a
syllabus and shared with students:

Welcome to [Course Name]! I am committed to creating a classroom
environment that respects and supports all students, regardless
of their identities. This course values the diverse cultural
backgrounds, experiences, and perspectives that each student
brings. We will strive to make learning relevant, effective, and
affirming for everyone.

I encourage open dialogue and active participation, and I am here
to support you in your academic journey. If you have any concerns
or need accommodations, please feel free to reach out to me.
Together, we can create a learning space where everyone feels
valued and included.
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Course materials should reflect cultural responsiveness by incorporating
texts, examples, and case studies that represent a wide range of cultures and
lived experiences. Instructors can enhance daily lessons by using analogies and
examples that resonate with students’ cultural backgrounds.

For example, when teaching sorting algorithms, an instructor might use
elements of Indian cuisine—such as organizing spices by name or heat level—to
demonstrate how sorting works in a familiar and culturally relevant context.
Similarly, the process of assembling a traditional Mexican dish like tacos al
pastor can serve as a metaphor for algorithm development, illustrating step-
by-step logic in an familiar way. The key to inclusive teaching lies in combining
creativity with cultural respect, ensuring that examples resonate with students’
lived experiences while maintaining academic rigor.

Another culturally responsive analogy could involve comparing communi-
cation protocols: TCP (Transmission Control Protocol) can be likened to the
formal, structured interactions typical in Japanese culture, while UDP (User
Datagram Protocol) resembles the more casual, informal communication style
often associated with American culture.

In summary, CRTP can make our teaching practices not only more inclusive
but also more engaging, using well-thought-out examples that students are
likely to relate to.

A simple yet effective way to demonstrate cultural awareness is by using
names from a variety of cultural backgrounds in examples, rather than rely-
ing solely on Anglo-Saxon names. Additionally, allowing students to choose
topics for projects or assignments that are meaningful to them and their cul-
tural backgrounds can also be a highly effective culturally responsive teaching
practice.

Recognizing and celebrating cultural events and holidays within the class-
room is an effective way to create an inclusive environment. The Diversity
Calendar [4] is a good resource for learning when these events and holidays
occur throughout the academic year. Our university’s Office of Diversity and
Inclusion also maintains a similar events calendar [10].

Ultimately, as educators, we must be able to communicate with our students
in the most effective way possible. Given that Spanish is spoken by approxi-
mately 20% of the U.S. population—and that one-third of our students identify
as Latino—incorporating Spanish into interactions with Hispanic students is a
meaningful step toward inclusive teaching and mentoring practices.

At MSU Denver, the Department of World Languages offers a program
called DILS (Directed Independent Language Studies) [8], which enables fac-
ulty and staff to participate in conversation sessions in languages other than
English, including Spanish. By learning the basics of Spanish communication,
instructors can take a significant step toward fostering a more inclusive and
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culturally responsive educational environment.

3.2 Universal Design for Learning (UDL)

Universal Design for Learning (UDL) is a framework aimed at improving and
optimizing teaching and learning for all individuals, based on scientific insights
into how humans learn. It emphasizes providing multiple means of engagement,
representation, and action/expression to accommodate the diverse needs and
preferences of learners.

Humans learn in various ways, often categorized into different learning
styles and theories. The most common ones include:

• Visual Learning: Learning through seeing. Visual learners benefit from
diagrams, charts, videos, and written instructions.

• Auditory Learning: Learning through listening. Auditory learners
excel with lectures, discussions, and audio materials.

• Kinesthetic Learning: Learning through doing. Kinesthetic learners
prefer hands-on activities, experiments, and physical movement.

• Reading/Writing Learning: Learning through reading and writing.
These learners thrive on written texts and note-taking.

• Social Learning: Learning through interaction with others. Social
learners benefit from group work, discussions, and collaborative activ-
ities.

• Solitary Learning: Learning independently. Solitary learners prefer
self-study and working alone.

A core principle of UDL is to create learning opportunities that support
the widest possible range of learners. Experiential learning exemplifies this ap-
proach by enabling students to gain knowledge and skills through direct expe-
riences and reflective practice. Experiential learning can take many forms—for
example:

• Field trips that benefit visual and social learners,
• Group projects that foster collaboration among social learners,
• Hands-on experiments that are especially effective for kinesthetic learn-

ers.

Ultimately, the variability in how we teach appears to be key to effectively
implementing UDL.

UDL also addresses the needs of visually impaired students by promot-
ing accessible and inclusive learning environments. Its principles aim to reduce
barriers and provide multiple means of representation, engagement, and expres-
sion, ensuring that all learners—including those with visual impairments—can
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access and participate in learning activities. Therefore, instructors must make
their course materials accessible to visually impaired students by adopting sim-
ple strategies, such as:

• Add alternative text descriptions to all visuals—such as images, charts,
and graphs—so screen readers can describe the content to visually im-
paired students.

• Use accessibility checkers available in popular content creation tools like
Microsoft Word and PowerPoint.

• Choose high-contrast colors and simple fonts to enhance readability. Avoid
shadowed text and ensure color combinations are accessible for students
with color blindness.

• Include captions and subtitles for all audio and video content to ensure
that all students can access the information.

• Provide digital copies of presentations that are compatible with screen
readers and other assistive technologies.

Our university has a special instructional accessibility group [9] that pro-
vides faculty training to support the development of more accessible and in-
clusive instructional content. The group offers 30-minute virtual workshops
on instructional accessibility, a semester-long paid workshop designed to en-
courage faculty to become accessibility liaisons within their departments, and
accessibility checks and course review consultations with personalized feedback.

Aligned with UDL principles, instructors should respond promptly and ap-
propriately to student accommodation requests, which may include needs such
as a distraction-free testing environment or extended time for assignments. To
support this, many universities offer testing services, providing exam adminis-
tration in specialized rooms and outside regular class hours for students who
require a quieter setting or additional time to complete their exams.

As Sanger [15] explains, UDL extends beyond offering multiple means of
representation; it also includes multiple forms of engagement and expression.
For instance, giving students choices during class activities or assignments can
enhance their motivation and engagement in the learning process. Addition-
ally, UDL encourages allowing students to demonstrate their understanding
in various ways. For example, a student with an impairment that prevents
them from writing or typing on a computer might instead complete an oral
examination to showcase their learning.

3.3 Equitable Access

Equitable access means ensuring that all students have fair and meaningful
opportunities to access resources, services, and support—regardless of their so-
cioeconomic background or life circumstances. For computer science students,
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this includes having a computer with sufficient processing power, memory, and
storage, as well as access to essential software tools and a stable internet con-
nection. These elements are critical to their academic and professional success.

Since the early 2010s, as personal laptops have become more affordable
and powerful, universities—including MSU Denver—have increasingly adopted
bring-your-own-device (BYOD) models. However, access to portable comput-
ers can still be out of reach for students facing challenging social and economic
circumstances. To ensure our program is truly inclusive, we must provide ac-
cessible technology alternatives for students who need them.

A growing number of universities offer loaner laptops to registered students
for educational use. At MSU Denver specifically, the standard loan period is
two weeks (10 business days), though it can be adjusted to range from a single
day to an entire semester. These laptops typically come pre-installed with
basic software such as an office suite, a PDF viewer, and major web browsers.

Unfortunately, this solution is not ideal for computer science students. Be-
cause the laptops are loaned, students often face limitations on what they can
install or configure—restrictions that can hinder coursework requiring custom
development environments, specialized tools, or administrative access.

Dedicated lab rooms for computer science majors are typically equipped
with desktop computers pre-configured with all the software tools students
may need. While these machines offer adequate computing capabilities, they
are still general-use systems and are therefore subject to similar restrictions
as the loaner laptops—such as limited permissions for installing or configur-
ing additional software when needed. Additionally, because these desktops are
stationary and intended to be shared, students cannot take them home to com-
plete assignments or projects outside of class, further limiting their usefulness.

A better alternative for computer science students is the Raspberry Pi—a
small, affordable, single-board computer developed by the Raspberry Pi Foun-
dation to promote computer science education and digital skills [13]. In particu-
lar, the Raspberry Pi 400 model costs approximately $140 and comes bundled
with a mouse, as well as power and other necessary cables. The computer
board is embedded directly into the keyboard, making it highly portable. To
use it, students simply need to plug it into a power outlet and connect it to an
external monitor—a resource that computer science departments can provide
free of charge in their classrooms. Offering Raspberry Pi (or similar) portable
computers on loan could be an effective way to promote equitable access to
technology for students at a very affordable cost.

In addition to providing affordable hardware solutions, the department can
further promote equitable access by expanding the availability of specialized
software and development environments through cloud-based platforms. Many
major cloud providers already offer free tiers targeting educational use:
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• GitHub Codespaces: Free for students and educators; provides cloud-
based development environments with VS Code.

• Google Cloud Platform (GCP): Offers $300 in credits for new users
and free-tier services.

• Microsoft Azure for Students: Free credits and access to services like
VMs, databases, and AI tools—no credit card required.

• AWS Educate: Free access to cloud resources, training, and credits for
students and educators.

The cloud-based approach eliminates the need for high-end personal hard-
ware while ensuring consistency across student experiences. Moreover, by part-
nering with software vendors, computer science departments can offer free or
discounted licenses for essential tools relevant to their learning, ensuring that
all students have access to the professional-grade software needed to succeed
in their coursework and projects.

3.4 Role Modeling

One of the main reasons students leave computer science or related fields
is the lack of role models who share their gender, race, or cultural back-
ground. While our computer science department is fortunate to have a di-
verse faculty and staff—including Asian, Latino, and strong female represen-
tation—departmental diversity alone may not be enough to foster an inclusive
community where all students feel seen and supported.

Faculty must actively create opportunities for students to engage with a
broader range of role models. One effective approach is to invite guest speakers
who not only present course-relevant content and share their personal experi-
ences in the field, but also serve as inspiring examples of successful professionals
from underrepresented groups. Establishing ongoing partnerships with alumni
or professionals from these groups—who can return regularly to mentor stu-
dents or speak in classes—is another powerful way to address the lack of visible
role models and build lasting connections that support student success.

Another inclusive teaching practice related to role modeling is highlighting
diverse contributions within course content. For example, the contributions of
Ada Lovelace in the mid-1800s, who worked alongside with Charles Babbage
on the design of the Analytical Engine, an early mechanical general-purpose
computer, should be highlighted. Ada wrote what is considered the first algo-
rithm intended to be executed by a machine, making her the first to recognize
that computers could go beyond arithmetic to manipulate symbols and ideas.

Another influential woman in computer science is Grace Hopper, who in-
vented the first compiler and played a key role in the development of the
COBOL programming language. Remembering those key (and other) influen-
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tial scientists in our field can help students create role models and foster an
inclusive teaching culture in the classroom.

Simply sharing your personal journey—your time as a student, your first
job in the field, how you discovered your calling to become an educator, the
career decisions you faced, and so on—can be a powerful way to connect with
your students. More often than we realize, students see parts of their own
experiences reflected in our stories. That sense of connection can be the key
to becoming the role model they need to envision their own success.

Being a role model for your students takes time and trust. Talk with them
outside the classroom, attend department-organized social events that include
students, go to their presentations—whether at undergraduate research events
or capstone project showcases—and invite them to stop by your office hours
just to chat. The more trust you build in your relationships with students, the
more likely they are to see you as a mentor and a professional role model to
follow.

3.5 Community Engagement

Creating opportunities for students—especially those just beginning their pro-
grams—to feel welcomed and develop a sense of belonging within the academic
community is essential to any inclusion strategy. Not long ago, senior leaders at
our university proposed community engagement as a way to improve first-year
student retention and foster a stronger sense of connection. There is support-
ing evidence that fostering learning communities promotes social and academic
integration, which are critical factors in student persistence and success [5].

In alignment with this vision, our computer science department launched
a program called Community Hours, which hosts events early in the morn-
ing when no classes are typically scheduled. These events include faculty or
student research presentations, advising Q&A sessions, discussions on special
topics in computer science, and more. Community Hours is a relatively sim-
ple yet effective initiative that fosters a stronger sense of connection among
students—making it a compelling example of an inclusive strategy.

Building on this commitment to inclusion, the department has also created
informal spaces where students can gather outside of class time. We offer a
dedicated student lounge that is available for use at any time, providing a com-
fortable environment for studying, socializing, or relaxing. More recently, the
department’s conference room has been made accessible to students through a
simple reservation process at the front desk, further expanding opportunities
for collaboration and community-building.

Another effective community engagement strategy is supporting student
clubs. In our department, we have two active organizations: the ACM (Asso-
ciation for Computing Machinery) and Girls Who Code. These clubs provide
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spaces where students with shared interests, backgrounds, or goals can con-
nect. This sense of community helps students—especially those from under-
represented groups—feel seen, valued, and included in campus life.

Student clubs often serve as safe spaces where members can share experi-
ences, seek advice, and find support during challenging times—reducing isola-
tion and promoting mental well-being. In particular, Girls Who Code plays
a vital role in advancing female inclusion in computer science by encourag-
ing girls to explore coding from an early age, helping to close the gender gap
in tech. By empowering girls from diverse backgrounds, clubs like Girls Who
Code contribute to a more inclusive and representative tech workforce—driving
innovation and positive social impact.

Finally, coding competitions, hackathon events, and conference trips are
excellent ways to foster peer engagement and strengthen students’ sense of
community and belonging—factors that have a positive impact on their aca-
demic success.

4 Conclusion

This paper presented five easily applicable inclusive teaching practices that re-
search has shown to significantly enhance students’ sense of belonging. These
practices contribute to key aspects of academic success, including increased
first-year retention, improved engagement and academic performance, and re-
duced dropout rates.

This is a critical topic that deserves prioritization—especially in STEM
programs such as computer science—where equitable access to technology plays
a vital role in student achievement. The paper demonstrated that even low-cost
digital inclusion initiatives can have a meaningful impact on student outcomes.

Ultimately, inclusion initiatives in education aim to ensure that all stu-
dents—many of whom are the first in their families to enter academia—feel
welcomed and free from discrimination. We strive to foster an environment
where cultural diversity is valued, different learning styles are respected, es-
sential resources are accessible, students’ contributions are recognized, and a
genuine sense of belonging is nurtured throughout their academic journey.
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Abstract

Mathematics has long posed a challenge for students in Engineering
Technology (ET) programs, often leading them to reconsider or aban-
don their academic goals due to difficulty in passing required math
courses. At Utah Valley University (UVU), this issue is particularly
evident. As an instructor in the Mechatronics Engineering Technology
department, I have observed that while many students struggle in tra-
ditional math classes, they perform strongly in core technical courses
such as Programmable Logic Controllers (PLC) and Computer Numer-
ical Control (CNC). Interestingly, students consistently perform well in
MATLAB courses, despite the software requiring substantial engagement
with mathematical concepts and problem-solving skills. To investigate
this further, this study surveyed Mechatronics students enrolled in a
MATLAB course to evaluate their perceptions of math anxiety, compre-
hension, and the effectiveness of software-based instruction. The findings
indicate that students reported significantly lower levels of anxiety and
greater clarity when engaging with math through MATLAB compared to
their experiences in traditional math courses. These preliminary results
suggest that contextual, technology-enhanced learning environments may

∗Copyright ©2025 by the Consortium for Computing Sciences in Colleges. Permission to
copy without fee all or part of this material is granted provided that the copies are not made
or distributed for direct commercial advantage, the CCSC copyright notice and the title of
the publication and its date appear, and notice is given that copying is by permission of the
Consortium for Computing Sciences in Colleges. To copy otherwise, or to republish, requires
a fee and/or specific permission.
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offer a more accessible and effective path for teaching mathematics in
engineering technology programs. The study provides early evidence
supporting the integration of applied tools like MATLAB into math in-
struction to improve student outcomes and confidence.

1 Introduction

Math anxiety has been widely recognized as a persistent barrier for students
pursuing STEM degrees, particularly in engineering technology fields. Defined
by Tobias and Weissbrod [7] as “the panic, helplessness, paralysis, and mental
disorganisation that arises among some people when they are required to solve
a mathematical problem,” math anxiety (MA) can manifest in both emotional
and physical symptoms. Recent research highlights the growing demand for
STEM professionals in the United States and emphasizes that MA continues
to impact students’ ability to persist in these fields [8]. The same analysis
shows that while theoretical mathematics is essential for engineers and natural
scientists, students in applied fields such as engineering technology tend to rely
more on practical math applications [8]. This distinction may influence their
self-efficacy and decision-making when choosing a major. The research un-
derscores a lack of focused studies on MA within engineering and technology
disciplines and suggests that the issue is often overlooked due to the over-
representation of psychology and general education students in MA research.
Similarly, Arevee and Vintere [2] investigate cognitive and emotional factors
contributing to math learning difficulties in engineering students. Their study
identifies math anxiety as a result of inadequate prior knowledge, poor learning
strategies, time constraints, and a lack of real-world relevance. They further
associate anxiety with low confidence, personality traits, and societal stereo-
types about math. Their work highlights the effectiveness of three approaches
to reducing MA: the use of mathematical software, real-life application of con-
cepts, and cooperative learning strategies. These methods are supported by
survey and interview data showing improvement in student outcomes when
anxiety is addressed through targeted strategies [2]. The integration of com-
putational tools such as MATLAB has emerged as a promising solution to im-
prove math comprehension and reduce anxiety. For the current generation of
students who prefer interactive, technology-based, and non-traditional learning
methods, MATLAB offers an engaging platform that connects abstract math-
ematical concepts with visual and practical applications. This alignment with
their learning preferences not only increases motivation but also enhances their
ability to grasp complex math topics, making these tools a valuable resource
for succeeding in challenging math courses. Educators advocate for the use of
MATLAB in teaching foundational math concepts, including operations with
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polynomials, factoring, quadratic equations, and linear systems. This techno-
logical approach facilitates visualization and helps students engage with mate-
rial they may otherwise find abstract or inaccessible [9]. Mayer and Moreno’s
cognitive theory of multimedia learning (Figure 1) illustrates how verbal and
visual inputs are processed separately in sensory memory, organized in work-
ing memory, and integrated into long-term memory through active processing
[5]. Their model supports the idea that tools like MATLAB, which simultane-
ously engage students through symbolic (code/text) and visual (graphs/out-
puts) channels, align well with how students learn most effectively in applied
settings.A study conducted on first-year university students found that the use
of scientific software like MATLAB enhanced their understanding of mathe-
matical content and boosted confidence. The results suggest that students
were more willing to engage with challenging material when aided by technol-
ogy [4]. Further emphasizing MATLAB’s benefits, several studies [6, 1] report

Figure 1: Cognitive theory of multimedia learning, showing dual-channel input
and active processing. Adapted from Mayer and Moreno (2003) [5].

its use in visualizing geometric and algebraic problems in engineering courses.
The findings indicate that students using MATLAB were able to solve a wider
range of tasks more effectively and with greater independence. These studies
reinforce the tool’s value not only for academic success but also for developing
career-relevant skills. However, researchers also caution that over-reliance on
such tools may lead to a decline in manual and mental math abilities, which
remain important in engineering problem-solving. Despite the usefulness of
computational tools, emotional resistance to math remains a key concern. One
study [3] examined how engineering technology students with high levels of
math anxiety tend to avoid symbolic mathematical representations, often pre-
ferring experiential rather than rational problem-solving approaches. Their
findings align with the broader consensus that MA influences students’ aca-
demic pathways and may even deter them from continuing in STEM fields.
Collectively, these studies reveal a clear pattern: math anxiety significantly
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affects engineering technology students’ academic performance and retention.
While technology such as MATLAB offers promising instructional support,
it cannot wholly compensate for low math confidence or ineffective learning
strategies. Furthermore, the literature reveals a need for deeper, discipline-
specific research focused on the intersection of math anxiety, applied learning
tools, and student success in engineering technology programs.

2 Methodology

2.1 Participants

The participants in this study were 20 undergraduate students enrolled in
MECH 490R MATLAB at Utah Valley University. All students were part
of the Mechatronics Engineering Technology program and had previously com-
pleted their math prerequisite courses through the university’s mathematics
department. The sample was purposefully selected to explore math-related
experiences and anxiety in the context of applied engineering coursework.

2.2 Survey

Data were collected using a custom-designed survey consisting of six closed-
ended questions accompanied by optional comment fields. Each item employed
a 5-point Likert scale with the following response options: Definitely Yes , Yes
, Neutral, No, and Definitely No. The survey was designed to assess two main
domains: first, students’ past experiences with traditional math instruction,
including anxiety and confidence, It is worth noting that the inclusion of the
word “exam” in Question 3 may have influenced students’ reported anxiety
levels differently than in Question 4, which focused more generally on class-
room experience. Second, students’ current experiences using MATLAB and
their perceptions of its effectiveness in understanding and applying math con-
cepts The optional comment sections allowed participants to elaborate on their
responses, providing qualitative context for the quantitative data.

2.3 Procedure

The survey was administered in class to students enrolled in MECH 490R
(MATLAB class). Participation was voluntary and anonymous. Completion
of the survey constituted informed consent, as outlined in the introductory
consent statement. The survey required approximately 5 to 10 minutes to
complete. Data collection followed approval from the university’s Institutional
Review Board (IRB). All responses were compiled and analyzed using descrip-
tive statistics and basic thematic coding for open-ended comments
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3 Discussion and Results

The survey results reveal a clear improvement in students’ math experience
when instruction is supported by MATLAB. Figure 2 illustrates responses to
six survey questions, highlighting reduced anxiety and improved comprehension
compared to traditional math classes. The results of this case study indicate
that MATLAB has a positive effect on engineering technology students’ experi-
ence with mathematics. While only 25% of students felt confident about pass-
ing their previous math courses, just 10% reported feeling anxious about math
topics in the MATLAB class. This substantial drop in anxiety suggests that
embedding math within a practical, engineering-focused tool like MATLAB
reduces the emotional stress typically associated with abstract computation
and high-stakes exams. Additionally, 70% of students reported that MATLAB
made math concepts easier to understand, and 90% agreed that teaching math
prerequisites using MATLAB would be a successful approach. These responses
reflect not only reduced anxiety but also improved comprehension. MATLAB
appears to shift students’ perception of math from a barrier to a functional
problem-solving tool. As one student explained, “I liked how MATLAB simpli-
fied larger problems and made it easier,” highlighting how the tool may reduce
cognitive burden by making complex concepts more approachable in applied
engineering contexts.

Among all survey responses, Question 6—on students’ support for using
MATLAB in math instruction—stood out with the highest agreement (90%).
This strong result may reflect their positive current experience, though it’s
also possible that students enrolled in upper-level MATLAB courses tend to
be those more comfortable with applied tools.

This observation captures the central outcome of the study: when math
is contextualized within students’ field of study through applied software like
MATLAB, anxiety decreases and understanding improves. As shown in Table
1, students reported notable differences in math confidence and anxiety levels
between traditional math instruction and MATLAB-supported learning.

Table 1: Student Responses on Math Anxiety and MATLAB Use (N = 20)
Q# Question Summary Agree (%) Mean SD
Q1 Concerned about passing math classes 25% 2.35 1.13
Q2 Comfortable during math classes 70% 3.70 0.92
Q3 Experienced math exam anxiety 55% 3.35 1.15
Q4 Anxious about math in MATLAB class 10% 2.10 0.85
Q5 MATLAB made math easier to digest 70% 3.75 0.72
Q6 Support for using MATLAB teaching math 90% 3.95 0.60

The bar chart in Figure 2 visualizes the shift in student perceptions across
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Figure 2: Comparison of student responses to traditional vs. MATLAB-based
math learning

six survey questions, contrasting traditional math experiences with MATLAB-
supported instruction. For example, while only 25% of students expressed
confidence about previous math classes, 90% believed that using MATLAB
to teach math would be an effective approach. Similarly, reported anxiety
dropped from 55% in traditional classes to just 10% in the MATLAB course.
These shifts suggest that context-driven, application-based instruction can sig-
nificantly reshape students’ emotional engagement with mathematics. Beyond
reducing anxiety, MATLAB also appears to enhance comprehension. Seventy
percent of students agreed that math concepts became easier to understand
when delivered through MATLAB, a sentiment supported by qualitative com-
ments such as, “I liked how MATLAB simplified larger problems and made
it easier.” This reinforces the idea that embedding mathematical learning in
hands-on, visual tools not only improves confidence but also deepens under-
standing and retention. These findings align with research highlighting the
benefits of context-driven learning strategies that reduce cognitive barriers in
STEM education [8].

4 Recommendations

In light of the findings, it is recommended that engineering technology pro-
grams incorporate MATLAB—or similar tools—into the teaching of math pre-
requisite content. The results suggest that students experience significantly
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lower anxiety and improved comprehension when mathematical concepts are
taught in a software-supported, application-based environment. Embedding
math instruction within platforms like MATLAB helps bridge the gap between
abstract theory and real-world practice—an obstacle that often discourages
STEM learners. To implement this effectively, institutions may consider explor-
ing ways to integrate MATLAB-based instruction earlier in students’ academic
pathways. This could involve pilot initiatives or interdisciplinary collaborations
between math and engineering faculty to develop modules that teach essential
math skills through real-world applications. Faculty development remains im-
portant; instructors should be supported with training on using MATLAB not
just as a technical tool, but as a pedagogical resource that enhances conceptual
clarity. These exploratory steps could promote a more applied, confidence-
building approach to math education—one that aligns with the learning styles
and professional needs of engineering technology students.

5 Limitations and Future Directions

This study offers valuable insights into the benefits of using MATLAB to sup-
port math learning in engineering technology. With a sample of 20 students,
the research provided focused exploration of student perceptions within a real-
world, classroom-based setting. Participation was voluntary, anonymous, and
conducted under institutional IRB approval. Despite the limited scope, con-
sistent trends in the data suggest that tools like MATLAB may reduce math-
related anxiety and enhance comprehension—highlighting their strong poten-
tial in applied STEM education.

Future research should expand the sample size and diversity to include
students from multiple courses and institutions. Comparative studies using
pre/post-performance data, interviews, or focus groups would provide a deeper
understanding of how students engage with applied math tools.

While this study focused on MATLAB, future research could explore com-
parisons with alternative platforms such as GNU Octave, Mathematica, or
Python, particularly given their accessibility and similar computational func-
tionality. As with any instructional tool, there is a risk of over-reliance.
While MATLAB supports conceptual understanding, it should be comple-
mented with opportunities for manual and symbolic math practice to ensure
well-rounded skill development. Such investigations could help validate and re-
fine technology-enhanced strategies to further improve student outcomes and
retention in STEM programs.
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6 Conclusion

This study contributes new insights into how technology-enhanced instruction
can reshape students’ experiences with mathematics in engineering technology
programs. Feedback from a MATLAB-integrated course revealed a clear shift
in learner attitudes, suggesting that application-driven environments can foster
greater confidence and understanding of quantitative material. The visual and
practical nature of MATLAB enabled students to engage with mathematical
concepts more intuitively, especially those who had previously struggled with
abstract instruction. These findings suggest that instructional technologies,
when thoughtfully integrated, can serve as both technical platforms and ped-
agogical tools—enhancing comprehension, confidence, and student retention.
As institutions seek to improve STEM engagement and outcomes, adopting
such strategies holds strong potential for creating more inclusive and effective
learning environments. While these findings are promising, further validation
is needed through larger studies and performance-based outcomes.
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Abstract

Specifications grading is increasingly becoming popular in STEM
courses. Students are evaluated on a pass/fail basis, and instructors pro-
vide detailed specifications (specs) for what constitutes a passing grade.
When applied correctly, specs grading upholds high academic standards
(B or better) while aligning more closely with student learning outcomes.
Students are motivated and experience less stress. Anecdotal evidence
suggests that these outcomes are true, but the STEM fields are only now
beginning to study student perceptions of this unique grading scheme ef-
fectively. Complicating matters is that cyber students are unique in the
STEM fields. To measure cyber student satisfaction with specs grading
we discovered an instrument developed through use on chemistry stu-
dents. Therefore, we tested the instrument on a small scale to assess the
feasibility of designing a broader study of cyber students.

1 Introduction

The traditional A–F, 100-point grading scales are insufficient in measuring stu-
dent knowledge and ability [7], [10]. For instance, when a student earns a B
in a course with four learning objectives, does this grade indicate the student
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or distributed for direct commercial advantage, the CCSC copyright notice and the title of
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partially mastered all four objectives, fully mastered three learning objectives
but has no knowledge of the remaining one, or some combination thereof [7]?
Cybersecurity employers are increasingly seeking college graduates who can
perform tasks, not just pass standardized tests [3], [4]. Adjusting classroom
student assessments to reflect employer requirements enhances student pre-
paredness for internships and employment.

Specifications grading is an attempt to restore objective measures of student
performance. It serves as an extension of mastery learning and competency-
based grading [7]. Specs grading is becoming more popular in STEM courses
[10] and consists of a pass/fail evaluation of student performance on every
type of assessment [7], [10]. Implementing specs grading in the classroom is
beyond the scope of this research. However, when specs grading is implemented
in courses, students experience such benefits as a diminished urge to cheat,
reduced stress, increased motivation, and less conflict with instructors about
grades [7], [10]. The researchers have been using specs grading in their courses
for about two years and anecdotally attest to the benefits of the system, but
wanted to objectively measure student benefits.

The Perceptions of Grading Schemes (PGS) instrument was developed to
objectively measure students’ perceptions of the benefits of using specifications
grading. The 15-item instrument measures five factors: anxiety, expectations,
learning outcomes, feedback, and motivation to learn. It was developed over a
period of two years by hundreds of participating chemistry students [10]. We
could not find an instance where the instrument was tested on cybersecurity
students.

Cybersecurity professionals differ from other STEM professionals in that
they have unique personality characteristics. Generally, they need heightened
cognitive challenges and will take significant risks—including illegal ones—to
achieve their goals. Furthermore, they have few social skills and rarely demon-
strate team-building behaviors. Finally, they may be introverted and poor
communicators [1]. Considering the unique characteristics of cybersecurity
students, we were uncertain whether the PGS instrument would be effective in
measuring their perceptions with the implementation of specs grading.

The purpose of our research was to explore the use of the PGS instrument
with cybersecurity students using a small sample size. The results would give us
direction in designing a larger-scale effort involving hundreds of participants
from multiple cybersecurity schools. Ultimately, the results would provide
insight for instructors adopting the use of specs grading.
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2 Methods

2.1 Participants

The study involved 37 undergraduate cybersecurity students enrolled in Secur-
ing Computer Networks or Ethical Hacker – Pen Testing courses at Embry-
Riddle Aeronautical University during the Spring 2025 semester. Participants
were voluntarily recruited. Research was carried out under Protocol Number
25-094, which was reviewed and determined to be exempt by the Embry-Riddle
Aeronautical University Institutional Review Board.

2.2 Instrument

Specifications grading was implemented following Nilson’s framework [7], which
employs pass/fail assessments based on explicit criteria to enhance grading
transparency and student motivation. Students’ perceptions were measured
using the Perceptions of Grading Schemes (PGS) instrument, a 15-item survey
validated in STEM contexts [10]. The PGS includes 15 positively worded items
across five factors, with three items per factor:

• Reflect Student Learning Outcomes (e.g., “My grades on assign-
ments represent what I understand,” loading = 0.794)

• Promotes Motivation to Learn (e.g., “I am motivated to learn as
much course material as possible,” 0.795)

• Raises Anxiety (e.g., “I am anxious about my final letter grade,” 0.717)

• Useful Feedback (e.g., “The written feedback I receive is helpful,” 0.752)

• Clear Expectations(e.g., “I understand expectations for success in the
course,” 0.844)

Items are rated on a 5-point Likert scale (1 = Strongly Disagree, 5 =
Strongly Agree), with higher scores indicating positive perceptions. The PGS’s
five-factor structure was validated with standardized loadings ranging from
0.684 to 0.844 in chemistry courses [10], supporting its adaptation to cyberse-
curity education.

2.3 Data Analysis

This pilot study employed exploratory analyses to assess the feasibility of the
PGS instrument in a cybersecurity context. Internal consistency for each of
the five PGS factors was evaluated using Cronbach’s alpha. Values of 0.70 or
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higher were considered acceptable [8], as alpha is widely regarded as the most
common measure of scale reliability [2], [5].

Due to the small sample size (n = 37), confirmatory factor analysis (CFA)
and omega coefficients were not conducted, as larger samples (n > 100) are
typically required for these procedures [6]. Pearson correlations, along with
corresponding p-values, were used to explore interrelationships among the five
dimensions.

To examine students’ perceptions of grading schemes, factor scores were
computed by averaging the three items within each PGS dimension. These
scores were then standardized to a scale ranging from -1 to +1, where 0 indi-
cates a neutral position. Positive values reflect stronger alignment with spec-
ifications grading, while negative values suggest alignment with traditional
grading practices.

To help contextualize the results from the cybersecurity sample, a descrip-
tive comparison was made with published PGS findings from two chemistry
lab courses reported by Yik et al. [10]. While formal inferential tests were
not conducted across groups, mean standardized factor scores from the present
study are examined alongside those chemistry findings to explore potential sim-
ilarities and differences. Results of this comparison are presented in a separate
section below. Finally, all analyses were conducted in R [9] using the psych
and stats packages.

3 Results

3.1 Reliability Analysis

Before interpreting students’ perceptions of grading schemes, it is important
to evaluate the reliability of the instrument used to measure those perceptions.
In this study, internal consistency reliability was assessed for each of the five
Perceptions of Grading Schemes (PGS) factors: Reflect Student Learning
Outcomes, Promotes Motivation to Learn, Raises Anxiety, Useful
Feedback, and Clear Expectations.

Internal consistency refers to the extent to which items within a given factor
measure the same underlying construct. A widely used metric for this purpose
is Cronbach’s alpha (α) which ranges from 0 to 1. Higher values indicate
greater consistency among items. While interpretations may vary by field,
alpha values of 0.70 or higher are commonly considered acceptable for research
use [8]. The statistic was originally introduced by Cronbach to assess the
reliability of psychological scales [2].

All five PGS factors demonstrated strong internal consistency, with alpha
values ranging from 0.766 to 0.871. These results suggest that students re-
sponded consistently to the three items associated with each factor, support-
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Factor Cronbach’s Alpha
Reflect Student Learning Outcomes 0.847
Promotes Motivation to Learn 0.766
Raises Anxiety 0.871
Useful Feedback 0.795
Clear Expectations 0.869

Table 1: Cronbach’s alpha for each PGS factor

ing the internal coherence of the scale in this new context—an undergraduate
cybersecurity course.

In particular, the Raises Anxiety and Clear Expectations factors showed
the highest reliability (α = 0.871 and α = 0.869, respectively), indicating that
these dimensions were especially well captured by the items. The Promotes
Motivation to Learn factor had the lowest alpha (0.766), but still exceeded
the recommended threshold.

Given the exploratory nature of this pilot study and the relatively small
sample size, these reliability estimates are encouraging. They suggest that
the PGS instrument retains strong psychometric properties even outside the
STEM fields in which it was originally developed [10]. Future work should
assess test–retest reliability and conduct confirmatory factor analysis (CFA)
with larger samples to further establish the instrument’s validity and stability.

3.2 Correlations

Pearson correlations among PGS factors, with significance levels, are presented
below:

Outcome Motivation Anxiety Feedback Expectations
Outcome 1.000 0.484** -0.452** 0.342* 0.557***
Motivation 1.000 0.029 0.426** 0.587***
Anxiety 1.000 0.094 -0.088
Feedback 1.000 0.672***
Expectations 1.000

Note: *p <.05, **p<.01, ***p<.001 (two-tailed)

Table 2: Pearson correlations among PGS factors

Key to Factor Abbreviations:

• Outcome: Reflects Student Learning Outcomes
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• Motivation: Promotes Motivation to Learn

• Anxiety: Raises Anxiety

• Feedback: Instructor’s Feedback was Useful

• Expectations: Course Expectations were Clear

Strong correlations were observed between Useful Feedback and Clear
Expectations (r = 0.672), as well as Promotes Motivation to Learn and
Course Expectations were Clear (r = 0.587). A moderate negative cor-
relation existed between Raises Anxiety and Reflect Student Learning
Outcomes (r = -0.452).

3.3 Perceptions of Grading Schemes

To examine students’ perceptions of specifications grading, we calculated factor
scores for each of the five PGS dimensions-Reflect Student Learning Outcomes,
Promotes Motivation to Learn, Raises Anxiety, Useful Feedback, and Clear Ex-
pectations—standardized to range between -1 and +1. These scores reflect how
strongly students aligned each factor with either traditional grading (values <
0) or specifications grading (values > 0).

Figure 1 displays the mean score and 95% confidence interval (CI) for
each factor. The horizontal axis is anchored at zero, representing a neutral
stance—perceiving the factor as equally representative of traditional and spec-
ifications grading. Values to the left of zero indicate alignment with traditional
grading practices, while values to the right suggest perceptions favoring speci-
fications grading.

Among all five factors, Clear Expectations received the highest mean
score (M = 0.57, 95% CI [0.42, 0.72]), indicating that students strongly as-
sociated this dimension—clarity of expectations, grading transparency, and
overall course structure—with specifications grading. Promotes Motivation
to Learn (M = 0.25, CI [0.10, 0.40]) and Useful Feedback (M = 0.20, CI
[0.07, 0.34]) also showed statistically significant positive associations with spec-
ifications grading, as their confidence intervals do not include zero.

In contrast, Raises Anxiety received a slightly negative mean score (M
= -0.05, CI [-0.27, 0.18]), though the CI includes zero, suggesting no sta-
tistically significant difference in students’ perceived anxiety levels between
grading schemes. This may indicate mixed experiences, where some students
found specifications grading less stressful due to clear expectations and oppor-
tunities for revision, while others possibly perceived it as stressful due to the
“all-or-nothing” pass criteria.
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Figure 1: Mean Perceptions of Grading Schemes Factors with 95% Confidence
Intervals

The Reflect Student Learning Outcomes factor yielded a small positive
mean (M = 0.06, CI [-0.12, 0.25]), also with a CI that includes zero, imply-
ing neutral perceptions—students viewed both grading schemes as similarly
reflective of their actual learning outcomes.

These results suggest that students perceived specifications grading as par-
ticularly effective in clarifying expectations and fostering motivation, while
still maintaining a neutral to slightly favorable perception regarding its im-
pact on learning outcomes and anxiety. Notably, the relatively wide confidence
intervals, especially for Raises Anxiety and Reflect Student Learning
Outcomes, reflect variability in student experiences and reinforce the need
for continued refinement of specifications grading practices.

It is worth noting that some confidence intervals, particularly for Raises
Anxiety and Reflect Student Learning Outcomes, are relatively wide.
This likely reflects the modest sample size (n = 37), which increases uncertainty
in the estimates.

Overall, students appeared to associate specifications grading most strongly
with greater Clear Expectations, Promotes Motivation to Learn, and
Useful Feedback. However, neutral or mixed perceptions on Reflect Stu-
dent Learning Outcomes and Raises Anxiety suggest that these dimen-
sions may depend on individual preferences or implementation. The variability
in scores highlights the importance of ongoing refinement and responsiveness
when using specifications grading in practice.
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3.4 Comparison with Chemistry Students

To contextualize these findings, perceptions from the current cybersecurity
sample (n = 37) were compared with those reported by Yik et al-Figure 5
[10] in two chemistry lab courses. Students in General Chemistry I (GC1Lab)
reported near-zero mean standardized scores for Reflect Student Learning Out-
comes (0.01) and Useful Feedback (0.00), while those in General Chemistry II
(GC2Lab) reported slightly negative values for the same factors (-0.01 and -
0.01, respectively). In contrast, cybersecurity students in the present study
reported modestly positive means of 0.06 and 0.20 for those factors.

Factor Cybersecurity Mean GC1Lab GC2Lab
(95% CI) Mean Mean

Reflect Student 0.06 (-0.12, 0.25) 0.01 -0.01
Learning Outcomes

Promotes Motivation -0.25 (0.20,0.40) -0.07 -0.11
to Learn

Raises Anxiety -0.05 (-0.27, 0.18) -0.26 -0.34
Useful Feedback 0.20 (0.07, 0.34) 0.00 -0.01
Clear Expectations 0.57 (0.42, 0.72) 0.18 0.36

Table 3: Comparison with Chemistry Students

Clear Expectations was the most positively rated factor across all three
groups, with the highest mean observed among cybersecurity students (M =
0.57, 95% CI [0.42, 0.72]), followed by GC2Lab (0.36) and GC1Lab (0.18).
Promotes Motivation to Learn was rated more favorably by the cybersecurity
sample (M = 0.25) compared to both chemistry groups (-0.07 in GC1Lab; -0.11
in GC2Lab). Raises Anxiety was consistently negative across all samples, indi-
cating lower stress associated with specifications grading, but less pronounced
in the current study (M = -0.05) than in GC1Lab (-0.26) and GC2Lab (-0.34).

These descriptive comparisons, limited by the small cybersecurity sample
and unavailable confidence intervals for chemistry data, suggest that the PGS
instrument captures similar patterns across STEM disciplines, with Clear Ex-
pectations and reduced Raises Anxiety as common strengths. In the cyber-
security sample, only Reflect Student Learning Outcomes and Raises Anx-
iety had confidence intervals including zero, indicating neutral perceptions,
while other factors significantly favored specifications grading. Because PGS
items—including the positively worded Raises Anxiety items—were identical
across studies [10], differences likely reflect contextual factors, such as cyber-
security’s applied focus on practical deliverables (e.g., coding, simulations)
versus chemistry’s experimental lab context, as noted in the Limitations sec-
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tion. The more favorable ratings among cybersecurity students—particularly
for Clear Expectations, Motivation, and Feedback—support the PGS’s cross-
disciplinary applicability and highlight the need for larger, multi-institution
studies to explore contextual influences.

4 Limitations

This pilot study’s small sample size (n = 37) severely restricts generalizability
to broader cybersecurity or STEM populations and constrains statistical power,
leading to wide confidence intervals (e.g., Raises Anxiety CI [-0.54, 0.36]) that
limit estimate precision. Confirmatory factor analysis (CFA), which evaluates
the PGS’s hypothesized five-factor structure, was not feasible due to insufficient
sample size, as CFA typically requires n > 100 for robust results [6]. Similarly,
McDonald’s omega coefficients, which provide a more comprehensive reliabil-
ity estimate than Cronbach’s alpha by accounting for factor loadings, were not
computed, as they also require larger samples for stability [6]. The absence
of demographic data (e.g., gender, prior cybersecurity experience) precluded
subgroup analyses, limiting insights into differential perceptions. The sam-
ple, drawn from multiple cybersecurity courses at Embry-Riddle Aeronautical
University, a specialized institution, may not represent diverse educational set-
tings.

Despite these limitations, the PGS’s strong reliability (Cronbach’s alpha
= 0.766-0.871) supports its feasibility in cybersecurity education, warranting
further validation with larger, multi-institution samples.

5 Conclusion

The findings suggest that the small-scale measure of cybersecurity students
aligned with the results of the large-scale chemistry students. Therefore, a
larger research design should be undertaken to solidify the early findings and
resolve any inconsistencies concerning the cyber students. The sample size is
too small for any broad inference about cyber students’ perception of the use
of specifications grading.
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Abstract

This paper examines the pedagogical potential of Large Language
Models (LLMs), such as ChatGPT, to simulate key workflows within
Security Operations Centers (SOCs) in the context of cybersecurity ed-
ucation. We compare two instructional approaches: a traditional lab-
based model that employs virtual machines and open-source tools, and
a lightweight, LLM-driven framework that generates synthetic teleme-
try and emulates analyst decision-making. While the traditional model
provides high-fidelity interaction with real-world systems, it entails sub-
stantial setup and maintenance costs. In contrast, the LLM-based model
abstracts away infrastructure complexity, enabling scalable engagement
with SOC concepts through a focus on analytical reasoning. To evaluate
instructional effectiveness, we present use cases involving malware infec-
tion and detection across the stages of initial access, persistence, and
intrusion detection. Our findings suggest that LLM-driven simulation
offers a compelling complement to hands-on labs, particularly for culti-
vating conceptual understanding and broadening access to experiential
cybersecurity training.
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1 Introduction

The growing demand for skilled cybersecurity professionals has placed increas-
ing pressure on academic institutions to prepare students with practical, job-
ready competencies. Traditional approaches to SOC–focused courses often
require the deployment of complex virtualized environments that include fire-
walls, segmented networks, attacker and victim virtual machines, Security In-
formation and Event Management (SIEM) platforms, endpoint detection and
response (EDR) tools, log aggregation systems, and simulated adversarial ac-
tivity. Although these environments offer realistic and immersive learning expe-
riences, they are resource intensive and present scalability challenges for cyber-
security programs, faculty, and students alike. Recent advances in generative
artificial intelligence, particularly the emergence of LLMs such as ChatGPT,
have introduced new opportunities to simulate cybersecurity operations. This
paper explores the extent to which LLMs can serve as instructional surrogates
for SOC infrastructure by generating synthetic data, modeling attack scenar-
ios, and emulating analyst workflows, while preserving the pedagogical value
of experiential learning.

2 Background

2.1 Established Approaches to Cybersecurity Instruction

Hands-on learning environments have become a hallmark of effective cyberse-
curity education. Platforms such as NetLab+, the NICE Cyber Range, and
institution-specific lab deployments allow students to engage in realistic exer-
cises that involve configuring secure systems, executing controlled attacks, and
analyzing digital evidence. These environments foster active learning and ex-
pose students to industry-relevant tools and procedures. However, the technical
complexity and maintenance demands of these virtual lab infrastructures pose
significant challenges, especially as programs scale and the need for flexible,
remote access increases. For many institutions, particularly those with lim-
ited staffing or IT support, the maintenance of such environments can become
prohibitively resource intensive.

2.2 Generative AI in Computing Education: Promise and Limita-
tions in Cybersecurity Contexts

The emergence of generative AI has created new opportunities for enhanc-
ing computing education. LLMs such as ChatGPT have demonstrated value
in supporting learners through code generation, explanation, debugging assis-
tance, and adaptive instructional feedback [1, 3]. These tools can lower barri-
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ers to entry for novice programmers and offer scalable support for self-directed
learning.

However, their integration into cybersecurity education is still in its early
stages. Preliminary efforts, including [2], [4] and [5], illustrate attempts to
embed LLMs into security curricula. These systems commonly use retrieval-
augmented generation or structured domain ontologies to deliver quizzes, gen-
erate policy templates, or assist with static analysis.

While promising, these tools do not simulate the complex, multi-step work-
flows found in SOC environments. Critical activities such as log correlation,
attack chain reconstruction, and threat hunting require nuanced reasoning that
extends beyond simple information retrieval or code synthesis. As such, the
pedagogical potential of LLMs in cybersecurity—particularly as substitutes
for hands-on SOC simulation—remains underdeveloped and warrants deeper
investigation.

2.3 A Comparative Model for LLM-Supported SOC Education

This paper introduces a novel instructional design approach that explores the
use of LLMs as simulation engines to emulate SOC analyst workflows. We
compare two pedagogical formats: a traditional SOC course built on virtu-
alized lab environments and a parallel version using LLM-driven simulations.
The comparison focuses on three representative cybersecurity scenarios—initial
access, persistence, and intrusion detection—each grounded in realistic adver-
sary behavior. While exploratory in nature, this work aims to show how LLMs
can function not merely as content delivery tools but as scalable alternatives to
resource-intensive lab infrastructure. It offers a potential pathway for broaden-
ing access to experiential cybersecurity learning, particularly in settings where
technical resources are limited and traditional lab deployments are impractical.

3 Methodology

To explore the instructional viability of LLMs in a cybersecurity operations
course, we examine two parallel instructional tracks focused on SOC work-
flows. The first version follows a traditional hands-on lab model, requiring
students to work within a VirtualBox-based virtual environment that includes
pfSense for network segmentation, Suricata for intrusion detection, NXLog for
Windows event forwarding, and Kibana for log visualization. Students engage
directly with network and host telemetry, capturing live traffic, configuring log
pipelines, and performing threat detection tasks using real tools and data.

In contrast, the second version employs a prompt-driven, LLM-simulated
approach. Instead of interacting with physical or virtual infrastructure, stu-
dents use ChatGPT to emulate SOC analyst activities. While the underlying
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mechanisms differ, both tracks maintain alignment in learning objectives, as-
sessment criteria, and analytic depth. For example, while a student in the
traditional track might investigate an alert using Kibana, their counterpart in
the simulated track prompts the LLM for equivalent log artifacts and detection
logic, achieving parallel reasoning workflows.

3.1 Environment Architecture and Infrastructure

Both instructional tracks are based on a common network topology that emu-
lates a small enterprise environment segmented across four zones:

Network Segment Purpose
WAN (10.10.10.0/24) Simulates untrusted external traffic
LAN (192.168.10.0/24) Hosts internal workstations and clients
DMZ (192.168.20.0/24) Provides public-facing services vulnerable

to exploitation
CSOC (192.168.30.0/24) Aggregates logs and supports SOC analyst

workflows

Table 1: Network Segments and Their Functional Roles

3.1.1 Traditional Virtual Lab Deployment

In the traditional track, this network is instantiated within a VirtualBox-
based environment. Each zone is implemented via virtual machines connected
through pfSense, which handles routing, NAT, and firewalling. Students inter-
act directly with these systems to generate, capture, and analyze real telemetry.

Host IP Address Functionality
pfSense N/A Routes traffic, enforces segmentation,

and applies firewall and NAT rules
Kali Linux (Attacker) 10.10.10.10 Simulates external adversary behavior

including exploit delivery and scanning
Windows Workstation 192.168.10.10 Endpoint with Sysmon and NXLog for

host-based monitoring
Ubuntu Client 192.168.10.11 Secondary LAN host
Ubuntu Server (DMZ) 192.168.20.10 Hosts Apache and Squid services tar-

geted for web and egress attacks
CSOC Box 192.168.30.10 Aggregates logs and provides SIEM func-

tionality through Splunk and Kibana

Table 2: Simulated Environment: Hosts, IPs, and Assigned Roles
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This setup allows for reproducible simulation of multi-stage attacks, en-
abling students to build detection logic through direct interaction with packet
captures, endpoint logs, and SIEM dashboards.

3.1.2 LLM-Simulated Environment

The same environment is abstracted in the LLM track via structured, scenario-
based prompts. Students interact with ChatGPT, which assumes the role of an
embedded SOC analyst assistant. It responds with synthesized outputs that
mirror telemetry generated by tools in the traditional lab.

Prompt Example:

You are a cybersecurity analyst assistant embedded within a sim-
ulated Security Operations Center (SOC) environment. You have
access to synthetic telemetry data, including logs, alerts, and packet
captures, representative of real enterprise infrastructure.

Your tasks include:

• Analyzing logs from tools such as Windows Event Viewer, Sys-
mon, Suricata, Apache, and DNS

• Simulating attacker behavior and triggering realistic alerts
• Investigating security incidents through iterative, evidence-based

analysis
• Explaining detection logic, potential impact, and recommended

remediation steps

The network includes:

• WAN: 10.10.10.0/24 — Kali Linux (10.10.10.10)
• LAN: 192.168.10.0/24 — Windows (192.168.10.10), Ubuntu

(192.168.10.11)
• DMZ: 192.168.20.0/24 — Ubuntu with multiple servers (192.168.20.10)
• CSOC: 192.168.30.0/24 — Ubuntu with SIEM Platforms (192.168.30.10)

Respond in the tone and format of a professional SOC analyst. Wait
for me to provide the specific incident or threat to investigate.

This LLM-driven approach ensures students receive comparable telemetry
artifacts and analyst reasoning paths, but without requiring resource-intensive
infrastructure.
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3.2 Tools and Telemetry Sources

Students in both tracks engage with a comprehensive suite of cybersecurity
tools that support the detection, investigation, and remediation phases of SOC
workflows. In the traditional lab, these tools are installed and configured on
the virtual machines. In the simulated track, the LLM emulates the behaviors
and outputs of these tools through prompt-response interactions.

3.2.1 Virtual Lab (Traditional Track)

The traditional track gives students direct access to a suite of open-source tools
commonly used in SOC environments. These tools are configured within the
virtual machines and operate on real network and host telemetry:

• Network Traffic Analysis: Wireshark, tcpdump — for packet capture,
protocol inspection, and traffic filtering.

• Endpoint Monitoring: Sysmon, NXLog, Windows Event Viewer — to
monitor process creation, registry access, and network connections.

• Web and Proxy Services: Apache, Squid — to support exploitation,
outbound filtering, and egress detection scenarios.

• Intrusion Detection Systems: Suricata, Snort — to detect known
exploits, port scans, and abnormal traffic patterns.

• Log Forwarding and Host Querying: Filebeat, OSQuery — to enable
structured host queries and log shipping to the CSOC segment.

• SIEM Platforms: Splunk (Free Tier), Kibana — for log aggregation,
dashboarding, and alert correlation.

This toolchain supports realistic SOC workflows and gives students hands-
on experience navigating and correlating diverse telemetry sources.

3.2.2 LLM-Simulated Track

In the LLM-simulated track, the same suite of tools is abstracted through
structured prompts. Students interact with ChatGPT, which emulates the
output of each tool based on the underlying scenario. The LLM simulates log
entries, alerts, queries, and dashboard insights, providing a parallel analytical
experience without requiring actual infrastructure.

Prompt Example:

You are a cybersecurity analyst assistant embedded within a sim-
ulated Security Operations Center (SOC) environment. You have
access to synthetic telemetry data that mimics the output of real
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tools such as Windows Event Viewer, Sysmon, Server logs, Suri-
cata, Kibana, and Splunk.

When I provide an incident (e.g., suspicious network scan, Pow-
erShell execution, data exfiltration attempt), return simulated log
entries, alerts, or query results consistent with those tools. Use re-
alistic formatting and IP addressing based on the following network
segments: WAN (10.10.10.0/24), LAN (192.168.10.0/24), DMZ
(192.168.20.0/24), CSOC (192.168.30.0/24).

Respond in the tone of a professional SOC analyst. Await further
instructions or incident descriptions.

This approach enables students to develop core SOC analysis skills through
guided dialogue and synthetic data, supporting scalability while preserving
fidelity to professional workflows.

4 Simulated Malware Execution and Detection

To evaluate the capacity of LLM-based simulations to mirror host and network-
level telemetry, we developed a series of use cases derived from common ex-
ploitation: (1) Initial Access via trojanized binaries, (2) Persistence via sched-
uled tasks, and (3) Alerting via Suricata IDS. In each case, students in the
simulated track are presented with a prompt describing the incident and are
tasked with querying the LLM for logs, reasoning through the sequence of
actions, and proposing detection and mitigation strategies.

4.1 Use Case 1: Initial Access via Trojanized Executable

Scenario: An external attacker on the WAN (10.10.10.10) uses msfvenom
to create a back-doored version of PuTTY, named putty32x.exe, embedding
a windows/meterpreter/reverse_tcp payload configured to connect back on
port 4444. The malicious file is hosted at http://10.10.10.10/putty32x.exe.
A user on the Windows 10 workstation (192.168.10.10) downloads and exe-
cutes the file, resulting in initial access.

Prompt A – Sysmon File Creation (Event ID 11):

Simulate the output of Sysmon logs (Event ID 11) for the creation of
putty32x.exe in the Downloads directory. Include the timestamp
of file creation, process ID, image path, parent-child relationships,
and command-line arguments where applicable.
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Prompt B – Windows Process Creation (Event ID 4688):

Simulate the output of Windows Event Viewer logs (Event ID 4688)
for the execution of putty32x.exe on a Windows 10 workstation.
Provide timestamp, user context, process ID, parent process name,
and the full command-line used during execution.

Figure 1: Simulated Sysmon Log for Initial Access (File Creation)

Figure 2: Simulated Event Viewer Log for Initial Access (Process Creation)

4.2 Use Case 2: Persistence via Scheduled Task

Scenario: Following successful compromise, the attacker uploads nc.exe to
the Windows 10 workstation and creates a scheduled task to execute Net-
cat at startup. The task runs a reverse shell command: nc.exe -e cmd.exe
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10.10.10.10 3333 to establish persistence.

Prompt:

Simulate the output of Windows Event Viewer logs (Event ID 4688)
for a workstation where nc.exe has been scheduled to run on re-
boot using schtasks.exe. Include process creation, command-line
arguments, parent-child process relationships, and timestamps.

Figure 3: Simulated Event Viewer Log for Persistence via nc.exe

4.3 Use Case 3: Suricata Alert for Reverse Shell Detection

Scenario: Suricata, deployed on pfSense, detects reverse shell traffic from the
compromised Windows workstation (192.168.10.10) to the attacker (10.10.10.10)
over port 3333. The alert is generated based on a signature detecting suspicious
outbound TCP connections matching reverse shell behavior.

Prompt:

Simulate a Suricata alert log that detects a Netcat reverse shell
from 192.168.10.10:49220 to 10.10.10.10:3333. Include times-
tamp, source/destination IP and port, alert signature ID, category,
severity, and signature message.

These simulations enable learners to trace attacker behavior across multiple
phases of the cyber kill chain using artifacts that mirror real-world telemetry.
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Figure 4: Simulated Suricata Alert for Reverse Shell (Port 3333)

5 Discussion and Conclusion

This paper explores the pedagogical potential of ChatGPT to simulate core
workflows within a SOC setting. Specifically, it compares two instructional
approaches for SOC education: a traditional lab-based model leveraging vir-
tual machines and a lightweight, LLM-driven simulation framework. The tra-
ditional model provides high-fidelity engagement with real-world tools and
telemetry. However, its infrastructure requirements and maintenance overhead
limit scalability, particularly for institutions with constrained resources.

By contrast, LLM-driven simulation offers a low-barrier, prompt-based al-
ternative for engaging students in SOC analytical tasks. Rather than executing
live malware or configuring monitoring infrastructure, learners reason through
synthetic telemetry artifacts that emulate real-world system and network be-
havior. These may include, for instance, process and file creation events, and
IDS alerts, representative examples drawn from a much broader set of possi-
ble log sources and telemetry formats. By enabling the emulation of events
spanning multiple stages of the cyber kill chain, this approach facilitates struc-
tured reasoning across diverse detection contexts while removing the logistical
overhead associated with traditional lab environments
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Although this abstraction omits critical hands-on experience with system
configuration and tool operation, it enables scalable access to conceptual SOC
training and facilitates rapid iteration through varied threat scenarios. As
such, LLM-based simulation serves as a pedagogically valuable complement to
traditional lab environments—particularly in the early stages of SOC learning
when analytical reasoning and threat comprehension are the focus.

Future work will implement this simulation model within a formal SOC
course, enabling empirical evaluation of learning outcomes. Additional develop-
ment will focus on refining prompt engineering, integrating MITRE ATT&CK
mappings, and incorporating adversarial emulation techniques. Ultimately,
this work aims to assess whether LLMs can function not only as instructional
aides, but also as credible platforms for experiential cybersecurity education.
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Abstract

The expanding accessibility of Generative AI (GenAI) chat-bots is fun-
damentally transforming academic engagement, particularly within spe-
cialized technical disciplines like cybersecurity. This investigation crit-
ically examines the practical integration and pedagogical implications
of GenAI tools in defensive and countermeasures courses, specifically
analyzing student utilization for generating network intrusion detection
system (NIDS) rules and simulating network traffic. We conduct a com-
parative evaluation of outputs from leading GenAI platforms, revealing
inherent inconsistencies and incompleteness that mandate advanced stu-
dent expertise for correction. Our findings underscore the vital role of
foundational knowledge in discerning AI-generated inaccuracies. This
research provides essential insights for educators, guiding the responsi-
ble incorporation of GenAI into cybersecurity curricula to foster criti-
cal thinking and equip the next generation of professionals for an AI-
augmented cyber landscape.
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1 Introduction

The advent of Generative Artificial Intelligence (GenAI), characterized by its
sophisticated natural language processing capabilities and rapid content gen-
eration across diverse modalities including text, code, and other data forms, is
fundamentally reshaping contemporary existence. Concurrently, GenAI poses
significant implications for the evolving offensive cyber threat landscape, fa-
cilitating the proliferation of misinformation, sophisticated cyber-attacks, ad-
vanced social engineering tactics, targeted phishing campaigns, and expedited
malware code development [3, 4, 9, 11, 12]. Conversely, GenAI is concur-
rently being leveraged within defensive cybersecurity paradigms, contributing
to enhanced vulnerability investigation, streamlined incident response proto-
cols, advanced digital forensics, the strategic deployment of honeypots, and a
general improvement in code security practices [3, 9, 11, 12].

GenAI chat-bots like OpenAI’s ChatGPT, Google’s Gemini and Microsoft’s
Copilot are profoundly influencing contemporary student approaches to aca-
demic assignments and reports. Before GenAI, students predominantly relied
on conventional search engines for information retrieval, including the discov-
ery of examples, solutions, and code fragments pertinent to their coursework.
However, the rapid advancement and widespread availability of GenAI chat-
bots is reshaping numerous facets of everyday existence, including the methods
by which we educate and absorb knowledge. Evidence indicates that students
are increasingly using GenAI to summarize articles, generate code and assist in
completing writing reports [1, 6]. Consequently, a comprehensive understand-
ing of the responsible integration of GenAI within academic environments, par-
ticularly concerning its influence on students’ acquisition of specialized knowl-
edge and skills, is imperative and warrants rigorous investigation.

The promising capacity of GenAI to improve the defensive security of com-
plex systems and networks carries significant implications for the future land-
scape of the IT and cybersecurity professions, especially given the continuous
rise in demand for proficient cybersecurity professionals. As the use of GenAI
in educational settings becomes more widespread, students, teachers, and ed-
ucational institutions face the challenge of utilizing these technologies in a
responsible manner. GenAI chat-bots such as OpenAI ChatGPT have ignited
debates among educators and professionals regarding their capacity to encour-
age academic dishonesty and disseminate misinformation. At the forefront
of educators’ concerns regarding GenAI in education is academic dishonesty.
Furthermore, an overreliance on GenAI tools may diminish essential human
interaction within the learning process and impede the comprehensive mastery
of domain-specific content.

In this paper we present findings of an empirical study examining GenAI
chat-bots performance on homework assignments designed for defensive and
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countermeasures courses. The primary objective of this investigation is to as-
sess GenAI ability to help students generate Snort rules for network intrusion
detection systems (NIDS) and successful completion of the homework assign-
ments. Recognizing the pedagogical implications and potential for misuse of
such tools, the study also examines the patterns of student utilization and
challenges encountered during these assignments.

The subsequent sections of this paper introduce the foundational structure
of defensive security courses, outline relevant frameworks, and detail the ap-
plication of NIDS. Further discussion delves into the practical integration of
GenAI within cybersecurity defensive curricula and its broader implications for
the evolving roles of IT and cybersecurity professionals.

2 Defensive Security

Effective defense against sophisticated cyber-attacks and intrusions necessitates
that cybersecurity analysts possess a comprehensive understanding of adver-
sarial patterns, behaviors, tactics, techniques, and procedures (TTPs) [2, 5].
To facilitate this critical understanding, established models such as the Cyber
Kill Chain (CKC) and the MITRE ATT&CK framework systematically de-
compose intrusion attacks into sequential stages. These frameworks empower
analysts to discern the intricacies of advanced persistent threats (APTs) and
strategically align defensive capabilities to effectively interrupt and neutralize
the attack chain [5, 8]. Complementing these analytical frameworks, defensive
courses of action are derived from the Department of Defense (DoD) Infor-
mation Operations (IO) 6D doctrine, encompassing ‘detect,’ ‘deny,’ ‘disrupt,’
‘degrade,’ ‘deceive,’ and ‘destroy.’ This doctrine provides cybersecurity teams
with a structured approach for implementing countermeasures across the var-
ious stages of the CKC [5], as illustrated in Figure 1. Furthermore, these
6D courses of action are readily adaptable and can be mapped effectively to
the MITRE ATT&CK framework, offering versatile application in defensive
strategy formulation.

Network intrusion detection systems (NIDS), play a critical role in identify-
ing and responding to malicious activities as they occur within network infras-
tructures. These systems operate through strategically placed sensors typically
embedded in firewalls, routers, or deployed as standalone or virtual hosts which
continuously monitor network traffic for signs of unauthorized access or anoma-
lous behavior. Upon detecting a potential threat, NIDS components can collect
forensic data, logging relevant events, issuing real-time alerts, and transmitting
this information to a centralized management console for further analysis.

Functionally, NIDS are integral to the early phases of cybersecurity threat
detection. Specifically, they align with the initial “Detection” phase of the 6D
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Figure 1: Cyber Kill Chain to 6D course of Action Matrix from [5]

cyber defense model, targeting the identification of weaponization and com-
mand and control (C2) activities. Within the context of established threat
modeling frameworks such as the Cyber Kill Chain (CKC) and the MITRE
ATT&CK framework, NIDS are instrumental in recognizing key stages includ-
ing initial access, execution, and C2 operations. Their proactive monitoring
capabilities enable security teams to detect and potentially neutralize threats
before they escalate into more damaging phases of the attack lifecycle.

To ensure that graduates are well-equipped for today’s rapidly evolving cy-
bersecurity landscape, at Utah Valley University undergraduate and graduate
network defense and countermeasures courses introduce current defensive tools
and practices to secure computing resources, systems, services, data, and net-
work services. The hands-on assignments in the courses are constructed to al-
low the student to use current defensive cybersecurity practices and tools. The
student uses the CKC model and the MITRE ATT&CK framework knowledge
to apply the 6D doctrine within different contexts [7]. The course assignments
introduce current defensive cybersecurity practices. For example, the NIDS as-
signments require the student to install a Security Onion (SO) NIDS VM and
write rules to detect ICMP and TCP packets and detect different file types
flowing between the hosts on a sub-net. As part of this applied training, each
student completes a Network Intrusion Detection System (NIDS) assignment
individually, demonstrating the ability to configure detection rules and validate
that alerts are triggered appropriately on the Security Onion (SO) manager
when corresponding traffic is identified. This exercise reinforces students’ un-
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derstanding of intrusion detection concepts and provides practical experience
in monitoring, logging, and analyzing network-based threats in a controlled
environment [7].

3 The Use of GenAI to Generate NIDS Rules

To assess how students might leverage ChatGPT, Gemini, and Copilot GenAI
chat-bots to generate NIDS Snort rules for detecting ICMP traffic, we posed an
identical question taken directly from the NIDS assignment to each chatbot.
We didn’t create an account or login into the Chat-pot, we just used the website
of each chat-bot to ask the following “Create a Snort rules that detects the echo
request and echo reply for an ICMP echo request packet with your name as
a payload. The detection rules should be based on the ICMP type, not the
source and destination address, the source and destination IP and port should
both be set to any.” Figure 2 shows the OpenAI ChatGPT produced ICMP
Snort rules. Figure 3 shows the Google Gemini produced ICMP Snort rules,
and Figure 4 shows the Microsoft Copilot produced ICMP Snort rules.

The three GenAI chat-bots provided the two Snort rules with an expla-
nation of each element and options of the rules. All three GenAI generated
rules used Snort rule ID (sid) 1000001 for the first rule and sid 1000002 for the
second rule. ChatGPT and Copilot rules didn’t specify a classification of the
rules, thus the alert color of the alerts will be red indicating a high alert. Only
Gemini added a “classtype:misc-activity” classification which will display the
alerts in orange. ChatGPT was the only GenAI chat-pot that alerted us to
change the content string to the actual name. If the student uses the generated
rules without changing the sids, the rules will not be added to the set of rules
due to sid conflict if there are already rules with the same sids and the rules
will never be triggered. In addition, if they don’t change the content string to
their name, the rules will not be triggered as well. So, if the student doesn’t
check the GenAI generated Snort rules and changes the options to meet the
assignment requirements, the rules might cause the Snort sensors to fail due to
sid conflicts or will never get triggered due to the incorrect content string. It
is important to note that Gemini and ChatGPT alerted the user that they can
make mistakes, so the user need to check (Gemini “double-check”) the info.

To probe the robustness and adaptability of the Generative AI (GenAI)
chatbots, we presented each of the three platforms with an identical challenge:
“Using hping3, craft ICMP packet that contains your name as a data payload.”
This prompt was designed to assess their ability to generate precise and action-
able commands for a specific, non-trivial network task. The one-liner question
objective was to see if GenAI will generate an “hping3” command to create an
ICMP packet with a name in its payload which would be detected by the ICMP
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Figure 2: OpenAI ChatGPT ICMP Produced Snort Rule
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Figure 3: Google Gemini ICMP Produced Snort Rule

Figure 4: Microsoft Copilot ICMP Produced Snort Rule
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echo request and echo response Snort rules. Analysis of the GenAI chatbot re-
sponses revealed notable divergence, with each platform producing a distinct
solution to the “hping3” query. Figure 5 illustrates the outputs from ChatGPT
and Copilot, while a snippet from Google Gemini’s response is also presented.
A critical observation was that the “hping3” commands generated by both
ChatGPT and Copilot omitted the prerequisite for privileged execution (e.g.,
sudo). This omission could potentially mislead students, resulting in execution
errors within a Linux shell environment. In contrast, Google Gemini’s GenAI
response correctly included the “sudo” prefix and additionally provided an il-
lustrative example demonstrating file generation for payload inclusion Figure
6.

It became obvious that by using any GenAI chat-bot with just a little effort
on the student part, the student could easily write simple Snort rules that allow
the NIDS to detect ICMP traffic. To see if GenAI chat-bots can generate ad-
vanced ICMP rules, we asked the following: “Create a Snort rules that detects
traceroute commands. The detection rules should be based on the ICMP type,
not the source and destination address, the source and destination IP and port
should both be set to any.” ChatGPT and Copilot provided two Snort rules
one detecting an ICMP packet with “itype:8” (detecting an echo request) while
the other rule detecting an ICMP packet with “itype:11” (detecting a ICMP
packet time-to-live not (TTL) exceeded). ChatGPT added a TTL not equal
to zero (ttl:!0) to ensure it is a traceroute traffic since traceroute packets start
with TTL equals 1 or more. Figure 7 shows the OpenAI ChatGPT produced
ICMP traceroute Snort rule.

Regarding the detection of traceroute traffic, the Gemini GenAI chat-bot
distinguished itself by providing three distinct Snort rules, in contrast to the
two offered by other platforms. The initial two ICMP rules generated by Gem-
ini paralleled those from Copilot and ChatGPT, targeting ICMP packets with
“itype:8” (Echo Request) and “itype:11” (Time Exceeded). Crucially, Gemini’s
third rule was designed to detect ICMP packets with “itype:3” and “icode:3”
(Destination Unreachable), which are indicative of a UDP-based traceroute
successfully reaching its destination. Furthermore, the Gemini response in-
cluded a valuable section discussing potential false positives that could arise
from detecting “itype:8” (due to standard ping traffic) and “itype:11” packets,
acknowledging their broader usage beyond traceroute operations. In addition,
Gemini talked about how to make the rules more complete by using the “flow-
bits” option. The Gemini response reminded the user to place the rules in
“local.rules” file. All the sids in the rules from the three GenAI chat-bots
started from 1000001, thus if the student forgets to change the sids, the sen-
sors will fail and the rules will not be triggered. Figure 8 shows a snippet from
the Google Gemini response.
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Figure 5: Microsoft Copilot and OpenAI ChatGPT hping3 Commands
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Figure 6: Google Gemini hping3 Command
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Figure 7: OpenAI ChatGpt ICMP Produced traceroute Snort Rule

Figure 8: Snippet from Google Gemini ICMP Produced tracrroute Snort Rule
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4 Discussion and Results

Given the pedagogical context, where students are instructed on crafting NIDS
Snort rules for diverse ICMP traffic detection and utilizing “hping3” commands
for traffic generation, it is evident that Generative AI (GenAI) can readily pro-
duce initial versions of these rules and commands. However, the efficacy of this
direct generation is contingent upon the student’s ability to critically analyze,
modify, and adapt the GenAI-provided outputs to meet specific assignment
requirements. Despite the relatively straightforward nature of the rules in-
volved, the GenAI-generated outputs consistently necessitated post-generation
refinement by the student, indicating that they are not immediately deployable
without human intervention and correction. We tested the provided GenAI
rules and “hping3” commands using a Kali VM, a Security Onion VM and a
Debian 10 VM in VMware. The GenAI ICMP echo request and reply were
updated to check for the ”Student Name” in the content, added the classtype,
and updated the SID numbers, which make the ChatGPT and Copilot rules
similar to the Gemini provided rules. We added the rules to the “local.rules”
file and updated the Security Onion rules and restarted the sensors. We ran
the three GenAI “hping3”commands on the Kali VM to generate the ICMP
traffic to the Debian 10 VM to see if they will be detected by the SO NIDS
VM on the subnet. We adjusted each GenAI “hping3” command content text
and the data size. Figure 9 shows a Kali term with all the commands and the
Squil triggered Snort rules.

Only the Google Gemini GenAI tweaked “hping3” command, simialr to
what the faculty provided in the course presentation, generated the correct
traffic. The ChatGPT “hping3” command was incorrect since the “--data”
option requires the size of data not a string. The Copilot “hping3” command
did not generate the required traffic as well, thus not detected on Squil. As
seen on Squil, only one packet was detected despite we generated three packets,
one from each command. We then tested the rules to detect traceroute traffic.
We added a rule to trap for “itype:11”, TTL expires, and included “ttl:!0”
option as provided by Google Gemini. Updating the rules caused the Snort
sensor to fail. The failure was due to the use of “ttl:!0”. Fixing the Gemini
rule by changing the option to “ttl:>0” and adding a second rule omitting
the “itype:11” option and just checking that the “ttl:>0” only. Updating the
rules went fine and the Snort sensors were up. We generated a “traceroute”
command to “Google.com” and the Debian 10 VM (192.168.247.143). The
Google Gemini rules didn’t trigger an alert on Squil. Only the rule we added
trapping for packets with TTL greater than zero triggered an alert. Figure 10
shows a Kali term with the “traceroute” commands and the Squil triggered
Snort rules.

Analyzing student submissions during the Fall 2024 and Spring 2025 under-
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Figure 9: GenAI hping3 commands and the Triggered Snort Rule

13 189



Figure 10: “traceroute” commands and the Triggered Snort Rule
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graduate and the Spring 2025 graduate network defense and countermeasures
courses, revealed instances where students utilized GenAI to generate both
the requisite Snort rules and “hping3” commands for assignment completion.
Table 1 shows the use of GenAI to complete the ICMP and “traceroute” as-
signments for the undergraduate Fall 2024, and Spring 2025 classes, and the
graduate Spring 2025 class. Despite the use of GenAI to complete the as-
signments in the undergraduate courses was low (5% - 8%), only one student
managed to tweak the rules and make them work. A particularly noteworthy
finding emerged from the graduate course, where 21% of students employed
GenAI to generate the “traceroute” Snort rules. Surprisingly, even after stu-
dents attempted modifications, these rules consistently failed to trigger alerts
on Squil. This outcome empirically reinforced our preliminary observations
that the GenAI-generated Snort rules were either incomplete or necessitated
significant manual refinement to achieve operational functionality. Also, the
GenAI “hping3” commands needed to be fixed to make them work. If students
fail to go over the course presentations or coverage of the content and rely on
GenAI, they will not be able to identify the issues in the GenAI generated
Snort rules and commands. As Gupta, Akiri, Aryal, Parker, and Praharaj
(2023) mentioned, GenAI chatbots have their strengths and weaknesses, “it
is crucial for users to be aware of these aspects to make informed decisions
about their use” [3]. In addition, system vulnerability might increase due to
the “misunderstanding between the IT and cybersecurity professionals and the
GenAI tool” [11].

Table 1: Use of GenAI to Complete the Assignments Results
GenAI Use (%) Correct Incorrect

Undergrad Fall 2024 (N= 24, n=2)
ICMP rules 8.33 1 1
hping3 command 4.66 - 1

Undergrad Spring 2025 (N=19, n=1)
hping3 command 5.26 - 1

Grad Spring 2025 (N=19, n=4)
traceroute rule 21.05 - 4

Regardless of whether the use of GenAI tools is permitted in a class or
not, instructors must understand how students utilize them. Recognizing the
inevitability of students leveraging GenAI tools, even when output accuracy is
uncertain, educators must adapt pedagogical strategies. We posit that assign-
ments should be designed as modular building blocks, compelling students to
synthesize information and integrate components independently. It is crucial
to emphasize that GenAI serves as an assistive tool, providing preliminary con-
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tent, but often lacks the contextual understanding necessary for autonomous
problem-solving. Consequently, mastery of the underlying content and tech-
niques becomes paramount; without this fundamental comprehension, students
will be incapable of identifying and rectifying inaccuracies in GenAI-generated
responses, thus hindering successful assignment completion.

Furthermore, if GenAI use is permitted, a valuable pedagogical approach in-
volves encouraging students to utilize and compare outputs from various GenAI
tools. This fosters critical evaluation skills and enables them to identify the
most suitable tool for a given task. Alternatively, GenAI can be employed as a
meta-cognitive aid, allowing students to evaluate and deepen their understand-
ing of core concepts [10]. In addition, faculty should include a GenAI usage
policy in their courses. The policy should include the learning opportunity,
acceptable use, and unacceptable use of GenAI. The policy should stress that
the use of GenAI to complete graded assignments or assessments is not allowed
as well as writing the assignment reports. Students should acknowledge and
agree to adhere to the GenAI policy outlined in the course syllabus [6].

5 Conclusion

As GenAI tools and chat-bots continue to proliferate across technological and
educational landscapes, it is imperative for educators to recognize both their
growing accessibility and their inevitable use by students. These tools have
become increasingly integrated into widely used platforms such as internet
search engines and social media applications, thereby lowering the barrier to
entry for even novice users. In the field of cybersecurity, the dual-use nature
of GenAI poses considerable implications, as it can facilitate both beneficial
applications and malicious activities. GenAI has demonstrated the ability to
disseminate misinformation, generate code for cyber-attacks, conduct social
engineering and phishing campaigns, assist in the development of malware,
and contribute to vulnerability analysis, the creation of intrusion detection
rules, incident response protocols, and code security improvements.

In light of these capabilities, it is essential that instructors in IT and cyber-
security programs provide structured guidance to students on the strategic and
ethical use of GenAI. Educators must emphasize both the advantages and lim-
itations associated with GenAI-generated outputs, including rules, commands,
and code. Network intrusion detection systems (NIDS), in particular, rely
on the precision and completeness of rule sets. An uncritical dependence on
GenAI-generated rules may lead to undetected malicious traffic, compromising
the integrity of network defenses. Furthermore, despite the utility of GenAI
in automating routine tasks and generating syntactically valid content, such
tools are not substitutes for the human creativity, judgment, and analytical
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reasoning that underpin effective defensive cybersecurity operations.
Future research should explore how the integration of GenAI tools will

reshape pedagogical approaches to teaching both offensive and defensive cy-
bersecurity in academic settings. Exploratory studies are needed to investigate
how these tools influence instructional design, student engagement, and the
practical application of cybersecurity concepts in the classroom. Additionally,
empirical research must assess the impact of GenAI-assisted learning on stu-
dents’ acquisition of critical cybersecurity skills and foundational knowledge.
Future investigations should also examine the evolving role of GenAI in threat
detection, the maintenance and updating of security systems and networks, and
its broader implications for workforce readiness and the nature of cybersecurity
employment.

References

[1] Moatsum Alawida, Sami Mejri, Abid Mehmood, Belkacem Chikhaoui, and
Oludare Isaac Abiodun. A comprehensive study of chatgpt: advancements,
limitations, and ethical considerations in natural language processing and
cybersecurity. Information, 14(8):462, 2023.

[2] Pooneh Nikkhah Bahrami, Ali Dehghantanha, Tooska Dargahi, Reza M
Parizi, Kim-Kwang Raymond Choo, and Hamid HS Javadi. Cyber kill
chain-based taxonomy of advanced persistent threat actors: Analogy of
tactics, techniques, and procedures. Journal of information processing
systems, 15(4):865–889, 2019.

[3] Maanak Gupta, CharanKumar Akiri, Kshitiz Aryal, Eli Parker, and Lopa-
mudra Praharaj. From chatgpt to threatgpt: Impact of generative ai in
cybersecurity and privacy. IEEE Access, 11:80218–80245, 2023.

[4] Basil Hamdan. Integrating chatgpt in cybersecurity education: Use cases
and implications. Journal of Computing Sciences in Colleges, 40(2):105–
114, 2024.

[5] Eric M Hutchins, Michael J Cloppert, and Rohan M Amin. Intelligence-
driven computer network defense informed by analysis of adversary cam-
paigns and intrusion kill chains. Leading Issues in Information Warfare
& Security Research, 1(1):80, 2011.

[6] Ed Lindoo and Mohamed Lotfy. Generative ai and its impact on the cs
classroom and programmers. Journal of Computing Sciences in Colleges,
40(2):35–50, 2024.

17 193



[7] Mohamed Lotfy. The structure of a graduate defensive cybersecurity
course. Journal of Computing Sciences in Colleges, 39(2):72–84, 2023.

[8] Mitre. Att&ck matrix for enterprise, 2025. Visited June 9, 2025. URL:
https://attack.mitre.org.

[9] Shafi Parvez Mohammed and Gahangir Hossain. Chatgpt in education,
healthcare, and cybersecurity: Opportunities and challenges. In 2024
IEEE 14th Annual Computing and Communication Workshop and Con-
ference (CCWC), pages 0316–0321. IEEE, 2024.

[10] E Mollick, L Mollick, O Acar, and M Weiss. 4 simple ways to integrate
”ai” into your class. Harvard Business Publishing Education, pages 4–10,
2024.

[11] Siva Sai, Utkarsh Yashvardhan, Vinay Chamola, and Biplab Sikdar. Gen-
erative ai for cyber security: Analyzing the potential of chatgpt, dall-e
and other models for enhancing the security space. IEEE access, 2024.

[12] Yagmur Yigit, William J Buchanan, Madjid G Tehrani, and Leandros
Maglaras. Review of generative ai methods in cybersecurity. arXiv preprint
arXiv:2403.08701, 2024.

18194



Vast, Low-cost Honeypot Architecture∗

David Charles Loper1, Jenny Valentine Nehring2,
and Prakash Ranganathan1

1Center for Cyber Security Research
College of Engineering and Mines

University of North Dakota
Grand Forks, ND 58202

2Information Systems and Technology
Smith College of Engineering and Technology

Utah Valley University
Orem, UT 84057

{david.loper,prakash.ranganathan}@und.edu, jnehring@uvu.edu

Abstract

This paper presents a low-cost honeypot architecture designed to as-
sist cybersecurity researchers and practitioners in collecting high-quality
threat data using legacy equipment and open-source tools. By reusing
older capital expense (CAPEX) devices and leveraging underutilized In-
ternet Protocol (IP) and port resources, this framework enables the scal-
ing of honeypot deployments across a wide range of interaction levels
without requiring significant new investment. This paper outlines a flex-
ible approach that combines virtualization, containerization, and script-
ing to build segmented environments capable of capturing both oppor-
tunistic and targeted attacks. The design includes the Principle of Least
Purchase (PoLP), a practical strategy for converting surplus infrastruc-
ture into a valuable defense asset. We also provide a simple model for
estimating attacker behavior across an expanded attack surface.
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1 Introduction

Honeypots provide security researchers with critical data about threats to their
network while simultaneously frustrating hackers by inducing them to reveal
their secrets. The provided intelligence may include simple items, such as the
attacker’s IP addresses, to complex questions about one’s adversary, including
their tactics, techniques, and procedures (TTPs). However, with the increas-
ing use of Residential Internet Protocol Address (ResIP) proxies by malicious
attackers, traditional IP reputation intelligence is insufficient to stop advanced
persistent threats (APTs). This paper introduces methods to reduce honeypot
costs, enabling increased honeypot deployment. Specifically, it details lever-
aging legacy equipment and under-leveraged network resources (addresses and
ports) to gather significant data that IT professionals could use in classical
systems and local AI analysis to produce contemporary and real-time data for
defense.

1.1 Background and Motivation

Our research is closely related to botnet detection and the application of arti-
ficial intelligence (AI). The use of cost-effective methods to gather information
about emerging threats is a key tool for ongoing research.

In common with local governments [14], academic work in cybersecurity is
often constrained in funding but may leverage historically available internet
protocol (IP) address space [20] [7]. Because our research is exploratory, the
flexibility to investigate various levels of Bianco’s Pyramid of Pain (PoP) is
needed [2]. This framework enables us to explore various collection domains
under the PoP.

We are further motivated to explore solutions to the prevalent lack of cyber-
security training data available for research. When considering AI use against
a constantly evolving threat vector, the application of historical data is not
valid. Furthermore, it is essential to establish a foundation of experimental
repeatability through the production process, which serves as a means to vali-
date claims. The repeatability of the process is crucial, given that threat actors
continually update their tools, tactics, and procedures (TTPs). Consequently,
a training set that captures a valuable set of training data will typically become
useless later, due to obsolescence [13] [1].

1.2 Problem

Most honeypot solutions focus on delivering a single paradigm and do not
provide a framework for providing various levels of strength and countermea-
sures to areas of weakness. These solutions lack a framework-of-frameworks
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approach and focus instead on specific interaction levels, whereas our proposal
provides a space for these excellent, focused tools.

Low-interaction honeypots are lightweight and easy to deploy. They scale
well and are well-suited for automated analysis. However, they often lack
realism and are easily identifiable (i.e., fingerprinting). Medium interaction
honeypots provide better deception and more insight. While they are safer
than high-interaction systems, they are still limited and somewhat fingerprint-
able while incurring additional complexity. High-interaction honeypots pro-
vide greater detail because they accurately mimic employable hackable sys-
tems, which allows for a more thorough analysis of hacker TTPs. They require
greater resources for analysis, and they can incur real-world harm if not well-
isolated. Additionally, they can be challenging to scale and often struggle to
differentiate between APTs and opportunistic attacks.

1.3 Importance

Like insurance premiums, many organizations view cybersecurity expenses as
non-essential, as the perceived value in cybersecurity is often only realized
following an incident or event [16]. Because our architecture emphasizes lever-
aging legacy devices purchased as capital expenditures (CAPEX), arguing for
a return on investment for sunk costs is always a consideration. In short, if an
organization has legacy (i.e., surplus) resources that are not well leveraged for
cybersecurity, it is not utilizing its resources effectively.

1.4 Gaps, Shortcomings, and Tradeoffs

The use of older equipment for cybersecurity has a downside, particularly in
terms of electrical expenses and human capital productivity, past a certain
point. This paper does not provide guidance for when electrical expenses and
employee wages exceed the value of leveraging older CAPEX devices.

This paper also advocates for extensive use of free software and frameworks,
which include open source software (OSS) and open standards. This open
framework is reliable and is well-known for its cost efficiency when using limited
resources [3]. For some institutions, investing in the training and education of
existing staff on the use of OSS software and solutions may be necessary.

1.5 Organization of this Paper and Contributions

To create this solution, practitioners will need to build on skill and ability in
open standards, OSS, and industry best practices. Analogs of any of these
items are encouraged and may be more effective in professional cybersecurity
infrastructures. As we cover related and prior work, it will be important for
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the reader to become familiar with these concepts when attempting their im-
plementation.

This paper introduces some key systems architecture related to the practical
nature of implementing botnet detection. First, as a way to make our frame-
work affordable, we introduce the Principle of Least Purchase/Spend (PoLP,
PoLS, or PoL$), an intentional misnomer to the cybersecurity principle of
least privilege (PoLP). This evolution of equipment constitutes a technological
exaptation, a term we borrow from biology. With this concept in place, we
discuss a non-linear way to reduce an attack surface by proportionality that
is made possible through the vast resources provided by the PoL$. We detail
how this reduction can help cybersecurity professionals discriminate between
opportunism and intentionality, revealing APTs.

Finally, we provide a robust approach that is viable for our future research
purposes and benefits other researchers and cyber-professionals. We illustrate
this approach through the example of two networks we created, which pro-
vided low-interaction and high-interaction networks for cybersecurity testing
and data collection.

2 Prior and Related Work

Our architecture relies heavily on existing open standards. IEEE 802.3AD al-
lows us to increase bandwidth on the network by combining network interfaces
into a single, logical device [4]. IEEE 802.1Q provides a method that allows
us to create segmentation between our networks, critical to our security and
flexibility [6]. IEEE 802.1D provides the ability to place virtual machines on
the physical network interface of a virtualization host[5].

Miura et al. demonstrate that the combination of IEEE 802.3AD, IEEE
802.1Q, and IEEE 802.1D provides higher bandwidth and greater flexibility
[12]. Winter et al. provide jumbo frames as a means for bundling large packet
transfers, increasing bandwidth while reducing CPU overhead [21]. Kanthla
demonstrates that the use of jumbo frames in cloud virtualization applications
yields greater performance [8]. Since we are creating a functional, private cloud,
these standards are vital for optimal performance.

Oleksiuk and Oleksiuk demonstrate that the use of Proxmox VE in an aca-
demic cloud environment offers a cost-effective, scalable, and high-productivity
solution for virtualization tasks [15]. Sharma et al. [18] and Lekkala [10]
demonstrate the utility of automation with Terraform for scalable private-cloud
architecture.
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3 Fundamental Architecture Principles

We emphasize leveraging virtualization for cost savings, but it is also a key
factor in our security model. Virtualization and containerization enable us
to segment resources into granular components, which can be assigned to a
honeypot duty cycle. Cyber security targets on a network segment should be
isolated. Compromised virtual machines can then be quarantined and analyzed
in a safe post-mortem environment. Additionally, simply restarting containers
can return them to a clean state. Automation and orchestration make the whole
system manageable and optimize the investment of human capital by making
their efforts applicable across a continuous stream of hardware devices.

Our architecture begins with design principles that differ from typical pro-
duction deployments, transforming punitive ideas and weaknesses into cost-
saving strengths. To maximize cost savings, we advocate for virtualization and
containerization, as well as the use of open-source software, penny-pinching,
indifference to uptime, power efficiency, and a perception of security apathy,
which can lead to increased attack surfaces. These unintuitive means allow for
greater data collection from threat actors.

Where possible, repurposed hardware can emulate actual exposed attack
services since this hardware was previously used for production services. With-
out the burden of production-based loads, such hardware can typically bear a
longer lifecycle when faced only with the minimal cybersecurity loads imposed
on their processes. The emulation, replication, and conversion to honeypot-
oriented purposes will attract hackers who specifically target the same class
of service that an enterprise runs in their production environments. It is rec-
ommended that a faithful replication of the production environment is not
reproduced, as this can give a roadmap for attackers to tool their attacks.
Low-interaction honeypots limited to port interactions may be sufficient to
understand the first phases of the Cyber Kill Chain, while higher interaction
honeypots may be needed to understand attackers at later phases [11].

3.1 Principle of Least Purchase

Enterprise systems will often include on-premises CAPEX equipment. This
equipment is typically only valuable for the organization while the warranty
period is active. Because reliability is critical for production systems, the utility
of servers and network switches are significantly diminished after the warranty
period, leading to its designation as surplus equipment.

Organizations owe no promise of availability to the threat actor community.
This behavior can be unintuitive to trained IT professionals who regularly pro-
vide the best experience for customers and partners. Threat actors deserve the
bad experience of unstable, false attack surfaces. To that end, devices that
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Figure 1: Using a Large Attack Surface to Detect APTs

no longer are serviceable under warranty are ideally suited for technological
exaptation, becoming honeypot analogs. In this model, nearly every piece of
deprecated infrastructure becomes useful for cybersecurity. Found utility in
legacy hardware provides full depreciation capability to the business, a steady
stream of new equipment for cybersecurity teams, a vast playground for wast-
ing threat actor resources, and other benefits. We do not advocate a zero
spend on cybersecurity. However, leaving this equipment unused represents an
inefficiency in infrastructure spending.

3.2 Evaluating Opportunistic and APT attacks

It is a common cybersecurity principle to reduce a site’s attackable surface
[19]. At some point, the attack surface size will reach an irreducible number
without compromising features and functions. The only way to reduce attacker
focus on these reduced points is to confuse opportunistic attackers with false
surfaces. Kocaogullar et al. identify that low-interaction honeypots reduce
attacker interest, which can force intentional attackers to blocklist targets [9].
We weaponize this behavior to produce a list of APTs and rich entrapment tar-
gets for our high-interaction honeypots. Our architecture is well-suited to this
approach by increasing the distinction between automated and non-automated
threats. We make an assumption that APTs are conducting directed attacks
at specific targets while opportunistic attacks, like port scanning, will broadly
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probe and attack our entire surface through procedure and automation.
Using the opportunistic attacks as a baseline, we can create honeypots at

various levels of the PoP, starting with simple IP Address banning. While this
approach is similar to many log-based IP banning methods (such as fail2ban
and Fortiguard), it provides feedback mechanisms at additional layers. This
framework can collect data at each honeypot node to create a mask based on
opportunistic systems and threat actor AI systems, as shown in Fig. 1.

Let:

• T : total number of attacks observed before honeypot deployment,

• T ′: total number of attacks observed after honeypot deployment,

• L: number of targeted or APT attacks (e.g., adversaries with intent),

• O: number of opportunistic attacks (e.g., scanners, bots, random probes),

• t: number of production (real) systems,

• h: number of honeypot systems deployed.

We assume:

T = L+O (1)

T ′ = L+O ·
(
t+ h

t

)
(2)

Opportunistic attacks are distributed proportionally across all visible sys-
tems, whereas targeted APT attacks focus solely on specific targets.

Subtracting (1) from (2):

T ′ − T = O ·
(
h

t

)
(3)

Solving for O and L:

O =
(T ′ − T ) · t

h
(4)

L = T − (T ′ − T ) · t
h

(5)

4 Practical Architecture and Our Implementations

If all has gone right so far, an organization will have spent nothing in new
CAPEX following this model. We acknowledge that this model favors on-
premises deployments in environments with existing, retired hardware and new,
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retiring hardware on the horizon. For greenfield deployments, purchasing used
hardware is a low-cost way to enter the paradigm. For cloud deployments,
cybersecurity professionals can leverage lower-tier and low-resource virtual en-
vironments.

4.1 Physical Machines

If a physical machine dies, remove it. These machines should be considered
low-maintenance priorities. In this paradigm, more hardware is on its way as
production machines age out out of support and production life-cycles.

In our first implementation, we used separate VLANs on servers and switches
that were over 10 years old. As in Fig. 4, we leverage support for NIC bond-
ing, VLAN support, and bridging to create a flexible network for our virtual
machines and containers using the three physical interfaces depicted in Fig. 2.
We have used this architecture as a blueprint for three (and growing) imple-
mentations.

Figure 2: Server Network Interface Designations

Our first implementation utilized hardware consisting of six repurposed HP
ProLiant DL 360 Gen 9 servers (now HPE) that had 80-96 GB of RAM, single
power supplies, 1 TB SAS drives, an iLO baseboard management controller,
and four 1 GB NICs. This hardware was obtained for this purpose after its
duty cycle and before being sent to surplus. We estimate the total value of all
six machines in this cluster to be 600 USD. New machines of this model would
have cost more than 4,800 USD each.

4.2 Virtualization and Containerization

Virtualization and containerization offer key benefits in terms of robustness
and flexibility, as demonstrated by the successes of cloud infrastructure. Mod-
ern platforms support virtualization and containerization, even if they were
designed for other purposes. Cloud architecture is known for robustness, and
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the basic functions of the public cloud are also available in private cloud in-
frastructures.

The deployment of virtualization and containerization provides increased
flexibility, allowing us to deploy low, medium, and high-interaction honeypots
of various types and capabilities [17]. We will not speak to the plethora of
these solutions, but this architecture can support a vast majority of high and
low-interaction honeypots.

Figure 3: Proxmox Cluster Organization and Virtual Machines

Figure 3 shows our first implementation using Proxmox VE for virtualiza-
tion and containerization. In some instances where we needed containers other
than the LXC containers (native to Proxmox VE), we ran Docker and/or Ku-
bernetes on virtualized hosts. On these systems we used Secure Shell (SSH)
services and versions similar to those exposed in adjacent IP addresses. This
multiplied the attack surface explorable and served as additional falsified attack
points without providing a technical path for any exploitation.

4.3 Scripting, Automation, and Orchestration

When combined with automation and orchestration tools, it is easy to scale
hundreds of virtual machines in an organization. Using these tools, we can
leverage IP and port resources to scale our public-facing resources, thereby
extending our support for our discrimination architecture.
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Our implementations started with simple Bourne-Again Shell (BASH) scripts.
Later implementations leveraged Terraform and Ansible. In some cases, we
used the MAC address of the virtual machine to pass information between the
virtual environment and the local running machine, which was pre-programmed
with initialization routines that would activate on bits specified within the
MAC address designation. Scripts worked well on certain low-interaction hon-
eypots that required secure deployment.

4.4 Attack Surface

We learn from this paradigm that we should leverage all IP and port resources.
Using up every IP, over-stacking ports, and forwarding unused ports on pro-
duction IPs to our honeypots only serves to tighten the resolution of APTs.
As much as possible, confuse, distract, and get IP addresses blocklisted by
criminals as honeypots. Although this contradicts the advice of Kocaogullar
et al. [9], we leverage these predicted outcomes to great success. Moreover,
we harvest their patterns every time automated systems attack our expanding
infrastructure. This process allows us to translate their attacks into training
data for AI defensive structures. Because this data is modern, it is rich with
current TTPs.

In our low-interaction implementation, we assigned multiple IP addresses
and ports to the same virtual machine. This process is typically discouraged
to avoid blocklisting. However, we turned the obvious downside of easy fin-
gerprinting into an advantage when our goal is to achieve blocklisting by the
threat actor community. Today, our hosts are primarily targeted by emerging
threats and poorly written threat automation systems. We can leverage this
information to easily block and remove these attacks from attempts against
our production services.

4.5 Server and Network

It is crucial that deployments in this model also utilize legacy networking equip-
ment where feasible. First, older network equipment is often compatible with
older server infrastructure. Second, we recommend using older network equip-
ment when feasible with the virtualization hosts. Threat actors will expect it
when they are allowed under the hood in high-interaction environments.

We encourage the use of features in newer security devices and firewalls
to constrain this entire environment into a proper, yet segmented, layered
sandbox. In our first implementation, we used separate VLANs in tagged
networks within the virtualization environment. The segmentation and one-
way firewall configuration enabled us to keep our networks completely separate
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Figure 4: Physical to Logical Design for Cluster to Network Traffic

from our production environments and to segment them adequately from each
other.

Our prototype architecture used VLANs on a used Cisco switch for network
segmentation. Alternatives could include using multiple switches; however,
there are significant benefits to using VLANs. These include reduced electricity
consumption, the flexibility of bonded interfaces, and ease in transitioning
devices between networks through capabilities in our virtualization cluster.
Like our server, our switch was retired from production and used instead of
being allocated to surplus. The cost of using this legacy equipment amounted
to thousands of dollars in savings.

We used one NIC on the server to act as a segmented network interface
for management. We bonded the three other NICs using IEEE 802.3ad (See
Fig. 2), placed that bond on an IEEE 802.1Q VLAN (See Fig. 4), and assigned
bridges (IEEE 802.1D) in our Proxmox cluster using Linux methods. Open-
VSwitch would also be a suitable alternative here, offering a low-cost option.
We had a choice of network hardware and opted for an older 24-port switch
with a fiber optic uplink. We bonded ports using 802.3ad over port channels
and layered VLANs on top of the port channels as trunks.

We configured virtual private networks (VPNs) in our first deployment to
allow external access to our management networks. Our honeypot method was
an implementation of a low-interaction honeypot strategy. We configured our
honeypot VLANs to disallow egress traffic.

In our second deployment, access to management aspects of the honeypot
network was only available from the LAN environment. Our third deployment
employed two sites, separating the public elements and the lab. External road
warriors were allowed access to the management side, which we extended to a
site-to-site VPN topology. Honeypots were not deployed on our third deploy-
ment, but this site heavily implemented automation and orchestration to test
that aspect of the model.
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It was unimportant for our honeypot hosts to have access to the Internet.
We created our honeypot templates in the management network, where we
hand Internet access for updates and software installation, and then cloned
them to the honeypot network as needed. Our revisions used a process that
includes continuous integration and continuous deployment (CI/CD).

4.6 Firewall Considerations

When properly done, honeypot hosts will have no egress ability. The inability
to egress to the Internet is vital for low-interaction honeypots. Medium and
high-interaction honeypots will have severely QoS-constrained bandwidth abil-
ities and will likely be highly restricted. We suggest burst-sensitive policies,
which may appear to offer high bandwidth but are severely constrained when
heavy network loads are applied.

Figure 5: One-way Data Flows

Figure 6: Single and Dual Firewall Placement Configurations

As seen in Fig. 5, the firewall is configured to ensure that the honeypots
do not have any access to other networks. For low-interaction honeypots, con-
figure hosts to have Internet access so that they can respond to requests from
threat actors. However, honeypots should not be allowed (by the firewall) to
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initiate connectivity to the Internet in case they become compromised. The
Data Collection Network has access to the honeypot network but should not
have access to any other network. Properly done, this network does not need
Internet access. Likewise, the Analysis Network only needs access to the Data
Collection Network and does not need Internet Access. These one-way layers
ensure abstraction and remove capability should they, too, be compromised.
The Virtual Host Management Network has the most significant communica-
tion capability. It should have robust, zero-trust protections, including limited
access to external Internet assets (such as updates and template provisioning).

We used our modern firewall instead of legacy equipment to segment traffic
between our production network and our honeypot structures. This flexibility
allows us to forward unused ports on production IPs to the low-interaction
honeypots, encouraging blacklisting by threat actors. Additionally, we prohib-
ited our low-interaction honeypots from accessing the Internet, including DNS.
This enforces the low-interaction nature of these honeypot hosts.

5 Evaluation and Discussion

Our original site faithfully returns data on opportunistic actors continually
under analysis. Our experience demonstrated that old hardware worked well
and had resources to spare, indicating that we could add more low and high-
interaction honeypots. The scope of our project did not include a collection
of production systems, but our information was provided to our cybersecurity
teams.

Our observations revealed a 12 percent decrease in attacks over a two-
month period. We also observed a 3-5 percent recycling of attacker IPs after
two months, indicating that some of the original attackers are still attempting
to compromise our low-interaction systems.

6 Conclusion and Future Work

This paper outlined a practical, cost-effective honeypot architecture built on
legacy hardware, open-source tools, and flexible, component-based design. By
focusing on affordability, scalability, and ease of deployment, we demonstrated
how organizations can build useful threat intelligence platforms without sig-
nificant capital investment. We realized savings in infrastructure costs by a
factor ten when using equipment that was out of warranty and was no longer
fit for production use. Our architecture helps separate opportunistic attacks
from targeted threats by analyzing how attackers behave across a broadened at-
tack surface while supporting AI-based analysis with up-to-date training data.
The architecture’s novelty lies in its intentional use of surplus infrastructure
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and its reversal of conventional attack surface thinking, transforming outdated
hardware into a cutting-edge resource for adversary analysis and AI training.
Future work includes expanding automation capabilities, refining attacker clas-
sification using machine learning, and testing this architecture in more diverse
network environments to validate and further improve its effectiveness.
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Abstract

First and second year computer science students often struggle to
connect theoretical concepts with practical applications, a challenge that
becomes particularly evident during online discussions. Although these
discussions are valuable for peer interaction, confusion can arise when
students cannot find a solution on their own and instructor responses
are delayed, especially around foundational topics like data structures,
algorithms, and core programming concepts. This paper presents an in-
telligent discussion board system designed specifically for introductory
CS courses that addresses this challenge through AI-powered just-in-time
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learning support. Our system allows students to engage in peer discus-
sions while providing access to a specialized AI assistant that can be
triggered using “Explain” prompts when confusion arises. The AI assis-
tant uses retrieval-augmented generation (RAG) to pull relevant content
from instructor-uploaded course materials, including textbook chapters,
lecture slides, and supplementary resources, ensuring that responses are
grounded in official course content. The system does not provide di-
rect solutions to programming problems. Instead, it acts as a tutor
by offering simplified explanations, generating pseudocode scaffolds, and
providing step-by-step conceptual breakdowns that guide students to-
ward understanding while maintaining academic integrity. We present
the system architecture and highlight key features, such as the content
retrieval mechanisms and the design of tutoring-focused AI responses.
Our work contributes to the growing field of AI-enhanced educational
technology by demonstrating how course-specific content retrieval can
support student learning without compromising educational objectives.

1 Introduction

Discussion boards have emerged as fundamental tools for collaborative learn-
ing in CS education, enabling students to engage with course material through
peer interaction and instructor guidance. Previous research has demonstrated
their pedagogical value, showing that students often use online forums such as
Piazza not only for logistical questions but also to support problem-solving and
reasoning [13]. Platforms like Piazza are now widely used to facilitate struc-
tured question-and-answer exchanges between students and instructors. These
platforms support active learning by encouraging students to articulate their
understanding, seek clarification on complex topics, and learn from the per-
spectives of their peers’. However, existing discussion board systems face sig-
nificant limitations in providing immediate contextual support when students
encounter confusion, particularly outside of regular class hours or instructor
office hours, when instructors may not be available to respond promptly. Re-
search has shown that in the absence of timely instructor feedback, students
can experience confusion or propagate misconceptions, underscoring the need
for more responsive support mechanisms in asynchronous discussions [16]. Al-
though students frequently use general-purpose AI tools such as ChatGPT
when human guidance is unavailable, these tools function independently of
course and context-specific information. This disconnect can lead to mislead-
ing or inconsistent explanations, especially in domains that require precision
and structured conceptual development. AI-generated responses risk introduc-
ing misinformation through hallucinations and confusing outputs, potentially
leading to serious negative consequences when users internalize and spread
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inaccurate information [17].
This paper introduces ChatBook, an intelligent discussion board system de-

signed to enhance student engagement through AI-assisted dialogue grounded
in course-specific materials. Originally conceived to support textbook-based
conversations, ChatBook also accommodates a broad range of instructional
content typically shared in PDF format, including lecture slides, supplementary
handouts, and publicly available textbooks. Aimed at first and second-year
CS courses, the system bridges the gap between asynchronous discussion and
timely, contextualized support by integrating RAG to ensure all AI responses
are based on instructor-curated resources. When students encounter confusion
and invoke the AI using ‘Explain’ prompts, ChatBook retrieves relevant pas-
sages and delivers simplified explanations, or conceptual scaffolding—without
directly solving problems—thereby upholding academic integrity while sup-
porting understanding. Another feature in ChatBook is the “I am still con-
fused” feature that analyzes the previous five messages in a discussion thread
to provide contextually aware follow-up responses, supporting iterative learning
that builds over time and also may generate pseudocode if necessary.

Although students can access the AI assistant at any time, instructors are
encouraged to adopt a discussion-first model that invites peer engagement be-
fore AI support. This approach reflects established pedagogical principles,
particularly social constructivism and instructional scaffolding [14], in which
learners co-construct knowledge before receiving individualized assistance. By
constraining AI output to vetted course materials, ChatBook promotes align-
ment with instructor pedagogy and mitigates the cognitive dissonance that can
occur with general-purpose AI tools.

For instructors managing large-enrollment CS courses, ChatBook offers
practical benefits: it offloads routine explanation tasks, provides consistent and
pedagogically aligned support, and generates discussion logs that surface com-
mon misconceptions and learning patterns—enabling data-informed teaching
adjustments. Although developed with CS courses in mind, the architecture of
the system is broadly applicable to any discipline where students benefit from
context-based AI support, from literary analysis to historical interpretation.
Students benefit from immediate and reliable assistance that complements peer
collaboration and instructor guidance. In traditional classroom settings, Chat-
Book can enable students to revisit concepts, prepare thoughtful questions, and
extend the discussion beyond the time constraints of live sessions. In classes
taught online, whether synchronously or asynchronously, the system can pro-
mote a sense of connection, helping to counteract isolation that can undermine
learning and engagement. By integrating scalable, course-aligned AI assistance
into collaborative learning environments, ChatBook addresses a key gap in CS
education. It ensures that technology supports—not replaces—human inter-
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action, preserving the social and instructional dynamics essential to effective
learning.

2 Literature Review

Previous work in digital learning environments has examined a wide range
of tools and frameworks designed to support student engagement, collabora-
tive learning, and real-time assistance. These include live chat tools for syn-
chronous support, educational chatbots for project-based learning, curriculum-
aligned AI systems, and RAG systems. The work in this paper builds on by
offering a pedagogically grounded, course-specific, and discussion-integrated
AI system—ChatBook—that supports just-in-time learning assistance without
replacing peer collaboration or instructor authority.

Studies have consistently found that immediacy and synchronicity in com-
munication tools can improve students’ sense of support and connection—particularly
in online learning contexts. For example, [2] found that the live chat features
provided online and blended learners with a valuable channel for just-in-time
academic support, and students particularly appreciated instant responses dur-
ing assessment periods and when immediate help was needed. Similarly, [4]
demonstrated that the Google Hangouts improved student satisfaction with
online teamwork and helped students develop a sense of community in virtual
settings, highlighting the value of real-time communication in online learn-
ing environments. Although ChatBook shares the goal of timely support, it
differs in its asynchronous architecture, offering immediate contextualized AI
assistance even when live human interaction is unavailable. Unlike live chat
or video conferencing, ChatBook integrates directly into asynchronous discus-
sion threads, offering responsiveness without requiring coordination across time
zones or schedules.

Several studies have explored the integration of chatbots and AI-driven
conversational agents in educational settings. [6] and [5] developed chatbot
systems aimed at supporting collaborative learning, offering scaffolding and
task-related feedback. Although these systems demonstrated positive impacts
on teamwork and cognitive engagement, they did not consistently improve
learning outcomes, emotional engagement, or motivation—partly due to lim-
ited contextual awareness and mistimed interventions. Similarly, [9] proposed
the CHAT-ACTS framework to integrate chatbots with self-regulated learn-
ing and active learning models. Their work provides pedagogical guidance for
chatbot integration, but focuses on theoretical principles rather than imple-
mentation with specific course materials. ChatBook builds on these efforts by
incorporating RAG and aligning all AI output with instructor-provided course
materials, such as textbooks and lecture slides. This ensures epistemic con-
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sistency and mitigates the risk of conflicting or hallucinated explanations—a
limitation in many generative AI tools [17].

[7] introduced EduBot, a curriculum-aligned language learning chatbot fine-
tuned. EduBot outperformed ChatGPT in maintaining topical relevance and
vocabulary alignment, demonstrating the benefits of tailoring AI systems to
specific curricular content. ChatBook extends this principle by embedding
RAG-based retrieval across a wide variety of instructional formats (not just
language learning), including PDFs of textbooks, lecture slides, and handouts.
Unlike EduBot, which is domain-specific, ChatBook is designed as a flexible
cross-disciplinary platform for contextualized discussion support.

Several systems have addressed collaborative learning through technical af-
fordances and social interaction modeling. [11] contrasted forums and instant
messaging tools in Computer-supported collaborative learning environments,
showing that discussion forums promote more knowledge-building interactions
while instant messaging facilitates social interaction. [8] incorporated social
networking awareness into a mobile assessment platform, finding that peer
visibility and social influence enhanced sustained engagement. [12] developed
PeerTalk to enable synchronous collaboration and AI support in MOOCs. Al-
though these systems underscore the importance of peer-to-peer interaction,
none explicitly embed AI assistance within student-led discussion workflows.
ChatBook is designed not only to preserve collaborative learning but to amplify
it by offering just-in-time scaffolding within the peer discourse itself, optionally
triggered via ‘Explain’ or ‘I am still confused’ prompts. This model comple-
ments discussion rather than displacing it, aligning with social constructivist
pedagogy [14].

The work most technically aligned with ChatBook is ChatEd [15],which
integrates large language models with retrieval-based chatbots to support con-
textual accuracy in student queries. ChatEd focuses on LMS integration and
response accuracy, outperforming ChatGPT on course-specific tasks. However,
ChatEd functions more as an on-demand Q&A bot, whereas ChatBook is em-
bedded within the ongoing discourse of a discussion board. The ChatBook
iterative response mechanism (e.g., the feature “I am still confused”) represents
a novel contribution to the RAG+AI design space, allowing AI to consider
previous context in shaping its reply.

3 System Design

Our system is built as a full-stack web application with a modular architecture
that separates content processing, real-time communication, AI assistance, and
user interface components. This design ensures scalability and maintainability
while supporting the complex workflows required for intelligent educational
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discussions. The backend foundation relies on Flask with Flask-SocketIO to
enable real-time bidirectional communication, supporting both synchronous
discussions and immediate AI assistance delivery. Authentication and security
are managed through Auth0 for identity management and JWT tokens for
session control, to ensure that students can only access their course-specific
content.

Content processing begins when instructors upload PDF course materials
to the system. PyPDF2 extracts raw text and metadata including page num-
bers and chapter headings, which are then stored in MongoDB Atlas. We chose
MongoDB Atlas for its flexibility in handling both structured course metadata
and unstructured textual content as vector embeddings that vary significantly
across different educational materials. A critical design decision involves main-
taining dual storage approaches to address competing technical requirements.
Raw text content is processed and indexed for AI operations, as language mod-
els work most effectively with plain text for semantic understanding. However,
students require properly formatted, page-specific content for effective learning,
so original PDFs are preserved and rendered using PDF.js. This dual approach
allows the system to display exact page references with proper formatting, fig-
ures, and layout when presenting AI-generated responses to students. The
core intelligence emerges through our RAG pipeline, which processes student
“Explain” queries by using OpenAI API embeddings for semantic similarity
matching between student questions and stored course content. Once rele-
vant content sections are identified, the OpenAI API generates contextually
appropriate responses, with specific prompts to reference page numbers from
course materials. For the “I am still confused” feature, we use Google Gem-
ini API for analyzing the last five discussion messages to provide increasingly
targeted explanations such as generating pseudocode and maintaining conver-
sation context throughout the learning process. The frontend implementation
uses HTML5/CSS3 with Bootstrap for responsive design across different de-
vices. Socket.IO manages real-time message delivery to ensure that students
see new discussion posts and AI responses immediately, while Marked.js han-
dles markdown rendering and Highlight.js provides syntax highlighting for code
snippets. The seamless PDF.js integration allows students to view specific
referenced pages without leaving the discussion context, maintaining optimal
learning flow from AI explanation to source material review. Security and per-
formance considerations include HTTPS communication, CORS policies, and
CSRF protection for secure operations. Performance optimization utilizes Gzip
compression and browser caching, while lazy loading efficiently handles large
PDF documents and extensive discussion threads that could otherwise impact
system responsiveness. The deployment strategy supports both development
and production environments through virtual environments and LocalTunnel
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for testing, while production deployment utilizes Gunicorn with Nginx as a
reverse proxy for load balancing and static file serving. This architecture suc-
cessfully enables multiple concurrent discussions with immediate, contextually
relevant AI assistance grounded in instructor-curated content, scaling effec-
tively to support large courses while maintaining educational effectiveness.

4 Features and Capabilities

Although formal user testing and deployment in actual courses remain part of
our future work—including planned randomized controlled trials comparing our
system against Piazza following IRB approval—this section demonstrates the
current capabilities and pedagogical value of our application through practical
examples of student-AI interactions.

The core functionality of ChatBook centers on its ability to respond to
student queries by retrieving relevant course content and generating contex-
tualized, pedagogically aligned explanations. This feature addresses a critical
challenge in asynchronous learning environments: providing timely, content-
specific help when human assistance may be delayed or unavailable [2, 4].
Immediate feedback on code comprehension can support learning in introduc-
tory programming courses, where students frequently struggle with algorithmic
abstraction [10].

In Figure 1, we show a typical use case in which two students engage in a
discussion about graph theory. When a student invokes the AI with the phrase
“Explain graphs,” the system retrieves specific page references (2, 6, 7, and 8)
from the uploaded textbook and displays them alongside a tailored explanation.
This design aligns conversational practice with curriculum content, ensuring
students engage with topics and vocabulary from their textbooks [7].

ChatBook supports seamless transitions in discussion dynamics as students
join or leave an ongoing conversation. New participants can review the full dis-
cussion history to quickly gain context. In the example shown in Figure 2, while
the roster of participants changes, an existing student, Saloni, requests help
with “weighted graphs.” Our system responds by retrieving relevant material
and providing a focused explanation. This design provides adaptive scaffolding
that responds to students’ evolving needs during collaborative learning [5, 1].

A distinctive pedagogical benefit lies in the system’s support for page-
specific content retrieval. Figure 3 shows how our system can focus entirely on
the content of a single page (e.g., page 6) to provide fine-grained and localized
explanations. This mirrors the instructional value of worked examples in pro-
gramming education and facilitates incremental comprehension—a critical skill
in early CS learning [10]. By allowing students to query and reflect on a specific
page’s content, the system turns passive reading into an interactive process.
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Figure 1: Students engaging in discussion with AI-triggered explanation of
graphs, showing relevant textbook pages and AI-generated summary.

Figure 2: Dynamic discussion showing student participation changes and AI
response to weighted graph query with specific page references.

Such targeted engagement exemplifies active learning, which has been shown
to enhance motivation and learning outcomes in introductory programming
courses [3].

Figure 4 shows the system’s content alignment enforcement feature. When
a student asks about a topic not covered in the uploaded instructional materials
(e.g., parallel programming), our system explicitly states that the topic lies out-
side its current scope. This maintains alignment with instructor-provided con-
tent, promoting epistemic fidelity and reducing the risk of misinformation—a
concern noted in previous evaluations of generative AI in education [15].
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Figure 3: Student requesting detailed
explanation of weighted graphs from
specific page 6, showing AI’s ability to
focus on particular content sections.

Figure 4: AI appropriately respond-
ing that parallel programming infor-
mation is not available in the course
content, maintaining course-specific
boundaries.

In Figure 5, our system generates pseudocode in response to a query about
directed graphs. Because the relevant pages only describe adjacency lists, the
AI adapts its response accordingly—demonstrating a key instructional design
goal: help students generalize from partial knowledge without overreaching the
curriculum boundaries.
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Figure 5: AI generating pseudocode
for directed graphs based on adja-
cency list representation from page 7
of the textbook.

Figure 6: Contextual response when
student clicks “I am still confused,” in-
corporating both course content and
discussion thread context.

The “I am still confused” feature, shown in Figure 6, allows students to
solicit more nuanced help. By analyzing the five previous messages in the dis-
cussion, the AI offers context-sensitive elaborations. This strategy embodies
the principles of effective question-asking during problem-solving [1] and pro-
vides synchronous support that students find valuable for just-in-time help [2].
Together, these capabilities position ChatBook as a scalable learning compan-
ion that supports active, self-regulated, and peer-mediated learning. Its design
reflects effective pedagogical principles: students benefit the most when instruc-
tion is interactive, provides real-time support, and encourages active problem-
solving [3, 1]. Rather than replacing peer or instructor feedback, ChatBook
complements it by ensuring that students have continuous access to support
that reinforces instructor-defined goals and curriculum coverage.

5 Conclusion

This paper presents an intelligent discussion board system designed to address
the growing need for AI-enhanced educational tools that maintain pedagogi-
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cal integrity while providing immediate learning support. By integrating RAG
with instructor-curated content, our system bridges the gap between collabora-
tive peer learning and contextual AI assistance in introductory CS education.
The key innovation of our system lies in its constraint-based approach to AI
integration. Rather than relying on general-purpose AI tools that may pro-
vide inconsistent or inappropriate guidance, our system ensures that all AI
responses are grounded in official course materials uploaded by instructors.
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Abstract

This paper presents an advanced mixed reality (MR) application
that integrates conversational artificial intelligence (AI) with voice-driven
mathematical visualization for linear algebra education in computer sci-
ence (CS) courses. Building upon previous work in MR-based mathe-
matical learning, our system introduces a virtual Albert Einstein avatar
that students can interact with through natural language commands to
create, manipulate, and explore mathematical concepts in Meta Quest
3s. Students can verbally request vector and plane generation, per-
form vector operations, and execute step-by-step Reduced Row Echelon
Form (RREF) algorithms through conversational interaction with the
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AI avatar. Another contribution of this work is the integration of real-
world astronomical visualizations, where students can observe how rota-
tional matrices control the Earth’s rotation, the Moon’s rotation, and the
Moon’s orbital motion around Earth, providing tangible context for ab-
stract linear transformation concepts in linear algebra. This voice-driven
approach addresses different learning modalities compared to traditional
hand-tracking interfaces, enabling students to focus on conceptual un-
derstanding rather than manual manipulation. The preliminary evalua-
tion among first-year students demonstrates enhanced engagement and
comprehension, particularly for auditory learners who benefit from the
conversational interaction model. The system represents a significant
advancement in multimodal educational technology, combining the im-
mersive benefits of MR with the accessibility of natural language interac-
tion and the pedagogical advantages of AI-assisted tutoring for complex
mathematical concepts.

1 Introduction

Linear algebra serves as a foundational course for students of mathematics
and engineering, but its abstract nature presents significant pedagogical chal-
lenges [9]. Traditional classroom instruction relies heavily on symbolic manip-
ulation and two-dimensional representations, leaving many students struggling
to develop an intuitive understanding of concepts that are inherently three-
dimensional. Our recent work [4] has demonstrated the potential of MR for
mathematical visualization. Our previous research shows that interactive 3D
environments can effectively support linear algebra learning through hand-
tracking and controller-based manipulation of vectors, planes, and geometric
visualization of the RREF process. Although this initial work successfully
demonstrated that MR visualization enhances comprehension, particularly for
visual and kinesthetic learners, it relied primarily on manual interaction modal-
ities that still required students to navigate complex interfaces and controller
mechanisms. Building upon these findings, this paper introduces a fundamen-
tally different approach that integrates conversational AI with voice-driven
mathematical visualization. Conversational agents using natural language in-
teractions have been shown to significantly reduce anxiety toward mathematics
among students [10]. Natural language interaction mirrors the way humans
naturally process and communicate mathematical ideas, allowing students to
articulate their thinking, ask questions spontaneously, and receive immediate
feedback in a familiar format. When students can verbally request “generate
two planes that intersect on a line” or “generate three planes that intersect
on a point” or “show me how this rotation matrix affects the Earth’s motion,”
they engage with mathematics as a dialogue rather than a series of mechanical

2224



operations. This conversational approach reduces the cognitive load by elimi-
nating the need to navigate complex interfaces, allowing students to focus en-
tirely on conceptual understanding, a limitation identified in our previous work,
where students occasionally struggled with controller sensitivity and naviga-
tion complexity. The integration of a virtual Albert Einstein avatar represents
a strategic pedagogical choice that extends beyond our previous work’s focus
on geometric visualization. Animated pedagogical agents (PA) that utilize
real-time rendering and anime-style esthetics can mitigate the uncanny valley
effect, resulting in more natural and comfortable interactions, as demonstrated
by significantly higher user preference ratings compared to realistic talking-
head approaches [2]. Such systems show potential to increase student engage-
ment and improve learning outcomes through adaptive, on-demand support,
and personalized feedback [2]. The avatar serves not only as an interface,
but as a virtual mentor who can guide students through their mathematical
journey with personality and context, addressing the need for more intuitive
interaction identified in our initial pilot study feedback. However, the true
innovation lies in the multimodal learning experience that seamlessly combines
voice interaction with the proven benefits of physical manipulation demon-
strated in our previous work. After students use voice commands to generate
mathematical objects through conversation with Einstein, they can transition
to manipulating these objects with their hands and controllers—leveraging the
successful hand-tracking capabilities established in our initial application. As
students physically adjust a plane’s orientation or modify a vector’s direction,
Einstein’s avatar provides real-time feedback, verbalizing the new equations,
and explaining the mathematical implications of their actions. This creates a
continuous loop of conversation, visualization, and tactile manipulation that
addresses multiple learning modalities simultaneously, based on our previous
finding that the combination of visual and kinesthetic interaction significantly
enhances student comprehension. While our previous work [4] focused on the
visualization of fundamental concepts such as vector addition, span, and RREF
visualization, this new application also extends into advanced linear algebra
applications through real-world astronomical visualizations. By engaging mul-
tiple senses and interaction modalities simultaneously, students can construct
understanding through their preferred learning channels while being exposed
to alternative approaches that strengthen their overall comprehension. The
result is a learning environment that transforms abstract linear algebra into an
interactive, conversational, and deeply engaging experience that addresses the
usability concerns identified in our initial pilot study while dramatically ex-
panding the scope of mathematical concepts that can be effectively visualized
and manipulated in MR environments.
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2 Literature Review

The IllusionX system by [12] proposes integrating conversational AI with MR
technologies for academic support, providing a conceptual framework for our
AI Avatar Tutor approach. Although its MR components remain untested,
their system architecture demonstrates how LLM can be combined with im-
mersive interfaces, and their evaluation of LLM-based educational tasks showed
marginal improvements in generating coherent course content when leverag-
ing knowledge embedding. The affective computing capabilities of IllusionX
validate the pedagogical potential of MR-based conversational interfaces to
increase engagement and personalize learning in mathematical education.

The systematic review by [5] analyzing 66 studies from 2015 to 2023 demon-
strates that AR significantly improves mathematical creativity, student moti-
vation, and spatial understanding. Their findings show that AR applications
promote active learning by combining physical objects with digital simulations,
particularly effective for visualizing abstract mathematical concepts. These in-
sights directly support our Avatar Tutor system, which combines MR visual-
ization with conversational AI to address linear algebra’s cognitive challenges
through multimodal engagement.

[6] examines the integration of Intelligent Tutoring Systems within AR
and VR environments, demonstrating that this combination creates effective
immersive learning environments that support personalized education. These
systems identify, monitor, and adapt to the characteristics of the students while
providing tailored real-time feedback. Students in such environments demon-
strate increased engagement, motivation, and improved knowledge retention,
directly supporting our Avatar Tutor approach that combines conversational
AI with MR visualization.

[8] compared the effectiveness of ChatGPT-generated mathematics hints
with human-authored hints in a randomized study with 274 participants in
four math topics (Elementary Algebra, Intermediate Algebra, College Alge-
bra, and Statistics). Participants were assigned to one of three conditions: no
hints (control), human tutor hints, or ChatGPT hints. The results showed
that the ChatGPT hints produced a 17% learning gain that was statistically
significant compared to the control group’s 1.85% gain. The human tutor hints
yielded an 11.62% gain, but this difference from the control was not statisti-
cally significant. Importantly, there was no statistically significant difference
between the ChatGPT and the human tutor conditions, suggesting that Chat-
GPT performed similarly to human-authored help. However, quality control
revealed that 32% of the initial responses of ChatGPT’s contained errors. The
researchers applied a self-consistency technique—generating 10 responses per
problem and selecting the most common answer—which dramatically reduced
error rates to nearly 0% for algebra problems and 13% for statistics problems.
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These results demonstrate that LLMs can be as effective as human-generated
content for mathematics instruction, supporting our Avatar Tutor’s conversa-
tional AI approach.

[3] evaluated Rori, an AI-powered math tutor accessible via WhatsApp,
involving approximately 500 students in Ghana. The conversational agent
uses NLP and LLMs to deliver more than 500 micro-lessons with scaffolded
practice questions. The results showed statistically significant higher math
growth scores. This validates the effectiveness of chat-based AI tutoring in
mathematics education, supporting our Avatar Tutor approach that employs
conversational AI for mathematical instruction.

[7] presented an end-to-end evaluation of a Spoken Dialogue System to
teach basic mathematics through play-based learning. The system deployed
in real-world school settings enabled multimodal interactions including speech-
based questions and manipulation of tangible objects. The study focused on
improving Natural Language Understanding for interpreting mathematical in-
tentions and provided insights into error propagation between AI components,
demonstrating the practical viability of conversational AI systems for mathe-
matics education.

[13] explore human-machine teaming paradigms within collaborative AR
environments, investigating how virtual PA as Learning Companions can be
integrated with human collaborators to facilitate social learning. Their study
conducted three collaborative AR experiments with medical students learn-
ing to interview patients with stroke symptoms. The research demonstrates
how learners can benefit from observing, interacting with and receiving feed-
back from both virtual pedagogical agents and human partners in AR set-
tings, achieving significant results in self-efficacy and conceptual and procedu-
ral learning despite challenges in natural language processing technology. This
work supports our Avatar Tutor approach, which similarly combines virtual
pedagogical agents with immersive technology for educational enhancement.

[11] introduce Tutor CoPilot, a Human-AI approach providing real-time
guidance to tutors. Their randomized controlled trial involving 900 tutors
and 1,800 K-12 students found that students whose tutors had access to Tutor
CoPilot were 4 percentage points more likely to master topics, with the greatest
benefit for students of lower-rated tutors (9 percentage points improvement)
and lower-experienced tutors (7 percentage points improvement). At $20 per
tutor annually, this demonstrates how Human-AI systems can effectively scale
expertise.
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3 System Design

Our conversational MR application represents the integration of multiple com-
ponents of AI and immersive technology, designed to create seamless voice-
driven mathematical learning experiences. The system architecture combines
real-time voice processing, language modeling, and immersive visualization
within a unified Unity-based framework running on the Meta Quest 3 plat-
form.

The foundation of our conversational interface relies on Meta’s Wit.ai SDK,
integrated through the Oculus platform, which provides voice recognition capa-
bilities optimized for MR environments. This component handles both partial
and full speech transcriptions, enabling real-time processing of student utter-
ances as they interact with the Einstein avatar. The Wit.ai integration is
particularly well-suited for our educational context, as it can effectively pro-
cess mathematical terminology and commands while maintaining low latency
essential for natural conversational flow. The system processes voice input
through a multi-stage pipeline that begins with audio capture via the Quest 3’s
built-in microphones, followed by real-time speech-to-text conversion through
Wit.ai’s cloud-based recognition engine. This approach ensures high accuracy
for mathematical vocabulary while providing the responsiveness necessary for
interactive learning experiences.

At the core of our system’s intelligence lies Google’s Gemini API, specif-
ically utilizing the gemini-2.5-flash-preview-04-17 model with function-calling
capabilities enabled. This integration allows the Einstein avatar to not only
engage in mathematical conversations, but also trigger specific Unity actions
based on student requests. The function-calling feature is particularly crucial,
as it enables translation between natural language commands and 3D math-
ematical visualizations. When students make requests such as “generate two
intersecting planes” or “show me the RREF steps,” the Gemini model processes
these utterances and determines the appropriate mathematical actions to exe-
cute. We have especially prompted our prompts in Gemini to provide feedback
in a very specific structure that makes it easy to not only parse it out, but
also call the appropriate functions in our code base for triggering the visual-
izations. The system also maintains a conversation history to provide coherent
and contextual responses that build upon previous interactions.

For audio output, we employ ElevenLabs’ multilingual streaming Text-to-
Speech (TTS) API, configured to generate responses in a distinctive voice pro-
file designed for the Einstein avatar. The ElevenLabs integration streams audio
directly to the Quest 3’s spatial audio system, enabling natural conversational
timing and supporting the immersive learning environment. The streaming
nature of TTS ensures that students receive immediate audio feedback, main-
taining the natural flow of conversation essential for effective tutoring interac-
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tions.

4 Conversational Learning Through the Einstein Avatar

Our application transforms abstract linear algebra instruction into engaging
conversational experiences through the Einstein avatar, fundamentally chang-
ing how students interact with mathematical concepts. Rather than navigating
complex interfaces or memorizing procedural steps, students engage in natu-
ral dialogue that mirrors authentic mathematical discourse, creating a more
intuitive and pedagogically sound learning environment. The conversational
interface enables students to request mathematical visualizations through nat-
ural language, with Einstein responding both visually and auditorily to rein-
force conceptual understanding. When a student speaks the command “draw
me two planes that intersect on a line,” Einstein immediately responds with
engaging mathematical dialogue while simultaneously rendering the requested
geometry.

Einstein’s response demonstrates sophisticated pedagogical awareness:“Ah,
a fascinating request! Imagine two pieces of paper cutting through the air; where
they meet forms a line, doesn’t it? I can certainly generate two such planes for
you. I’ll choose some values for their equations.” This response exemplifies
several key pedagogical principles: it connects abstract mathematical concepts
to tangible real-world analogies (pieces of paper), validates the student’s math-
ematical curiosity, and provides transparency about the mathematical process
being executed.

Figure 1 illustrates this interaction, showing both geometric visualization
and Einstein’s conversational engagement. The parametric equation of the
resulting line is displayed within the MR environment, allowing students to
observe the mathematical relationship between the intersecting planes and their
linear intersection.

Similarly, when students request more complex scenarios such as “Gener-
ate three planes that intersect at a single point in 3D space”, Einstein pro-
vides mathematically rich dialogue that contextualizes the visualization within
broader mathematical understanding. His response—“Ah, excellent! You wish
to see how three planes can come together to meet at a single, unique point in
space. Much like how three different paths can cross at one specific location.
I shall generate three such planes for you now”—demonstrates how conversa-
tional AI can scaffold learning by connecting abstract mathematical concepts
to spatial intuition.

In Figure 2 a student likes to visualize the addition of vectors geometri-
cally. The student asks “Draw me two random vectors and then perform vector
addition on it”. Enstien responds back Aha! Adding vectors, a fundamental
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Figure 1: Left: Student with the Meta Quest 3 hardware in the classroom.
Right: The Einstein avatar responds to a student’s request to display two in-
tersecting planes, providing both a geometric visualization and the parametric
equation of their line of intersection. In this figure, the text above Einstein
displays a transcript of his spoken response. Additionally, the figure captures
the beginning of a step-by-step demonstration of the RREF algorithm, with
Einstein’s on-screen dialogue reflecting his explanation of the initial steps.

operation! We shall combine them, head to tail, to reveal their combined effect
- the resultant vector. Let’s engage the combining mode!

Figure 2: Vector addition where two random vectors are shown as column
vectors in 3D space as [1;1;1] and [1.3;-2.3;2.4] and the resultant vector of [2.3;-
1.3;3.4]
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The application extends beyond basic geometric visualization to demon-
strate real-world applications of linear transformations through an immersive
Earth-Moon rotational system. This feature transforms abstract rotational
matrices into tangible, observable phenomena that students can manipulate
and control through voice commands and physical controllers.

Students can observe three distinct rotational transformations simultane-
ously: Earth’s rotation around its own axis, the Moon’s rotation around its own
axis, and the Moon’s orbital motion around Earth. Each rotation is governed
by its corresponding rotational matrix, allowing students to witness the direct
mathematical relationship between matrix parameters and physical motion.
Traditional linear algebra instruction often presents rotational matrices as ab-
stract mathematical objects disconnected from their geometric meaning, creat-
ing a significant barrier to student understanding [1]. Our paper addresses that
gap by providing concrete, embodied interactions with 3D transformations.

Figure 3: Earth-Moon rotational system illustrating linear transformations
through astronomical visualization. Left: The three rotational matrices are
displayed alongside controller options, with the Earth centered at the origin.
Students can manipulate these matrices using voice commands or physical
interaction. Right: The Moon orbits the Earth, and the user dynamically
adjusts rotational parameters via the controller to observe the real-time effects
of transformation.

The conversational interface enables intuitive control over these transfor-
mations through natural language commands such as “increase the speed of the
earth rotation” or “make the moon go slower around the earth.” These voice
interactions allow students to immediately observe how changes in rotational
matrix parameters affect the corresponding physical motions, creating a direct
connection between mathematical abstraction and observable phenomena.

The conversational approach offers several distinct advantages for applied
linear algebra instruction in CS curricula. First, the natural language interface
reduces cognitive load by eliminating the need to learn complex software in-
terfaces, allowing students to focus entirely on mathematical concepts. This is
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particularly valuable in CS education, where students often struggle with the
transition from algorithmic thinking to mathematical abstraction.

Second, Einstein’s dialogical responses provide immediate conceptual scaf-
folding that connects mathematical operations to their geometric and physical
interpretations. When students request specific visualizations, they receive
not only the visual representation, but also the explanatory context that re-
inforces understanding. This conversational scaffolding is especially effective
for CS students who benefit from understanding the practical applications of
mathematical concepts in computational contexts.

Third, the real-time nature of the interactions enables iterative exploration
and hypothesis testing. Students can quickly generate multiple geometric con-
figurations, observe their properties, and develop an intuitive understanding
through experimentation. This exploratory approach aligns with inquiry-based
pedagogical methods while leveraging the unique capabilities of conversational
AI and immersive visualization.

Finally, astronomical applications demonstrate the relevance of linear alge-
bra concepts to computer graphics, game development, and simulation—core
areas of CS where rotational transformations are fundamental. By observing
how rotational matrices control planetary motion, students develop a deeper
appreciation for the practical importance of linear algebra in computational
applications, potentially increasing motivation and engagement in the subject
matter. The integration of conversational AI with immersive visualization
represents a significant advancement in mathematical pedagogy, offering CS
students a more intuitive, engaging, and conceptually rich approach to linear
algebra learning that bridges the gap between abstract mathematical theory
and practical computational applications.

5 User Feedback and Planned Improvements

To evaluate the initial effectiveness and user experience of our conversational
MR application, we conducted a pilot study with eight students who partici-
pated in a three-week linear algebra workshop designed for incoming students at
California State University, Chico. These participants represented diverse aca-
demic backgrounds, including mathematics, chemistry, electrical and computer
engineering, and arts, providing valuable insights into the application’s appeal
across different STEM and non-STEM disciplines. The workshop focused on
solving systems of linear equations, visualizing their geometric interpretations,
and understanding the geometric RREF process.

The survey results, presented in Table 1, reveal consistently positive re-
sponses in all measured dimensions, with mean scores ranging from 3.625 to
4.375 on a 5-point Likert scale. The highest scores were fundamental visualiza-
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tion capabilities (Q1: Mean = 4.375) and engagement with the Einstein avatar
(Q3: Mean = 4.375), suggesting that both core technical functionality and
the conversational interface effectively support learning objectives. The data
indicates strong validation for our primary hypothesis that conversational MR
enhances mathematical visualization. Question 1, addressing the core visu-
alization of planes, lines and vectors, achieved the highest mean score with
minimal variation (SD = 0.5175), indicating the broad consensus that the ap-
plication effectively supports geometric understanding. Similarly, Question 5
(Mean = 4.25, SD = 0.7071) confirms that the 3D MR environment successfully
builds intuition for spatial relationships fundamental to linear algebra.

In particular, Question 2 regarding linear transformations through the Earth-
Moon system received the lowest mean score (3.625), though still indicating
a positive reception. This result is particularly meaningful given that partici-
pants had not formally studied linear transformations at the time of trying the
MR app, suggesting that the astronomical visualization approach successfully
makes advanced concepts accessible to novice learners. The moderate standard
deviation (0.7440) indicates some variation in how effectively different students
connected rotational matrices to planetary motion, highlighting opportunities
for improved scaffolding in future iterations.

The voice command system (Q4: Mean = 3.875, SD = 0.9910) showed the
highest variability in responses, suggesting that while many students found
voice interaction beneficial, some experienced difficulties that warrant techni-
cal improvements. This aligns with qualitative feedback indicating that voice
recognition accuracy and system responsiveness require refinement for an op-
timal user experience. Student responses to the question about the interaction
of the Einstein avatar reveal several key themes: The most prominent theme is
enhanced engagement through personification of the learning experience. Stu-
dents consistently noted that having a “character to help explain” and someone
to “tutor you while studying” transformed the learning dynamic from passive
absorption to active conversation. One student articulated this clearly:“more
interactive hands on activities are more engaging. And engagement leads to
interest, and interest leads to learning.” The responses also highlight the moti-
vational impact of the expert persona. One student noted that the avatar “can
motivate the user to want to keep learning about this subject” because “he is
an expert in that field.” This suggests that the Einstein’s avatar successfully
leverages aspirational learning, where students feel inspired by interacting with
a renowned scientific figure. However, feedback also reveals important usabil-
ity considerations. One student expressed preference for “creating equations
myself” instead of relying on avatar generation, indicating that the balance be-
tween guided instruction and student agency requires careful calibration. This
feedback suggests implementing more user control options while maintaining
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the conversational benefits.
Although these preliminary results are encouraging, several limitations must

be acknowledged. The small sample size (n=8) and non-randomized design
limit generalizability, particularly for CS students who represent our primary
target population. The diverse academic backgrounds of participants, while
providing breadth, may not reflect the specific needs and prior knowledge of CS
students taking applied linear algebra. Future evaluation plans include deploy-
ment with CS students during the applied linear algebra course, enabling com-
parison with traditional instruction methods through randomized controlled
trials. This will allow measurement of learning outcomes beyond engagement
and self-reported understanding, including performance on standardized assess-
ments and retention of conceptual knowledge. Technical improvements based
on user feedback will focus on enhancing voice recognition accuracy, particu-
larly for mathematical terminology, and providing more granular user control
over mathematical object creation. Additionally, the Earth-Moon visualiza-
tion will be enhanced with more explicit connections to underlying rotational
matrices to improve conceptual clarity for students without linear transforma-
tion background. The positive reception across diverse academic disciplines
suggests broader applicability beyond CS education, though domain-specific
adaptations may be necessary to optimize effectiveness for different student
populations and mathematical concepts.

Question# Statement Mean Std Dev Max Min

1
The app helped me better visualize and understand
concepts such as planes, lines, and vectors
in linear algebra.

4.375 0.5175 5 4

2
Even though I haven’t formally studied linear
transformations, the rotation of the moon around
the Earth made intuitive sense to me.

3.625 0.7440 5 3

3 The ability to talk to Albert Einstein and have him
show examples improved my interest in the topic. 4.375 0.7440 5 3

4 The voice command system made it easier to
explore linear algebra visually. 3.875 0.9910 5 2

5 The 3D mixed reality environment helped me
build an intuition for how planes and lines intersect. 4.25 0.7071 5 3

6 After using the app, I feel more motivated to
learn the math behind what I saw. 4.00 0.7559 5 3

7 Having a virtual tutor like Albert Einstein made
the learning experience more personal and engaging. 3.75 1.0351 5 2

8 Being able to talk to a virtual tutor directly will
improve my ability to learn linear algebra concepts. 4.25 1.0351 5 2

Table 1: Survey results for the MR linear algebra app on Meta Quest 3. Partic-
ipants rated each statement on a 5-point Likert scale: 1 = Strongly Disagree,
2 = Disagree, 3 = Neutral, 4 = Agree, 5 = Strongly Agree.

6 Conclusion

This work advances math education in computer science by combining conver-
sational AI with MR to support linear algebra learning. Extending our prior
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research on MR visualizations [4], we introduce a new paradigm where stu-
dents interact naturally with a virtual Einstein avatar to request visualizations
and receive immediate, pedagogically aware feedback. Our system integrates
Meta Wit.ai, Google Gemini, and ElevenLabs within Unity, enabling seamless
voice-driven interaction and immersive visualization. The Earth-Moon system
exemplifies how familiar astronomical motion can ground abstract concepts
like linear transformations in physical intuition—particularly relevant for com-
puter science topics like graphics and machine learning. Preliminary feedback
from eight users is promising, though larger studies are needed. Future work
will expand to other linear algebra topics and improve error detection. By
merging natural language interaction with MR, this research lays a foundation
for AI-powered educational tools that make advanced math more accessible,
engaging, and inclusive.
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